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[] show Pre-Connect Message
Certificate Store
Windows  Machine Mt
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Certificate Store Override

|:| Auto Connect On Start User Controllable

Minimize On Connect User Controllable

|:| Local Lan Access User Controllable

[ ] pisable Captive Portal Detection User Controllable

Auto Reconnect [] user controllable

Auto Reconnect Behavior |:| User Controllable

ReconnectAfterResume
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Edit AnyConnect File

Name: ® AnyConnect_Management_Tunnel

File Name:* AnyConnect_Management_Tunnel xml

File Type:® AnyConnect Management VPN Profile
AnyConnect Client Image
Description: AnyConnect VPN Profile
AnyConnect Management VPN Frofile
AMP Enabler Service Profile
Fesdback Profile
ISE Posture Profile
NAM Service Profile
Network Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile
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SSL_AnyConnect. xml

AnyConnect VPN Profile
AnyConnect Client Image

AnyConnect VPN Profile

AnyConnect Management VPN Profile
AMP Enabler Service Profile
Feadback Profile

Metwork Visibility Service Profile
Umbrella Roaming Security Profile
Web Security Service Profile
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File ebjects represent files used in configuratiens, bypically for remote access VPN policies. They can centain AnyConnect Client Profile and AnyConnect Client Image files,

@ SeCUnTy wLroup 1ag

z
s ey mencence | R

j [DNS Lists and Feeds Anyoonnectd.9_For_Windows anyconnect-win-4.9.01095-webd AnyConnect Client Image 2 & ? o
@/ Network Lists and Feeds .

s —— AnyConnect_Management_Tunnel AnyConnect_Management_Tunne /AnyConnect Management VPN Profile 20
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Edit Group Palicy

Name:* AnyConnect_Management_Tennel

Description:

conr [EITETIIEY s

Profile AnyConnect profiles contains settings for the VPN client functionality and
Management Profile optional features. FTD deploys the profiles during AnyConnect client
connectien.

Client Modules
551 Sektings Client Profile: SS1_AnyConnect.xml bl + ]
Connection Settings

Standalone prefile editor can be usad to create a new or modify existing
AnyConnect profile. You can download the profile editor from Cisco

Software Download Center.

R, Management Profile® 7 I8 L. Management Profle ROY A I X _-1—T
Management VPN Profile2 88472 1V N&EIRLE T,
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Edit Group Policy

Name: ™ AnyConnect_Management_Tennel

Drescription:

N rcomec I

Profile A Management VPN Tunnel ensures connactivity to the corporate network whenever
Management Profile the endpoint Is powared up, even If end-user does not connect over VPN,

Client Modules

The Management Profile file contains settings for enabling and establishing

SSL Settings Management VPN Tunnel on endpoint automatically. Standalone Management VPN
Tunnel profile aditor can be used to creats a naw o modify existing profile file. You can
Connection Settings download the profile editor from Cisco Software Download Center

Management Profile: AnyConnect_Management_Tunnel - Q

Additional configuration:

1. Configure authentication method as 'Client Certificate Only' In the Connection Profile
used for Management VPN tunnel. On the dient, configure a valid/trusted machine
certificate for authentication.

2. Configure Split Tunnel to include only specified network(s) in the associated Group

Policy.
3. Enable Client Bypass Protocol under Connection Settings in the associated Group
Palicy.

[cm]
ZEEREL T, HLLWATI IV N EREOTL—TRUS—CBILET,

Overview Analysis Policies Devices EeGESSE AMP Intelligence , Deploy

1 Help v dperezve v

Object Management Intrusion Rules

Group Policy | & Add Group Policy | | 4 Filter

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remote access VPN experience_The RADIUS authorization server assigns the group policy or it is obtained from the current connection
profile.
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Dashboards » Reporting Summary v

Remote Access VPN Policy Wizard

€ Policy Assignment (2) Connection Profile > 3] AnyConnect > 4) Access & Certificate > 5) Summary

Targeted Devices and Protocols

This wizard will gulde you throwgh the required minimal steps to configure the Remote Access VPN palicy with ) Before You Start
a new user-defined connection profile.
Before you start, ensure the following
configuration elements to be in place to
= complete Remobe Access VPN Policy.
Mame: AnyConnect_Management_Tunnel : %
Authentication Server

Configure Bealm or BADIS Server Group
or S50 to authenticate VPN clients,

Deseription:

VPN Protocols: = 551 O IKEW2 AnyConnect Client Package
Make sure you have AnyConnect package
B icpg:  Avallable Devices Selected Devices for WPM Client downloaded or you have
Tergeted evioes: the relevant Clsco cradentials ke download
2 ftdv-dperezve j It during the wizard.

Device Interface

o frdv-fefimens Interfaces should be already configured on
targeted gdovices so that they can be used
Bz 8 security zone or interface group to
enable VPN access.

Naxt Cancel

Connection Profile T, FB&EH 3 & L TClient Certificate OnlyZiBIRL E£F., Chid, DT
HR—RNENBHE—DRITT,
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Davice Managemant NAT VPN * Remote Access Qos Platform Settings FlaxCanfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment © Connection Profile 3] AnyConnect > \4) Access & Certificate > .5) Summary

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection, Th
accomplished and how addre:

s poliches pertain to creating the
are assigned. They alse include user sttributes, which are defined in group polic

1 itself, how AAA IS

Connection Profile Name:™®  AnyConnect_Management_Profile

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN connections.,

Authentication Method: Client Certificate Only BS
Usarname From Certificate; | AAA Only = Istinguished Name) as usarname

P Fletd L

rimar (s rH
¥ Client Certificate Only

Secondary Field: Client Certificate & AAA v
Authorization Server: v | @~ (e
Accounting Server; Al + ]

Cliant Address Assignment:
Client I address can be assigned from Afi server, DHCP server and 1P address pools. When multiple options are selected, IP address
assignment |s tried In the order of AAA server, DHCP server and 1P address pool.

[l use DHCP Servers
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Device Management NAT VPN *» Remote Access QoS Platform Settings FlexCanfig

Certificates
Remote Access VPN Policy Wizard

1) Policy Assignment @ Connection Profile 3] AnyConnect > 4) Access & Certificate > '5) Summary

Authorization Server: > | Q-
Accounting Server: ~ @
Client Address Assignment:

Client IP address can be assigned from AfA server, DHCP server and IP address pools. When multiple options are selected, [P address
asskgnment Is tried in the crder of AAA server, DHCP server and IP address pool.

@

[ use DHCP Servers
B use 1P Address Poals

IPvd Address Pools:  AnyConnect-Pool

IPv6 Address Pools:
Group Pelicy:

A group pelicy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is established. Select
or oreate a Group Policy object.

Group Policy:* v Q
iy AmyConnect_Management_Tunnel ~
s DtGrpPolicy
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Remote Access VPN Policy Wizard

1) Policy Assignment > 2) Connection Profile € AnyConnect 4) Access & Certificate > 5) Summary

A e
AnyConnect Client Image
Thi: VPN gateway €an autormatical 1 i clien e when the VP i i
nit Mini nnectio lected packa,
yConnect Client packages from Cisco Software Download Center.
Shew Re-order bultons +]
¥ AnyConnect File Object Name AnyConnect Client Package Name Operating System
¥l Amyconnectd.9_For_Windows anyconnect-win-4.9.01095-webdeploy- k9. pka Windows -
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Device Management MAT VPN * Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

1) Policy Assignment > .2) Connection Profile > 3) AnyConnect @ Access & Certificate .5} Summary

Interface group/Security Zone: ™

outside ¥ @

[l Enable DTLS on member interfaces

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients, Select a
certificate which is used to authenticate the VPN gateway.

Cartificate Enroliment:® SEL_AnyConnaect il + ]

[ Enrell the selected cortificate object on the target devices

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypted traffic from the Access Control Policy.

&4 Bypass Access Control policy for decrypted traffic (sysopt parmit-vpn)
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Remote Access VPN Policy Wizard

& " 1 . i - An Aggess Contrpl rule must be defined to G
-} Ay B B e P 3
Connection Profile: AryConnect_Management_Profile allow VPN traffic on all targated devices.
Connection Alias: AnyConnect_Management_Profile () NAT Exemption
ARA: If NAT is enabled on the targeted devices, you
must define a MAT Policy to exempt VPN
Authentication Method: Client Certificate Only traffic.
Usemname From Certificate:  CN (Common Name) & OU (Organisational Unit) @ NS Configuration
To resobve hostname specified in ARA Servers
Authorization Server: or CA Servers, configure DNS using HexConfig
Poficy on the targeted deviees,
Accounting Server: = . .
i Port Configuration
Address Assignment: S5L will be enabled on port 443,
Please ansure that these ports are not used in
Address from AR - NAT Policy or other services before deploying
_— the configuration.
DHCP Servers:
o Network Interface Configuration
Fubdress Pools (IPwd): . :
Fess Pocls (TPva) o, AnyConnect-Pool Make sure to add Interface from targeted
Address Poals (1Pv6): devices to SecurltyZone object "outside”
Group Policy: :'-1 AnyConnect_Managemeant_Tunnal
AryConnect Images: Anyconnect4.9_For_Windows
Interface Objects: B cutside
Device Certificates: S5L_AnyConmect
-
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