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Tk

XY BRI—OK

ALY FDERE

SSH O #Exh1k

Catalyst TOT/\Yv T

EHEN BEFEIBEED debug INX > RO

Solaris #* £ Catalyst N\ ® Triple Data Encryption Standard ( 3DES ) Telnet /N AT — R
PC A5 Catalyst A® 3DES Telnet /NAD—R

Solaris 7' S Catalyst N® 3DES §28F. 2R, BRVOPTHI T4 (AAA) 25
BEAREL LBED debug IN > RO

9Z AT > b1 Blowfish BE& ( KU R—b ) ZEH K BBEE D Catalyst TOF/NY T
Telnet NAT— RAFIERIBED Catalyst TOT/NY T

AAA FRREN EEICITOD B WVBE D Catalyst TOT/NY T
NSTNZa—F12T

SSHZFEALTAAY FICEETERZV

B E B R

BE

D RFIXBNTIE, Catalyst OS ( CatOS ) HFE@ L TLW 3 Catalyst A4 ¥ F T Secure
Shell (SSH) N—2 3 1 Z2RETHFIBICOVWVTHALTVWET, TAMNEhEN—D3D
(& cat6000-supk9.6-1-1c.bin T,

Bl 4
B

t

RORIZ, BRAALAYFTOHOSSHOHR—RMRRERLET, BEFREFHXI—MIE, Software
Center TCNSDYTRIIT AX—DITFTIOEATEERT,

CatOS SSH
TFINA A SSH #R—h
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Cat 6.1 BEE D K9 A

4000/4500/2948G/2980G ( CatOS ) [X—2

Cat 5000/5500 ( CatOS ) 2&1_'3?/:@0) K9 A

Cat 6000/6500 ( CatOS ) 31 FRO K9 A

-z

|OS SSH

TINAA SSH #R—hk

Cat 2950* l‘zlé.1(120)EA1 B

Cat 3550* 12.1(11)EA1 LAR&

Cat 4000/4500 ( #& Cisco I0S YV 7 [12.1(13)EW LAF&

RoIT7)* b

(f\aé6:£)070/§3§00 ( #£4 Ciscol0S V7 12.1(11b)E LUK
12.1(12c)EY LAB&

Cat 8540/8510 . 12.1(14)E1 LA
B&

SSH &L

TINA A SSH #R—k

Cat 1900 VWOZ

Cat 2800 VWOZ

Cat 2948G-L3 VWO Z

Cat 2900XL VWO Z

Cat 3500XL VWO Z

Cat 4840G-L3 hy-2

Cat 4908G-L3 hy-2

*BEEICDOVWTIE "CiscolOS Z2R1TFRIN—ZRBFLVPAAYFOEFIT I DERE, TH
BALTVWET,

** 5 E Cisco I0S V7 NI T 7 A% E T 3 Catalyst 4000 M 12.1E NL 4 > Tl SSH [ HR— K
EhErtEA,

3DES MEBLIAHKICDWVWTIE. TEncryption Software Export Distribution Authorization Form. %
SHBLTLSEEV,

CcHORFIXRNTWE, (Telnet INATD—R TACACS+ /LT ) SSH E/z1& RADIUS ZE3&
FTHENC, RENEL TVWBCEZFRELTVET, SSH #EE TS FE T, SSH with
Kerberos EHR—REhEt A,

FATRIIR—Fb

CORFIXZNTEE, CatOS K9 4 X—I A" BB 9 % Catalyst 2948G, Catalyst 2980G,
Catalyst 4000/4500 </ ') — X, Catalyst 5000/5500 > 'J—X, & & Catalyst 6000/6500 >/ ') —
ADHKERMRELTVET, FHICOVTE., CORFIAXIRND TEH, OtV 3SR
LT<EEL,
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CORFIXVNOEHRE. REDFARRELCLHZTNARACETVWTERENEEDNDTT,
DRFAIXRNTHEAIZINTOTFNAAR, JUTR(T7AILD ) RETEREZHRHKEL T
WET, RROXY NT—IFRBEBFTHIBEICE. EORSIBEXICODVTE, TORE
NEEEIODVTHRIEBL THBENfBYUET,

p; 3

REFIXDNREOFMEE, "ZRAATI_HNTAYTAOREES ZSRLTEE L,

Y hI—=9K
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FC
17218124 25
Router Sedtch
103116
llI
Uniz
17218124 114

A Y FDIRE

1--- CGenerate and verify RSA key. sec-cat6000> (enable) set crypto key rsa 1024

Generating RSA keys..... [ ]

sec-cat 6000> (enabl e) ssh_key process: host/server key size: 1024/ 768

I--- Display the RSA key. sec-cat6000> (enable) show crypto key

RSA keys were generated at: Mn Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651

1--- Restrict which host/subnets are allowed to use SSHto the switch. !--- Note: If you do not


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

do this, the switch will display the nmessage !--- "WARNING ! | P pernit list has no entries!”
sec-cat 6000> set ip permt 172.18.124.0 255.255.255.0

172.18.124.0 with mask 255.255.255.0 added to IP permit list.

l--- Turn on SSH. sec-cat6000> (enable) set ip pernmt enable ssh

SSH permit list enabl ed.

l--- Verity SSH pernit list. sec-cat6000> (enable) show ip permit

Tel net permit list disabled

Ssh permit list enabl ed.

Snnp permit list disabled.

Permt List Mask Access-Type

172.18. 124. 0 255. 255.255.0 tel net ssh snmp

Deni ed | P Address Last Accessed Tinme Type

SSH D XL

RRICEP2TRF, AMYFTSSHEZENICTRDEANMEICEDZBENHYVET, AMYTFT
SSHAREETENTWVWAAESHZERL, RETCNTLVIBREEMCLET,

AAYFTSSHHNBREENTWVWRAESH ZHERTHICIE, showcryptokey AN RZEHITL
£¥9, HHOICRSAF—HNRRENDFERF. A/ YFTSSHAREE N, BHCHE>TLERT
o RIZBIZRLET,

sec- cat 6000> (enabl e) show crypto key

RSA keys were generated at: Mn Jul 23 2001, 15:03:30 1024 65537 1514414695360
577332853671704785709850606634768746869716963940352440620678575338701550888525
699691478330537840066956987610207810959498648179965330018010844785863472773067
697185256418386243001881008830561241137381692820078674376058275573133448529332
1996682019301329470978268059063378215479385405498193061651

5 —ZHIBRT B I(CI&. clearcryptokeyrsa IN > RERITL T, AM Y F T SSH ZEMICL
£F9, RIZHlEZzRLET,

sec- cat 6000> (enable) clear crypto key rsa

Do you really want to clear RSA keys (y/n) [n]? y
RSA keys has been cl eared

sec- cat 6000> (enabl e)

Catalyst TOF/YY J

FNYTEAIZTBICIE., settracessh4d AX > REFKITLET,

FNYT&E#ATIZTBICIE, settracessh0 AN RERKITLET,

BN BHFEEED debug AX > RO B

Solaris »* 5 Catalyst A\ ® Triple Data Encryption Standard ( 3DES ) Telnet /N AP
— R

Solaris

rtp-evergreen# ssh -c 3des -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5
Conpi | ed wi th RSAREF.

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config



rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

ssh_connect: getuid O geteuid O anon O
Al'l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renot e protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host

22.

key (1024 bits).

Host key not found fromthe |ist of known hosts.
Are you sure you want to continue connecting (yes/no)? yes

Host
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

root @O0. 31. 1. 6'

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

'10.31.1.6'

Renot e host denied X11 forwarding,

added to the list of known hosts.

Initializing random seed file //.ssh/random seed
Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirmation.

Doi ng password aut henticati on.

s password:

Requesting pty.

Failed to get |ocal xauth data.

Requesting X11 forwarding with authentication spoofing.
per haps xauth program

could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

I Catalyst

rtp-evergreen# ssh -c 3des -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-sol aris2.5.1],

protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid O geteuid O anon O

Al'l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renot e protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host

22.

key (1024 bits).

Host key not found fromthe |ist of known hosts.
Are you sure you want to continue connecting (yes/no)? yes

Host
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

root @O0. 31.1.6'

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

'10.31.1.6'

Renot e host denied X11 forwarding,

added to the list of known hosts.

Initializing random seed file //.ssh/random seed
Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirmation.

Doi ng password aut henticati on.

s password:

Requesting pty.

Failed to get |ocal xauth data.

Requesting X11 forwarding with authentication spoofing.
per haps xauth program

could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>



PC » & Catalyst A® 3DES Telnet /A A7 —R

I Catalyst

rtp-evergreen# ssh -c 3des -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-sol aris2.5.1], protocol version 1.5.

Conpi | ed wi t h RSAREF.

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config

rtp-evergreen: ssh_connect: getuid O geteuid O anon O

rtp-evergreen: Allocated | ocal port 1023.

rtp-evergreen: Connecting to 10.31.1.6 port 22.

rtp-evergreen: Connection established.

rtp-evergreen: Renpte protocol version 1.5, renpte software version 1.2.26

rtp-evergreen: Wiiting for server public key.

rtp-evergreen: Received server public key (768 bits) and host key (1024 bits).

Host key not found fromthe |ist of known hosts.

Are you sure you want to continue connecting (yes/no)? yes

Host '10.31.1.6" added to the list of known hosts.

rtp-evergreen: Initializing random seed file //.ssh/random seed

rtp-evergreen: Encryption type: 3des

rtp-evergreen: Sent encrypted session key.

rtp-evergreen: Installing crc conpensation attack detector.

rtp-evergreen: Received encrypted confirmation.

rt p-evergreen: Doing password authentication.

root @O0. 31. 1. 6's password:

rtp-evergreen: Requesting pty.

rtp-evergreen: Failed to get |ocal xauth data.

rtp-evergreen: Requesting X11 forwarding with authentication spoofing.

War ni ng: Renote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen: Requesting shell.

rtp-evergreen: Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>
Solaris A*S Catalyst A® 3DES §B8F, Bul, 8XRCETFAHIT1T (AAA) R
EE

Solaris

Solaris with aaa on:

rtp-evergreen# ssh -c 3des -1 abcdel23 -v 10.31.1.6

SSH Version 1.2.26 [sparc-sun-sol aris2.5.1], protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen: Reading configuration data /opt/Cl Sssh/etc/ssh_config
rtp-evergreen: ssh_connect: getuid O geteuid O anon O

rtp-evergreen: Allocated | ocal port 1023.

rtp-evergreen: Connecting to 10.31.1.6 port 22.

rtp-evergreen: Connection established.

rtp-evergreen: Renpte protocol version 1.5, renpte software version 1.2.26
rtp-evergreen: Wiiting for server public key.

rtp-evergreen: Received server public key (768 bits) and host key (1024 bits).
rtp-evergreen: Host '10.31.1.6' is known and natches the host key.
rtp-evergreen: Initializing random seed file //.ssh/random seed
rtp-evergreen: Encryption type: 3des

rtp-evergreen: Sent encrypted session key.

rtp-evergreen: Installing crc conpensation attack detector.

rtp-evergreen: Received encrypted confirmation.

rt p-evergreen: Doing password authentication.



abcdel23@0.31.1.6's password:

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

Renot e host deni ed X11 forwarding,

Requesting pty.

Failed to get |ocal xauth data.

Requesting X11 forwarding with authentication spoofing.
per haps xauth program

could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

I Catalyst

Solaris with aaa on:

rtp-evergreen# ssh -c 3des -|I
SSH Version 1.2.26 [sparc-sun-sol aris2.5.1],

abcdel23 -v 10.31.1.6

protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

Renot e host denied X11 forwarding,

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid O geteuid O anon O

Al'l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renot e protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host key (1024 bits).
Host '10.31.1.6" is known and matches the host key.
Initializing random seed file //.ssh/random seed

Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirmation.

Doi ng password aut henticati on.

1.6's password:

Requesting pty.

Failed to get |ocal xauth data.

Requesting X11 forwarding with authentication spoofing.

per haps xauth program

22.

could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shel .
Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

BENREL B E D debug AX > RO B

954 TF > RIF Blowfish B8 (kY AR—bN ) EH&KDFE N Catalyst TOT/VY

v

Solaris with aaa on:

rtp-evergreen# ssh -c 3des -|I
SSH Version 1.2.26 [sparc-sun-sol aris2.5.1],

abcdel23 -v 10.31.1.6

protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid O geteuid O anon O

Al l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renot e protocol version 1.5,

22.

renote software version 1.2.26



rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

Waiting for server public key.

Recei ved server
'10.31.1.6'

Host

public key (768 bits) and host
is known and nat ches the host

key (1024 bits).
key.

Initializing random seed file //.ssh/random seed

Encryption type:
encrypt ed session key.

Sent

3des

Installing crc conpensation attack detector.
Recei ved encrypted confirmation.
Doi ng password aut henticati on.

1.6's password:
Requesting pty.
| ocal

Failed to get

xaut h dat a.

Requesting X11 forwarding with authentication spoofing.

Renot e host denied X11 forwarding,

could not be run on the server side.
Requesting shell.
Entering interactive session.

rtp-evergreen:
rtp-evergreen:

Ci sco Systens Consol e

sec- cat 6000>

per haps xauth program

Telnet N AV — RFFIEBFE D Catalyst TOTF/SY T

Solaris with aaa on:
rtp-evergreen# ssh -c 3des -|I

Conpi | ed wi th RSAREF.
Readi ng configuration data /opt/Cl Sssh/etc/ssh_config

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

ssh_connect:
Al |l ocated | ocal

Connecting to 10.31.1.6 port

abcdel23 -v 10.31.1.6
SSH Version 1.2.26 [sparc-sun-sol aris2.5.1],

pr ot ocol

getuid O geteuid O anon O

port 1023.

22.

Connection established.

Renot e pr ot ocol

version 1.5,

Waiting for server public key.

Recei ved server
'10.31.1.6'

Host

public key (768 bits) and host
is known and nat ches the host

version 1.5.

renote software version 1.2.26

key (1024 bits).
key.

Initializing random seed file //.ssh/random seed

Encryption type:
encrypt ed session key.

Sent

3des

Installing crc conpensation attack detector.
Recei ved encrypted confirmation.
Doi ng password aut henticati on.

1.6's password:
Requesting pty.
Failed to get

| ocal

xaut h dat a.

Requesting X11 forwarding with authentication spoofing.

Renot e host denied X11 forwarding,

could not be run on the server side.
Requesting shell.
Entering interactive session.

rtp-evergreen:
rtp-evergreen:

Ci sco Systens Consol e

sec- cat 6000>

per haps xauth program

AAA BEENFEE ICTHhhhEWVWIBES D Catalyst TOF/SY T

Solaris with aaa on:
rtp-evergreen# ssh -c 3des -|I

Conpi | ed wi th RSAREF.
Readi ng configuration data /opt/Cl Sssh/etc/ssh_config

rtp-evergreen:
rtp-evergreen:

ssh_connect:

abcdel23 -v 10.31.1.6
SSH Version 1.2.26 [sparc-sun-sol aris2.5.1],

pr ot ocol

getuid O geteuid O anon O

version 1.5.



rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
VMr ni ng:

Renot e host denied X11 forwarding,

Al'l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renmot e protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host key (1024 bits).
Host '10.31.1.6" is known and matches the host key.
Initializing random seed file //.ssh/random seed

Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirmation.

Doi ng password aut henticati on.

1.6's password:

Requesting pty.

Failed to get |ocal xauth data.

Requesting X11 forwarding with authentication spoofing.

per haps xauth program

22.

could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

hSTAS21—F4Y

C CTlk, Cisco AA€YFTDH SSH

WTHBELET,

RECHEITZIRENS TN 2—TFT142T 2FUFICD

SSH Z AL TR Y FILERTE R

R -
SSH ZFRALTASM Y FIEETEETEA,

debugipssh AYX > RFRXOHEIERTLET,

Solaris with aaa on:

rtp-evergreen# ssh -c 3des -|I
SSH Version 1.2.26 [sparc-sun-solaris2.5.1],

abcdel23 -v 10.31.1.6

protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid O geteuid O anon O

Al'l ocated | ocal port 1023.
Connecting to 10.31.1.6 port
Connection established.
Renote protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host key (1024 bits).
Host '10.31.1.6" is known and natches the host key.
Initializing random seed file //.ssh/random seed

Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirmation.

Doi ng password aut hentication

1.6's password:

Requesting pty.

22.



rtp-evergreen: Failed to get |ocal xauth data.

rtp-evergreen: Requesting X11 forwarding with authentication spoofing.

War ni ng: Renote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen: Requesting shell.

rtp-evergreen: Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>

BRRE
COREFRROVTNANRERTRELET,

-RARNBOEERICH LV SSHEGNFKRTDILDICHK 2 I,
cSSHAZRILOFAVTWAEVF— (JL—F0O FQDN FERE D &llB%d ) Z2FALT
REETNhTWLVS,
COBBEOEERZXIZRLET,

IRARBEZELLERBIZSSHABMEL B<BZ2EHEEFE. ILLF—ZHKEL., BYIAESIAX
LNZFERALTHOHRLWF—Z/ERLET, solaris with aaa on:

rtp-evergreen# ssh -c 3des -1 abcdel23 -v 10.31.1.6
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol
Conpi | ed with RSAREF.

version 1.5.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

War ni ng: Renote host denied X11 forwarding,
be run on the server side.

coul d not
rtp-evergreen:
rtp-evergreen:

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid O geteuid O anon O

Al | ocated | ocal port 1023.

Connecting to 10.31.1.6 port 22.

Connection established.

Renpote protocol version 1.5, renote software version 1.2.26
Waiting for server public key.

Recei ved server public key (768 bits) and host key (1024 bits).
Host '10.31.1.6" is known and matches the host key.
Initializing random seed file //.ssh/random seed
Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirnation.

Doi ng password aut henti cati on.

1.6's password:

Requesting pty.

Failed to get local xauth data

Requesting X11 forwardi ng with authentication spoofing.

per haps xauth program

Requesting shell.
Entering interactive session.

Ci sco Systens Consol e

sec-cat 6000>

-BBRSAF— (AMYFDOFQDN ICESIKBHAMTHFESND ) FEALBVWTLSEEL,
RKOYICTRIIWFZEF—ZFEHALTLKEET WV, Solaris with aaa on:

rtp-evergreen# ssh -c 3des -|I
SSH Version 1.2.26 [sparc-sun-solaris2.5.1],

abcdel23 -v 10.31.1.6

protocol version 1.5.

Conpi | ed wi th RSAREF.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Readi ng configuration data /opt/Cl Sssh/etc/ssh_config
ssh_connect: getuid 0 geteuid O anon O

Al l ocated | ocal port 1023.

Connecting to 10.31.1.6 port 22.



rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

abcdel23@0. 31.

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Connecti on established.
Renot e protocol version 1.5,
Waiting for server public key.
Recei ved server
Host '10.31.1.6' is known and mat ches the host key.
Initializing random seed file //.ssh/random seed
Encryption type: 3des

Sent encrypted session key.

Installing crc conpensation attack detector.

Recei ved encrypted confirnmation.

Doi ng password aut henticati on.

1.6's password:

Requesting pty.

Failed to get local xauth data.

Requesting X11 forwardi ng with authentication spoofing.

renmote software version 1.2.26

public key (768 bits) and host key (1024 bits).

War ni ng: Renote host denied X11 forwardi ng, perhaps xauth program
could not be run on the server side.

rtp-evergreen: Requesting shell.

rtp-evergreen: Entering interactive session.

Ci sco Systens Consol e

sec- cat 6000>
COBMEBZRLICHARTDICE, IOSYIRNIITZ2ZOBENfMMBEENATVEIN-23 2T
Y7I9L—RLET,

COBBEICETAINITNBRETATVET, FHMIC OV TR, Cisco Bug ID CSCtc41114 ( B
dA—YEH) ZsRBLTEEL,

915

Pl
1

- SSH HR—h R—D

. Cisco |I0S ZE{TITBIL—FBLCFRALYFOEFI1TFT ST IDERE
T Y=)LE*Y b

- TOZHAIYER—Db - Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCtc41114
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk583/tk617/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk617/technologies_tech_note09186a00800949e2.shtml?referring_site=bodynav
//tools.cisco.com/Support/BugToolKit/action.do?hdnAction=searchBugs&amp;referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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