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1. 74=INY O TOELAOTEBHEREFHODO—NIIN - 2R/ Y FICERTDICE
RDERSICAHNLET,

Switch(config) #username admin privilege 15 password 0 ciscol23!

2. AAA B Z—TINICTBICIE. ROELDIZAHLET,

switch(config)# aaa new-model

3.RADIUS H—/NDIP 7 RLABLVOF—ZEETDICE. KOKRIICAHDLET,

switch# configure terminal
switch(config) #radius-server host 172.16.71.146 auth-port 1645 acct-port 1646
switch(config) #radius-server key hellol23
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4. RADIUS HY—NOT7ARATZE)T A4 BT ARNTDIZIE, testaaa ANV RZABDLET,

switch# test aaa server Radius 172.16.71.146 userl Ur2Gd2BH
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5.RADIUS FEERBEDZEIC. O—HIN I—HICT7+—IINYITFTBLSCOT 1AL
ERETDICE, ROLSICAHDLET,

switch(config) #aaa authentication login default group radius local

6. I—HUARIAENBDBEDLHIC, IFHELARIL 15 AORITEZERETSICE, XKOKSICA
HALET,

switch(config) #aaa authorization exec default group radius if-authenticated
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# cd /etc/freeradius

2.clients.conf 77 AL EMETAICE, RDESICAHDLET,

# sudo nano clients.conf

B RARBTREECNEZETNAARA(N—BRERAMYF ) ZEML, ELLVHEREZZDD
EHIZ, ROLSICAILET,

client 192.168.1.1 {



secret = secretkey
nastype = cisco
shortname = switch

}
4.users 77 AN EmETHICIE. ROEXSICROEKSICAHLET,

# sudo nano users
5. FNAANDOT IV AZHFITEN K I—HYZEMLET, XOBIE. 11— Tciscoy
Cisco IOS 4$1EL X)L 15 Z_/RET B HEZRLET,

cisco Cleartext-Password := "password"
Service-Type = NAS-Prompt-User,
Cisco-AVPair = "shell:priv-1lvl=15"

6. FreeRADIUS Z2BEETBIZE. XOKSICADLET,

# sudo /etc/init.d/freeradius restart

7.cisco-tw DXVNTHZDZITNTOI—HICHBELARIL 15 25T EHIC, I—HDT77
A4)®ODEFAULT I—H% I —T%2ZETBICIE. XOKSICAHDLET,

DEFAULT Group == cisco-rw, Auth-Type = System
Service-Type = NAS-Prompt-User,
cisco-avpair :="shell:priv-1vl=15"

8. FreeRADIUS M users 77 A JLIC, ZEBICISUT, BRI EFELARIILTHOI—FZEMT
EET, REXE. SOOI (life) CRLARLI(ZARTAL XVFFUR) FidEEh
S
sudo nano/etc/freeradius/users
life Cleartext-Password := "testing"

Service-Type = NAS-Prompt-User,

Cisco-AVPair = "shell:priv-1lvl=3"

Restart the FreeRADIUS service:
sudo /etc/init.d/freeradius restart
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AAYTFOREZHEIZICE. ROOAXY RZFEALET,

switch# show run | in radius (Show the radius configuration)
switch# show run | in aaa (Show the running AAA configuration)
switch# show startup-config Radius (Show the startup AAA configuration in
start-up configuration)
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