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[LDAP] Lightweight Directory Access Protocol
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Domain Controller

1.The client requests an authentication Ticket Granting Ticket (TGT).

4.The client stores the TGT and requests a new one upon expiration.
5.To access a resource, the client sends the TGT to the Ticket
Granting Service (TGS) with the resource's Service Principal Name
(SPN).

7.The TGS sends a session key for the service to the client.

8.The client forwards the session key to the service for access.
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Kerberos authentication flow

(1) www.google.com

L4

Lo (2) HTTP 407: Authenticate with Kerberos

|_(3) Grant us a service licket for HTTP/wsa.domain.com

(5) Service ticket to access WSA

YSiork yoROnuN (6) Forward Service ticket to WSA |
SPN found i (7) Decryption
successful and

authentication success

(8) Policy match and
allow transaction

(9) HTTP 200 OK
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CisllserssAdninistrator . DCZMAIN>setspn 1 podl2i4-wsaB?
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server IP address = %k, Client IP address= %a, Auth-Mech = %m, Auth_Type= %m, Auth_group= %g, Authentic
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curl -vx proxyha.local:3128 --proxy-negotiate -u: http://www.cisco.com/
* About to connect() to proxy proxyha.localdomain port 3128 (#0)

* Connected to proxyha.local (10.8.96.30) port 3128 (#0)

< HTTP/1.1 407 Proxy Authentication Required

< Via: 1.1 podl234-wsa02.local:80 (Cisco-SWA/10.1.2-003)

< Content-Type: text/html

gss_init_sec_context() failed: : Server not found in Kerberos database
< Proxy-Authenticate: Negotiate

< Connection: close

* HTTP/1.1 proxy connection set close!
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