内容
概要
このドキュメントは、Entrust 証明書を使用して Cisco IOS® ルータと Cisco VPN Client 3.x の間の IPSec VPN トンネルを設定する方法を示します。この機能は、Cisco IOS ソフトウェア リリース 12.2(8)T 以降でサポートされています。このドキュメントの設定サンプルは、Entrust を Certification Authority(CA; 認証局)サーバとして使用する Cisco IOS ルータと Cisco VPN Client の両方の CA 登録手順を強調表示しています。
はじめに
表記法
ドキュメント表記の詳細は、『シスコ テクニカル ティップスの表記法』を参照してください。
前提条件
このドキュメントに関しては個別の前提条件はありません。
使用するコンポーネント
このドキュメントの情報は、次のソフトウェアとハードウェアのバージョンに基づくものです。
Cisco 3640 ルータ(Cisco IOS ソフトウェア バージョン 12.2(8)T(IOS イメージ:c3640-ik8o3s-mz.122-8.T)を実行)
Windows 2000 PC での Cisco VPN Client 4.0.1
CA サーバとして使用される Entrust CA サーバ
このマニュアルの情報は、特定のラボ環境に置かれたデバイスに基づいて作成されました。このドキュメントで使用するすべてのデバイスは、初期(デフォルト)設定の状態から起動しています。実稼動中のネットワークで作業をしている場合、実際にコマンドを使用する前に、その潜在的な影響について理解しておく必要があります。
設定
このセクションでは、このドキュメントで説明する機能を設定するために必要な情報を提供しています。
注:この文書で使用されているコマンドの詳細を調べるには、「Command Lookup ツール」を使用してください(登録ユーザのみ)。
ネットワーク図
このドキュメントでは次の図に示すネットワーク構成を使用しています。
設定
このドキュメントでは、次に示す設定を使用しています。
ルータの設定
IOS ルータ 3640 の証明書登録 |
---|
|
3640 設定 |
---|
version 12.2 |
Cisco VPN Client 用の証明書登録
次の画面キャプチャは、Entrust 証明書用に Cisco VPN Client を登録する場合に使用する手順を示しています。ここでは、ネットワーク ベースの登録を使用しました。
VPN Client を起動し、[Certificates] タブを選択して、[Enroll] をクリックします。
証明書登録タイプに [Online] を選択し、該当するフィールドに URL、ドメイン、パスワードを入力します。完了したら、[Next] をクリックします。
証明書の各フィールドに情報を入力します。前の画面の情報を編集する必要があるときは [Back] をクリックします。その必要がない場合は、入力が完了したら [Enroll] をクリックします。
登録ステータス ウィンドウに、CA サーバへの登録要求の確認メッセージが表示されたら、[OK] をクリックして続行します。
登録後に、VPN Client は、1 つの個人用証明書、1 つの CA ルート証明書、2 つの RA 証明書を受け取ります。[Digital Certificate] 画面で VPN Client の証明書が確認されます。証明書を表示するには、[Certificates] > [View] の順に移動します。証明書は次の例のように表示されます。
Cisco VPN Client での VPN 接続の設定
次の画面キャプチャは、Cisco VPN Client の新しい接続を Cisco IOS ルータに設定する方法を示しています。
VPN Client を起動して、[Connection Entries] タブを選択し、[New] をクリックして新しい接続を作成します。
接続名、説明、ホスト IP アドレスを入力します。[Certificate Authentication] フィールドに VPN Client の情報が自動的に入力されます。完了したら、[Save] をクリックします。
接続するには、新しい接続エントリを選択してから [Connect] をクリックします。
確認
ここでは、設定が正しく機能していることを確認するために使用する情報を示します。
一部の show コマンドはアウトプット インタープリタ ツールによってサポートされています(登録ユーザ専用)。このツールを使用することによって、show コマンド出力の分析結果を表示できます。
3640#show crypto isakmp sa
dst src state conn-id slot
172.16.172.40 171.69.89.129 QM_IDLE 1 0
3640#show crypto ipsec sa
interface: Ethernet0/1
Crypto map tag: vpn, local addr. 172.16.172.40
local ident (addr/mask/prot/port): (10.1.0.0/255.255.0.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.11/255.255.255.255/0/0)
current_peer: 171.69.89.129
PERMIT, flags={}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 17, #pkts decrypt: 17, #pkts verify 17
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0,
#pkts decompress failed: 0, #send errors 0, #recv errors 0
local crypto endpt.: 172.16.172.40, remote crypto endpt.: 171.69.89.129
path mtu 1500, media mtu 1500
current outbound spi: E73672A9
inbound esp sas:
spi: 0xADA266D3(2913101523)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow_id: 3, crypto map: vpn
sa timing: remaining key lifetime (k/sec): (4607997/3526)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0xE73672A9(3879105193)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 4, crypto map: vpn
sa timing: remaining key lifetime (k/sec): (4607999/3526)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
outbound pcp sas:
local ident (addr/mask/prot/port): (172.16.172.40/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.1.1.11/255.255.255.255/0/0)
current_peer: 171.69.89.129
PERMIT, flags={}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0,
#pkts decompress failed: 0, #send errors 0, #recv errors 0
local crypto endpt.: 172.16.172.40, remote crypto endpt.: 171.69.89.129
path mtu 1500, media mtu 1500
current outbound spi: 1E04D17C
inbound esp sas:
spi: 0x96D25C98(2530368664)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: vpn
sa timing: remaining key lifetime (k/sec): (4608000/3527)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x1E04D17C(503632252)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: vpn
sa timing: remaining key lifetime (k/sec): (4608000/3527)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:
outbound pcp sas:
3640#show crypto engine connection active
ID Interface IP-Address State Algorithm Encrypt Decrypt
1 Ethernet0/1 172.16.172.40 set HMAC_SHA+DES_56_CB 0 0
2000 Ethernet0/1 172.16.172.40 set HMAC_MD5+DES_56_CB 0 0
2001 Ethernet0/1 172.16.172.40 set HMAC_MD5+DES_56_CB 0 0
2002 Ethernet0/1 172.16.172.40 set HMAC_MD5+DES_56_CB 0 20
2003 Ethernet0/1 172.16.172.40 set HMAC_MD5+DES_56_CB 4 0
トラブルシュート
ここでは、設定のトラブルシューティングに使用できる情報を示します。
次に示すのは、Cisco 3640 ルータで収集した動作中の IKE ネゴシエーションのデバッグ出力です。次のデバッグはオンになっています。
3640#show debug
Cryptographic Subsystem:
Crypto ISAKMP debugging is on
Crypto Engine debugging is on
Crypto IPSEC debugging is on
Crypto PKI Trans debugging is on
3640#
00:02:30: ISAKMP (0:0): received packet from 171.69.89.129 (N) NEW SA
00:02:30: ISAKMP: local port 500, remote port 500
00:02:30: ISAKMP: Created a peer node for 171.69.89.129
00:02:30: ISAKMP (0:1): Setting client config settings 62D99D98
00:02:30: ISAKMP (0:1): (Re)Setting client xauth list ClientAuth and state
00:02:30: ISAKMP: Locking CONFIG struct 0x62D99D98 from
crypto_ikmp_config_initialize_sa, count 1
00:02:30: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Old State = IKE_READY New State = IKE_R_MM1
00:02:30: ISAKMP (0:1): processing SA payload. message ID = 0
00:02:30: ISAKMP (0:1): processing vendor id payload
00:02:30: ISAKMP (0:1): vendor ID seems Unity/DPD but bad major
00:02:30: ISAKMP (0:1): vendor ID is XAUTH
00:02:30: ISAKMP (0:1): processing vendor id payload
00:02:30: ISAKMP (0:1): vendor ID is DPD
00:02:30: ISAKMP (0:1): processing vendor id payload
00:02:30: ISAKMP (0:1): vendor ID is Unity
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 1 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 2 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 3 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 4 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 5 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 2
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 6 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 2
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 7 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 2
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 8 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 2
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 9 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 1
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 10 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 1
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 11 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 1
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 12 against priority 1 policy
00:02:30: ISAKMP: encryption 3DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 1
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Encryption algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 13 against priority 1 policy
00:02:30: ISAKMP: encryption DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Diffie-Hellman group offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 14 against priority 1 policy
00:02:30: ISAKMP: encryption DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Hash algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 15 against priority 1 policy
00:02:30: ISAKMP: encryption DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Diffie-Hellman group offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 16 against priority 1 policy
00:02:30: ISAKMP: encryption DES-CBC
00:02:30: ISAKMP: hash MD5
00:02:30: ISAKMP: default group 5
00:02:30: ISAKMP: auth RSA sig
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): Hash algorithm offered does not match policy!
00:02:30: ISAKMP (0:1): atts are not acceptable. Next payload is 3
00:02:30: ISAKMP (0:1): Checking ISAKMP transform 17 against priority 1 policy
00:02:30: ISAKMP: encryption DES-CBC
00:02:30: ISAKMP: hash SHA
00:02:30: ISAKMP: default group 2
00:02:30: ISAKMP: auth XAUTHInitRSA
00:02:30: ISAKMP: life type in seconds
00:02:30: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:30: ISAKMP (0:1): atts are acceptable. Next payload is 3
00:02:30: CryptoEngine0: generate alg parameter
00:02:31: CRYPTO_ENGINE: Dh phase 1 status: 0
00:02:31: CRYPTO_ENGINE: Dh phase 1 status: 0
00:02:31: ISAKMP (0:1): processing vendor id payload
00:02:31: ISAKMP (0:1): processing vendor id payload
00:02:31: ISAKMP (0:1): processing vendor id payload
00:02:31: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Old State = IKE_R_MM1 New State = IKE_R_MM1
00:02:31: ISAKMP (0:1): sending packet to 171.69.89.129 (R) MM_SA_SETUP
00:02:31: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Old State = IKE_R_MM1 New State = IKE_R_MM2
00:02:31: ISAKMP (0:1): received packet from 171.69.89.129 (R) MM_SA_SETUP
00:02:31: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Old State = IKE_R_MM2 New State = IKE_R_MM3
00:02:31: ISAKMP (0:1): processing KE payload. message ID = 0
00:02:31: CryptoEngine0: generate alg parameter
00:02:31: ISAKMP (0:1): processing NONCE payload. message ID = 0
00:02:31: CryptoEngine0: calculate pkey hmac for conn id 1
00:02:31: CryptoEngine0: create ISAKMP SKEYID for conn id 1
00:02:31: ISAKMP (0:1): SKEYID state generated
00:02:31: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Old State = IKE_R_MM3 New State = IKE_R_MM3
00:02:31: ISAKMP (0:1): sending packet to 171.69.89.129 (R) MM_KEY_EXCH
00:02:31: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Old State = IKE_R_MM3 New State = IKE_R_MM4
00:02:31: ISAKMP (0:1): received packet from 171.69.89.129 (R) MM_KEY_EXCH
00:02:31: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
Old State = IKE_R_MM4 New State = IKE_R_MM5
00:02:31: ISAKMP (0:1): processing ID payload. message ID = 0
00:02:31: ISAKMP (0:1): processing CERT payload. message ID = 0
00:02:31: ISAKMP (0:1): processing a CT_X509_SIGNATURE cert
00:02:31: CRYPTO_PKI: status = 0: poll CRL ldap search: server=171.69.89.126,
base=CN = CRL1, OU = sjvpn, O = cisco, C = us, attribute=
: scope=2, filter=cn=CRL1
00:02:31: CRYPTO_PKI: ldap_bind() succeeded.
00:02:32: CRYPTO_PKI: set CRL update timer with delay: 89703
00:02:32: CRYPTO_PKI: the current router time: 00:00:39 UTC Apr 9 2002
00:02:32: CRYPTO_PKI: the last CRL update time: 23:55:42 UTC Apr 8 2002
00:02:32: CRYPTO_PKI: the next CRL update time: 00:55:42 UTC Apr 10 2002
00:02:32: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:32: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:32: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:32: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:32: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:32: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:32: CRYPTO_PKI: transaction GetCRL completed
00:02:32: CRYPTO_PKI: blocking callback received status: 105
00:02:32: CRYPTO_PKI: Certificate verified, chain status= 1
00:02:32: ISAKMP (0:1): OU = sjvpn
00:02:32: ISAKMP (0:1): processing CERT_REQ payload. message ID = 0
00:02:32: ISAKMP (0:1): peer wants a CT_X509_SIGNATURE cert
00:02:32: ISAKMP (0:1): peer want cert issued by OU = sjvpn, O = cisco, C = us
00:02:32: ISAKMP (0:1): processing SIG payload. message ID = 0
00:02:32: Crypto engine 0: RSA decrypt with public key
00:02:32: CryptoEngine0: CRYPTO_RSA_PUB_DECRYPT
00:02:32: CryptoEngine0: generate hmac context for conn id 1
00:02:32: ISAKMP (0:1): processing NOTIFY INITIAL_CONTACT protocol 1
spi 0, message ID = 0, sa = 62D99794
00:02:32: ISAKMP (0:1): Process initial contact,
bring down existing phase 1 and 2 SA's
00:02:32: ISAKMP (0:1): returning IP addr to the address pool
00:02:32: ISAKMP (0:1): peer does not do paranoid keepalives.
00:02:32: ISAKMP (0:1): SA has been authenticated with 171.69.89.129
00:02:32: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_MAIN_MODE
Old State = IKE_R_MM5 New State = IKE_R_MM5
00:02:32: IPSEC(key_engine): got a queue event...
00:02:32: IPSEC(key_engine_delete_sas): rec'd delete notify from ISAKMP
00:02:32: IPSEC(key_engine_delete_sas): delete all SAs
shared with 171.69.89.129
00:02:32: ISAKMP (0:1): SA is doing RSA signature authentication plus XAUTH
using id type ID_FQDN
00:02:32: ISAKMP (1): ID payload
next-payload : 6
type : 2
protocol : 17
port : 500
length : 18
00:02:32: ISAKMP (1): Total payload length: 22
00:02:32: CryptoEngine0: generate hmac context for conn id 1
00:02:32: Crypto engine 0: RSA encrypt with private key
00:02:32: CryptoEngine0: CRYPTO_RSA_PRIV_ENCRYPT
00:02:32: CryptoEngine0: clear dh number for conn id 1
00:02:32: ISAKMP (0:1): sending packet to 171.69.89.129 (R) CONF_XAUTH
00:02:32: CryptoEngine0: generate hmac context for conn id 1
00:02:32: ISAKMP (0:1): sending packet to 171.69.89.129 (R) CONF_XAUTH
00:02:32: ISAKMP: Sending phase 1 responder lifetime 86400
00:02:32: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PROCESS_COMPLETE
Old State = IKE_R_MM5 New State = IKE_P1_COMPLETE
00:02:32: ISAKMP (0:1): Need XAUTH
00:02:32: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
Old State = IKE_P1_COMPLETE New State = IKE_XAUTH_AAA_START_LOGIN_AWAIT
00:02:32: ISAKMP: got callback 1
00:02:32: ISAKMP/xauth: request attribute XAUTH_TYPE_V2
00:02:32: ISAKMP/xauth: request attribute XAUTH_MESSAGE_V2
00:02:32: ISAKMP/xauth: request attribute XAUTH_USER_NAME_V2
00:02:32: ISAKMP/xauth: request attribute XAUTH_USER_PASSWORD_V2
00:02:32: CryptoEngine0: generate hmac context for conn id 1
00:02:32: ISAKMP (0:1): initiating peer config to 171.69.89.129.
ID = -670289125
00:02:32: ISAKMP (0:1): sending packet to 171.69.89.129 (R) CONF_XAUTH
00:02:32: ISAKMP (0:1): Input = IKE_MESG_FROM_AAA, IKE_AAA_START_LOGIN
Old State = IKE_XAUTH_AAA_START_LOGIN_AWAIT New State = IKE_XAUTH_REQ_SENT
00:02:36: ISAKMP (0:1): received packet from 171.69.89.129 (R) CONF_XAUTH
00:02:36: ISAKMP (0:1): processing transaction payload from 171.69.89.129.
message ID = -670289125
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP: Config payload REPLY
00:02:36: ISAKMP/xauth: reply attribute XAUTH_TYPE_V2 unexpected
00:02:36: ISAKMP/xauth: reply attribute XAUTH_USER_NAME_V2
00:02:36: ISAKMP/xauth: reply attribute XAUTH_USER_PASSWORD_V2
00:02:36: ISAKMP (0:1): deleting node -670289125 error FALSE
reason "done with xauth request/reply exchange"
00:02:36: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_CFG_REPLY
Old State = IKE_XAUTH_REQ_SENT New State = IKE_XAUTH_AAA_CONT_LOGIN_AWAIT
00:02:36: ISAKMP: got callback 1
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP (0:1): initiating peer config to 171.69.89.129.
ID = -1610220250
00:02:36: ISAKMP (0:1): sending packet to 171.69.89.129 (R) CONF_XAUTH
00:02:36: ISAKMP (0:1): Input = IKE_MESG_FROM_AAA, IKE_AAA_CONT_LOGIN
Old State = IKE_XAUTH_AAA_CONT_LOGIN_AWAIT New State = IKE_XAUTH_SET_SENT
00:02:36: ISAKMP (0:1): received packet from 171.69.89.129 (R) CONF_XAUTH
00:02:36: ISAKMP (0:1): processing transaction payload from 171.69.89.129.
message ID = -1610220250
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP: Config payload ACK
00:02:36: ISAKMP (0:1): XAUTH ACK Processed
00:02:36: ISAKMP (0:1): deleting node -1610220250 error FALSE
reason "done with transaction"
00:02:36: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_CFG_ACK
Old State = IKE_XAUTH_SET_SENT New State = IKE_P1_COMPLETE
00:02:36: ISAKMP (0:1): Input = IKE_MESG_INTERNAL, IKE_PHASE1_COMPLETE
Old State = IKE_P1_COMPLETE New State = IKE_P1_COMPLETE
00:02:36: ISAKMP (0:1): received packet from 171.69.89.129 (R) QM_IDLE
00:02:36: ISAKMP (0:1): processing transaction payload from 171.69.89.129.
message ID = 1789347264
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP: Config payload REQUEST
00:02:36: ISAKMP (0:1): checking request:
00:02:36: ISAKMP: IP4_ADDRESS
00:02:36: ISAKMP: IP4_NETMASK
00:02:36: ISAKMP: IP4_DNS
00:02:36: ISAKMP: IP4_NBNS
00:02:36: ISAKMP: ADDRESS_EXPIRY
00:02:36: ISAKMP: APPLICATION_VERSION
00:02:36: ISAKMP: UNKNOWN Unknown Attr: 0x7000
00:02:36: ISAKMP: UNKNOWN Unknown Attr: 0x7001
00:02:36: ISAKMP: DEFAULT_DOMAIN
00:02:36: ISAKMP: SPLIT_INCLUDE
00:02:36: ISAKMP: UNKNOWN Unknown Attr: 0x7007
00:02:36: ISAKMP: UNKNOWN Unknown Attr: 0x7008
00:02:36: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER, IKE_CFG_REQUEST
Old State = IKE_P1_COMPLETE New State = IKE_CONFIG_AUTHOR_AAA_AWAIT
00:02:36: ISAKMP: got callback 1
00:02:36: ISAKMP (0:1): attributes sent in message:
00:02:36: Address: 0.2.0.0
00:02:36: ISAKMP (0:1): allocating address 10.1.1.10
00:02:36: ISAKMP: Sending private address: 10.1.1.10
00:02:36: ISAKMP: Unknown Attr: IP4_NETMASK (0x2)
00:02:36: ISAKMP: Sending IP4_DNS server address: 10.1.1.5
00:02:36: ISAKMP: Sending IP4_NBNS server address: 10.1.1.5
00:02:36: ISAKMP: Sending ADDRESS_EXPIRY seconds left
to use the address: 86394
00:02:36: ISAKMP: Sending APPLICATION_VERSION string:
Cisco Internetwork Operating System Software
IOS (tm) 3600 Software (C3640-IK8O3S-M), Version 12.2(8)T,
RELEASE SOFTWARE (fc2)
TAC Support: http://www.cisco.com/tac
Copyright (c) 1986-2002 by cisco Systems, Inc.
Compiled Thu 14-Feb-02 19:36 by ccai
00:02:36: ISAKMP: Unknown Attr: UNKNOWN (0x7000)
00:02:36: ISAKMP: Unknown Attr: UNKNOWN (0x7001)
00:02:36: ISAKMP: Sending DEFAULT_DOMAIN default domain name: sjpki.com
00:02:36: ISAKMP: Sending split include name 101 network 10.1.0.0
mask 255.255.0.0, protocol 0, src port 0, dst port 0
00:02:36: ISAKMP: Unknown Attr: UNKNOWN (0x7007)
00:02:36: ISAKMP: Unknown Attr: UNKNOWN (0x7008)
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP (0:1): responding to peer config from 171.69.89.129.
ID = 1789347264
00:02:36: ISAKMP (0:1): sending packet to 171.69.89.129 (R) CONF_ADDR
00:02:36: ISAKMP (0:1): deleting node 1789347264 error FALSE reason ""
00:02:36: ISAKMP (0:1): Input = IKE_MESG_FROM_AAA, IKE_AAA_GROUP_ATTR
Old State = IKE_CONFIG_AUTHOR_AAA_AWAIT New State = IKE_P1_COMPLETE
00:02:36: ISAKMP (0:1): received packet from 171.69.89.129 (R) QM_IDLE
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP (0:1): processing HASH payload. message ID = -1460041169
00:02:36: ISAKMP (0:1): processing SA payload. message ID = -1460041169
00:02:36: ISAKMP (0:1): Checking IPSec proposal 1
00:02:36: ISAKMP: transform 1, ESP_3DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-MD5
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 1) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): skipping next ANDed proposal (1)
00:02:36: ISAKMP (0:1): Checking IPSec proposal 2
00:02:36: ISAKMP: transform 1, ESP_3DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-SHA
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 2) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): skipping next ANDed proposal (2)
00:02:36: ISAKMP (0:1): Checking IPSec proposal 3
00:02:36: ISAKMP: transform 1, ESP_3DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-MD5
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 1) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): Checking IPSec proposal 4
00:02:36: ISAKMP: transform 1, ESP_3DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-SHA
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 2) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): Checking IPSec proposal 5
00:02:36: ISAKMP: transform 1, ESP_DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-MD5
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: ISAKMP (0:1): atts are acceptable.
00:02:36: ISAKMP (0:1): Checking IPSec proposal 5
00:02:36: ISAKMP (0:1): transform 1, IPPCP LZS
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 4, trans 3, hmac_alg 0) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): Checking IPSec proposal 6
00:02:36: ISAKMP: transform 1, ESP_DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-SHA
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: IPSEC(validate_proposal): transform proposal
(prot 3, trans 2, hmac_alg 2) not supported
00:02:36: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:36: ISAKMP (0:1): skipping next ANDed proposal (6)
00:02:36: ISAKMP (0:1): Checking IPSec proposal 7
00:02:36: ISAKMP: transform 1, ESP_DES
00:02:36: ISAKMP: attributes in transform:
00:02:36: ISAKMP: authenticator is HMAC-MD5
00:02:36: ISAKMP: encaps is 1
00:02:36: ISAKMP: SA life type in seconds
00:02:36: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:36: validate proposal 0
00:02:36: ISAKMP (0:1): atts are acceptable.
00:02:36: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 172.16.172.40/255.255.255.255/0/0 (type=1),
remote_proxy= 10.1.1.10/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
00:02:36: validate proposal request 0
00:02:36: ISAKMP (0:1): processing NONCE payload. message ID = -1460041169
00:02:36: ISAKMP (0:1): processing ID payload. message ID = -1460041169
00:02:36: ISAKMP (0:1): processing ID payload. message ID = -1460041169
00:02:36: ISAKMP (0:1): asking for 1 spis from ipsec
00:02:36: ISAKMP (0:1): Node -1460041169, Input = IKE_MESG_FROM_PEER,
IKE_QM_EXCH
Old State = IKE_QM_READY New State = IKE_QM_SPI_STARVE
00:02:36: IPSEC(key_engine): got a queue event...
00:02:36: IPSEC(spi_response): getting spi 1289658319 for SA
from 172.16.172.40 to 171.69.89.129 for prot 3
00:02:36: ISAKMP: received ke message (2/1)
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ISAKMP (0:1): sending packet to 171.69.89.129 (R) QM_IDLE
00:02:36: ISAKMP (0:1): Node -1460041169, Input = IKE_MESG_FROM_IPSEC,
IKE_SPI_REPLY
Old State = IKE_QM_SPI_STARVE New State = IKE_QM_R_QM2
00:02:36: ISAKMP (0:1): received packet from 171.69.89.129 (R) QM_IDLE
00:02:36: CryptoEngine0: generate hmac context for conn id 1
00:02:36: ipsec allocate flow 0
00:02:36: ipsec allocate flow 0
00:02:36: ISAKMP (0:1): Creating IPSec SAs
00:02:36: inbound SA from 171.69.89.129 to 172.16.172.40
(proxy 10.1.1.10 to 172.16.172.40)
00:02:36: has spi 0x4CDE9FCF and conn_id 2000 and flags 4
00:02:36: lifetime of 2147483 seconds
00:02:36: outbound SA from 172.16.172.40 to 171.69.89.129
(proxy 172.16.172.40 to 10.1.1.10)
00:02:36: has spi -154514029 and conn_id 2001 and flags C
00:02:36: lifetime of 2147483 seconds
00:02:36: ISAKMP (0:1): deleting node -1460041169 error FALSE
reason "quick mode done (await()"
00:02:36: ISAKMP (0:1): Node -1460041169, Input = IKE_MESG_FROM_PEER,
IKE_QM_EXCH
Old State = IKE_QM_R_QM2 New State = IKE_QM_PHASE2_COMPLETE
00:02:36: IPSEC(key_engine): got a queue event...
00:02:36: IPSEC(initialize_sas): ,
(key eng. msg.) INBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 172.16.172.40/0.0.0.0/0/0 (type=1),
remote_proxy= 10.1.1.10/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 0kb,
spi= 0x4CDE9FCF(1289658319), conn_id= 2000, keysize= 0, flags= 0x4
00:02:36: IPSEC(initialize_sas): ,
(key eng. msg.) OUTBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 172.16.172.40/0.0.0.0/0/0 (type=1),
remote_proxy= 10.1.1.10/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 0kb,
spi= 0xF6CA4D93(4140453267), conn_id= 2001, keysize= 0, flags= 0xC
00:02:36: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.40, sa_prot= 50,
sa_spi= 0x4CDE9FCF(1289658319),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2000
00:02:36: IPSEC(create_sa): sa created,
(sa) sa_dest= 171.69.89.129, sa_prot= 50,
sa_spi= 0xF6CA4D93(4140453267),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2001
00:02:36: ISAKMP: received ke message (4/1)
00:02:36: ISAKMP: Locking CONFIG struct 0x62D99D98 for
crypto_ikmp_config_handle_kei_mess, count 2
00:02:37: ISAKMP (0:1): received packet from 171.69.89.129 (R) QM_IDLE
00:02:37: CryptoEngine0: generate hmac context for conn id 1
00:02:37: ISAKMP (0:1): processing HASH payload. message ID = 926518983
00:02:37: ISAKMP (0:1): processing SA payload. message ID = 926518983
00:02:37: ISAKMP (0:1): Checking IPSec proposal 1
00:02:37: ISAKMP: transform 1, ESP_3DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-MD5
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 1) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): skipping next ANDed proposal (1)
00:02:37: ISAKMP (0:1): Checking IPSec proposal 2
00:02:37: ISAKMP: transform 1, ESP_3DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-SHA
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 2) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): skipping next ANDed proposal (2)
00:02:37: ISAKMP (0:1): Checking IPSec proposal 3
00:02:37: ISAKMP: transform 1, ESP_3DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-MD5
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 1) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): Checking IPSec proposal 4
00:02:37: ISAKMP: transform 1, ESP_3DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-SHA
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 3, trans 3, hmac_alg 2) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): Checking IPSec proposal 5
00:02:37: ISAKMP: transform 1, ESP_DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-MD5
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: ISAKMP (0:1): atts are acceptable.
00:02:37: ISAKMP (0:1): Checking IPSec proposal 5
00:02:37: ISAKMP (0:1): transform 1, IPPCP LZS
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 4, trans 3, hmac_alg 0) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): Checking IPSec proposal 6
00:02:37: ISAKMP: transform 1, ESP_DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-SHA
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: IPSEC(validate_proposal): transform proposal
(prot 3, trans 2, hmac_alg 2) not supported
00:02:37: ISAKMP (0:1): atts not acceptable. Next payload is 0
00:02:37: ISAKMP (0:1): skipping next ANDed proposal (6)
00:02:37: ISAKMP (0:1): Checking IPSec proposal 7
00:02:37: ISAKMP: transform 1, ESP_DES
00:02:37: ISAKMP: attributes in transform:
00:02:37: ISAKMP: authenticator is HMAC-MD5
00:02:37: ISAKMP: encaps is 1
00:02:37: ISAKMP: SA life type in seconds
00:02:37: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
00:02:37: validate proposal 0
00:02:37: ISAKMP (0:1): atts are acceptable.
00:02:37: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),
remote_proxy= 10.1.1.10/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
00:02:37: validate proposal request 0
00:02:37: ISAKMP (0:1): processing NONCE payload. message ID = 926518983
00:02:37: ISAKMP (0:1): processing ID payload. message ID = 926518983
00:02:37: ISAKMP (0:1): processing ID payload. message ID = 926518983
00:02:37: ISAKMP (0:1): asking for 1 spis from ipsec
00:02:37: ISAKMP (0:1): Node 926518983, Input = IKE_MESG_FROM_PEER,
IKE_QM_EXCH
Old State = IKE_QM_READY New State = IKE_QM_SPI_STARVE
00:02:37: IPSEC(key_engine): got a queue event...
00:02:37: IPSEC(spi_response): getting spi 1746304572 for SA
from 172.16.172.40 to 171.69.89.129 for prot 3
00:02:37: ISAKMP: received ke message (2/1)
00:02:37: CryptoEngine0: generate hmac context for conn id 1
00:02:37: ISAKMP (0:1): sending packet to 171.69.89.129 (R) QM_IDLE
00:02:37: ISAKMP (0:1): Node 926518983, Input = IKE_MESG_FROM_IPSEC,
IKE_SPI_REPLY
Old State = IKE_QM_SPI_STARVE New State = IKE_QM_R_QM2
00:02:37: ISAKMP (0:1): received packet from 171.69.89.129 (R) QM_IDLE
00:02:37: CryptoEngine0: generate hmac context for conn id 1
00:02:37: ipsec allocate flow 0
00:02:37: ipsec allocate flow 0
00:02:37: ISAKMP (0:1): Creating IPSec SAs
00:02:37: inbound SA from 171.69.89.129 to 172.16.172.40
(proxy 10.1.1.10 to 10.1.0.0)
00:02:37: has spi 0x68167E3C and conn_id 2002 and flags 4
00:02:37: lifetime of 2147483 seconds
00:02:37: outbound SA from 172.16.172.40 to 171.69.89.129
(proxy 10.1.0.0 to 10.1.1.10)
00:02:37: has spi -697634356 and conn_id 2003 and flags C
00:02:37: lifetime of 2147483 seconds
00:02:37: ISAKMP (0:1): deleting node 926518983 error FALSE
reason "quick mode done (await()"
00:02:37: ISAKMP (0:1): Node 926518983, Input = IKE_MESG_FROM_PEER,
IKE_QM_EXCH
Old State = IKE_QM_R_QM2 New State = IKE_QM_PHASE2_COMPLETE
00:02:37: IPSEC(key_engine): got a queue event...
00:02:37: IPSEC(initialize_sas): ,
(key eng. msg.) INBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),
remote_proxy= 10.1.1.10/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 0kb,
spi= 0x68167E3C(1746304572), conn_id= 2002, keysize= 0, flags= 0x4
00:02:37: IPSEC(initialize_sas): ,
(key eng. msg.) OUTBOUND local= 172.16.172.40, remote= 171.69.89.129,
local_proxy= 10.1.0.0/255.255.0.0/0/0 (type=4),
remote_proxy= 10.1.1.10/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 0kb,
spi= 0xD66AF1CC(3597332940), conn_id= 2003, keysize= 0, flags= 0xC
00:02:37: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.40, sa_prot= 50,
sa_spi= 0x68167E3C(1746304572),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2002
00:02:37: IPSEC(create_sa): sa created,
(sa) sa_dest= 171.69.89.129, sa_prot= 50,
sa_spi= 0xD66AF1CC(3597332940),
sa_trans= esp-des esp-md5-hmac , sa_conn_id= 2003
関連情報