Y REREE & o =, IPSec - PIX &* 5 ? Cisco
VPN OIZAFNDA4LR B—R, Bais
s L I\“O)EQE

ERETHIVR—ZU R
i%ia;f

NSNS a—F42Y
NSTNA—F A4 TDEHOIAI R
PIX ©F/\Y T i

VPN Client 4.x DT /\v T

VPN Client 1.1 o F/\v T

B E B R

B=

Eﬁiﬁ](.i T4 RA—RKR, E— RE&XE. sysopt connection permit-ipsec 1Y > K, &KXV
T?;E (Xauth ) ZFEAL T, VPN ISA T RZEPIX 77AT 03— )LICERTDHLEZET
b‘CL\ﬁ?o

PIX 6.3 LAB& M TACACS+ & RADIUS OREZFRT B ICIE, PIX6.3 BXLUV PIX/IASA7.x D
TACACS+ & & U RADIUS DEREHIZESBL TS EE W,

VPN 254 F> K&k, Cisco VPN Client ') 1) —2X 3.6.1 A& KV PIX Firewall 6.3 TORES1L
7 )L X L& LT Advanced Encryption Standard ( AES ) ZHR— KL TVWET, VPN IS
AT7hE, F— A X128EY RBLV 256 EY NOAEHR—NLUET, AES ORESZE
DFEFMIZDOVWTIE, TAES ZAL TPIX IZ Cisco VPN Client 25392 5% #2HBL TL
ZEV,

Microsoft Windows 2003 Internet Authentication Service ( IAS ) RADIUS #—/\Z A L T Cisco
VPN Client ( 4.x for Windows ) & PIX500 U —X X1 UT 4 FT7SATARATXxDEDOVE
— BN T7OEA VPN E#HZRETHHECOVWTIE, TWindows 2003 IAS RADIUS H—/X®

Active Directory FRaE Z £ /A L &= PIX/ASA 7.x & Cisco VPN Client 4. x B JE—KrT7 I+ A VPN
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DEEEH ZZRLTLEE L,

A—YREAET HO>T 4> RADIUS ZFEH L T Cisco VPN 3000 Ot NL—& &
Cisco VPN Client 4.x for Windows M EIC IPSec R R ZHITDFEICOVTRR., TI1—HE
METHIO T4 /7‘(,'_ RADIUS ZfFH L /&= VPN 3000 Ot kL —%Z & VPN Client 4.x for
Windows B ® IPSec 58 Efla Z#SRL TS EE L,

1 —H5P5EC RADIUS ZfEHA L TIL—2 & Cisco VPN Client4.x OB NDEREEERET D HEICD
WTIlk., TRADIUS ZfFER L & Cisco 10S JL—%& & Cisco VPN Client 4.x for Windows & ®
IPSec DE&Es ZSHBRL TS EETL,

BIRSR M
B4

CORFIXVNIELTRERNOEHEBEHY) XA

FRTAIR—F> b

CORFIXVNOERE. ROVTIRIITEN—RIITON-2IVICEIKEDTT,

. Cisco VPN Client 4.x Z ®D& (2 (& Cisco Secure VPN Client 1.x IZIE7%& ), SE & VPN #4&E
FEBEIATVERT,
. PIX Firewall 515E /N\—<) 32/ 6.3(3)
EBEStTo/O00—RBEEAFHORRICEYET, BSTI7 /0 —0WEICEET DL
ReBRIdelF. BEROEFERYET, FHLCOVTR, BHEERE Web Y1 %S
BLTLSEEY, BHRFICETREFMCOVTIE, EFX—)LT export@cisco.com £ THE
WEaHBELSEEL,

FEOERE. BEOTARELHDITNAALBIVTERENLENTT, CcORFIAY
RTERATZIXNTOTNARAR, B (FT7FID ) REDRELNSEEBLTVERT, HEEF
DERY ND—OTHEXEZITSHE. ANV ROEEBIODVTTHICEBBLESATHEELTLKE
=L,

(D7
KF1XY NEROBME. TYRIFINL T4 Y TAOREE ESRL T,
BREBLH

sysopt connection permit-ipsec 1~¥ > Rl&, IPsec N RILHASEIETH/NT Y RY, IPsec ik
FADBEET % access-list. conduit, F 7|k access-group AN ROKREZNA/INATD L%
EEMICEFI L E 9, Xauth l&. IPsec 1—HZAE O TACACS+ £ zIF RADIUS H—/NICx L
THRIAELET, DML RA—RBHHEF—ICMAT, I—FRI-FBENAD—REZRHT
PURENHYET,

VPN OSATRODI—HFEISPASIPTRLAZZHTERYET, COFTRLARK, PIXDIP
FRLAZ7=IHIASOIPFTRLATEEMRZIOSNE T, 1—FRET77A4T774—I)LORIFICH
BPIRNTC(RYRND—=VZEL)ICTIVEATEES, VPN ISA TR ERTLEVWI—Y
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., BUBOSEY) AT > TRESNIEART RLAZES T Web H—/NICEKTERT

o

BE

COETE, CORFIXYNTHATIHENREICLEZRTRERHEL KT,

ECORFIAIAXANTERAETATVRIOAY Y ROFEMEFANXSIZIE. Command Lookup
Tool (BEI—HHEM ) 2EALTILEE L,

XY RND—OR

CORFIXVNTR, ROZRY RNTD—OBKEEALTVET,

Webserver
1089129131 28

(192.168.1.11 /24 outside) e

lf.-"-'_\-\'“'h.-"-'_\_\'“‘\-\\I _,f" o -
089129128 External
: 25 j1D.&E.129.194 19216811 Network I—/.I
h i 28 124 N VPN Client
edid (Inside) N (Outside) S
Firewsall

TACACS* or
RADIUS Seryver
10.89.129.134 128

2Y hD—VBRE BT B

- JO0—=NILIPF7RLA192.168.1.1 ZEAL T Web —NIZT7 I EARATRD A EZ—FY b
RANE, VPN EEGABILE QB VEETERLEETIAET, CORNST TV IRESILEh
FthA.

- WofzA IPsec RURILHFBEILIENDE, VPN ITA T NERTBERY KD —D
( 10.89.129.128 /25 ) DI NXTDRANZT IV EATEEX T, VPN IZA T2 B 5 PIX

'f} DA=NLICEALDIIRNTDORT T4V IHNBEEHENET, IPsec I\“/?)L/J‘f:tb\
&, BZJO-NLIPFTRLAZE>TWeb H—NIZT IV ZATEETH, BlEH
EEb‘""\E'C“'d'o
- VPN Client &4 >2—%Y NASEETZOT, IPT7RLARSBFICEDAVEEA,

RUE

CORFIXVNTR, ROFREZFERALET,

- PIX §%7E 6.3(3)
- VPN Client 4.0.5 OF&E
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. VPN Client 3.5 D& E
. VPN Client 1.1 QD& E

PIX B%5E 6.3(3)

pi xfirewal | #show run
Saved

Pl X Version 6.3(3)

interface ethernet0 100f ul

interface ethernetl 100f ul

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane pi xfirewal |

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

I--- Do not use Network Address Translation (NAT) for
inside-to-pool !--- traffic. This should not go through
NAT. access-list 101 permit ip 10.89.129.128

255. 255. 255. 240 10. 89.129. 192 255. 255.255.240 !---
Permits Internet Control Message Protocol (ICW) !---
Transm ssion Control Protocol (TCP) and User Datagram
Protocol (UDP) !--- traffic fromany host on the
Internet (non-VPN) to the web server. access-list 120
pernmit icnp any host 10.89.129.131 access-list 120
pernmit tcp any host 10.89.129.131 access-list 120 pernit
udp any host 10.89.129. 131 pager lines 24 ntu outside
1500 mtu inside 1500 i p address outside 192.168.1.1
255.255.255.0 ip address inside 10.89.129.194
255.255.255.240 ip audit info action alarmip audit
attack action alarm!--- Specifies the inside |P address
range to be assigned !--- to the VPN Cients. ip |loca
pool VPNpool 10.89.129.200-10.89.129.204 no fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside pdm

hi story enable arp tineout 14400 !--- Defines a pool of
gl obal addresses to be used by NAT. global (outside) 1
192.168. 1. 6-192.168. 1. 10 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 0 0 !--- Specifies which
outside | P address to apply to the web server. static
(i nside,outside) 192.168.1.11 10.89.129. 131 net nmask
255.255.255.255 0 0 !--- Apply ACL 120 to the outside
interface in the inbound direction. access-group 120 in
interface outside !--- Defines a default route for the
PIX. route outside 0.0.0.0 0.0.0.0 192.168.1.3 1 !---
Defines a route for traffic within the PIX's !--- subnet
to reach other inside hosts. route inside 10.89.129.128
255. 255. 255. 128 10.89.129.193 1 tinmeout xlate 3:00: 00




ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00 tineout h323 0: 05:00 ngcp 0:05: 00
sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth 0:05:00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server
RADI US protocol radius aaa-server LOCAL protocol |oca
I--- Authentication, authorization, and accounting (AAA

statenents !--- for authentication. !--- Use either of
these statenents to define the protocol of the group
Aut hl nbound. !--- You cannot use both.

aaa- server Aut hl nbound protocol tacacs+

I--- OR aaa-server Authlnbound protocol radius !---
After you define the protocol of the group Authlnbound
define !--- a server of the sane type. !--- In this case
we specify the TACACS+ server and key of "secretkey".
aaa- server Authl nbound (inside) host 10.89.129. 134
secretkey tineout 10 !--- Authenticate HTTP, FTP, and
Telnet traffic to the web server. aaa authentication
include http outside 10.89.129.131 255. 255. 255. 255
0.0.0.0 0.0.0.0 Authlnbound aaa authentication include
ftp outside 10.89.129.131 255.255.255.255 0.0.0.0
0.0.0.0 Authlnbound aaa authentication include tel net
out si de 10.89.129. 131 255. 255.255.255 0.0.0.0 0.0.0.0
Aut hl nbound no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server

enabl e traps fl oodguard enable !--- Trust IPsec traffic
and avoi d going through ACLs/ NAT. sysopt connection
pernmit-ipsec !--- |IPsec and dynam c map configuration

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
crypto map nynmap 10 i psec-i saknp dynamic dynmap !---
Assign | P address for VPN 1.1 Clients. crypto map nymap
client configuration address initiate crypto map mynap

client configuration address respond !--- Use the AAA
server for authentication (Authlnbound). crypto nap
nymap client authentication Authlnbound !--- Apply the

| Psec/ AAA/ | SAKMP configuration to the outside interface.
crypto map nynmap i nterface outside isaknp enabl e outside
l--- Pre-shared key for VPN 1.1 dients. isaknmp key

¥xxkxkxx address 0.0.0.0 netrmask 0.0.0.0 isaknp identity

address !--- Assign address from "VPNpool" pool for VPN
1.1 Cients. isaknp client configuration address-poo
| ocal VPNpool outside !--- |SAKMP configuration for VPN

Client 3.x/4.x. isaknp policy 10 authentication pre-
share isaknp policy 10 encryption des isaknp policy 10
hash nd5 isaknp policy 10 group 2 isaknmp policy 10
lifetinme 86400 !--- | SAKWP configuration for VPN Cient
1.x. isaknmp policy 20 authentication pre-share isaknp
policy 20 encryption des isaknp policy 20 hash nd5

i sakmp policy 20 group 1 isaknp policy 20 lifetime 86400
I--- Assign addresses from "VPNpool" for VPN Cient
3.x/4.x. vpngroup vpn3000 address-pool VPNpool vpngroup
vpn3000 idle-tine 1800 !--- Goup password for VPN
Client 3.x/4.x (not shown in configuration). vpngroup
vpn3000 password ******** te|lnet timeout 5 ssh tinmeout 5
console timeout O terminal wi dth 80

Crypt ochecksum ba54c063d94989cbd79076955dbf eefc : end

pi xfirewal | #

VPN Client 4.0.5 OEETE

VPN Client4.0.5 ZERET D ICIF. XDOFIEZEITLET,



1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Client] ® JEIZi®IRL £ 7,
2. [New] Z2 1) v 2L T, [Create New VPN Connection Entry] V14 > RUZBHE XTI,

Conneckion Entries - Status: Cerkificates: Log Dipkions: Help

# ¥PN Client - Yersion 4.0.5 {(Rel) = IEIIE]

i 1 7
s, = ¥ = Y Cisco Svstens
% 7 .
Connect Me Impart b ccdifi Delete
iConnection Entries; I Certificates I Log l
Connection Enty: ¢ Huost Trarzport

4l |

| Mot connecked, |

RS

LEHETIN)OBEEHBAZANLET, Host RY 2 AIZ PIX Firewall ® Outside ® IP 7

RLAZABLET, RIS, VPN IN—TEBENAT—REZASDL, [Save] 27UV I L

# ¥PN Client | Create New ¥YPN Connection Entry

Cannection Enty: | pisvpn

Dezcrption: | connection to pisvpn

Host {192 168.11

Authentication ITranspn::rt Backup Servers I Crial-Up I

X

¥ Group Authentication & Mutual Group Authentication
MName: ypr 000
Fagzaword: i

Confirm Pazsward: | ===

" Cerfificate Authentication

M ame: I ;I

[ Send 5 Certficate Char

Erage User Passwnnd : Cancel
e I e Eazaimr I J‘j?'ve I anc




4 NPNOTATUORNDXA2 D42 RONS, FRTDELRZTY UL T [Connect] 7R

VIV ILETY,

# ¥PHN Client - Yersion 4.0.5 {(Rel)

Conneckion Entries - Status: Certificates: Log Oipkions: Help

=100 x]

S |\ 5 B X
Confect M Impaort b cocdifiy Delete
Connection Entries I Certificates I Log I

Cisco Svstems

Connection Entmy: ¢ Huost

4]

pigvypn 19216811

Trarzport
IPS5ec/UDP

| Mot connecked, |

4

54T OTRY DANKRRENES, Xauth DI—FEBENAT— RIFEHRZ A DL T [OK]

oy oL, UE—K X
# VPN Client - Yersion 4.0.5

Cormection Ertries  Status Terfificates Log Cptions  Help

Y RO ILERLET,

2]

=10l i

S B T 2
LCancel Connect M Irriprort b avclify Delete

Connection Entries |Eertifin’:ates, | Liog I

Ciseo SvsTENS

Conrection Entry Host

Tranzport

Pix¥pn 19216811

# ¥PN Client | User Authentication for "puﬂ.l' Ty

Cisto SYSTEMS Usermame: Jcisco. custome

"I e EEIE‘SWI:ITEI Ixxxxxxxx

|F'.l.||:ha
0k, Cancel |
| e

IPSec/UDP

4 2
i
I

VPN Client 3.5 D&

VPN Client 3.5 ZBE T2 ICIEROFIEZERITLET,



1. [Start] > [Programs] > [Cisco Systems VPN Client] > [VPN Dialer] ®JEIZZEIRLU £,
2.New &2 1) ¥ 2 L T New Connection Entry Wizard Z28L £9,
BHLLVERTINVDBAZAANLT [Next] 29 VY ILET,

Mew Connection Entry Wizard > E[

The WPM Client letz pouw create secure connections to
remote networksz, Thiz wizard helps pou create a
connection entry for connecting to a specific remote
nietwiork,

Cisco SYSTEMS

Mame of the new connection entny:

Ipi:-wpn

Description of the new connection entry [optional);

ln:u:nnne::tin:un to i

¢ Back I Meut » I Cancel Help

4. VE—BN Y—N\NOEHRICEAET NI —NNORANETLEFEIP7RLAZASDL,
[Next] 22U Y2 LET,



New Connection Entry Wizard N X|

The following informiatior identifies the server to which
noly connect for accezs to the remote netwarlk,

Cisco SysTEMS
Host name ar IP address of the server;

I1921EE1J|

< Back I ﬂeﬁ‘} | Cancel | Help I

5. [Group Access Information] ZiZRL, JE—K H—NANOTF7 IV AQOFIAICFERAETND B
MENAT—REZAHILET, [Next} Z0UYILET,

Mew Connection Entry Wizard > E[

four adruinistrator may have provided pou with group
parameters or a digital certificate to authenticate pour
access o the remote zerver. If zo, select the appropriate
authentication method and complete vour entries .

Gisco SYSTEMS

% Group Access Information

M ame: wpra00

Faszsword, |

Canfirmn —
Fazzward:

£ Certificate

I ame:; l Mo Certificates [nstalled R

walidate Eerhfizate. .

< Back I Meut » I Cancel Help

6. Finsh 22 )Y JLTHLWI M) ZRELEXT,



Mew Connection Entry Wizard H El

You have successfully created a new wirtual private
niebworking connechion entry named:

Gisco SysTEMs

P, =

Chk. Finish to zave thiz entry.

To connect ta the remate network., select the Connect
buttan from the main window.

T o modify thiz connechion entry, click Optionz on the main
window and zelect Properties from the menu that appears.

£ Back, I Finizh I Cancel | Help

7. 81 ¥ 3T [Connection Entry] Z3&IRL . [Connect] ZV UYL ET,

& Cisco Systems ¥PN Client |

Cisco SrsTems

Conrection Ento:

Py P ll

Mew... Optiots » |

Hast name ar IP address of remate server:
192.168.1.1

r;gnE'em | Close

8.XATOTRY DANKRENES, Xauth DI—FEENAT— RIEHRZ A DL T [OK]




Z0)v oL, VDE—NZXYRND—DICERLET,

# Cisco Systems ¥PN Client &

User Authentication for pixypn b
@ The zerver has requested the information

specified below to complete the uzer
authentication.

sername:

clsco_mistomer

Fazzward:

HEENEE

[T Save Password

Q. Cancel

Eannect Close

VPN Client 1.1 DE&E

pi xfirewal | #show run
Saved

Pl X Version 6.3(3)

interface ethernet0 100full

interface ethernetl 100full

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |

fixup protocol dns nmaxi mumlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

I--- Do not use Network Address Translation (NAT) for
inside-to-pool !--- traffic. This should not go through




NAT. access-list 101 permit ip 10.89.129.128

255. 255. 255. 240 10. 89. 129. 192 255. 255.255.240 !---
Permts Internet Control Message Protocol (ICW) !---
Transm ssion Control Protocol (TCP) and User Datagram
Protocol (UDP) !--- traffic fromany host on the
Internet (non-VPN) to the web server. access-list 120
pernmit icnp any host 10.89.129. 131 access-list 120
pernmit tcp any host 10.89.129.131 access-list 120 pernmit
udp any host 10.89.129. 131 pager lines 24 ntu outside
1500 mtu inside 1500 i p address outside 192.168.1.1
255.255.255.0 ip address inside 10.89.129.194
255.255.255.240 ip audit info action alarmip audit
attack action alarm!--- Specifies the inside |P address
range to be assigned !--- to the VPN Cients. ip |loca
pool VPNpool 10.89.129.200-10.89.129.204 no fail over
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside pdm

hi story enable arp tineout 14400 !--- Defines a pool of
gl obal addresses to be used by NAT. global (outside) 1
192.168. 1. 6-192. 168. 1. 10 nat (inside) O access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 0 0 !--- Specifies which
outside IP address to apply to the web server. static

(i nside,outside) 192.168.1.11 10.89.129. 131 net nask
255.255.255.255 0 0 !'--- Apply ACL 120 to the outside
interface in the inbound direction. access-group 120 in
interface outside !--- Defines a default route for the
PIX. route outside 0.0.0.0 0.0.0.0 192.168.1.3 1 !---
Defines a route for traffic within the PIX' s !--- subnet
to reach other inside hosts. route inside 10.89.129.128
255. 255. 255. 128 10.89.129.193 1 tinmeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00:00 tineout h323 0:05:00 ngcp 0:05: 00
sip 0:30:00 sip_media 0:02:00 tineout uauth 0:05: 00
absol ut e aaa-server TACACS+ protocol tacacs+ aaa-server
RADI US protocol radius aaa-server LOCAL protocol |oca
I--- Authentication, authorization, and accounting (AAA)

statenents !--- for authentication. !--- Use either of
these statenents to define the protocol of the group
Aut hl nbound. !--- You cannot use both.

aaa- server Aut hl nbound protocol tacacs+

I--- OR aaa-server Authlnbound protocol radius !---
After you define the protocol of the group Authlnbound
define !--- a server of the sane type. !--- In this case
we specify the TACACS+ server and key of "secretkey".
aaa- server Authlnbound (inside) host 10.89.129. 134
secretkey tineout 10 !--- Authenticate HTTP, FTP, and
Telnet traffic to the web server. aaa authentication

i nclude http outside 10.89.129.131 255. 255. 255. 255
0.0.0.0 0.0.0.0 Authlnbound aaa authentication include
ftp outside 10.89.129.131 255.255.255.255 0.0.0.0
0.0.0.0 Authlnbound aaa authentication include tel net
out si de 10.89.129. 131 255. 255.255.255 0.0.0.0 0.0.0.0
Aut hl nbound no snnp-server |ocation no snnp-server
contact snnp-server comunity public no snnp-server

enabl e traps fl oodguard enable !--- Trust |IPsec traffic
and avoi d going through ACLs/NAT. sysopt connection
pernmit-ipsec !--- |IPsec and dynam c map configuration

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transformset nyset
crypto map nynmap 10 i psec-i saknp dynamic dynmap !---
Assign | P address for VPN 1.1 Clients. crypto map nymap
client configuration address initiate crypto map mynap
client configuration address respond !--- Use the AAA




server for authentication (Authlnbound). crypto nap
nymap client authentication Authlnbound !--- Apply the

| Psec/ AAA/ | SAKMP configuration to the outside interface.
crypto map nynmap i nterface outside isaknp enabl e outside
l--- Pre-shared key for VPN 1.1 dients. isaknmp key
¥x*xxkxx address 0.0.0.0 netrmask 0.0.0.0 isaknp identity

address !--- Assign address from "VPNpool" pool for VPN
1.1 Cients. isaknp client configuration address-poo
| ocal VPNpool outside !--- |SAKMP configuration for VPN

Client 3.x/4.x. isaknp policy 10 authentication pre-
share i saknp policy 10 encryption des isaknp policy 10
hash nd5 isaknp policy 10 group 2 isakmp policy 10
lifetinme 86400 !--- | SAKWP configuration for VPN Cient
1.x. isaknmp policy 20 authentication pre-share isaknp
policy 20 encryption des isaknp policy 20 hash nd5

i sakmp policy 20 group 1 isaknp policy 20 lifetime 86400
I--- Assign addresses from "VPNpool" for VPN Cient
3.x/4.x. vpngroup vpn3000 address-pool VPNpool vpngroup
vpn3000 idle-tine 1800 !--- Goup password for VPN
Client 3.x/4.x (not shown in configuration). vpngroup
vpn3000 password ******** te|lnet timeout 5 ssh tinmeout 5
console timeout O terminal w dth 80

Crypt ochecksum ba54c063d94989¢cbd79076955dbf eefc : end

pi xfirewal | #

FhHYIVF 4> QEM

THOOTAVITZEMTRHOANY ROBIXFROESY TT,

aaa accounting include acctg_service inbound|outbound | _ip | _mask [f_ip f_nask] server_tag

FEAE PIXDORETE. COOXY RAEMENET,

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound

X Xauth PTHIOT 1IN EET S I, sysopt ipsec pl-compatible 1Y > RTlE7& <,
sysopt connection permit-ipsec AN > RAABRETYT, Xauth 7HO T 1Tk, sysoptipsec
pl-compatible 1Y RE T TREELELEA, Xauth FTHIT 1471k TCP #&ICEMTT
o ICMP £/l UDP IZIZEMTREDY EE A,

TACACS+ 7AHOT 427 LOA—ROBAHZRIZRLET,

aaa accounting include any inbound
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 Authlnbound

4

CCTl, RENEEBICHELTVWACEZHERLET,

Output Interpreter Tool (OIT ) (B I—HYER ) TlE. BE®D show I RAFFR—KEh



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

TWEYT, OITZAL T, show IXNY REHDOBIFTERRITEET,
¥:debug AN REMFEATSHEIC, Tdebug AN ROEEREF, 25RBL TSV,
DSAFT > MIOT/INY J&KRTRT BICIE Cisco Secure Log Viewer ZBRICL T &L,

. debug cryptoipsec : ChZFEALT7I—X2 0 IPsec x> I -3 &RRLET,
- debug cryptoisakmp : ChZFEALT7I—X 10 ISAKMP %I —>a>&XRULET

ST aA-—F42T

CCTR REDRZ TN A—F A TICRIADBHRICOVTHALET. TNV THIHE
BALTVET,

NSTINSa1a—F14290Eb0OX R

Output Interpreter Tool ( OIT ) ( BERI—HER ) Tk, BED show Y RAFFHR—KEh
TVWET, OIT ZFEAL T, show AN RHI OB ZRTITEET,

E:debug AN REFEATSHEIIC, Tdebug AN ROEERFEH. 25BL TKEEV,

- debug crypto engine : ChZFEALTHESLI> DY 7OCAOFNY T &ZITVWET,

PIX 7Ny T 6l

pi xfirewal | #show debug
debug crypto ipsec 1
debug crypto isakmp 1
debug crypto engi ne
debug fover status

tx Of
rx Of
open O f
cabl e Of
t xdmp O f
rxdnp O f
ifc O f
rxip O f
txip O f
get O f
put O f
verify Of
switch Of
fail O f
fmsg O f

VPN Client4.x QF/\Y &

pi xfirewal | #

crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.2

Total VPN Peers:1


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
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VPN Peer: | SAKMP: Peer ip:192.168.1.2 Ref cnt increnented
to:1 Total VPN Peers:1

QAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: aut h pre-shared

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable. Next payload is 3

l--- Attributes offered by the VPN Cient are accepted by the PI X |SAKMP (0): processing KE
payl oad. nessage ID = 0 | SAKMP (0): processi ng NONCE payl oad. message ID = 0 | SAKMP (0):
processing | D payl oad. nessage ID = 0 | SAKMP (0): processing vendor id payload | SAKMP (0):
processi ng vendor id payload | SAKMP (0): renpte peer supports dead peer detection | SAKMP (0):
processi ng vendor id payload | SAKMP (0): speaking to a Unity client | SAKMP (0): |ID payl oad next-
payl oad: 10 type : 1 protocol : 17 port : 500 length : 8 I SAKMP (0) : Total payload |length: 12
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OQAK_AG exchange | SAKMP (0): processing HASH payl oad. nessage ID = 0 | SAKMP (0): processing
NOTI FY payl oad 24578 protocol 1 spi 0, nessage ID = 0 | SAKMP (0): processing notify

I NI TI AL_CONTACT | PSEC(key_engi ne): got a queue event... |PSEC(key_engi ne_delete_sas): rec'd
delete notify from | SAKMP | PSEC(key_engi ne_del ete_sas): delete all SAs shared with 192.168.1.2



| SAKMP (0): SA has been authenticated return status is | KMP_NO ERROR | SAKMP/ xaut h: request
attribute XAUTH TYPE | SAKMP/ xaut h: request attribute XAUTH USER_NAME | SAKMP/ xaut h: request
attribute XAUTH USER PASSWORD | SAKMP (0:0): initiating peer config to 192.168.1.2. ID =
1623347510 (0x60c25136) crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
| SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from 192. 168. 1. 2.
nessage | D = 84 | SAKMP: Config payl oad CFG REPLY return status is | KMP_ERR _NO RETRANS | SAKMP
(0:0): initiating peer config to 192.168.1.2. |ID = 2620656926 (0x9c340d1le)
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 | SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 192.168.1.2. nessage ID = 60 | SAKMP: Config
payl oad CFG ACK return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1. 2,
dest 192.168. 1.1 | SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from
192.168.1.2. message ID = 0 | SAKMP: Config payl oad CFG REQUEST | SAKMP (0:0): checking request:
| SAKMP: attribute | PA_ADDRESS (1) | SAKMP: attribute | PA_NETMASK (2) | SAKMP: attribute | PA_DNS
(3) ISAKMP: attribute | PA_NBNS (4) | SAKMP: attribute ADDRESS EXPIRY (5) Unsupported Attr: 5
| SAKMP: attribute APPLI CATI ON_VERSION (7) Unsupported Attr: 7 | SAKMP: attribute UNKNOM (28672)
Unsupported Attr: 28672 | SAKMP: attribute UNKNOAN (28673) Unsupported Attr: 28673 | SAKVP:
attribute UNKNOAN (28674) | SAKMP: attribute UNKNOAN (28676) | SAKMP: attribute UNKNOMN (28679)
Unsupported Attr: 28679 | SAKMP: attribute UNKNOAN (28680) Unsupported Attr: 28680 | SAKMP:
attribute UNKNOMN (28677) Unsupported Attr: 28677 | SAKMP (0:0): responding to peer config from
192.168.1.2. ID = 177917346 return status is | KMP_NO ERROR crypto_i saknmp_process_bl ock: src
192.168. 1.2, dest 192.168.1.1 QAK QM exchange oakl ey_process_qui ck_npde: QAK QM | DLE | SAKMP (0):
processi ng SA payl oad. nessage | D = 942875080 | SAKMP : Checking | PSec proposal 1 | SAKVP:
transform 1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP:
encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnmac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed proposal (1) | SAKMP
Checki ng | PSec proposal 2 | SAKMP: transform 1, ESP_3DES | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC- SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA
life duration (VPI) of Ox0O O0x20 Oxc4 Ox9b | PSEC(validate_proposal): transform proposal (prot 3,
trans 3, hmac_alg 2) not supported | SAKMP (0): atts not acceptable. Next payload is 0 | SAKMP
(0): skipping next ANDed proposal (2) |SAKMP: Checking | PSec proposal 3 | SAKMP: transform 1,
ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP: encaps is 1
I SAKMP: SA |ife type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnmac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP: Checking | PSec proposal 4 |SAKMP: transform
1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC- SHA | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnmac_al g 2) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP : Checking | PSec proposal 5 | SAKMP: transform
1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of Ox0 0x20 Oxc4 Ox9b | SAKMP
(0): atts are acceptable. | SAKMP (0): bad SPI size of 2 octets! |SAKMP: Checking | PSec proposal
6 | SAKWMP: transform 1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC
SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0xO
0x20 0Oxc4 0x9b | PSEC(val i date_proposal): transform proposal (prot 3, trans 2, hmac_alg 2) not
supported | SAKMP (0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed
proposal (6) |SAKMP : Checking | PSec proposal 7 | SAKMP: transform 1, ESP_DES | SAKMP: attri butes
in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is 1 ISAKMP: SA life type in
seconds | SAKMP: SA |ife duration (VPI) of Ox0 0x20 Oxc4 Ox9b | SAKMP (0): atts are
accept abl e. | PSEC( val i dat e_proposal _request): proposal part #1, (key eng. nsg.) dest=
192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168. 1. 1/ 255. 255. 255. 255/ 0/0 (type=1), src_proxy=
10. 89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1), protocol = ESP, transfornr esp-des esp-nd5-hmac ,
Iifedur= 0Os and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 | SAKMP (0): processing
NONCE payl oad. message | D = 942875080 | SAKMP (0): processing | D payl oad. nessage | D = 942875080
| SAKMP (0): 1D _IPV4A_ADDR src 10.89.129.200 prot 0 port O I SAKMP (0): processing | D payl oad.
nmessage | D = 942875080 | SAKMP (0): I D | PVA_ADDR dst 192.168.1.1 prot 0 port Ol PSEC(key_engi ne):
got a queue event... |PSEC(spi_response): getting spi 0x64d7a518(1691854104) for SA from
192.168.1.2 to 192.168.1.1 for prot 3 return status is | KMP_NO ERRCR
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 QAK_QM exchange
oakl ey_process_qui ck_npde: OAK_QM I DLE | SAKMP (0): processing SA payl oad. nessage ID =
3008609960 | SAKMP: Checking | PSec proposal 1 I SAKWMP: transform 1, ESP_3DES | SAKMP: attributes in
transform | SAKMP: authenticator is HVAC- MD5 crypto_i saknmp_process_bl ock: src 192.168. 1.2, dest
192.168. 1.1 QAK_QM exchange oakl ey_process_qui ck_nmode: QAK QM AUTH AWAI Tnap_al | oc_entry:
allocating entry 2 map_alloc_entry: allocating entry 1 | SAKMP (0): Creating | PSec SAs inbound SA



from192.168.1.2 to 192.168.1.1 (proxy 10.89.129.200 to 192.168.1.1) has spi 1691854104 and
conn_id 2 and flags 4 lifetime of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2
(proxy 192.168.1.1 to 10.89.129.200) has spi 1025193431 and conn_id 1 and flags 4 lifetine of
2147483 seconds | PSEC(key_engi ne): got a queue event... |IPSEC(initialize_sas): ,(key eng. nsg.)
dest= 192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1), src_proxy=
10. 89.129. 200/ 0.0.0.0/0/0 (type=1), protocol = ESP, transform= esp-des esp-md5-hmac , |ifedur=
2147483s and Okb, spi= 0x64d7a518(1691854104), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
192.168.1.1/0.0.0.0/0/0 (type=1), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1), protocol= ESP,
transf or nresp-des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x3d1b35d7(1025193431), conn_i d=
1, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:2 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OAK_QM exchange oakl ey_process_qui ck_node: OAK QM AUTH AWAI Tnap_al l oc_entry: allocating entry 4
map_alloc_entry: allocating entry 3 I SAKMP (0): Creating | PSec SAs inbound SA from 192.168.1.2
to 192.168.1.1 (proxy 10.89.129.200 to 0.0.0.0) has spi 3415657865 and conn_id 4 and flags 4
lifetinme of 2147483 seconds out bound SA from 192.168.1.1 to 192.168.1.2 (proxy 0.0.0.0 to

10. 89. 129. 200) has spi 2383969893 and conn_id 3 and flags 4 lifetime of 2147483

secondsl| PSEC(key_engi ne): got a queue event... IPSEC(initialize_sas): , (key eng. msg.) dest=
192.168.1.1, src=192.168.1.2, dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), src_proxy=

10. 89.129.200/0.0.0.0/0/0 (type=1), protocol = ESP, transformesp-des esp-md5-hnmac , |ifedur=
2147483s and Okb, spi= 0xch96cd89(3415657865), conn_i d= 4, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1l), protocol = ESP,
transf or nresp- des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x8el187e65(2383969893), conn_i d=

3, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt increnmented to:4 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:5 Total VPN Peers:1
return status is | KMP_NO ERROR pi xfirewal | #show uaut h

Current Most Seen

Aut henti cated Users

1 1

Aut hen In Progress

0 1

i psec user 'cisco_custoner' at 10.89.129.200, authenticated

pi xfirewal | #

VPN Client 1.1 ®F/Sy &

pi xfirewal | #

crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
VPN Peer: | SAKMP: Added new peer: ip:192.168.1.2

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:192.168.1.2 Ref cnt increnmented

to:1 Total VPN Peers:1

OAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID =0

I SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3



I SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: aut h pre-shared

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable. Next payload is 3

l--- Attributes offered by the VPN Cient are accepted by the PI X |SAKMP (0): processing KE
payl oad. nessage ID = 0 | SAKMP (0): processi ng NONCE payl oad. message ID = 0 | SAKMP (0):
processing | D payl oad. nessage ID = 0 | SAKMP (0): processing vendor id payload | SAKMP (0):
processi ng vendor id payload | SAKMP (0): renpte peer supports dead peer detection | SAKMP (0):
processi ng vendor id payload | SAKMP (0): speaking to a Unity client | SAKMP (0): |ID payl oad next-
payl oad: 10 type : 1 protocol : 17 port : 500 length : 8 I SAKMP (0) : Total payload |length: 12
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OQAK_AG exchange | SAKMP (0): processing HASH payl oad. nessage ID = 0 | SAKMP (0): processing

NOTI FY payl oad 24578 protocol 1 spi 0, nessage ID = 0 | SAKMP (0): processing notify

I NI TI AL_CONTACT | PSEC(key_engi ne): got a queue event... |PSEC(key_engi ne_delete_sas): rec'd
delete notify from | SAKMP | PSEC(key_engi ne_del ete_sas): delete all SAs shared with 192.168.1.2
| SAKMP (0): SA has been authenticated return status is | KMP_NO ERROR | SAKMP/ xaut h: request
attribute XAUTH TYPE | SAKMP/ xaut h: request attribute XAUTH USER_NAME | SAKMP/ xaut h: request
attribute XAUTH USER PASSWORD | SAKMP (0:0): initiating peer config to 192.168.1.2. ID =
1623347510 (0x60c25136) crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1

| SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from 192. 168. 1. 2.
nessage | D = 84 | SAKMP: Config payl oad CFG REPLY return status is | KMP_ERR _NO RETRANS | SAKMP
(0:0): initiating peer config to 192.168.1.2. |ID = 2620656926 (0x9c340d1le)

crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 | SAKMP_TRANSACTI ON exchange

| SAKMP (0:0): processing transaction payload from 192.168.1.2. nessage ID = 60 | SAKMP: Config
payl oad CFG ACK return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168. 1. 2,
dest 192.168. 1.1 | SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payload from
192.168.1.2. message ID = 0 | SAKMP: Config payl oad CFG REQUEST | SAKMP (0:0): checking request:
| SAKMP: attribute | PA_ADDRESS (1) | SAKMP: attribute | PA_NETMASK (2) | SAKMP: attribute | PA_DNS
(3) ISAKMP: attribute | PA_NBNS (4) | SAKMP: attribute ADDRESS EXPIRY (5) Unsupported Attr: 5

| SAKMP: attribute APPLI CATI ON_VERSI ON (7) Unsupported Attr: 7 | SAKMP: attribute UNKNOM (28672)
Unsupported Attr: 28672 | SAKMP: attribute UNKNOAN (28673) Unsupported Attr: 28673 | SAKVP:
attribute UNKNOAN (28674) | SAKMP: attribute UNKNOAN (28676) | SAKMP: attribute UNKNOMWN (28679)
Unsupported Attr: 28679 | SAKMP: attribute UNKNOAN (28680) Unsupported Attr: 28680 | SAKMP:
attribute UNKNOMN (28677) Unsupported Attr: 28677 | SAKMP (0:0): responding to peer config from
192.168.1.2. ID = 177917346 return status is | KMP_NO ERROR crypto_i saknmp_process_bl ock: src
192.168. 1.2, dest 192.168.1.1 QAK QM exchange oakl ey_process_qui ck_npde: QAK QM | DLE | SAKMP (0):



processi ng SA payl oad. nessage | D = 942875080 | SAKMP : Checking | PSec proposal 1 | SAKVP:
transform 1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5 | SAKMP:
encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnmac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed proposal (1) | SAKMP
Checki ng | PSec proposal 2 | SAKMP: transform 1, ESP_3DES | SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKVMP: SA
life duration (VPI) of Ox0O O0x20 Oxc4 Ox9b | PSEC(validate_proposal): transform proposal (prot 3,
trans 3, hmac_alg 2) not supported | SAKMP (0): atts not acceptable. Next payload is 0 | SAKMP
(0): skipping next ANDed proposal (2) |SAKMP: Checking | PSec proposal 3 | SAKMP: transform 1,
ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAG MD5 | SAKMP: encaps is 1
I SAKMP: SA |ife type in seconds | SAKMP: SA life duration (VPI) of 0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnac_al g 1) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP: Checking | PSec proposal 4 |SAKMP: transform
1, ESP_3DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC- SHA | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0x0O 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3, hnac_al g 2) not supported | SAKVP
(0): atts not acceptable. Next payload is O | SAKMP : Checking | PSec proposal 5 | SAKMP: transform
1, ESP_DES | SAKMP: attributes in transform | SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is
1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of Ox0 0x20 Oxc4 Ox9b | SAKMP
(0): atts are acceptable. | SAKMP (0): bad SPI size of 2 octets! |SAKMP: Checking | PSec proposal
6 | SAKWMP: transform 1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC
SHA | SAKMP: encaps is 1 ISAKMP: SA life type in seconds | SAKMP: SA life duration (VPI) of 0xO
0x20 0Oxc4 0x9b | PSEC(val i date_proposal): transform proposal (prot 3, trans 2, hmac_alg 2) not
supported | SAKMP (0): atts not acceptable. Next payload is O | SAKMP (0): skipping next ANDed
proposal (6) |SAKMP : Checking | PSec proposal 7 | SAKMP: transform 1, ESP_DES | SAKMP: attri butes
in transform |SAKMP: authenticator is HVAC-MD5 | SAKMP: encaps is 1 ISAKMP: SA life type in
seconds | SAKMP: SA |ife duration (VPI) of Ox0 0x20 Oxc4 Ox9b | SAKMP (0): atts are
accept abl e. | PSEC(val i dat e_proposal _request): proposal part #1, (key eng. nsg.) dest=
192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168. 1. 1/ 255. 255. 255. 255/0/0 (type=1), src_proxy=
10. 89. 129. 200/ 255. 255. 255. 255/ 0/ 0 (type=1), protocol = ESP, transforn= esp-des esp-nd5-hmac ,
Iifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 | SAKMP (0): processing
NONCE payl oad. message | D = 942875080 | SAKMP (0): processing | D payl oad. nmessage | D = 942875080
| SAKMP (0): 1D _IPV4A_ADDR src 10.89.129.200 prot 0 port O I SAKMP (0): processing | D payl oad.
nmessage | D = 942875080 | SAKMP (0): ID | PVA_ADDR dst 192.168.1.1 prot 0 port Ol PSEC(key_engi ne):
got a queue event... |PSEC(spi_response): getting spi 0x64d7a518(1691854104) for SA from
192.168.1.2 to 192.168.1.1 for prot 3 return status is | KMP_NO ERRCR
crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1 OQAK_QM exchange
oakl ey_process_qui ck_npde: OAK_QM I DLE | SAKMP (0): processing SA payl oad. nessage ID =
3008609960 | SAKMP: Checki ng | PSec proposal 1 | SAKWMP: transform 1, ESP_3DES | SAKMP: attributes in
transform | SAKMP: authenticator is HVAC- MD5 crypto_i saknmp_process_bl ock: src 192.168. 1.2, dest
192.168. 1.1 QAK_QM exchange oakl ey_process_qui ck_nmode: QAK QM AUTH AWAI Tnap_al | oc_entry:
allocating entry 2 map_alloc_entry: allocating entry 1 | SAKMP (0): Creating | PSec SAs inbound SA
from192.168.1.2 to 192.168.1.1 (proxy 10.89.129.200 to 192.168.1.1) has spi 1691854104 and
conn_id 2 and flags 4 lifetime of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2
(proxy 192.168.1.1 to 10.89.129.200) has spi 1025193431 and conn_id 1 and flags 4 lifetine of
2147483 seconds | PSEC(key_engine): got a queue event... |IPSEC(initialize_sas): ,(key eng. mnsg.)
dest= 192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1), src_proxy=
10. 89.129. 200/ 0.0.0.0/0/0 (type=1), protocol = ESP, transform= esp-des esp-md5-hmac , |ifedur=
2147483s and Okb, spi= 0x64d7a518(1691854104), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
192.168.1.1/0.0.0.0/0/0 (type=1), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1), protocol= ESP,
transf or nresp- des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x3d1b35d7(1025193431), conn_i d=
1, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:2 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src 192.168.1.2, dest 192.168.1.1
OAK_QM exchange oakl ey_process_qui ck_node: OAK QM AUTH AWAI Tnap_al l oc_entry: allocating entry 4
map_alloc_entry: allocating entry 3 I SAKMP (0): Creating | PSec SAs inbound SA from 192.168.1.2
to 192.168.1.1 (proxy 10.89.129.200 to 0.0.0.0) has spi 3415657865 and conn_id 4 and flags 4
lifetinme of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2 (proxy 0.0.0.0 to
10. 89. 129. 200) has spi 2383969893 and conn_id 3 and flags 4 lifetime of 2147483
secondsl| PSEC(key_engi ne): got a queue event... IPSEC(initialize_sas): , (key eng. msg.) dest=
192.168.1.1, src=192.168.1.2, dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), src_proxy=
10. 89.129.200/0.0.0.0/0/0 (type=1), protocol = ESP, transformesp-des esp-md5-hnmac , |ifedur=



2147483s and Okb, spi= 0xch96cd89(3415657865), conn_i d= 4, keysize= 0, flags= 0x4

IPSEC(initialize_sas): , (key eng. nsg.) src= 192.168.1.1, dest=192.168.1.2, src_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1l), protocol = ESP,
transf or nresp-des esp-nd5-hmac , |ifedur= 2147483s and Okb, spi= 0x8el187e65(2383969893), conn_i d=

3, keysize= 0, flags= 0x4 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:4 Total
VPN Peers:1 VPN Peer: |PSEC. Peer ip:192.168.1.2 Ref cnt incremented to:5 Total VPN Peers:1
return status is | KMP_NO ERROR pi xfirewal | #show uaut h

Current Most Seen

Aut henti cated Users

1 1

Aut hen I n Progress

0 1

i psec user 'cisco_custoner' at 10.89.129.200, authenticated

pi xfirewal | #
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