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AT Y 7 1 : Device > Site To SiteDJEI_BEL £,

sl G ) : . G () > . admin
Firepower Device Manager Monitofing Policies Objects Device: firepower 3 Q ) Qr) @ N adr
cisco : o \CARS - : Adrinistrator

& Internet

Interfaces Routing Updates System Settings

2 static routes Geclocation, Rule, VDB, System Upgrade, Management Access

Enabled 3 of 4 Security Inteligence Feeds

View All Interfaces View Configuration View Configuration >

Hostname

Smart License Backup and Restore Troubleshoot
ut of Compliai

Tier: Not selected (FTDv = Variable)

Tirrg S¢
SSL Sattings

View Configuration View Configuration REQUEST FILE T BE CREATED See more

Site-to=-Site VPN Remote Access VPN Advanced Configuration Device Administration

Includes: FlexConfig, Smart CLI Audit Events, Deployment History,

2 connections cenge Out of Compliance
1 connection | 2 Group Policies Download Configuration

View Configuration View Gonfiguration View Configuration View CGonfiguration

FDMA ¥ & 17K — K
ATYT2:+FPA 2072 0UYOLT, ILLWH A NEEREZEMLET,

sl Firepower Device Manager Monitoring Policies Objects Device: firepower -@ @ @ @ H clmin
Cisco : i Adrministrator

Device Summary

Site-to-Site VPN

2 connection profiles
Basorl (NTIN, Podry Baasst

Ad Sitg-10-Site Comnaectid
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cisco. Firepower Device Manager

Monitoring Policies

Objects Device: firepower

Define Endpoints

Connection Profile Name

vii-ipaec

Sites Configuration

RRILAZE—T T4 ADEM

LOCAL SITE

Laocal VPN Access Interface

REMOTE SITE

Remaote IP Addross

NEXT

Coreate new. Wirual, Tunosl, Inted

e
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L
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Create Virtual Tunnel Interface

Name

tunnel10

Most features work with named interfaces only, although some require unnamed interfaces.

Description

Tunnel ID Tunnel Source

outside (GigabitEthernet0/0)

IP Address and Subnet Mask

192.168.1.1 / ’ 255.255.255.252

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

VTIDERE

ATV T 5: #UL<SHERL =VTIA., Virtual Tunnel Interface® FICTFETAVTIZBIRLET, U
ET—NP7RLAZEELET,



New Site-to-site VPN

Define Endpoints

Caonnection Profile Name Type
wii-ipsec e

Sites Configuration

LOCAL SITE REMOTE SITE

Local VPN Access Interface Remote IP Address

tunnel 10 (Tuneel1 0 101066323

ET7IPOIE

F)E 6 : IKE VersionZiEZIR L, Edit/RA>ZIBIRL T, RIZRTKSICIKES &K TIPSec/N T X —
RERELET,

IKE Policy

O ke policies are global, you cannot configure different policies per VPN. Any enabled IKE Policies are
available to all VPN connections.

ke version 2 (@D IKE VERSION1 (@ )

IKE Palicy

Globally applied

IPSec Proposal

Custom set selected

IKEN—2 3> DFE

ATY 77aRICTRT L SICIKE Policy’ R R ZBIRL, FILWRU S —ZERTBIEEFokR A
>~ £ Iz[ECreate New IKE PolicyzZ 2 Y O L%ET,



Edit Globally: IKE v2 Policy

Y Filter

AES-GCM-NULL-SHA

AES-SHA-SHA

DES-SHA-SHA

aes-256-sha-256-dh-14

ike2_policy

Create New IKE Policy

IKEZR > —miER



View IKE v2 Policy

g

Name State

30 aes-256-sha-256-dh-14 Enabled
Encryption

Diffie-Hellman Group

Integrity Hash

Pseudo Random Function (PRF) Hash

Lifetime (seconds)

86400

IKEZRU > —DRE

ATY TTo:RICRT &S ICIPSec Policy’ RZ > &EIRL, HLWZ7OR—HIZ2EKTREHEEE
ok7R & > & J= (& Create New IPSsec ProposalZ 2 )Y U L& T,



Select IPSec Proposals

Y Filter SET DEFAULT

AES-GCM in Default Set

AES-SHA

DES-SHA-1

aes-256-sha-256

CANCEL

IPSec7 OAR—4)L MiEiR



IKE v2 IPSec Proposal

4

Name
aes-256-sha-256

Encryption

=3

Integrity Hash

£

IPSec7 OR—HILDERE

AT Y 7' 8a:Authentication TypeZBIRL £9, BRHREFEBT—Z2FHAITHEEE. O—HILE
FPVE—NEBAHRHEF—ZEELET,

AT Y 78b: (A7S 3> ) Perfect Forward SecrecysRE&ZiBIR L £, IPsec Lifetime
Duration & Lifetime SizeZZ5&EL . nextZ2 7Y VL& T,



IKE VERSION 2 () IKEVERSION1 (@ )

IKE Policy

Globally applied

IPSec Proposal

Custom set selected

Authentication Type
@ Pre-shared Manual Key |$| Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

essessees

IPSEC SETTINGS

Lifetime Duration Lifetime Size

28800 seconds 4608000

Additional Options
Diffie-Hellman Group for Perfect Forward Secrecy

No Perfect Forward Secrecy (tured off) -

PSKE XU Z A 7 B 14 LARE

ATV 9: REZMIEL, Finshz22 Y OLET,



Summary

Vti-lpsec Connection Profile

0 Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B tunnel10 ©,  Peer|P Address 10.106.63.23
Interface IP

IKE Policy aes-256-5ha256-shal56-14
IPSec Proposal aes-256-5ha-256

Authentication Pre-shared Manual Key
Type

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime

4608000 kilobytes

ADDITIONAL OPTIONS

Diffie-Hellman Null (not selected)
Group

REDHE

AT ¥ 7°10a:0bjects > Security ZonesD JEICBEL., +F7A4A2&ZIVYILET,



i

cisco Firepower Device Manager

Object Types &
T MNetworks 2 chjects
G, Pons

¥ Application Filters

o MAME
i inside_zone
7 outside_zone

& URLs

9 Geolocations

EFIUTFTAU-20EM

ATY7T10b:Y =2 &KL,

Add Security Zone

Name

Monitoring

Security Zones

GNCHONO,

Policies Device: firepower

MODE INTERFAGES

Routed inside

Routed outside

RICRTRIIEVTIA 2 R—T T4 AZBRLFT,

admin
Administrator

ACTIONS

vti-zone

Description

Interfaces

-

0P tunnel10 (Tunnel10)

EFIVFTAV-2DOEK

CANCEL




AT Y 711a:0bjects > Networks D JEICBEIL, + 741 IVYILET,

.l||.|||. - . — = . - + . admin
Firepower Davice Manager Monitoring Policies Objects Device: firepower @ @ . @ . -
CISco F g L @ o Adminiztrator

Object Types  « Network Objects and Groups

|

t:’ Ports Proset fiers: System chefined. Liser defined

u ANE e VALUE
g Securi

1 IPva-Private-All-RFC1918 Group IPv4-Private-10.0.0.0-8, IPv4-Private-172.16.0.0-12, IPv4 -Private-192.168.0.0-
16

XY RND—=0 AT T U NDEN
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Edit Network Object

Name

vpn-gateway

Description

Type

() Network (O FabN () Range

Host

192.168.1.2

e.g. 192.168.2.1 or 2001:DB8::0DB8:800:200C:417A

CANCEL

VPN —RJ I A DFRE



ATY 1M UE—MNY 7Ry heO—AIYTZY REBMLET,

Edit Network Object

Name

‘ remote-vpn-network

Description

Type
@ Network

Network

172.16.10.0/24

or 2001:DB8:0:CD30::/60

) E—NIPERE



Edit Network Object

Name

‘ inside-network]

Description

10.10.10.0/24

.g. 192.168.2.0/24 or001:DB8:0:CD30::/60

A—AIIPRE
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Add Access Rule

Action

B allow -

Source/Destination Applications URLso Users o

Intrusion Policyﬂ File polii;',-o Logging

DESTINATION
+  Networks + 36T Groups Zores Networks +  SGT Groups
ANY

& inside-network B inside_zone & inside-network

T remote-vpn-.. 8 vii-zons T rmote-vpn-..,

. _—
Show Diagram |\.| )

TOEAOY MO—LRIZ—0EM

ATYF13aVTIN DRI ENLIEIL—TFT 14> T %ZEBIMUET, Device > RoutingD JEIZBEI L £
LR

Firepower Device Manager Monitoring Policies Objects @ @ @ @ : admin
E Ll N Administrator

Model Software vDB Intrusion Rule Update High Availability
Cigeco Firepower Threat Defense for VMwa.... 1.0.5-72 3180 20210503-2107 ! Not Configured

& Internet

Interfaces Routing Updates System Settings

Connected 1 static route Geolocation, Rule, VDB, System Upgrada, Management Accass
Enabled 3 of 4 Security Intelligence Feeds Logging Settings

DHCP Server
DNS Server

View All Interfaces View Configuration View Configuration

TIEMIER

AT ¥ 7°13b:RoutingX 7 ® T~ IZ & % Static Route lCBBILE T, +FA A EIUYILET,



Device Summary

Routing

Add Multiple Virtual Routers ). Commands v £} BGP Global Settings

| Static Routing BGP OSPF ECMP Traffic Zones

1 route

®  MAME INTERFACE 1P TVYPE NETWORKS GATEWY B SLA MONITOR

1 default outside 1Pvé 0.0.0.0/0 10.106.52.1

JL—h &

AT Y 713cinterfaceZIEE L . NetworkZi#IRL TGatewayZEELF T, [OK] 2OV UY I L
x7,



Add Static Route

Mame

vti-route

Description

Interface

tunnel10 (Tunnel10)

Protocol

@ iPva () IPv6

Networks

-

51 remote-vpn-network

Gateway Metric

vpn-gateway

Please select an SLA Monitor

CANCEL
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Pending Changes

° Last Deployment Completed Successfully
26 Jun 2025 05:27 PM. See Deployment History

Deployed Version (26 Jun 2025 05:27 PM) Pending Version @ Lecenp

€) static Route Added: vti-route

metricValue: 1
ipType: IPv4
name: vti-route
iface:
- tunnelld
gateway:
= vpn—-gateway
networks:
- remote-vpn-network

€) Access Rule Added: vti-acl

logFiles: false
eventLogAction: LOG_NONE
rulelId: 268435458
name: vti-acl
sourceZones:
- vti-zone
- inside_zone
destinationZones:
- vti-zone
- inside_zone
sourceNetworks:
- remote-vpn—network
= inside-network
destinationNetworks:

MORE ACTIONS ¥ CANCEL DEPLOY NOW =
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1. show crypto ikev2 sa
2. show crypto ipsec sa <7 IP>
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