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Name Type

AnyConnect_LDAP

Directory Usermame Directory Password
brazil

Base DN AD Primary Domain
CN=Users,dc=cmonterr,dc=local cmonterr.local

Directory Server Configuration
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Authentication Type

AAA Only

Primary Identity Source for User Authentication Fallback Local Identity Source
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Strip Identity Source server from username

Strip Group from Username

3x : RA VPN®[Global Settings] T, [Bypass Access Control Policy for decrypted traffic


https://www.cisco.com/c/ja_jp/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html

(sysopt permit-vpn)] A 7’2 3> OF TV IX—U %5 L., AnyConnect I—HHASDO K7
AV OEREBEIZDEHICTIVEAIANO—ILRIS—%2FERATEDELSICLET,

Certificate of Device Identity Outside Interface

AnyConnect_VPN outside (GigabitEthernet0/0)

Fully-qualified Domain Name for the Qutside Interface Port

fdm.ravpn 443

Access Control for VPN Traffic

NAT Exempt

@

Inside Interfaces Inside Networks

(W] inside (GigabitEthernet0/1)

'™y FDM_Local_network

ATFYT4: NYSTRIAEDLEODT AT 1T 4RI —DRE

NY D TRAZBRETRIICRE. PTATFUTATARI—ZERTIVENBVET, RUD—
ICRERRDERENVETT,

-ADIDY—RXR : FB1TEMLEEDERL
. Action:/\vY > 7883

TATUOTAT A=) %ZRETSDICIE, [Policies] > [Identity] > [select [+] RR > ICBEIL .
LWPAF>T14T714)IL—IIL%ZE bubﬁa‘o

CNYDTRANBRAENDIREBRYTRY NEBETTRY REERLET,



Order Title AD |dentity Source Action PASSIVE AUTHENTICATION
For all types of connections, obtain user identity from other
1 s AnyConnect AnyConnect_LDAP & Passive Auth v authentication services without prompting for username and password.
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© Identity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use
this realm
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Directory Username Directory Password

brazdl s
Base DN AD Primary Domain

CN=Users,dc=cmonterr,dc=local cmonterr.local
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Group: Anyconnect v

Username: | brazil

Password:
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system support identity-debuggto J X A L 7 RA'BRINL = ESH ZBFELET,

> system support identity-debug

Enable
Please
Please
Please
Please
Please

specify
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specify a

client
client
server
server

firewall-engine-debug too?

Ip

an IP protocol:

address:

port:

Ip

address:

port:
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192.168.19.1

Monitoring identity and firewall debug messages

192.168.
params)

192.168.
192.168.
192.168.19
192.168.19
realm_id =
192.168.19
192.168.19

19
19

.1-62757 >
.1-62757 >
.1-62757 >
.1-62757 >
3

.1-62757 >
.1-62757 >

19.1-62757 > 72
with zones 2

->
72
72
72
72

72
72

'ITnside_Outside_Rule',

192.168.19.
192.168.19.
192.168.19.

with zones
192.
192.
192.
192.
realm_id =

192.168.19.
192.168.19.

168.19.
168.19.
168.19.
168.19.

1-62757
1-62757
1-62757
2 -> 2,
1-62757 >
1-62757 >
1-62757
1-62757
3

1-62757 >
1-62757 >

>
>

8.
8.

o 0o

8
8

'Inside_Outside_Rule',

192.168.19
192.168.19
192.168.19
params)
192.
192.
192.
192.
realm_id =

192.168.19.
192.168.19.

fwFlags =

with zones
168.19.
168.19.
168.19.
168.19.

.1-62757 >
.1-62757
.1-53015

1-53015
1-53015
1-53015
1-53015
3

1-53015 >
1-53015 >

vV V. V V NV V

->

.163.47.11-53 17 AS 1-1 T

2,

163.
163.
163.
163.

163.
163.

port 62757
47.11-53
47.11-53
47.11-53
47.11-53

47.
47.

11-53
11-53

->
17
17
17
17

17
17

action Allow and

00 0

.8.
.8.

port 62757
8.8-53
.8-53
.8-53
.8-53

o 00

8.
8.

-> 53,

17 AS
17 AS
17 AS
17 AS

8-53
8-53

17
17

AS
AS

> 72.163.47.11-53 17
> 72.163.47.11-53 17
> 8.8.8.8-53 17 AS 1-1 I 1 Starting authentication
geo 14467064 -> 14467082

1-
1-

53,
AS 1-
AS 1-
AS 1-
AS 1-
AS
AS

1-
1-

geo
11

B e

I
I
I

1T
1T

0 Starting authentication

14467064 -> 14467082

0
0
0
0

0
0

Retrieved ABP info:
abp src

abp dst

matched auth rule id

new firewall session

(sfAuthCheckRules

130027046 user_id

using HW or preset rule order 2,

prefilter rule 0

AS 1-1 I 0 HitCount data sent for rule id:

AS 1-1 I 0 allow action

I1

=

I
I
I

=

111
111

Retrieved ABP info:
abp src
abp dst
matched auth rule id = 130027046 user_id = 5

new firewall session

using HW or preset rule order 2,

action Allow and prefilter rule 0
8.8.8.
8.8.8.
20.

20.
20.
20.
20.

20.
20.
'ITnside_Outside_Rule',

action Allow
192.168.19.1-53015 > 20.42.0.16-443
192.168.19.1-53015 > 20.42.0.16-443
192.168.19.1-52166 > 20.42.0.16-443
0x102,

192.168.19.1-65207 > 72.
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3
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VvV V VvV V

->
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72.
72.
72.

72.
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192.168.19.1-65207 > 72.163.47.11-53 17
192.168.19.1-65207 > 72.163.47.11-53 17

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication

42.
2,

42.0

42.
42.
42.

42.
42.

8-53 17 AS
8-53 17 AS
0.16-443 6
port 53015
.16-443
.16-443
0.16-443 6
0.16-443 6

o
[e))
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0.16-443 6

session->logFlags =

1-1 I 1 HitCount data sent for rule id:

1-1 T 1 allow action
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->
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AS
AS
AS

AS
AS

010

1-1 I 0 Starting authentication

443,

1-1
1-1

001
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o

H H H H
o

o

I0
I0

6 AS 1-1 T 1

163.47.11-53 17 AS 1-1 I

2,

163.
163.
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163.
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47.11-53
47.11-53
47.11-53
47.11-53
47.11-53
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17

action Allow and

53,
AS 1-
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AS 1-
AS
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1-
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I
I
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1T
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0 Retrieved ABP info:

abp src
abp dst
matched auth rule id =

new firewall session

using HW or preset rule order 2,

HitCount data sent for rule id:

and prefilter rule 0
6 AS 1-1 I O
6 AS 1-1 I O

allow action

deleting firewall session flags

1 Starting authentication

14467064 -> 14467082

1
1
1
1

1
1

Retrieved ABP info:
abp src

abp dst

matched auth rule id

new firewall session

268435458

268435458,

(sfAuthCheckRules

130027046 user_id =

268435458,

= 0x10001,

(sfAuthCheckRules

130027046 user_id

using HW or preset rule order 2,

prefilter rule 0

AS 1-1 I 1 HitCount data sent for rule id:

AS 1-1 I 1 allow action
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’

5

’

5

(sfAuthCheckRules params)
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with zones 2 -> 2, port 65207 -> 53, geo 14467064 -> 14467082

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-65207 > 8.8.8.8-53 17 AS 1-1 I 0 allow action

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication (sfAuthCheckRules params)
with zones 2 -> 2, port 65209 -> 53, geo 14467064 -> 14467082

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-65209 > 8.8.8.8-53 17 AS 1-1 I 0 allow action

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 Starting authentication (sfAuthCheckRules
params) with zones 2 -> 2, port 65211 -> 53, geo 14467064 -> 14467082

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 Retrieved ABP info:

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 abp src

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 abp dst

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 new firewall session

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 HitCount data sent for rule id: 268435458,
192.168.19.1-65211 > 72.163.47.11-53 17 AS 1-1 I 1 allow action

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 Starting authentication (sfAuthCheckRules
params) with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 Retrieved ABP info:

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 abp src

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 abp dst

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 new firewall session

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 HitCount data sent for rule id: 268435458,
192.168.19.1-61823 > 72.163.47.11-53 17 AS 1-1 I 1 allow action

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication (sfAuthCheckRules params)
with zones 2 -> 2, port 61823 -> 53, geo 14467064 -> 14467082

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5
realm_id = 3

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-61823 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,

'Inside_Outside_Rule',

192.168.
192.168.
192.168.
fwFlags

192.168.
rule_id

192.168.

19.1-61823 > 8.
19.1-61823 > 8.
19.1-57747 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags
0x102,

action Allow and prefilter rule 0

8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id:

268435458,

8.8.8-53 17 AS 1-1 I 0 allow action

session->logFlags
19.1-57747 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
268435458 ruleAction =
19.1-57747 > 8.8.8.8-53 17 AS 1-1 I 0 deleting firewall session flags

01000

1

2 ruleReason

0x10001,

0x10001, fwFlags



= 0x102, session->logFlags = 010001

192.168.19.1-57747 > 8.8.8.8-53 17 AS 1-1 I 0 Logging EOF as part of session delete with rule_id
= 268435458 ruleAction = 2 ruleReason = 0

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 Starting authentication (sfAuthCheckRules

params) with zones 2 -> 2, port 53038 -> 443, geo 14467064 -> 14467082

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 abp src

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 abp dst

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5

realm_id = 3

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 T 0 new firewall session

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-53038 > 20.42.0.16-443 6 AS 1-1 I 0 allow action

192.168.19.1-57841 > 72.163.47.11-53 17 AS 1-1 I 1 deleting firewall session flags = 0x10001,
fwFlags = 0x102, session->logFlags = 010001

192.168.19.1-57841 > 72.163.47.11-53 17 AS 1-1 I 1 Logging EOF as part of session delete with
rule_id = 268435458 ruleAction = 2 ruleReason = 0

192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 I 0 deleting firewall session flags = 0x10001, fwFlags
= 0x102, session->logFlags = 010001

192.168.19.1-57841 > 8.8.8.8-53 17 AS 1-1 I 0 Logging EOF as part of session delete with rule_id
= 268435458 ruleAction = 2 ruleReason = 0

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 Starting authentication (sfAuthCheckRules params)
with zones 2 -> 2, port 64773 -> 53, geo 14467064 -> 14467082

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 Retrieved ABP info:

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 abp src

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 abp dst

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 matched auth rule id = 130027046 user_id = 5

realm_id = 3

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 new firewall session

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 using HW or preset rule order 2,
'Inside_Outside_Rule', action Allow and prefilter rule 0

192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 HitCount data sent for rule id: 268435458,
192.168.19.1-64773 > 8.8.8.8-53 17 AS 1-1 I 0 allow action
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