202410 B ICEIET B & S (CDNS UmbrellaZiE AR
EEEH

it 55
E_:"Eltﬁﬁ
BEEH)—2
CCOV—R
BEILIY IR
1. hO—F5F— RTCiscolOSXEY 7 hITF V) —R175xUEZERTLTWVE AT
NAR
I=Eoikl4
3]
2.0 hO—FF—RTCiscolOSXEV 7R IITFI)IJ—A17.6x ~ 17.8xEETLTWVSZ
AOTNA A
=ikl
)

3. I hO—FF—RTCiscolOSXEV 7 hITF)IJ—=21795aZETLTWVWBZAIFN

;

¥

4. 2 bhO—FF— RTCiscolOSXEV 7 hIT TV —RA17.9.6%ETLTWVWAZAF/NA

N

5. A bPO—FF—R®DCiscolOSXEVTZhII TV —=A1712.3aTHBIZAATFNA A

6. 1 hO—FF—RTCiscolOSXEV 7 hIT T =217 124Z T LTWVWBHZAIFN
LA

FL®IC

CHORFIXPNTIE, SD-WANIL—ZAFHL VIEEAZEO KD V) ICHIRYINOAEEFER TS
BEDDNS UmbrellaD BEEZ BRI D HEICOVWTHBELET,

BRHH

Cisco Catalyst SD-WANJL— & #*Cisco Umbrella DNSICAPIF—/>—2 L v NBIAEF RN EFEAHL
TERIDEHICEATZTORIAAEF, 2024F9A30R ICHRYINICHEY EL £, SEHE
DBEMER A I /= Cisco SD-WAN JL—X &, Cisco Umbrella DNS #—E AN D EFIZ KK L
F9, cOBEIE., Umbrella DNSEEAD N —O O R—ARIICEZIELEH A,

HMICDOVTIE, 2024F9A30R ICHIPREYI M I %% B Cisco Umbrella DNSEEEA Z % Field Notice
FN74166 TSR L TS EE L\,

RN D BIEI)— NCASEBHZE#F DK HSD-WANT /N1 Alk. T/N14 AZEEH D Cisco
Umbrella DNSEDEF 17 RIEHEZELTEEEA. T/V4 A Umbrella DNSH —E R I & &
ThTVWEVES, TV RI—YODNSEXRIE, DNSEF1UF 4RI —2EHAITH-HIC


https://www.cisco.com/c/en/us/support/docs/field-notices/741/fn74166.html

SD-WANI Y k2 TUmbrellaR XA H—=NIZUA AL I RENhEEA, SD-WANIYZD
BRIHDIRI—YHASODNSEREF ROY7EHhT, IV RI—YFNAATEREENE
DNSRXA>H—NIZ&k>TUHEBETNIhET,

[EER®R

SFEAE (X, Cisco Bug ID CSCwi433600 —&& L TEFHENEL &
:UmbrellaZ 7 RADODNStEF 1 U7 1 BHROIAZTN2024FRB ICHRINICE Y E T,
(17.9.6. 17.12.4. 17.15.1aTHELE )

AEEAENEFHENTE, SSLANV R IAVOBIUICKBMLUET, <hik, CiscoBugID
CSCwm73365



https://tools.cisco.com/bugsearch/bug/CSCwi43360
https://tools.cisco.com/bugsearch/bug/CSCwm73365

:umbrella_root_ca.cat BFDIABHEN FNA RICFEETDICEL L DHDST, SSLNRTTAD
ARBUES, (17.6.8aTHEE )

BIEFHRD)—A

CCOUJIJ—A

Release

17.6.8a




BEINJYOR

)1)—=A

AN #R T DEEFIR

17.3.x/117.4.x/17.5.x

O IVIOFIBICHVET, O MNO—FF— R TCisco IOS XEY 7
RIJITTF7IU)—=A175x B2 ERTLTWVWBRAOF/NA A

17.6.1 ~ 17.6.7,

O3 20FRICHVET., I NO—FF— RTCisco IOS XEYV 7

17.7.x. 17.8.x ROTFV)—R17.6x ~ 17.8x%2ELITLTWVWBTAOAF/NA A
17 6.8a Umbrella DNSEEFAZE O HIRYTh OBERKR, COUJ—ATEEETATY

£9,

17.9.1 ~ 17.94,
17.10.x, 17.11.x,
17121 ~ 17.12.2,
17.13.x, 17.14.x,
17.15.1a

Umbrella DNSEFREER VU Z R EZFEAL T, TYSFNA RIZAEHER

BEMNICOIE—LET, ROV NOETICFERAITEZFIEICOVTIE,
GlTOreadme7 7 AN Z2SBL TS EEL,

17.9.5a O3 VINFIRICHVRT
17.9.6 O VAOFRICHVET
17.12.3a O AVE5OFIBICRVET
17.12.4 O3 VEDFIRICHVET

1. A MO—FF—RTCiscolOSXEY 7RI 7)) —A175xMA B2 ETL T

Wb AOFNAA

BEA7a EFEALT, L WUmbrella)l— NCAFEEAEZ A4 ARN—I)LLET,

B8t

1. SD-WAN Manager 20.9. 1A T &, vManageh 5T Y P F/NA ANDOMHAENHE IE—
(ZUmbrella DNSEEFAE AV U7 hZEALE T,
2. Umbrela DNSEEFAE ARV U7’ b

B.ATUTNOFMEFEAFEIZOVWTIE., GlITOreadme7 7 AL ZSBL TS EE L,
4. RootCASEAZEN FNA Al OAE—c s, I—2Z)O—RLTAAMN=IL7OEA



https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git

ZXTLET,
FE

1. New Umbrella Certificate Webt 4 " A S L WHIRRYIN Tl VEERAERZ X U O—RL
. SD-WANFA—=N—=L A DZIBN—ZRICTOELATEDZFNAAICBELF T,

2.Linuxscp ON Y RELERGBEDANDZAXLZADLT, FIVO—RFNA AN SEES
ZFH38N—ZR 2B T77AIINIE—%2ETLET,

Bl

scp ./isrgrootx1.pem <1 —H—H&>@<EdgelP>:trustidrootx3_ca.ca
<Username>Zadmin1—1%', <EdgelP>ZZFIL—FDIP7 RLAICEEZEHMAET,

3. ROOtCAREREN TFNA AILOAE—Echiz5, I—2ZVO—RLTAVAN=)LT7OEA
ZXTLET,

2.2 MNO—5F—RTCiscolOSXEV 7RI ITTFI))—AR17.6.x ~ 17.8.x&E1T
LTWBAOAFNA A

BEA7a &AL T, L WUmbrella)l— NCAREBAEZ A VAR —ILLE T,
BHE1t

1. SD-WAN Manager 20.9. 1A Tl&, vManageh? 5T Y P F/NA ANDOHAENHE I —
[CUmbrella DNSEEEAZE AV U7 N ZFERAL E T,

2. Umbrella DNSEEFAE RO U7 b

B.AVUNOFHMBERAFIEICOVWTIEE, GlITOreadme7 7 A/ 2SBL TS EEL,

4. RootCAREFAEN FNA AlCOE—chk5, II—22JO—RLTAAN=L7O0FA
ZEETLET,

FE

1. New Umbrella Certificate Webt 4 A SH L VWHIRYI N Tl B VEIAEZA U O—RL
. SD-WANF—N—L A DZHINL—RICTOEATEDZTFNAAICBEELE T,

2. Linuxscp N RELERFRAEDOAAZAXLZAALT, FIOVO—-RFNA AN SEER
FH3P3BIN—RLZEe2BT7AI)NIAE—E2EZTLET,

Bl

scp ./isrgrootx1.pem admin@<I ¥ 2 IP>:trustidrootx3_ca_092024.ca
<EdgelP> ZHE%ZZ 12 IL— XD IPT7RLAICBEEBRZAET,

3. ROOICAFEAEN T/NA AIZIAE—&Ehf=s5, IL—2Z2UO—RLTAVAM=)L7OEA
ZZETLET


https://letsencrypt.org/certs/isrgrootx1.pem
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://letsencrypt.org/certs/isrgrootx1.pem

3.2 NO—ZFFE—RTCiscolOSXEY 7 h DT 7 —RA17.9.5a&RTL TV
BAOATNAA

COEITIAVTHATATVWEIRSIZ, BEATS a2 Z2EAL THL LUmbrella)L— h CAZE
PHEZA VAN —ILET, BEAEDTZYNTA—ALTR, BETHEATESKRY FRSMUY
HYET, HLLUmbrella)l—RCAFEBEZ A VAR —ILTBLDHICERHETNTVBIATUT K
ZRITIZAT2AVEHVET,

1. HOTSMURR XD 7Sy N7 #—AICBERAENET : TEPR/HRESMU, SSL/\ R T4
IHFRBL., FINAAICKRFOIEBENFE T S umbrella_root_ca.cat kBT 3 |

4431 —EABKEER I —Z
4451- XY —F RABEESR ) —4&

ASR 1001-X)L—%&

R*E),—&

4331 —EAHFEER ) —2Z

4221 —EAFEER ) —23

4351 —EAFEER ) —2Z

Catalyst 8500LTY 7S5 Y N7 #— A
ASR 1001-HXJL—#&

4321 —ERAKER ) —X

Catalyst 8500TY 7S Y N7 F— LA

4461 —EABKEERIIL—2Z

2. SMUGORKRDH Y IZ, A1) 7 KUmbrella DNS Cert Script#£TUE T, AV VU7 NOEEMALE
FEAFIEICOWVWTIE., GITOreadme7 7 A I ESBLTLEEL,

AOVTROIOAT I
ASR1002-X)L— &

Catalyst 8300LY 275 Y N7 #— LA

Cisco 10S XE SD-WANZ% 32479 %ISR 10002 ') —X

4. 0> RO—ZF—RTCiscolOSXEY 7 hIIT TV —R179.62RTL TV
AATFNAA

1.HOTSMURXD T ZY N7 A—AICBRAENhET, "EHRH/MHERESMU, SSL/\ R T4
N KL, umbrella_root_ca.cab &I DIBHEN FNA RAICEELE T, :

4221 —ERAFER ) —2

4321 —EAFEER ) —23
4451- XY —ERABEER ) —2R
Catalyst 8500TY 7S Y R T 4 —A
443N —ERFERII —X



https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284932298&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284932298&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.5a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.5a&os=&beta=n
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.9.6&os=&beta=n

FEIL—2

4461 —EAFER ) —Z

4331 —ERAKFER ) —2Z

4351 —EABEERIIL—2Z

ASR 1001-HX)L—%&

ASR 1001-X)L—%&

Catalyst 8500LTY 7S5y N7 #— LA

3. SMUDOKDH V) IZ, A2 7 NUmbrella DNS Cert ScriptZ2TLUET. AT U7 NOFHE
FEAFIEIZOVWTE., GITOreadme7 74 ZSRBLTLSEEL,

RIOVTROIOFTS a2
ASR1002-X)L—%&
Catalyst 8300LY 75 Y N7 #—LA

Cisco 10S XE SD-WAN% 32479 %ISR 10002 ') —X

5. > MO—ZF—R®DCiscolOSXEY 7RI TF7)I)—RA1712.3aTH D> A
FINNA A

1. HOTSMURRIXRD 7S Y N7 #—AIBRAENET, TEFPRH/HERSMU, SSL/\ R T A
OB KL, umbrella_root_ca.ca &I DIABAEN TNA AICFEELE T, -

4221 —ERABKER ) —X

Catalyst 8300T Y 7SV R T — A
4331 —EAFER ) —Z

4461 —EABFER ) —Z

1100 —ERFEEH ) —&

4351 —ERAFER ) —2

A1 —ERFER I —2

4431 —ERAFER ) —2

BRI —&
4451-XH—EAFEER ) —2Z

Catalyst 8500LTY 7 5Y N7 #— A
Catalyst 8500TY 7S Y N7 H— LA
ASR 1001-HX)L—%&

2. SMUDORKDH V) IZ, A2 )7 KUmbrella DNS Cert Script®#£1TLUE 9,

AROVTNOFMBEERFIEIC OV TE, GlTOreadme7 7 AL ZZRL TS EE W,

6. 1 RO—FF—RTCiscolOSXEY 7RI I TV IJ—RA17124%ETL TV
B5AOAFNA A


https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284932298&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284932298&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.9.6&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.9.6&os=&beta=n
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324476&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324476&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.12.3a&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.12.3a&os=&beta=n
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git

1.HOT SMURXD TS Y N7 A—AICBRAEhET, "ERK/MHERESMU, SSL/NV R T4
I D KBL ., umbrella_root_ca.cab &RFTDIAEN T/INA AICFELE T, -

Catalyst 8500TLY 7S5 Y K74 — LA
ASR 1001-HX)L—%&

4331 —EAFEER ) —23

4321 —EAFEER ) —23

4221 —ERAFER ) —2

B —&

4351y —ERAFER ) —2Z
4451-XH—EAFEER ) —2Z

4461 —ERBKER ) —X

Catalyst 8300TY 7S5 Y N7 #— LA
ASR 1002-HX)L—%&

4431 —EABKER ) —2Z

1100 —E AR ER ) — &

Catalyst 8500LTY 7Sy R 7 #—LA

2. SMUDRE X A2 )7 NUmbrella DNS Cert ScriptZ2 {735 & Td. AT U7 NDEEH
BEAFIEICOVWTIEE, GITOreadme7 7A I 2SR LTSSV,

N EE  FRAROUT— RPFLVEZRAEVRY . /N A5 5 ODEDNSE R (3 Mar
LiETET,

.& EE umbrellailEANEIBRE N THEEBAE N3 &, umbrellaDNSOBEEAN N H—EnE
T cOZ7OCARICHEDEVERY ., Umbrella DNSIFIEEFE IC#BEL £,


https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286323412&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288843&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018115&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286006221&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286310700&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286327102&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=285018114&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284389362&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286320564&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324476&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324476&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288594&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286288594&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=284358776&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286315006&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.12.4&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286324574&softwareid=286308587&release=17.12.4&os=&beta=n
https://github.com/ankusoni-cisco/umbrella_dns_cert_script.git

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



