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CIE =353
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(AN
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« CiscoLYZI)—&/)N\—>3217.14.01a

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, XBEAPORY RD—ITR, FEOVVRICK>TRERIH TSN HIREBETIRIELT
<EEL,

NAT DIA Tracker® #4958
Cisco 10S XE Catalyst SD-WANU 1) —A17.10.1alABI D J 1) — A D FHIRE1E

+ Cisco IOS XE') ') —A17.6.xABITlk. NAT DIA trackerE XA VY54 > 2 —T7 T4 ATl
HR—RENTWEH A, Cisco I0S XE Catalyst SD-WANL 1) —A17.7.1alk&. 714>
R—TIARERANVSAUR—TIAAR, TINIRRANEFITIIY RKR
A1ORNNZYH—FHR—-—KNLTVET,

« DNSURLI > R7R4 > Mi&, Cisco IOS XE Catalyst SD-WANT /N ATlREHR—KhENT
WEHA,

e 1DNDAVE—TIAAICBHATED NS YH—F R NSYH—TIN—TF1D2EGTT

« NAT7 #—J)L/\NY U #8ElE. Cisco IOS XE Catalyst SD-WAND 1) —RZ17.3.2H 5 D& YR
—RhEhTVWET,

e PTRLA169.254xxD KR XL DIP7 RL AWK, FEIN >R DzScalerT RARA > &
BHITREHICHER—RENTUVWEREA,

c RSYH—ITIN—THRBETZICE, RE2DODE—-TIRIRAVRNRNSYHD—RBRETS
PDENFHYVET,

s NSYAD—=TI—TICEF. BR2DDE—TIRKRKAVNRNTYH—OAERIZIAED
T&EET,

« CiscolOS XE U —R17101&EZFNEUBIDO ) —ATIE, IPv614 > 3F—7 T4 ATIPv4h~
SYN—ZRETRERETEEFRA, TOFEEETT, NSZYH—RBToFT17ICikY)
Ft A

Cisco 10S XE Catalyst SD-WANW 1) —Z17.11.1a® H#IEI1H

« APIURLIY RIRA > NiE, IPV6 DIARZ Y A—TOAHYR—KRENTHY), IPV4DIANS
YA—TRRYR—REhTLVEEA,

« IPVAEIPV6DHEFD RS Y H—ZRBURNSYH—TI—T"THEATEZILRETEEE A,

c IPV6RT Y H—ATLOCK >V RILAVEZ—T IAATEETSDHICE. TLOCRRILA
v R—T7IA ATallowserviceal N> RZERETIHLENHYET,

« BEONAT66 DIAM > Z—T7 I 4 AP R—RENTVEL A,

s —LENLETF—ZRII—TONAT7 7 —=ILNY VREHR—REhTOWEH A,

Cisco I0S XE Catalyst SD-WAN!J 1 —Z17.13.1aD HIFI B R

c RZYA—=TIL—T7TEE., IV RKRAZADNSERERBHR—RENTLEREA,



E:IVRRANPZRLAZERL THTTP/HTTPSERICISZEL TWD C & #HERR
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FEATDCEEFTEXREA

NAT DIA TrackerCTHR—KhEnBd A 2—T I /(4R
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DIARZ Y H—R, 13—V NELERATRY ND—IHFRATEBLL B2 ESHZEH
WTDdDICEIEET, NATDIARS Y ¥ J#eElk. VPNOD KRSV AR—RA 2V E—T 1A
ATNATHBMICE2>TVBRBEEIC, L—FDS5DF—EFNT T4V INAM 22—V NLE#E
REThDESICTIOICERTT,

A=Y NELRFABRY NDO—IOFFERTELBLSBE2EHE,. L—XEH—EAVPND

NATIL—RICEDWTRS 74V O ZREBALKITEST. A X—XY NCEREENDNT 71 Y
J2@FROY7ENET, AVFZ—FXYNBHORNSZ 74V I ROYTENBVKRSICTBICE
IVII—RTDIANT Y H—BEREL, RSV AR—RNVEZ—TIALAADAT—RA%RE
BLET, NSZYH—R, 1 VF—TIARZEHNICTO-TLTAUEZ—FY NOREZY
BIL, RSYH—ICBHERTSNTWVWATRYFRANCTF—2EERLET,

AT Y7 1 :NAT DIA Tracker® % E

Cisco SD-WAN Manager X — 1 —T, Configuration > TemplatesDJEICBEL £,

:’a Monitor
Canfisauratinn

,;’\ Configuration

Configuration Groups

re Templates

K Tools Policy Groups

Service Insertion
? Maintenance

Topology
4o Administration Cloud OnRamp for SaaS

. Cloud OnRamp for Multicloud
'fj Workflows

Devices f

-|'I|\ H

Reports MNetwork Hierarch

= P Y Description
Certificates

il Analytics . , 1237eal5 Device template of Site400-cE1 wil...
Certificate Authority

@ Explore Templates V' | 72129563 Device template of Site200-cE1 wit...
Policies
Security b1b238... Device template of Site200-cE2 wil...

Unified Communications . o )
248d5ce Device template of Sie500-cET wit...

Network Design

Cloud onRamp for laaS JO83c¢fM8 Device template of Site500-cE2 wil...

Application Catalog
M8bba... Device template of Site100-cE1 wil...

58129554-cale-4010-a787-71a5288785... Device template of Site100-cE2 wil...




Feature TemplatesZ 2 JY J LE T, ¥ZEK/\—TCisco SystemigeT> 7L —~hZHKREL., 3D
ORY NL)ZOZVYOLT, EditZOUYOLTEELET,

Configuration

Bevice Templates Feature Tem plates

[ Qe = sysienn

Add Template

Template Type  Non -Default -

Daviee Tewpintes

Davices Aschad

Ustdated By

Tatal Rav

Laat Lipeistad

3of 125

0

DATLBBEDOHITIE, NSV H—ETOUYILET,

Configuration

Device Templates

SRI000

Feature Templates

Feature Template > Cisco System » system_5ited400-cE1_400_288e91b4-e50c-4af4-02f8-84 70423 7ea15_04-04-

Device Type

C8000v

Template Name* |

Description*

| Test Orive Template: System feature of Site40C |

BEasic Configuration GPS

Tracker I Advanced

Z02416-21-17

1 viaw

Changa Davice Modals
Dalsla

Capy

‘ BASIC CONFIGURATION

New Endpoint Tracker2 7Y LT, RSYH—NSX—%Z%

1 —

axX AE

LET,



Tracker

TRACKERS TRACKER GROUPS

| New Endpoint Tracker

Optianal Mame Threshold Interval Multiplier Tracker Type

Mo data available

RZYA—NFX—RZAAL, AddZDV VY ILET,

BE  NTIYH—DOBE, BEICIE, RRKI28NFOEBRFZFEATEET, ZRA8O2ORNF YN
—E%ETéi?o

LEWME: 7O0-T7HFSEZRIDEHFHRTIRE, CORBZBEDE, NZVAR—KIY
B—TIAANFFTTILTVWREESTLEY, &M : 100 ~ 10002 U, F7#JL b : 300XV
¥

A= RZVAR=RAVE—TIAAODAT—RAZHMT B =HICT7O—THFEE
Th38EE, &HE : 20 ~ 600, 7 AIbD ; 60*9\(1&1\ ) °

Multiplier : RS2V AR—K AV BR—TIAADR IV EEESTHETICTO—T 2BETESE
g&o ﬁlﬂ 1 ~ 10, 5_“77;)[/'\30

Tracker Type:InterfaceZiZRL T, DIANZ Y H—&ZBRELE T,
IVRRANEALT IP7RLA, DNSHA, £EEGBURLZRIRTEET,

End Point DNS Name : T2 R/R4 > RODNSH, chilk, IL—2AF7O0—T 22X ELTRNT Y
AR—=RNABZ—=—TIAADREZHRNTD, 1 F—XY NADEKXLTT,

ROYTHZD%#ZDUYIL, GlobalZBIRLTF 74 NERZZEELET,

Tracker

TRACKERS TRACKER CROUPS

- B

= §

Thireshald | =
@ Global
Interval
Dravice Sf

Multipliar <) Default
Tracker Type | 3.
Endpaint Type P Address | © DNS Neme
Endpoint DNS Name B - | | weencisco.com



[Update] 20U Y O L&ET,

[

TRACKERS TRACKER GROUPS

| Mew Endpoint Tracker I

Optianal Hame

Tiwes hold Interval

Multipliar

Tracker Type Action

=}

L wracker]

@

100

(=]

30

-

@ imerface 7 0

Mew Object Tracker

Tracker Type
Object |l

Interface

© imerface O 816 O Route

L)l

Lo

O mark as Optional Row(a



ERTZYN—TIN—TEZEBETDHEIC, 22OV TIINIVRRANNTYH—EERE
LTWB 2B LTSLEEL,

[Next) 20Uy L& T,



Device Template | 288e91bd-059e-4afd-0218-847b4237ea15

Q search v
Total Rows: 1 T X
5= Chassks Number Systewn IP Hosthame Preflo(0.0.0.0/0) Address(192.988.1.0) Interface Name{GlgabitEthermetd) 1Py & Addres sf prefix-k
& CBK-OBB43DFE-2350-F2B2-EBE2-FBO... Shed0B-cE1 0.0.0.0/0 Gig —— ane

m Cancel

TFNARZD )Y IL, RENFNELWC & 2L E T, Config Diff& Side by Side Diffz o 1) ¥
2 L& 9, Configure Devicesz2 Y U L&,

288e91b4-e59e-4af4-9... 1

. . " " system
Device list (Total: 1 devices) rtp-status fn-progress
Filter/Search ] device-model vedge-CBaav

gps-location latitude 19. 84674
gps-location longitude 72.85223
system-ip

CBK-DBBA3DFE-2350-F2B2-ESE2- overlay-id 1

FBOF3EDDBBET site-id 402

cE111.401 no transport-gateway enable
port-offset 2
Configure Devi... control-session-pps 300

admin-tech-on-failure
sp-organization-name Viptela-POC-Tool

Araand ratian.anama wintal 2.0 < Tanl



no crypto ikev2 diagnose error
no crypto isakmp diagnose error
ne network-cleck revertive
snmp-server ifindex persist
fhrp version vrrp v2

line <on 0

speed 115200

stopbits 1

line vty 0 4
transport input ssh

line vtv 5 80

endpoint-tracker trackerl

tracker-type

B endpolnt-dns-name www.cisco.com
336 threshold 100
interval 30
338 1
HhE ne crypto ikevZ diagnose error
340 noe cryptoe isakmp diagnose error
eaL ne network-clock revertive
o snmp-server ifindex persist
5 fhrp version vrrp v2
44 line con 0
= speed 115200
= stopbits 1
347 !
ad8 line vty 0 4
Sk transport input ssh
330 I

35

1] line wtv 5 80

m Configure Devices Cancel
. 4

vManageld, RSYH—BRTTFNAATV7TL—FZEEBICEBRLEL I,

Push Feature Template Configuration | @ Validation success

Total Task: 1| Success: 1

Device Group (1)

View Logs

Host: Site400-cEN )
Site 1D: 400

Device CROOOV

Maodel:

Q. Search Table

Status

Message Chassls Number

@ Success

ATY 7 2: TransportAf X —T I ANDKNZY H—D/NA4 > R

Cisco SD-WAN Manager X — 1 — T, Configuration > Templates®D JEICEEL £,

Template successfully attac...

interface

[25-Jul-2024 7-50:20 PDT) Configuring device with feature tamglate
[28-Jul-2024 7-50:21 PDT] Checking and creating device in Managar
[29-Jul-2024 7-50:22 PDT) Generating corfiguration from template
[25-Jul-2024 7:50:29 PDT) Device is onling

[29-Jul-2024 7:50:29 PDT] Updating device configuration in Manager
[28-Jul-2024 7:50:25 PDT) Sending configuration to device

[29-Jul-2024 7-50:36 PDT) Successfully notified device to pull configuration
[29-Jul-2024 7-50:36 PDT) Device has pulled the configuration
[25-Jul-2024 7-50:3% PDT) Davice: Config applied successtully
[26-Jul-2024 7-50:38 PDT] Tempiate successfully attached to device




rfa Monitor

.,‘\ Configuration
py { Tools

2 Maintenance
4o Administration

'-B- Workflows
Reports
il Analytics
(@) Explore

Canficanratinn

Configuration Groups
Policy Groups

Service Insertion
Topology

Cloud OnRamp for SaaS

Cloud OnRamp for Multicloud

re Templates

Devices v
Network Hierarchy Dk 1
Certificates
) . 1237eald Device template of Sited400-cE1 wit...
Certificate Authority
Templates V' | 72fa9563 Device template of Site200-cE1 wit... F
Policies
Security b1b238... Device template of Site200-cE2 wit... F
Unified Communications . . .
248d5ce  Device template of SiteS00-cE1 wit...
Network Design
Cloud onRamp for |aaS )983¢cf18 Device template of Siteb00-cE2 wit... |
Application Catalog
718bba... Device template of Site100-cET wit... f

58129554-cale-4010-a787-71a5288785...

Device template of Site100-cE2 wit... |

BREN—TNATRZVAR—RNAVR—T T ABETVTL—REREL, 3DORY N.)E
Vv oL, mEEVIYILTEELRY,

Configuration

Device Templates Feature Templates

Q 400 x GigabEThernet! x Search v
Add Template
Template Type  Hon-Default ~ Tolal Rows: 1 of 125 0 &

HName Deaseription Type

Device Modal

Device Templates

Dewions Antached

Updated By Last Updated

interface_GigabhEih... Test Drive Template: Int...

Clsco VPN Imerface Ethemet

CBOOOy

1

1

admin 04 Apr 2024 412201, e

iew

Change Device Modals

Deleta

Copy

—




[Advanced] 2 7 &0V YO LET,

Configuration

Device Templates Feature Templates

Feature Template > Cisco VPN Interface Ethemet > interface_GigabitEthemet1.04-04-2024 16-21-18

Device Type CBOODV
Template Name* [ ]
Description*® [ Test Drive Template: Interface GigabitEthernetl fe ]

Basic Configuration Tunnel NAT VRRP ACLfQoS ARP TrustSec Advanced

RZYHA—BZRNZYA—ICEMTRICE, ROYTHIXZ1—H5GlobalZBERL £T,
= Jl J

o7 |

ICMP/ICMPVE Redirect Disable @ Global off

™M Device Specific »

GRE tunnel source IP © Default

SATLATVTL—RNIHERLIENTYH—FZANDL, UpdateZz 7Y ILET,

1

Tracker @ ~ || tracker
ICMP/ICMPvE Redirect Disable @~ on Off
| S—
GRE tunnel source IP @) .] [ l
Xconnect @ - ] [ ]

[Next) 22U Y2 LET,



Device Template | 288e91bd-059e-4afd-9218-847b4237eal3

Q search v
Total Rows: 1 T X
5= Chassks Number Systewn IP Hosthame Preflo(0.0.0.0/0) Address(192.988.1.0) Interface Name{GlgabitEthermetd) 1Py & Addres sf prefix-k
& CBK-OBB43DFE-2350-F2B2-EBE2-FBO... Shed0B-cE1 0.0.0.0/0 GigabliEthemais

m Cancel

TFNARZD )Y IL, RENFNELWC & 2L E T, Config Diff& Side by Side Diffz o 1) ¥
2 L& 9, Configure Devicesz2 Y U L&,

Device Template Total m Config Diff
288e91b4-e59e-4af4-9... 1

X & M system
Device list (Total: 1 devices) o .
ztp-status in-progress
[ Filter/Search J dEUlCE-mOI:.lE]. . vedge-C5000V
gps-location latitude 19.24674

gps-location longitude 72.85223

system-ip
C8K-0BBA43DFE-2350-F2B2-E8E2- overlay-id 1
FEOF3EDDBBS? site-id 400
Site400-cE11.1.40.1 no transport-gateway enable
port-offset 4]
Configure Devi... control-session-pps 300

admin-tech-on-failure
sp-organization-name Vviptela-POC-Tool
organization-name viptela-POC-Tool
port-hop

track-transport

track-default -gateway
console-baud-rate 115200

no on-demand enable

on-demand idle-timeout 1@



interface GigabitEthernetl B interface GigabitEthernetl

no shutdown el no shutdown
arp timeout 1200 o arp timeout 1200
ip address 10.2.7.2 255.255.255.0 e ip address 10.2.7.2 255.255.255.0
no ip redirects no ip redirects
ip mtu 1500 2L ip mtu 1500
ip nat outside el ip nat outside
load=-interval 30 ek load-interval 30
mtu 1500 a4 mtu 1500

= endpoint-tracker trackerl
negotiation auto sec negotiation auto
exit e exit
interface GigabitEthernet2 28 interface GigabitEthernet2
noe shutdown = ne shutdown

m Configure Devices Cancel

vManageld /N1 AT 7L —RhZEEICRELEL I,

arp timeout 1200 arp timecout 1200

View Logs
Push Feature Template Configuration | ® Validation success
Total Tagk: 1| Success: 1 Host: Sited00-cE1(
Site ID: 400
Device CBO0OV
Device Group (1) Modet:
Q Search Table [29-Jul-2024 £02:13 PDT] Configuring device with feature Template

[29-Jul-2024 8:02:13 PDT) Checking and creating device in Manager
[28-Jul-2024 £:02:14 PDT] Generating cenfiguration from temglate
[29-Jul-2024 802:20 PDT] Device is onling

[29-JuI-2024 £02:20 PDT] Updating device configuration in Manager

T Makcag s Ghassls Number [28-Jul-2024 £02:21 PDT] Sending configuration te device
[29-Jul-2024 802:26 PDT] Successfully netified device to pull configuration
Templale successiully anac... : [29=Jul-2024 802:26 PDT] Device has pulled the configurat u=1|

[29-Jul-2024 £02:2% PDT) Device: Config applied succasefully
[29-Jul-2024 802:25 PDT] Template successtully anached to davice

ATY 7 3 BRFEODIARU S —TONAT7 #—)LINY D DERL

Cisco |0S XE Catalyst SD-WANF /N1 Ak, FAL IV NA2Z—FY NT U A(DIA)ONATY
F—IINY VBEEZHR—RMLUTVET, NAT7 3 —JL/NY JHBEEICEKY) ., TTA4XUNATNA
TERENfNrRELEESIC, NTT71VINFRBNAZFERATEDELSIZRYNET, chllky),
T4 INATOREICEBEN > TE, ERMMETIAET,

Cisco SD-WAN ManagerZ AL TNAT7 #—=)LINY V&2 BMICTBICZIE. ROOIN > RERET
LET,

Cisco SD-WAN ManagerX — 1 —# 5, Configuration > Policy® JEIZBE L £,
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interface GigabitEthernetl

ip address 10.2.7.2 255.255.255.0
no ip redirects

ip nat outside

Toad-interval 30

negotiation auto

endpoi nt-tracker trackerl

arp timeout 1200
end

Site400-cEl#show sdwan running-config | sec endpoint
endpoint-tracker trackerl

tracker-type interface

endpoint-dns-name www.cisco.com

threshold 100

interval 30

— M HAHlE, show endpoint-tracker 1Y > R # &k ¥Fshow endpoint-tracker GigabitEthernet1 1Y >/
REFEALT. FZYHN—DARAT—RAZHEEITDHEZRLTVET,

Site400-cEl#show endpoint-tracker

Interface Record Name  Status Address Family RTT in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1
Site400-cEl#show endpoint-tracker interface GigabitEthernetl

Interface Record Name Status Address Family RTT 1in msecs Probe ID Next Hop
GigabitEthernetl trackerl Up IPv4 8 6 10.2.7.1

HALKE, NZYN—CEHITRZRZAY—EERBIRTIENET, chik, FNFYH—EHEDH
BETNYVIITBDICKILEET,

Site400-cEl#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier Interval(s) Tracker-Type
trackerl www.Cisco.com DNS_NAME 100 3 30 interface

show ip sla summarycommand® H 11,

Site400-cEl#show ip sla summary
IPSLAs Latest Operation Summary
Codes: * active, A inactive, ~ pending


http://www.cisco.com

A1l Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last

Code Run
*5 dns 8.8.8.8 RTT=16 OK 16 seconds ago
*6 http  X.X.x.Xx RTT=15 OK 3 seconds ago

show sdwan policy from-vsmart ¥ > RZFEAL T, FNAAICBERAEhET7 2 —IIL)NY VRE
ZHERLET,

<ffroot>

Site400-cEl#show sdwan policy from-vsmart
from-vsmart data-policy _VPN12_VPN12_DIA
direction from-service

vpn-Tist VPN12

sequence 1

match

source-data-prefix-1ist Site400_AT1VPN_Prefixes
action accept

nat use-vpn 0

nat fall back

no nat bypass
default-action drop

NZTLN21—FT 12T DEH

TYSTFNARTROTNY TBHILT, L—2HFTO-TEEEBLTRZVAR—KI>
B—T I ADREEZHRTZHEZHBLET,

s =B TO—TEEETIHER. NTUVAR—KNVE—TIAADAT—RAZH
I5HEZERTBICIE. debug platform software sdwan tracker AN > REFEHAL £ 9,
COOANY REE, 17.12XV ) —AETHR—RENTVET,

« 1713 xXABRT7O—7 OV Z2ERTZICE. ChsoFNY T 2EBHMIILET,

- set platform software trace ios RO sdwanrp-tracker debug
- set platform software trace ios RO sdwanrp-cfg debug

« IPSLABENDIZ—ERNL—RICEETRHOJZRRETHICE. ROFNYIT=2EHICL
£9, chsoOJik, IPSLARBENRBMLTWBRAESHAZETRLET,
- debug ip sla trace ( R—Z i} )
- debugipslaLZ—

R DshowIN Y REmonitor AN R&EERITLT, FNY IO &2®EELET,

- show logging profile sdwan internal ( ELIN > R)
- EZXOFXF>J 7707 7 A4 )Lsdwan A EP



Site400-cEl#show logging profile sdwan internal

Logging display requested on 2024/08/13 08:10:45 (PDT) for Hostname:

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis local
Unified Decoder Library Init ..

Found 1 UTF Streams

2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
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2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13
2024/08/13

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
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