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vrf definition 10
rd 1:10
!
address-family ipv4
route-target export 1:10
route-target import 1:10
exit-address-family
!
interface GigabitEthernet?2
description "Internet TLOC"
ip address 198.51.100.1 255.255.255.0
ip nat outside
!
interface GigabitEthernet3
description "MPLS TLOC"
ip address 172.20.1.10 255.255.255.0
!
interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10
ip address 192.168.10.1 255.255.255.0
|
interface Tunnel2
ip unnumbered GigabitEthernet?2
tunnel source GigabitEthernet2
tunnel mode sdwan
|
interface Tunnel3
ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan
|
interface Tunnel100512
ip address 10.10.1.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing
|
interface Tunnel100513
ip address 10.10.1.5 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.2
tunnel vrf multiplexing
|
ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513



ip nat pool natpooll 172.16.2.1 172.16.2.2 prefix-Tength 30

ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload

ip nat route vrf 10 192.0.2.1 255.255.255.255 global

198.51.100.100
172.20.1.100

ip route
ip route

=

Branch-2M % E

Branch-2)L—X DEIF XD EH Y TT,

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 1:10
route-target import 1:10
exit-address-family

!

address-family 1ipv6
exit-address-family

!

interface GigabitEthernet2
description "Internet TLOC"

ip address 198.51.100.2 255.255.255.0
ip nat outside

!

|

interface GigabitEthernet3
description "MPLS TLOC"

ip address 172.20.1.20 255.255.255.0
!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 192.168.10.1 255.255.255.0
!

interface Tunnel2

ip unnumbered GigabitEthernet2
tunnel source GigabitEthernet2
tunnel mode sdwan

!

interface Tunnel3

ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan

!

interface Tunnel100512

ip address 10.10.2.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing

!

interface Tunnel100513

ip address 10.10.2.5 255.255.255.252



tunnel source GigabitEthernet2

tunnel destination 203.0.113.2

tunnel vrf multiplexing

1

!

ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat route vrf 10 192.0.2.1 255.255.255.255 global

ip nat pool natpooll 172.16.2.9 172.16.2.10 prefix-Tength 30

ip nat inside source list nat-dia-vpn-hop-access-1list interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
1

198.51.100.100

172.20.1.100

ip route

ip route
|

DCIL—Z DFRFE

DCIL—ZDRERRXDEH VT,

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 10:10
route-target import 10:10
exit-address-family

!

interface Tunnel2

ip unnumbered GigabitEthernet2
tunnel source GigabitEthernet2
tunnel mode sdwan

!

interface GigabitEthernet2

ip address 172.20.1.30 255.255.255.0
description "MPLS TLOC"

!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 172.31.19.19 255.255.255.252
!

router bgp 10

bgp log-neighbor-changes

distance bgp 20 200 20

!

address-family ipv4 vrf 10
redistribute omp

neighbor 172.31.19.20 remote-as 100
neighbor 172.31.19.20 activate
neighbor 172.31.19.20 send-community both
exit-address-family

!

!

ip route 0.0.0.0 0.0.0.0 172.20.1.100
!
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¥ (Branch-142(£172.16.2.0/30, Branch-2IC (£172.16.2.8/30),

<ffroot>

data-policy _"VPN10-VPN20_1-Branch-A-B-Centra-NAT-DIA
vpn-list VPN10

sequence 1

match

source-ip 192.168.10.0/24

1

action accept

nat pool 1

!

default-action accept
!

site-1ist BranchA-B
site-id 11

site-id 22

!

site-1ist DC
site-id 33

!

vpn-Tist VPN1O

vpn 10

1

prefix-Tlist _AnyIpv4PrefixList
ip-prefix

0.0.0.0/0

Te 32
!

apply-policy

site-1ist BranchA-B

data-policy _VPN10_1-Branch-A-B-Central-NAT-DIA from-service
|

J7I—=I)IA—-N—2>FUF
TSOF1INS 74y 070—-OBEOSFUF
MAEDKRSVAR—RINFHICRIRSICEBEBTDE, TFTAILRNT, RSTA4YTRFTZA4XUSIGM X)L Tunne100512% &
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<#root>
Branch-1#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets
n Nd 192.0.2.1 [6/0], 3d02h, Null0
n Ni 172.16.2.0 [7/0], 3d04h, Null0
m 172.16.2.8 [251/0] via 172.31.31.2, 3d01lh, Sdwan-system-intf
Branch-1#

tracerouteld, RS 71 Y UNSIGR RN Z2BRBITD&ZRLET,

<#root>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-1#

BEDTWENDKNT T 1Y Uld, DIA(NATTWANIPF7 RL AICEH: ) Z2FAL THAOIZ 192021 FFELET,

<tfroot>

Host-BR-1#



ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Branch-1#sh ip nat translation
Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.1:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-1#

Branch-2hZ> 74 v 27 O0—OBEDO> 71U F

B D EEN Branch-2)Ll— 2 TERSNE T,

<#root>
Branch-2#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets

n Nd 192.0.2.1 [6/0], 00:00:08, Null0
m 172.16.2.0 [251/0] via 172.31.31.1, 3d01lh, Sdwan-system-intf
n Ni 172.16.2.8 [7/0], 3d04h, Null0

Branch-2#

<ttroot>
Host-BR-2#

ping 192.0. 2. 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout 1is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#



Host-BR-2#t

raceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-2#

<{froot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Branch-2#

show i p nat translation

Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.2:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-2#

BESFUA

Branch-1BEE>+ U

COETE, 12—V NEEFOEBEICOVWTHBELET,



Branch-2
192.168.10.10

VPN 10 172.20.1.20 /_/M;
. . d DC-RTR
| 192.153.10.1@ _

Host-BR-2 =SETtEa System-IP
PER=SNE 198.51.100.2 x 172:31.31.3
N,
3

at 172.20.1.30 VEN 10 Zscaler—RTR
/ BGP
o, L

172.20.1.10 \
192'158'10:0 VBN 10 =':198.51.10.0;.i-"'. Zscalef
u 192.168.10.1 x
Aost-BR-1 Branch-1

— — — —3» DIA/Local Internet Breakout

———3% S5IG Primary/Backup
Tunnel to Zscaler

mmm) Failover, All Internet bound traffic exit through DC.

A=Y KNIV ORG, AVE—FYRNBEVVEZIIL—NIREHIC, BEEDYY RIIVENRET,

<#root>
Branch-1#

show sdwan control |ocal -properties

<SNIP>
PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100.1 12346 198.51.100.1 :: 12346 1/0 biz-internet down

GigabitEthernet3 172.20.1.10 12346 172.20.1.10 :: 12346 1/1 mpls up

Branch-1#

AR, A12—ZFYNUVOBESF)FAORBIC, Branch-UL— 2 FOMPENLTDCIL—ZASF 7 KNIL—NEZET
BLENRENTVWET, 17231313k, DCIL—F D AT ALIPTT,

<#root>
Branch-1#
show ip route vrf 10

<SNIP>
Gateway of Tast resort is



172.31.31. 3

to network 0.0.0.0

mt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:01:17, Sdwan-system-intf
<SNIP>

BEA192.021000 RS 7 4 v Uik, H—EZABONATS —ILICNATE h, DCREATEEEINET,

<tfroot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1:3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

tracerouteMERIE, RS T7 1Y INDCNAZBERD L ZRLTWVWET, 172.20.1.30l&,. DCIL—RXDODMPLSK T > A7R— KMWAN
IPTY,

<#root>

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100



1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-1#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec) UPTIME TRANSITION

172.31.31.2 22 up mpls mpls 172.20.1.10 172.20.1.20 12406 ipsec 7 1000 0:14:56:54 0

172.31.31.3 33 up npls npls 172.20.1.10 172.20.1.30 12406 ipsec 7 1000 0: 14:56:57 0

Branch-1#

BEDIPLIR021BTORT 714 v 0%, H—ERBONATT—JLICNATE ©, DCERHTEEENET,

<#root>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1
Branch-1#



<ffroot>
Host-BR-1#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1

1 192.168.10.1 26 msec 5 msec 3 msec
2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

vSmatA 87V 2 1EhaF—2RIS—RE :

<#root>
Branch-1#

show sdwan policy fromvsnart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tlist

VPNLO

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1ists vpn-1list VPN10O

vpn 10
1

Branch-1#
Branch-1#

show run | sec "natpool 1"

<SNIP>



ip nat pool
nat pool 1

172.16.2.1

172.16.2. 2

prefix-Tlength 30

Branch-2lEE< 53U

BEROBERG, 12 —FY RTI—ILF—N—HHBHEEDBranch-2L—XTELR5NET,

<#root>
Branch-2#

show sdwan control |ocal -properties

<SNIP>

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100. 2 12346 198.51.100.2 :: 12346 1/0 biz-internet down

GigabitEthernet3 172.20.1.20 12346 172.20.1.20 :: 12346 1/1 mpls up

Branch-2#

<#root>
Branch-2#

show ip route vrf 10

<SNIP>
Gateway of last resort is

172.31.31.3

to network 0.0.0.0

mt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:10:17, Sdwan-system-intf
<SNIP>



<ffroot>

Host-BR-2#

ping 192.0.2.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-2#

<ffroot>
Branch-2#

show i p nat translations

Pro 1Inside global Inside Tocal Outside Tocal Outside global
icmp

172.16.2.9: 3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-2#

<#root>

Host-BR-2#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

<ttroot>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms

Host-BR-2#

<#root>
Branch-2#

show i p nat translations

Pro Inside global Inside Tlocal Outside Tlocal
icmp

172.16.2.9: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1

Branch-2#

<#root>
Host-BR-2#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1. 30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-2#

show sdwan policy from vsmart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tist
VPN10
sequence 1

match
source-ip

Outside global



192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1lists vpn-Tlist VPN10-VPN20

vpn 10
1

Branch-2#

Branch-2#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1

172.16.2.9

172.16.2.9

prefix-length 30

DCV—BDN—TFT 1 VH5AT—2 R
N=F 12 I9F=TILEDCIL—EA5F+TFvLET,

HAILRENRTWABERSIZ, DCIL—RIE, EEOLAN IPTIE# < post-NAT |PE SS-NAT pool HE N =7 RL A (172.16.2.08
KT¥172.16.28 ) Z2FEALTHEANDT U FASEETSIPT RL A%ZKEI TS C 192.168.10.024172.31.31.1 & 172.31.31.2 ' TE
. Branch-1/Branch-2F IZ5% system-ip EE N TWE T, System-IP 172.31.31.10 & vSmartiZB L TWE T,

<tfroot>
DC-RTR#

show ip route vrf 10

Routing Table: 10
<SNIP>
m

172.16.2.0

[251/0] via 172.31.31.1, 02:44:25, Sdwan-system-intf
m

172.16.2.8



[251/0] via 172.31.31.2, 02:43:33, Sdwan-system-intf
m

192.168.10.0
[251/0] via
172.31.31.2

, 03:01:35, Sdwan-system-intf
[251/0] via

172.31.31.1

, 03:01:35, Sdwan-system-intf

DC-RTR#

show sdwan onp routes

<SNIP> PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

10 172.16.2.0/ 30
172.31.31.10 6 1002 C,I,R dinstalled
172.31.31.1 npls

ipsec -
172.31.31.10 10 1002 Inv,U installed 172.31.31.1 biz-internet ipsec -

10 172.16.2.8/30

172.31.31.10 8 1002 C,I,R installed
172.31.31.2 npls

ipsec -
10 192. 168. 10. 0/ 24

172.31.31.10 1 1002 C,I,R 1installed
172.31.31.1 npls

ipsec -
172.31.31.10 2 1002 C,I,R 1installed

172.31.31.2 npls

ipsec -
172.31.31.10 12 1002 Inv,U installed

172.31.31.1

biz-internet ipsec -

=
Aoy

RENECD, CORECEANERFIEEHEEA



RZ7LZa—k

BE, CORELCBIZBEORS TN 1—F 1 ITEREHYEEA,

BTE R

SFU A

O NO—SHF/N—2322034THY), cEdgeNBILRETI17.33a A TON—2 a0 2RITTBIFIATR, BE/7I—ILF
—N=2FUAT, RT T4V IO —ERBONATT—=ILICNATE W, 7JO-HFFHEhD N BRI TVET,

cEdge¥ ¥+ 7'F ¥ :

<{froot>
Host-BR-1#

ping 192.0.2.100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1

:3 192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

WOW-Branch-1#show run | sec "natpooll"
<SNIP>
ip nat pool

nat pool 1

172.16.2.1

172.16.2.2

prefix-length 30



HAhk, 17339\ —2 3> THETBCEdger 5SF ¥ 7F v LEEDTT, SIGR VR ERBBALTEEENERNT T4 v U,
SSNAT7—ITERY RTJ—OTF RLAZBBNATIEN, BEEINFET, N\—2 31736 B TREEN BEEATVET,

A2
B (Y —EARBINAT(SSNAT)EUTDA Y ARY S aY)

A—YHFROEHZBERLEZERELET,

LAVE—RY NEMPLSOTAD RSV AR—RABEL TWBEE, BEDLEZHICVPNIODIA VYL AISA T N ETF—&
LR —ADISEICTEETEER T, £, SD-WANF—N—L A ZEHTBDVPNIORT 71V VIREZZTDENTEXT,
CORTZTAYVIREA—N—LAO—FTHDH., VPN I0ESSNATHEEZFEAL F9, [UTD + SS-NAT]

243 —2Y NRTSUVAR—RNHFERATELELSE 2 LEBA. VPNIOASOIXRTDORT 74 v Y (BBREEEOAADRNT 7
1YL ), MPLSNSVAR—KNEFERALTA—N—LABHTIL—TAITEET, CORT TV IERBEORR
EBDHEEMEN B ET, [UTD + SSNAT]

ChonESAOEMNERF., TETEERY NIT—IUFBETT, Braxch-1OVPNI0O RS 74 v O 7JO— %2 L2 ICER/THZETT,

Zscaler-RTR

VEN 10 \;\

%V 1?2.20.L.J(‘.’,/’ & (9
. S VRN @@_ 98 .51, 1-30;1 . .\ l’ Internet : ’ zscaler
Host-BR-1 —

Branch-1

- = = =3 DIA/Local Internet Breakout

— 5IG Primary/Backup

Tunnel to Zscaler

BROEEDNSFUAT, SSNATOHAKAED B EFEAL ZUTDA VAR AV EFALTVET, COTFUFAOUTDDOHRE
BlERIZRULET,

policy utd-policy-vrf-10

all-interfaces

vrf 10

threat-inspection profile TEST_IDS Policy
exit



2L B/E, UTDESSNATORKED B P R—RENRTVEVZEICEELTLKEEV, LENT, ZOHEKE
DEFHEEBYICEHELEREA. FROUD—ATR., CORENBENEETNDAEENI B ET,

(B 58 5%

EE Xk, Overlapping IPVPN ( DB AIEVPN 10 ) OUTDR IS —ZEMICL, Globad VPNZEMICT R ZETT,



ECORER., 176N—J 3 TTARNBIPRIAENTVET,

policy utd-policy-vrf-global

al-interfaces

vrf global

threat-inspection profile TEST_IDS Policy
exit



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



