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HRBH

COFEVARNL— 3> OBEMIE. cEdge 172.16.1.17 5 OSSHP 7 £ A% 4IBR L. cEdge
10.10.10.108 & U'vManageZ & 7] § A CEdgeDREZRT & TT,

hARO>

vManage
192.168.1.5

SD-WAN
Fabric

[ LI L

cEdge cEdge
cEdge SSH 1?2.169.1 A
10.10.10.10 Restrict

SSH7 7 A D HIRF IR
EMOMIT

cEdge)ll—Z H'vManagelZEiETED L ZRILTH I, EROBIENVETT, F74ILbL



Tl&. vManageldIP 192.168.1.5Z A L TcEdgeT /N1 AICAJ A1 L&Y,

vManage GUIT, SSHA ScEdgeZB &, #EHiEnLIPLROEINF HBD e Z2BRLET,

cEdge#show
users

Li ne User Host ('s) Idle

Locati on

*866 vty 0 admin idle 00: 00: 00
192.168.1.5

Interface User Mode Idle Peer Address

vManage# N> ZI., AT AL, FEENTVUY VIPFRLAZERL TcEdgelcOY 1> LT
WEWZ eZzBRELET,

CEdgeNDOJ A VICERTZIPEZHIEITZICE. ROTIELAVANEERALET,

cEdge#fshow run | section access
ip access-list extended VTY_FILTER SHH
5 pernmit ip any any | og <<<< with this sequence you can verify the IP of the

device that tried to access.

Fo2EAO> MO—-ILJANDORKREE

VIYERIZBRAZ WD T7IOEAUAN

cEdge#’show sdwan running-config | section vty
line vty 0 4

access-class VIY_FILTER SSH in vrf-al so
transport input ssh

ACLAERE ni-#%. vManageh 5cEdgelcSSHZBU'BE, OJICROX Y E—IFERE N
PDEMAETEET,

COXAYtE—2 &, showlogging N> RTRRTEE T,

*Jul 13 15:05:47.781: ¥%SEC LOG N-5- LOG N_SUCCESS: Logi n Success [user: Tadmin] [ Source
192.168.1.5] [local port: 22] at 15:05:47 UTC Tue Jul 13 2022

OO TR, O—AINR—PF2%28FETEELT, ChiF., 192.168.1.50 cEdgeNDSSHZ B Z
SELECEZERLET,

EETIPA192.168.1.56THD & 2R L DT, vManage'SSHEY > 3> 2K &N TE
LS5, ELVIPZERAL TACLZERETEE Y,

FOEAO2Y MO—=ILIANDKRE

CEdgell BH N —T VAN H3HBE., HFACLOXLBICHFLVS -T2 AZEBML TS EE
(A



ZEH :

cEdge#show access-list VTY FILTER_SSH
Extended | P access list VTY_FILTER SSH
10 permt tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og

REH -

cEdge#config-transaction

cEdgeconfig)# i p access-list

cEdge(config)# ip access-list extended VTY_FILTER SSH
cEdge(config-ext-nacl)# 5 pernmit ip host 192.168.1.5 any |og
cEdgeconfi g- ext-nacl )# commi t

Conmit conpl ete.

HFLLWSO =R

cEdge#show access-list VTY FILTER_SSH

Extended | P access list VTY_FILTER _SSH

5 pernmit ip host 192.168.1.5 any |og <<<< New sequence to all ow vManage to SSH 10 permit
tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og <<<< Thi s sequence deny all
ot her SSH connecti ons

VTYEI#RICACLZERAL £,

cEdge#show sdwan running-config | section vty

line vty 0 4 access-class VIY_FILTER SSH in vrf-also transport input ssh
|

line vty 5 80
access-class VIY_FILTER SSH in vrf-also transport
i nput ssh

vManage GUIT D ERTE
CEdgeFNA ATV T L—RHFRRLFEThTVREER., ROFIEZRXRITTEEXRT,
ATY7 1: ACLOER

[Configuration] > [Custom Options] > [Access Control List] > [Add Device Access Policy] > [Add
ipv4 Device Access Policy] I-BEIL £7,

ACLOBHIEFHBAZEML, [Add ACL Sequence] 2% ') Y 2 L T, [Sequence Rule] Zi#IRL &
5



Localized Policy » Access Control Lists Policy »  Add Device IPV4 ACL Policy

Mame SDWAN_CEDGE_ACCESS

Description SOWAN_CEDGE_ACCESS

[ (¥) Add ACL Sequence

Tl Drag & drop to reorder

I *¢ Device Access Control List H
L

[Device Access Protocol] > [SSH] Zi#IRL £ 9

R, IE{E T D[Data Prefix List] Zi#IRL £,

Device Access Control List

& Sequence Rule Drag and drop to re-arrange rules

Source Data Prefix Source Port Destination Data Frefix

Match Conditions

Dévice Access Protocol (required) SSH 2

Source Data Prefix List

ALLOWED =

Device Access Control List

Device Access Proiocol

Actions

Accept

Actionsz v UL, Accept’é': BEIRL TH S, save Match And Actions.

B |Z. Save Device Access Control List Policy.

VPN

(+) Sequence Rule  Drag and drop to re-arrange rules

Enabled



E Device Access Gontrol List

(¥} Sequence Rule  Drag and drop to re-amange nibes

Device Access Control Lis
O Accept O Drop Counter
Match Conditions Actions
Device Access Protocol [requined) 55H v Accept Enabled
T ®
SO
ALLOWED

Varlabes: Disabled

Save Match And Actions

Save Device Access Control List Policy

ATV 2: O0—NTARENLRIS—DOER

[Configuration] > [Localized Policy] > [Add Policy] > [Configure Access Control List] > [Add Device
Access Policy] > [Import Existing] ICBEL £7,
v » Add Policy

Q Create Groups of Interest

@ Configure Forwarding Classes/QoS

. Configure Access Control Lists
Q. Search

Add Access Control List Policy Add Device Access Policy

PR WY o PO

(Add an Access List and configure Mateh and Actions)
Add IPvd Device Access Policy

A =P H
Mame

Import Existing
Typt

ription

Maode Reference Count

Mo data available

AOACLZEIRL, Import2 VY O LET,

Import Existing Device Access Control List Policy

Palicy

SDWAN_CEDGE_ACCESS

[Policy Name] & [Policy Description]Z &1L . save Policy Changes.



ARSI Forwarding Class/QoS | Access Control Lists | Route Pollcy

Enter name and description for your localized master policy

Policy Name SOWWAN_CEDGE

Policy Description SDWAN_CEDGE

Policy Setlings

[ netfow [ Netlow IPve [ Application  [] Application v [ Cloud QoS [ Cloud QoS Service side [ Implicit ACL Logging

) ) T
Log Frequency : ket flow Kl 4 'al:'
FNF IPvd Max Cache Entries er ¢ rang : E:‘
FNF IPvE Max Cache Entries Lef ¢ rang ¥ ::"

Preview Save Policy Changes Cancel

ATYT3:O0—NFARENLERID—2FNA ATV TL—NIBERTS

[Configuration] > [Template] > [Device] > [Select the Device]lC#E L . [...] > [Edit] > [Additional
Templates] > [Policy] > [SDWAN_CEDGE] > [Update] 20U Y Y L& T,

= Cisco vManage () Select Resource Groupw Configuration - Temp
Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates

TrustSec Choose... o

CLI Add-On Template Choose... -

Palicy SDWAN_CEDGE v

TUOTL—RETY21TBHEIC, RENDEVEEIETEET,

#LUVACLERE

no ip source-route 151 no ip source-route
152 ip access-list extended SDWAN_CEDGE_ACCESS-acl-22
153 10 permit tcp 192.168.1.5 0.0.0.0 any eg 22
20 permit tep 192.169.20.0 0.0.0.15 any eq 22
155 30 deny tep any any eq 22
I



EfRvtyCEAE hBACL

=

vManageDELBTD 7 41 )L R Z R L TcEdgeNDSSH7 YV AZBUTARNTBICIE., XDNA
ZFERALE 9, [Menu] > [Tools] > [SSH Terminal] .

JL—51%192.168.10.114mI_ SSHEE#H & &l x 1=

Router#ssh 192.168.10.114

% Connection refused by remote host

Router#

ACLNIV B ZMHFETD L, Seq30IC1 2D —HA HY), SSHERNEBE NI L Z2#RATE
ESCR
c8000v-1# sh access-lists
Extended IP access list SDWAN CEDGE ACCESS-acl-22
10 permit tcp host 192.168.1.5 any eq 22

20 permit tcp 192.169.20.0 0.0.0.15 any eq 22

30 deny tcp any any eq 22| (1 matech)

BEETE

Cisco SD-WAN7R S —8&TEH A K, Cisco |I0S XEV) J—RA17.x
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