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https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
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https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
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Smart Software Licensing

Inventory

Virtual Account: sdwan-lab =

Licenses

By Name By Tag

Manage License Tags License Reservation f+ Show License Transactions Search by Licenss Q,

Advanced Search »
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https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
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<ffroot>

show pl at f orm sof t war e devi ce- nbde

show version | include node

i -

<#root>
EdgeRouter#

show pl at f orm sof t ware devi ce- node

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed
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ATYT 1 EVLWKRTVAR—NEATEURLEZRELE T,

<tfroot>

EdgeRouter#

config-transaction

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t

Commit complete.

N W=BIZTOTL—MREENTVEESE : FSVAR—PMELRVPURLOAY— K
R RAYPR—RENTHY, CLTRAVEET VT L—NEEALTRETEXT, &
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ATV 2 . BENELKIOZYRENTVWBR L ZHRLET,

<#root>
EdgeRouter#

show lic tech support | begin Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED


https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<<<<<<<<<<<<<<<<<<<<<<< Thi s nust be Smart

URL: https://smartreceiver.cisco.comlicservicel/license <<<<<<<<<<<<<<< URL nust be pointed to snartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

o FF7A)LNOURLEBBINICEMICAD S, EETIHLERFHY)ERA,
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SAEANBEETDEURETHINT, GeneralX 7 ICBEIL, New TokenZ2UY oL
£9,

Virtual Account: sdwan-lab =

General

Virtual Account
Desceription

Default Virual Account

Product Instance Registration Tokens

Mew Token.

Token Expiration Date Uses Export-Controlied Description Created By Actions

No Records Found

The taken will be expired when aither the expiration or the maximum uses is reached

ATYVT 2 HLLWR—=OUEBREADLET,
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EMHER : h—0 A RBERICEMNEBE.
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Allow export-controlled A 7 I VICF IV OX—IONFVTVWB L Z2HRTS, TS5LELVE
DA ABENKBKL ., Create TokenZ 2 UY O LET,

N h—rl, EOEREEERAGRRICET S EHEINCEYET,

N E  FEMIC DWW TIE, Cisco Export TradeZ S B L TS & VW,

ATY73: h—=02EIE—-LZEY,

ERLEEAYORN—=02%0) Yy TR—RIZCIE—LE T, Actions > CopylcBETZH., b
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https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html
https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

Virtual Account: sdwan-lab «

General Icensas Product Instances Event Log

Virtual Account
Description:

Default Virual Account No

Uses Export-Controlled Description Created By Aclions
ODRIMjgOYWQIMDK... 8 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk? Installation ericqar Aclons
The token will be expired when either the expiration or the maximum uses is reached m
Downiload
9g 1 Recard
Revoke

Tv2)—RECSSMEDEREHEIL O EEK

IOAR—NEHENZZA D AZEAITZEHOFAZREITDIICE, Tv2IIL—2H
CSSMEDEHEZRUTIMBENHYET., \RIIAITR., IVIIL—ZRRBROATYT
TCSSMTHERKE N b=V ZEALEXT,

<ttroot>

license smart trust idtoken TOKEN | ocal force

Bl -

<tfroot>

EdgeRouter#

license smart trust idtoken ZThj OTl mVR2Ut M Q2ZCO0Y] | ILTgwNj ct ZAd xZj | zYj Zi YnVnLTE2N; MONj | 199AM gy NTh8 YWNVe

FEAEUENIZERIC, OJICCSSMENDBENRRENET,

<#root>
EdgeRouter#

show | oggi ng | ast 50

<snip>
*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key
*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp



*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file
*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully i

Trust Establishment Success 7> 2 D FER

trust establishment success h > ZAEML TVWB L E2BFELET, 2FY, S4AEVAI—
TINFECSSMICEETEET,

<{froot>

EdgeRouter#

show |ic tech support | begin Communication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

N RN AFENTRBAE. CORFIXIRAD TRSTLY1—F4>45, OB
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CSSMADII—BRERTZ A ADERARAZHBIDILEN HDLOTT, F1 2 AZE
BI3ICF, FRREERZEZRTLET,

<ttroot>

EdgeRouter#

license smart authorization request add hseck9 | ocal

a4

<ffroot>



EdgeRouter#

show | oggi ng | include SVART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

AR—RFAEZADARY RNOTICR, JY)S<OBHBIVEICLE2LEBEICMHAT, Z1t
PABRBEHRIREECNET,

<#root>
EdgeRouter#

show l'ic eventlog O

wxx% Eyent Log ***%
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:11:41.
2022-08-18 21:12:06.

538
552
576
576
641
641
119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati

TOTATUNERBICITDhIzC e ZHETS

AL AN EAARET, ELKTITA7ENTVRHLESHZRERETSH IV KAV D

DPHYVET,

<ffroot>

show |i cense tech support

show | i cense aut hori zati on

show | i cense sumary

show | i cense usage

i -

begi n Li cense Usage



<#root>
EdgeRouter#

show | i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <<LLLLLLLLLLLLLLLLLLLKL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zation

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<<LKLLLL<L<L

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show |i cense sumary



License Usage:
License Entitlement Tag Count Status

hseck9 (DNA HSEC) 1 IN USE <<<<<<<<<<

CSSMANDATZA XYY R
AVE—ZFXY NOT I EANFATENATVEVWIT7ZF Yy JHBZY ND—2 Tk, CSSMT
SLACOO—ANIILFHEFEAL T, BHERAFNZT A ADA 2 AN=)ERITTEET,

N coxyy RTE. RZAR—NOEEXEI® AN — KMURL (Uniform Resource
Locator)lix HEH V) T A,

O—ALFAEAFHOER

SAE AN EETHEIURETHT> NT, Product Instances > Authorize License-Enforced
FeaturesDEICBEL £7 .

il = Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab + /

Praduct Instances

" . 1 " - - .
Authorize License-Enforced Fealures... r;-' Search by vice or by Prodl Y Q,

Name Product Type Last Contact Alerts Actions

Iv2I)I—2OUDIEHRNOEE
AO—ALZA4 > AOFHICEK., Ty 2 I)IL—2H S OUnique Device Identifier(UD)A" B E T,
show licenseudi AN > RZEITL T, ERID(PID) VT IILESSNZEEBLET,

<#root>
EdgeRouter#

show | i cense udi

UDI: PID:C1111-8PWE,SN:FGL2149XXXX



FHR7A—LIZIVZI—XOUDIZANTS
Single DeviceZi&RL, TYZI—XDSNEPIDZEAILET, [Next] ZOUY I LET,

Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 4

Enter Request Code

device to enable the features. Learn More
Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly. or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identifiers for the device to be licensed

Display Name;

JuiD
Serial Number FGLZ149%XxX]
PID C1111-8PWE

Host ID

MAC Address
Virtual ID{SUVI)

You can use the ‘show license udi’ command o see the identifiers for a device

FHRTDT4 2 ABDER

CNEFE—FNAATHD 12D, FHEhTVWER S ARITT, RYTAICESZANLE
T, EAAREHEZEEABVRSICLTLSEZL,

Authorize License-Enforced Features

Enter Request Code Select Licenses Review and Confirm

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve
Router US Expon Lic. for DNA 1 1 [ 1
U5 Export Restriction Compliance Ncense for DNA based Routers

ZAEADTINA AR AT DIER

TFINARARAT ., TFORILZRY ND—OF—F T F ¥ (CiscoDNA)F VT LI RAFEREF
DNAYZIOROWVWITNATT, Chik, BALESAEADZRATICL>TERBRYET,



oelect a Device Type
Some devices could not be identified based on the identifiers provided.
Please select a device type

Device Type: DNA On Prem il

Unidentified Devices:

Selected: 1

b

[ you want to enable features on different types of devices, you must perform this operation separately

Continue Cancel

FoAL 11— RDERK

REZMFL . Generate Authorization CodeZ 2 )Y O L E T,



Authorize License-Enforced Features

- | sTEP ; STEP 3

Enter Request Code Select Licenses Review and Confirm

Product Instance Details

uDi PID: C111-8PWE

UDI Serial Number FGL214981A9

Device Type DNA On Prem

Licenses to Reserve

License

Router US Export Lic. for DNA
WS, Expo triction Compliance Moer

ort fes 156 flor DNA based Roulors

SLACOA U >O—R

SLACR77A4)ILELTAIO—RTBILEE,

o

Iv2IL—FZADOSLACOIE—

SLACT 7ANET Y IL—RICAE—TF BT,
. USBKSA7H%,

<#root>
EdgeRouter#

show file systens | include usb|Size

Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw usbO:

EdgeRouter#

dir usbO:

Directory of usb0:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zati onCode_SN _FGL2149XXXX. t xt

Total Quantity to Reserve

Back Generate Authorization Code

Cancel

VY TR—RIZAE—FBEETEEXRT

3DDATSaAaUNBHYET,



15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy ushO: Aut hori zati onCode_SN FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

. FHEHRENL EvManageTlE, "I Y2 ) —XEvManageDETOT7 7 A ) EE I8
BLT, FHEHEELTEEV,
« H—EABIOSCP/FTP/TFTP,

SLACOAZAR—I

Smart ImportZ AL T, 7—K7Z5 Y2 2ICSLACT7AIILEA AN —=ILET,

<#root>
EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_SN_FG.2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6b57e

AFRRENTLERVET,

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

ECRE R *

Event Log Tedhn

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019


https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED

2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

AVARN—IUHFRBL I EZTRRET

FAEVANELKAVAR=ILENTVRAESHZHEBITBICE. #F4ARERRLUO
NRZEALET,

<{froot>

show | i cense authori zation

show |i cense sumary

show |i cense tech support | begin License Usage

AARN=IHDAELWVEE, RETHIDNODSAEARBENICINUseh I 2 %E L
Available to Use h > X Z /WO LET,

Virtual Account: sdwan-lab ~

eral Licenses Product Instances
By Name By Tag
Manage License Tags License Reservation... [r:-' Show License Transactions search by Licens Q,
Advanced Search »
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
= Router US Export Lic. for DNA Prepaid 1 1 - 0 Actions =
Manual Entry
MIA CBO00-HSEC 1

DNA On Prem - never -

Tl BRAVAZVAZTICR, TY2II—Z2OUDIBERFIRTRENET, TRV EIYY
733, FAEAORBEDOFANIRTENET,



soo Software Central > Smart Software Licensing

Smart Software Licensing Support Help
Inventory
Virtual Account: sdwan-lab -
Product Instances

Authorize License-Enforced Features C—>

Name Product Type Last Contact Alerts

E; UDI_SN:FGL - DNA On Prem 2022-Aug-19 05:43:12 (F

vManage7—27 7H0—XY Y R

20.9.2L T, vManageTT7—2 70— Z AL THSECKOZ M EV AZ A ARN—ITESD
LIICHEYEL I,

o Z M A%, Router US Export Lic. for DNAT A4 22 A TH K #EEL £3 .
ISR4300_HSECX°ISR4400_HSECKZ E DT /N4 ABBENDHSECT A/ 2 AFHEEL FH A
o TINA ABBNDHSECT 1 > A% Cisco DNA HSECICE# T2 HEDFFMIC DV T,
"HSECS A+ ANEEICEIZFIREE, 0232 2FRLTSEEL,

AZ420—=070—
Z4 2> AECSSMD EH

1.- vMange GUIT, Main Menu > Workflows > Sync and Install HSEC Licenses® JEICBEL £

o


https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.-RYTTYT T4 RIOTLetsDoit?ARZ>%# OV OLET,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3.- Sync LicensesX AV ZERL, Nextz VY I LET,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4.- Online modeZi#IRL, NextZOUY OL&ET,



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5- Cisco CSSMUZL F>> v )LZABL., Next# DY OLZET,

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6.- HSEC License Sync OverviewZ 2L, Nextz2 VUYL E T,

Assign HSEC License

4 ol 7 steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selected devices and virtual accoun

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.-vManageA" V5 RICEHKL., FIATRAIXNTORETAINEZBALET., BMEERK



DHSECZ A 2 AZBCRET AV N2 ROV THIUASERLET,

N FEETANLEILFUS v ILICE. HSECS A £ AN BMENB AT —RTHY
S RERETAYY NOBBEO—LABETT.

Assign HSEC License

Sof 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8-HSECTAEVAZA VAR —ILTEIRRODT/INA AZERL XY,

N S HSECE BN HBF/NA ADKFERENET .

Assign HSEC License

Onlinge Mode - Sync Licenses Task

Select Devices

All Devices [5/47)

. remchabls

9. -EXRNDENZHFEL. Sync2 YUY ILET,



Assign HSEC License

Summary - Sync Licenses | Online

~ Selected Virtual Account

Virlual Accounl Mame  Sdwan-lab

~ Selected Devices

cEdge_Sitel_West 07 CHEAH 2B FH-CAJE-FTOE-CFFF-201 DHIEII9AL reachable Ca000y

10.- Check HSEC Assignment StatusZ 2 1) Y 2 LT, SLACFHE VT I XA ATHERELET,

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Next?

Chock HSEC Assignmaont Status

M. -FA4EAHNCSSMA S 7 T Y F&Eh, vManagelcREEhd &, AT—X AlESuccess&
RRENET,

= Cisco Catalyst SD-WAN Select Resource Groups Monitor - Overview

HSEC Licenss Fateh | @ VaSdation succoss

View Logs

Tatad Task: 1 | Succoss : 1

st wmanage_1{1.1.1.7)
1000

Device Group (1)

sl wManage
arch Table
[11-Sep-2024 5:27:08 UTC] fetching license

[11-Sep-2024 5:29:11 UTC] vManage got liconse from C55M for COK-B23B8698-CASE-G70E-CFFF-201DB3E330AD
[11-Sep-2024 5:39:11 UTC) Licanse fetched for all selected devices

[11=5ep-2024 5:39:11 UTC) fetched

Success Done - HSEC Licensa Fetch

MBLEZAEADAZ AR



1.- vMange GUIT, Main Menu > Workflows > Sync and Install HSEC LicensesDJEIZBEL £

o

Monitor - Overview

Cisco Catalyst SD-WAN

Devices Tunnals Applications Sacurity VPN Logs Multicloud
Tools
CERTIFICATE STATUS LICEMSING REBOOT
Maintenance 9 2 1
Warning Assigned Last 24 hrs

¥ Unassigned

£ Adminis

Paor Perfarming Sites » Tunnel Health ©

2.- Install LicensesZ AV ZiBIRL £ 7,

[

Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
™ Svhc “EBhsas
) Sync Licenses

aSync licenses Irom GoaM for all devices,

© Install Licenses
Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

B-HSECTA VAN 7TV FENLETNAAZERLET,



Install Licenses Task

Select Devices

All Devices (1/4)

CE-BIBESYWE-CAIESTOE CFFF-2D1 DBIEXIAAD

= cEdge_Sitel_West_01 fetched CEX-B23BELFB-CAJE-970E-CFFF-20 DBIEIZ9AD reachable Ca000 11120

4. - A 2VAN=I)OBMEBEZEREL., InstallzZ VY I LET,

Assign HSEC License

Summary - Install Licenses

~ Selected Devices

5.- Check HSEC Assignment StatuszZ227 )Y LT, DI EZALTA VAN —IAT—2 A%
HELET,

— Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- vManageld )L —RX EBEL., I—RICSLACEEFELTA VAN =ILET, BREOAT—2X
AlESuccessTHIHENf HV)ET,



= Cisco Catalyst SD-WAN () select Resource Groupw Configuration - Devices oS08
HSEC License Install | @ Vaidation success Initiated By: ericgar
Total Task: 1| Success : 1

Device Group (1) &

Q Search Table v
As of: Sep 10, 2024 1150 PM £

sious chassisNumber message StartTime Systemip Action

@ Success COK-B23BB60B-CAZE-970E-CFFF-2D1DB3E330AD HSEC Installation complete Sep 10,2024, 11:50:25 PM 111221 E

7.-Action7 A&V ILT, HSECOA AN —)ICETRLVFHEOTZRRLET

o
Configuration - Devices O = @8
. *
View Logs
Host: cEdge_Site1_West_01(1.1.1.221)
Site ID: 100003

Device Model:  CB000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license

[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-970E-CFFF-2D1DB3E339AD
meq Confirmation code: e293d6a0lmport Data CompletedLast Confirmation code UDI: PID:C8000V,SN:.CBK-B23B869B-CA3E-
970E-CFFF-2D1DB3E339AD Confirmation code: e293d6a0

Hs [11-Sep-2024 5:50:28 UTC] HSEC Installation complete

A724>0—270—
Z4 £ AL CSSMDEH

1.- vMange GUIT, Main Menu > Workflows > Sync and Install HSEC LicensesD JEIZBEIL £ T

o



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.-RYTTYT T4 RIOTLetsDoit?ARZ>%# OV OLET,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

[ |

() Don't show this to me again

3.- Sync LicensesX AV ZERL, Nextz VY I LET,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4.- Offline modeZi&IRL ., NextZO U Y IOL&E T,



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

5- 7Ot ANHEZIER<HEIEL. NextZ2I7UYILET,

Assign HSEC License

3 ol 6 stepas

HSEC License Sync Overview

‘ ) | E b Ligt File . Uple Al C
® s ®

6.- Download Process7# 7> 3> &i&IRL., Next2 VUV OLET,

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process

Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

7.-BREN—T, FAELAZAVAN=INTBTNAARZTAINEZIVITLET,



Assign HZEC License

Dffline Mode - Sync Licenses Task

Select Devices
Al Devices (1/46)

CEC- 1962 0650-050C-6T0%- TATEDOS0E2 40T

Aszign HSEC License

Summary - Sync Licenses | Offline | Download

~ Selected Devices

~ Download HSEC Device List

Download HEEC Device Fike [SUDI)

9.-ZA 2 AERRANDBEBX V> O—RARKBENET,

UD_SA_2024_9 11_12_54_56.tar.gz
866 B - Done

10.- Open Cisco Smart Software Managera 2 'J ¥ 2 9% A, Cisco Software CentrallZ# 8L &
EP



https://software.cisco.com/software/smart-licensing/inventory

Assign HSEC License

Done! You've generated and downloaded your HSEC
Device list file

What's Next?
pan Cisco Smart Softwars Manager *

1. - BIRULEAY—RNTHU> MT, Cisco Software Central > Smart Software Licensing | &
L. Reports > Usage Data Files > Upload Usage Data..®EIZZ U Y O L&ET,

. - - vl
Cisco Software Centra CISED Q

Cisco Software Central > Smart Software Licensing

Smart Software Licensing SL Prodiuct Datais Support Halp

Invanory Convart 1o Sman Licansing R.DW Praferances On-Pram Accounts Acthvity Commarcial Consumglion
2 1
Reports /
Reoport Usage Data Files Regporting Palicy Synch Filg for Device Controllors

Devices. can be configured to report the features: that they are using.

This usage then determines which licenses are needed, in order to be complant

Upload Usage Data.. *—— 3 Search by File Name, Vifual Account

12.- Upload Usage Data’RY 7’7 ¥ 7' TBrowseZ VU Y UL, AU O—RLEEAVYD T 7 A
JL%&3&3R L TUpload Dataz V)Y O LET,

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD_SA 2024 9 11_12 54 56.tar.gz

A

1

2 —> Upload Data Cancel

13.-2ATLHFT77ANDREZRBLET, MEKEELS ~ 105 T, RIZDownloadZ ¥



Y ILEY,

N EACKT AN EERTBICE. LE—RAF—RAN TTS5—5BL, THABEN B
$4, IS—ARELEBAR. BEFPAOVE9Uy LT IS— O AEMELET.
MEIZISU T, CiscoTACH—EARAVIOITARNZA—TLET,

Cmco Software Central > Smart Software Liconsing 8 Cisco Systems, TAG
Smart Software Licensing SL Product Datails Suppoet Help
Converl ko Smar Licensing Reports Preferences  On-Prem Accounls  Activily  Commercial Consumplicn
Reports
Report Usage Daia Files e porting Policy

Darvices can be configuned bo neport the fatures thal they are wSng.

This usage then dedermines which icenses are neaded. in order 1o ba compliant

Upload Usage Data. Sparch by Fig Name, Viruai Accouaf o,
:-I-‘ Usage Data File Raparted Wirtual Account Riporting Siatus Dienvices Acknowledgement
= UD_SA_2024 9 11_12_54_S6.1argz 2024-5ep-11 Fr——— D Mo Errers 1

UD_VA__2024_09_11_18_54_33.targe sdwan-lab i) Ho Errors 1

14. - ATLANACKZ 7AII2ERL, BEMWICADO—RLET,

* (oo

Recent Download History

I. ACK_UD_SA_2024 9 M1 3 [

ar.gz
2030 B - Done

15.-vMange GUIT, XA XZ1—>D—970O0—>HSECTZA > AORABEAN 2V ARN=I>T
12 AOR>FA T4 >8>y 7O—R7OEADIEICBELET,



Assign HSEC License

4 of B steps

Select Task

Before proceeding, select the task you would like to perform
() Download Process
Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices to be added to HSEC device list file. You will be then given a device list file to be uploaded to C55M

© Upload Process
Uplead Authorization Code File

Use this task once you've downloaded the required authorization code file from CSSM.

16.- Choose aFileZ2 V)Y V93 h, FOO—RLET7Z7ANERY DAICRSYITTFTRR
OvY7°L., Uploadzo2 )Y OLET,

Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authonzation Code (SLACH e generated by CS5M
II
: i i
; 1
B !
[l 1
H :
Choose a file or drag and drop to H
upload
} 1
H )
| 1
; H
| i
H ACK_LUD_SA_Z2024_9_11_12... gz ﬁ )
1
} H
H )
- 1
} H

17. - RAVNDENZHBL., UploadZo YU LET,



Assign HSEC License

Summary - Sync Licenses | Offline | Upload

~ Device Entries

— Assign HSEC License

Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices

MEBLEZAEADA A=

1.-2—270—24 75 ')MSync and Install LicensesIZ&E ), Install LicensesZ 2 )Y U L&
-

o Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
() Sync Licenses

Sync licenses fram C35M for all devices.

© Install Licenses

Install licenses on devices.

MNote: In order to install, you should have already synced your licenses from CSSM.

2.-ZA VAR ITONEOERBUTF/NA A2 )ARDSEIRL, NextZ2V Y ILET,



Assign HSEC License

Fol 3 sieps

Install Licenses Task

Select Devices

All Devices (1/5)

* CER-19EIDSED-DSCC-6T09- TATH DOSEII 1 C407
cEdge_Sitl_East 01 fenched CAK-19E2D66D-D5CC-6700-TATI-DOSOERTICA0T reachable CROOm

3.-ZRAVDENZEHFREL. Instalz V)Y I LET,

Assign HSEC License

Summary - Install Licenses

~ Selected Devices

4. - TOCVANZETITD2NEEFEET, 1AM =IDODAT—RAESuccessTHRITIIEFEV E
A,

= Cisco Camdym SO-WAN J Setect Resource Groupe Monitor » Owerviaw
H5EC Liconsa bustall | ) Valdation success Initlated By erkgar

Tiotal Task: § | Suseeds : 1

Device Group (1)

Adod Sep 10, 2004 0104 P 23

i Suocess CEBE-19E204 0D 5CC-E705-TATI- DO SIERS 10407 HESEC installation comphete Gap V1, 2024, 10413 PM 1.1.1.231

5-Acton7A > &0)Y LT, HSECOA AR —I)LICE IR L) FMEOTZRRLET

o



Maonitor - Overview = @

=,
View Logs
Hast cEdge_Sit1_East_01(1.1.1.231)
Site 1D: 100004

Device Model CE000v

[11-Sep-2024 19:04:13 UTC] Installing HSEC license

[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:CB8000V,SN:C8K-19E2D66D-DECC-6709-TA73-D0OS0E231C407
Confirmation code: ab8867delmport Data CompletedLast Confirmation code UDI: PID:CBODOV, 5M:CBK-19E2DG6D-D5CC-
BT09-FATI-DOSOEZIICA0NY Confirmation code:; a599674e

[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

o
2]
]
o
=
a
o
[
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)2 —2— ROERK
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<#root>
EdgeRouter# |icense smart authorization return | ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Q2Yt w- ZhSLg5- bDFw7e- WWf 2- QuvBed- 3MaRc T- f Ff Gen- X6e

<<<< Copy the string

~ 7£: Tlicense smart authorization return local onlines N> Ri&, A SAEEF TS
AOBMEDOFHFETHEEEL T, license smart authorization return local offline; 1~
YREF, A NO—FEEBET—R (SD-WANE—R ) TREHEELELA, ik, WEIL
—RERBEIIL—Z2OEBISEAENET,

FHI O HIBR

CSSMT. Product Instances > Actions > Remove®DJEICEEBL £, I—2A5OEE—LEUAR
—>— R%&B5V{F . Remove ReservationZ2 )Y L%,

Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once a gain
available to other Product Instances, enter in the Reservation Return Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-bDFwTe-VvWaf2-

DwwBed-IMaRcT-fFiGen-X6e

Remove Reservation Cancel

MLicense reservation removed successfully ( 74 22 AFHNFEEICHIBREhELEL ) £WVWS
BANBRICRTIENET, chik, SAEVAN A AT —=ILICEYREA, S4EVAR
BF1EMITDE®RLET,



The product instance was successfully removed

TIOTANR=232: UO—REBETTIT D,

8500R—ANTSY N7 #—ATlE. HSECE T VT4 73 EHICUO—RA
PREREVSDRFREAYTTH,

EWV, 850072 Y NT7#—AL77IUTR, BEE—RFLEEIMNO—FFE—ROVTIALT
JO—RTBDUBENFHYET,

HSECOT7 U7 4 X—>321#%&IZC8000vD U O— RAMET I AH

WWA, BEHVEEBA. T4 AFCB000VDERETICHE > T not-in-uses DERXTI N, T
INA AlFhsecD A VAR —)LERICEFIROAIL—TY NERBLET,

HSECOT7 U7 14 X—K&EMOCSR1000vD JAO—RIZDWT

WWZ. hsecDT7 77T 14 RX—h#&IE, CSR1000vD ) O— REIBEHYEE A,

) O— REMEFESD-WANE— R & IESD-WANE— RTREUTT S

WWX, HSECOBRLICEEL T, SD-WANE— R EESD-WANE— RIFRESEBZYET,

SD-WANE—R Tk, VO—RICK 2 THSECEZEME LR T IT A JILTDHBENHYETTH
. JESD-WANTE— RTIF., CLI license feature hsec AX > RIC&K 2 TF/VN1 ADHSECH BRI E
ERET7OT147{ENET, SD-WANE— ROCSR1000vE L TFC8000V/ T Y N7 # —ATIk,
JAO—REFAETT,

HSECT A ADKET VT 4 TICODWTEREETT A,

HSECZ 1 > A& IESD-WANTE— R(Autonomous) TF 4 V> ARN—ILTEETH, HEEDEH
FIZHSECT AV RAET VAV ARN=ITBERFTEERE A, 1—HIFECLI no license feature
hsec IN > RZEHA LU THSECT A RAZEMBET VT 17, 42 AN not-in-
uses REICBEBDESICTFNAAZIJO—RLTAHAS, uninstall AN RZEBHBRITHDHBEN HYF
T, SD-WANE— RTIE#EEZ EINICTERBRVLES, HSECTZTA B ADT AV AR =)LIEH
R—KREhFEBA, EEFL, T—ROZEICHIZIBRANOBREICKIIEBBEE LT, BET—
RIZEWEBEXATCT VA VARN=LNTBIAT2aoNHY)ET, SD-WANE—RTCSSMIZZ 1 &
VABBRHNTBZIFEICETIHAEZ O REZFDICIE, TACT—REA—T2LTLEEL,



N HEICOLTR. TSD-WANFHSECS At RAILE T BFAQs EBBL T L,

T4 AOBMEDKREE

=3
A/

Ot arTR, BRENERCBELTVWREZRALET,

EXREIYR

BRAFIEE, A FAVKRERTTZAOHFEDEATY T THALET,

&

<tfroot>

show | i cense tech support
show | i cense status

show | i cense authorization
show | i cense sumary

show |i cense history nessage

show | i cense eventl og

license smart clear event |og
license smart sync | oca

license smart factory reset

NZ7LZ1—hk
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COEUVIAVTR, BEODRNS TN 1—F 140 ICRIADEBEREBENLET .
R)S—ZFHTEIAI—RNTFTAM ARG, TYDI)IN—FRECSSMOBOA > Z2—FY RENL
EFEF17HENEFEEEICKEL. BRERESA O AOHEBICAETHIERBERLEE/N RIS
VEXBLET,

FNARABTAYE—DF2ELLKRBTERV BB FUFNFHYET,

— X xR B

DNSHEERA BEEE L 75 L)

smartreceiver.comcEiET2ICIE, ITVYDI—ZNRXA D BEBRTEDHLEN HVYET, T

SLEBEWVWE, URLFIN—T 1V TJAIRERIPICERE T, BENFrABLET. BE, COIZ5—
FERBLOATRICRTRENET,

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti

122 —Y MOIPEGNHD L Z2H#BELET,

<tfroot>

ping 8.8.8.8

URLIZE L TpingZHRITL., KDV ICURLADtelnetZEAL T, 12— Y NIHIXY 2—2
Z’ORILACMP)AIARBTNA AL L2 TT7OYIENTVRHESHBRLET,

<tfroot>

pi ng cisco.com

tel net cisco.com 80

TANFKRBU =BG, DNSH—/NZREL . DNSEREZEMICLET,

<ttroot>

i p domai n | ookup



ip nane-server 8.8.8.8

AEDNSH—NZRETERWVWHEERF. L—FTO—NI)LDNSHRERELET,

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host smartreceiver.comA B.C. D

EdgeRouter(config)#

comm t

~ s¥:smartreceiver.comlZ [SE T2 IPZIBETIHEN H B HE . WindowsE 1= lELinuxY >
> D Sndookup<URL> AN RZEITL TS EE L,

N O—7LDNSHERE. LAKYAIPHEBOEBE E6 BT DTEMFHY . X
IABEICOVTEAL A WD, EREEhEL A,

Smart Licensing(SL)/ X RATIZ—MHW BT — XY E—IFERTE D,

<#root>
EdgeRouter#

show | i cense eventlog O

Tede e

* Event Log ****

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SMART



*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

SD-WANK > ZJILA'DNSZ 7OV U923

FEER OB, SD-WANK > Z)LOBRHWACLA BEEDNSHEZ/OY VT2 58ICERELE
ED

<#root>
EdgeRouter#

show |i cense eventlog O

oo

Event Log ek
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

ECR R

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

BEREIC, DNSH—EANFAEIhTVS L ZRBLET,

<#root>
EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000



no allow-service all
no allow-service bgp
allow-service dhcp

al | ow service dns <<<<<<<<<<<<<<<<<< MJST be al | oned

allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

NS AR—KNURLAELL BV EHA
FR(FR)AVARM=ILDFE, 74 NDEER A 7 (ECisco Smart Licensing

Utility(CSLU) T,

<#root>
EdgeRouter#

show |i cense tech support | include Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

CalThome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:



Type: cslu <LLLLLLLLLLLLKLLL LKL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

O70—KBsIZ—,

<#root>
EdgeRouter#

show |i cense eventlog O

RS R *

Event Log ek
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

~ 7E:CSLU(FCisco SD-WAN(Cisco vManage) Tl R—hEhTWa Wz, CSLUZFERL
T. CiscovManage TEBE BN —T A1V IRRAVAZVADTA O AERARRZL
R—RNTBELERFTEEREA, FMIZOVTIE, Cisco Smart License Utility(CSLU) & S B8
LTLE=ZW,

AN—RNRI—=2I2 R NOF7F#IBNDURLERNT Y AR—NRATZFHTREL, h—02T
BYEThIEEEZBRAITLES,

<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#


https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comm t

SD-WAN K> ZJIAHTTPSZ7OvY &

Smart Licensingi@1E k. Hypertext Transfer Protocol Secure(HTTPS)7/R— R443ICESVWTWVWE T

o TO®H, BEITBDHTTPSISENSD-WANR Y RILICL>TTAY VE DL, BR, REE
R, BXTFRUMLAR—NOBHAFRBL KT,

log# &k Teventlog® — ik T 5 —,

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

BRECHTTPSY —EAASD-WANR Y RILTHAETNTVWA L ZHBELET. TS5TRVE
B, FALTAS, h—O VLB EEBLZERTLED,

<#root>
EdgeRouter#

show sdwan runnni ng-confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp



allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

al | ow service https <<<<<<<<<<<<<<<<<< MJST be al |l oned

no allow-service snmp
no allow-service bfd
exit

AT 7ATI4—)LACSSMURL, IP, £EE@EFAR—KN443%270O0v Y

BARNT—FFTIOF¥TTI7PATIA=IINEZFEALTRNT 714V O0ZFHBL TVWRHESIE.
smartreceiver.cisco.comN\NDR— N443F 7 OY Ve hTVWEWC EZBRBLET, 774470
—NWNF—LFERAEZ2—Y N —ERAZTONAFZ—(SP)ICRAVEDLE T, ESICHERELTL
EEW,

IL—2H 5,
<#root>

EdgeRouter#

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

-U-_EZVRFZKZ I\b\Bo

<#root>

ericgar@cisco$

tel net smartreceiver.cisco.com 443

Trying X.X.X.X...

Connected to smartrecei ver.ci sco.com

Escape character is 'A]'.



A3 —Y MOEBDAVEZ—TIAA

BEOAVEZ—TIAANHBD—BOF AT, CSSMEDBENKKLET, HTTPEET
AB—T7IAAR, I —XTEAARBEEDSAN VR —T IS AICEETEET,

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t

BYIE R ¥

CiscOLVB—TFAAN—TFTAITSYRNTA—LORI)—ZFALIEAN—KFA
>R

« KU —SD-WANZFEALEAX—R ALV RADTA L RAEE

e TUO_HIN HR—Kr&E RFI XK - Cisco Systems
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