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- Cisco Software-Defined Wide Area Network(SD-WAN)
- CiscoIOS® XEANX > RZA 2422 —7 T 4 A(CLI)
- Smart Licensing

- Cisco Software Central
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- cEdge C1111-8PWE/N—>32/17.6.3
- Cisco Smart Software Manager(CSSM)
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ATY71: ICBBLET, Cisco Software Central.

AT Y 7°2:Smart Software Manager.

ATY 73 #R inventory ZEIRLE T,
AT Y 74 B virtual Account.

AT Y 75 Licenses RT &V IV I LET,
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https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://software.cisco.com/#

Software Central > Smart Software Licensing B Cisco Systems, TAC

Smart Software Licensing

Alerts | Inventory

Virtual Account: sdwan-lab =

Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation... (> Show License Transactions
Advanced Search
[ License Billing Avallable to Use  In Use Substitution Balance plens Actions
@ Router US Export Lic. for DNA Prepaid

AL ANBVEE, RERBESAINATA(KR) 0FEERE. 2AAFA LV AF—LTT—
AEF—=T2LTLKEEWV,

F:ZOHARTIE, HSECKOT A 2 A IEDNAADII —RUST IV AR— KNS A2
AZFTTILEAL, AN—RNT7AHOMNAOBMBREBTHO MIEMLTVWD ZEZH
RBELTVET,

L—2BEE—FK

WFhADIONY REFEAL T, L—2A I NO—FEBE—RIZBE>TVB L ZHIAL
ER

show platform software device-mode
show version | include mode

Bl -

Router# show platform software device-mode
Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

Router# show version | in mode
Router operating mode: Controller-Managed

¥ BET— ROFBRN AutonomousiZ &S5 E 1. JL— X & Controller-Managed
with controller-mode enable AN > RARRENBWVWHESEHY ET,

i
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https://mycase.cloudapps.cisco.com/case?swl
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ATYT1 ELVORSVAR—RNELTEURLEZREL LT,

cEdge#config-transaction

cEdge (config)# license smart transport smart
cEdge (config)# license smart url default
cEdge (config)# commit

Commit complete.

X L—RIEFUTL— MR ENTVBEE, NS RR—NBEFURLOATY—KI
IYRAHR—NENTSY, CLT RAVHEET S T L— N EERALTRETEET,
MICDOVWTE, TCLIZ RAVH#EET S T L—bh , #8BLTLEEL,

ATY72 . BENELKOZY RENTVWBR L ZHBRLET,

cEdge# show lic tech support | begin Smart Licensing Status
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<<<<<<<<<<<<<<<<<<<<<<<<< This must be Smart

URL: https://smartreceiver.cisco.com/licservice/license <<<<<<<<<<<<<<< URL must be pointed to
smartreceiver.cisco.com

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

A :TF7FILNOURLEEBNICEMICEY, EETILERFHY) A


/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

MRAA AR ABBN—VDER
ATY71 FHLOWR—=O20ZERLET,
A AN BEETBIELRETHIRNAT, General ZT %71 YL, New Token.

Virtual Account: sdwan-lab =

General Licenses Preduct Inslances Event Log

Virtual Account
Description:

Default Virtual Account: Ne

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.
MNew Token...
Token Expiration Date Uses Expont-Controlied Description Created By Actions

MNo Records Found

The token will be expired when either the expiration or the maximum uses is reached

No Records to Display

ATYT2: HLON—OBHEADLET,

Create Registration Token

his will create a token thatl Is used o reglster product instances, 50 thal they can use licens&s from this virual account.Cnce IU's
created, go o the E"I".E." icensino I",'I"I" guration '.L" our :'-l._"".._l:'.'\-C :I"‘"j enter the ll,"r\-'f n. o reqgister them w th this virlua account

L LE

Virtual Account sdwan-lab
Description hseckkS Installation
= Expire After 30 Days
-I_': 1 f ) & FE ITIE 1 |

Max. Number of Uses:

Allow export-controlled functionaiity on the products registered with this token &
|

Create Token Cancel

A N—TOERBN OB EZEA,
BMHR : F—U 2 FRBEERICHL TRV S BEH.
SAREARHK : hM—OORRERAHK. 773,

Cisco I0SY 7 R J I 7 M Allow exportcontrolled c DA T AN A ICB>TVBRHEEF., 14 €
)7\%@75“‘9&?5& L. Create Token.

b0 R, BWHRFTLEEAEARICETS CHRINICEWERT,



3 SFMIC DWW TIE., TCisco Export Trades #ZBL T &V,

ATY73: h—=U2%#IE—-LET,

ML=y TR=RIZIE—LET, ROVTIDIZEEL FF. Actions >Copy
FhlFE, M= XFHIOBICHZDNEBBEVTAIAEFHTAIOLET,

Virtual Account: sdwan-lab «
General lcenses Product Instances Event Log

Virtual Account
Description:

Default Virual Account No

CDR

x|
BESZIFKIBsLNIESZW
BObzluitdh

Uses Export-Controlled Description Created By Aclions
ODRIMjgOYWOIMDE... B 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk Installation ericgar AClions
The token will be expired when either the expiration or the maximum uses is reached
Downioad
79 1 Recond
Revoke
—_—
cEdge & CSSME D E MY D4R

TOAR—KNEEZ A2 AZFERATRHAZRMTSICE. cEdgeH'CSSME DEFEZHEILT
BDHENHYNET, \> R I AU T, cEdgeldBIND AT Y 7 TCSSMTERE IR —U >
ZERALET,

license smart trust idtoken TOKEN local force

Bl -

cEdge# license smart trust idtoken
ZThjOT1mM2UtMjQ2ZC00YjI1LTgwNjctZGIXZIIZzY ] ZiYmVMLTE2NIMONF I1%0AM] gyNTh8YWNVeTFiZU03N01CATFadmJ4e
jZBLOtoR2Mva2lodElrQmxDalFN%0AcVI3cz0%3D%0A local force

FENEUENLZERIC, OJICCSSMENDBENARRENET,

cEdge# show logging last 50

<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed
from key storage

*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated
or imported by crypto-engine

*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file
*Aug 18 21:03:56.107: %$SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software
Manager (CSSM) restored

*Aug 18 21:03:56.347: %SMART LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was
successfully installed on P:C1l111-8PWE, S:FGL2149XXXX.

BERYORIIN V> 2 OMHEE


/content/en/us/about/legal/global-export-trade.html

trust establishment success 17> A ML TVWB &2 EELET, Chik, S/ AT—
TIVKNNCSSMICEETERA L EEKLET,

cEdge# show lic tech support | begin Communication Statistics
Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

EflAITVENFEMLTVWRIEERE. CORFIXIRND TRFTLNZ1—-F12Y,
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AFATOER

CORRT, EHEEEIZAETA, HSECKIT A LV AR REEAETNTVEREA, Chid,
CSSMIZXTRIN—REBERZEZZA L ADERARRICTZILENHDLOTY, F14 2 AZE
BIBICEE, BREEREZRITLET,

cEdge# license smart authorization request add hseck9 local

Logs :

cEdge# show logging | include SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALIL_SUCCESS: A new licensing authorization
code was successfully installed on PID:C1111-8PWE, SN:FGL2149XXXX

*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is
allowed for feature hseck9

AN=RZAEZADARY NOTIZE, Z4 2 AEBRBEBIREEN. &) S OBHA Y
ERSEIBATREEAET,

cEdge# show lic eventlog 0

* k Kk % Event Log * % k%

2022-08-18 21:11:41.538 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE, SN:FGL2149XXXX"
authorizationCode="<smartLicenseAuthorization><udi>P:C1111-

8PWE, S:FGL2149XXXX</udi><authorizationCode><customerInfo><smartAccount>Cisco Systems,
TAC</smartAccount><virtualAccount>sdwan-
lab</virtualAccount></customerInfo><flag>A</flag><version>C</version><piid>d216£f143-7e2c-48df-
aa7l1-652blbealc7e</piid><dateStamp>2022-08-
18T21:17:45</dateStamp><entitlements><entitlement><tag>regid.2019-
03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-
ec28086e8844</tag><count>1</count><startDate></startDate><endDate></endDate><licenseType>PERPETU
AL</licenseType><displayName>Router US Export Lic. for DNA</displayName><tagDescription>U.S.
Export Restriction Compliance license for DNA based
Routers</tagDescription><tagType>PERPETUAL</tagType><status><success>true</success></status></en
titlement></entitlements><status><success>true</success><correlationID>62feac79ca9112704623118db
58bbc2c-
09bbeebc9lae833f</correlationID></status></authorizationCode><signature>MEUCIBuNw8+ogfZmJAbsRa+8
B+FOwnDZLrv5RXm822rN/he5AiEAtfzzFVIL3dght4sUYDXxRVNUHF2KYi+vFv2vivDF6rIs=</signature></smartLicen



seAuthorization>"

2022-08-18 21:11:41.552 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_STATE_RESERVE_AUTHORIZED

2022-08-18 21:11:41.641 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-
03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"

2022-08-18 21:11:41.641 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"
2022-08-18 21:12:06.119 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE, SN:FGL2149XXXX"
authorizationCode="<smartLicenseAuthorization><udi>P:C1111-

8PWE, S:FGL2149XXXX</udi><authorizationCode><customerInfo><smartAccount>Cisco Systems,
TAC</smartAccount><virtualAccount>sdwan-lab</virtualAccount></customerInfo><piid>d216£f143-7e2c-
48df-aa7l-652bl5ealc7e</piid><status><success>false</success><message>last update already
confirmed</message><code>last update already
confirmed</code><correlationID>62feac7cdbe974f92eefcl15a640£938b-
£08787827763ca37</correlationID></status></authorizationCode><signature>MEUCIQDhI8x+Rzf7wyibdohv
YY6g9/8puukf8Suddokd8ddy5QIgdls/z/ 7rLu+LEd5gK9kgOxA2Vb+vnJUcTOVPo3 /RO0pc=</signature></smartLicen
seAuthorization>"

FOTATLHRIL T & DR

SAE AN FERARETELLKT7I9T147{ENTVRIAESHEERETHL-HOOAT RV
<DO2ABHYET,

show license tech support | begin License Usage
show license authorization

show license summary

show license usage

Bl -

cEdge# show license tech support | begin License Usage
License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1
Version: 1.0
Status: IN USE(15) << <K<K LKL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT :

Interval: 00:15:00

Current Value: 1

cEdge# show license authorization

Overall status:

Active: PID:C1111-8PWE, SN:FGL2149XXXX

Status: SMART AUTHORIZATION INSTALLED on Aug 18 21:11:41 2022 UTC <K<K
Last Confirmation code: Ocdeb51c5



Authorizations:

Router US Export Lic. for DNA (DNA_HSEC) :

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE, SN:FGL2149XXXX

Authorization type: SMART AUTHORIZATION INSTALLED <<<<<<<<<<<<<

License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge# show license summary
License Usage:
License Entitlement Tag Count Status

hseck9 (DNA_HSEC) 1 IN USE <<<<<<<<<<
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SLACOO—ANFHZEAL T, WHRAFZ AL ADA AR ZRITTEERT,

F:oOXYY RIZE, RTUAR—RNERA T EEMESmart Uniform Resource Locator
(URLEBEHY EH A,

O—-ALZA 2 AFHOER

=z ’f t > 7\7§‘T7-T:i_: 3' 2 |E_| l/'fﬁf@sTjJ '7 > I\ C. Product Instances > Authorize License-Enforced Features.

ral > Smart Software Licensing

Smart Software Licensing

Inventary onvert o Sman Licensing Reporls FPreferences In-Frem Acce

Virtual Account: sdwan-lab - /

Praduct Instances

" ; 1 ; . . .
Authorize License-Enforced Features... [';' search by vice or by Product Type Q,

Name Product Type Last Contact Aleris Actions

Mo Records Found

cEdge UDIEHR OB

O—ALZA4 2 ADOFHICIE, Unique Device Identifier(UDI) A" % E T §)%&cEdgeh S E1TL .
show licenseudi AN~ RZERITL T N —;ﬁijtjlzlﬁ':l|D(P|D)t > 7)L§%(SN)EH&%’- LET,

cEdge# show license udi
UDI: PID:Cl1l111-8PWE, SN:FGL2149XXXX



Fi#97 #—AI-cEdge UDIZEA DTS

iE R single DevicecEdge MSNEPIDZEA BT LE T, V1Y T Next.

Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 STEP 4

Enter Request Code

device to enable the features. Learn More
Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly, or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identiflers for the device to be licensed

Display Name;

Juip
Serial Number FGL2149)000X]
PG C1111-8PWE

Host ID

MAC Address
Virtual ID(SUWI)

You can use the ‘show license udi’ command io see the identifiers for a device

FHIT251 2 ABOER

ChRE—FNAATHD =0, FHNIAEARITT, RYTRAICESZANLET, AT
BEEHEZBABZVRSICLTLSEEL,

Authorize License-Enforced Features

STEP | STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve
Router US Export Lic. for DNA 1 1 [ 1
U.S. Export Restriction Compliance Ncense for DNA based Routers

FAEDATFNAREZ AT ORR

TFINAARBAT &, FOELRY ND—OTF—FFTUFv(DNA)Z > T L ZAKZIEDNA
CloudOWFThAIZKYET, ChEBALEZAEYADRATIZE>TERYET,



oelect a Device Type
Some devices could not be identified based on the identifiers provided
Please select a device type

Device Type: DNA On Prem il

Unidentified Devices:

SM: F 2 1AS9
FIDy:; C1111-BPWE
Selected:1
o [TRVET, enable features on different type evices, you must perform this operation separate
or eac ]
Continue Cancel
ARI—ROER

REZTFEL . [Generate Authorization Code] 271 Y I L&Y,



Authorize License-Enforced Features

3 4

Enter Request Code Select Licenses Review and Confirm

Product Instance Details

uDI PID C1M11-8PWE
UDI Senal Number FGL214991A9
Device Type DNA On Prem

Licenses to Reserve

License Total Quantity to Reserve

Router US Export Lic. for DNA

R 156 for DNA based Routors

Cancel Back Generate Authorization Code

SLACOAD>O—K
SLACK77A4INELTHAIO—RTBH, VUV TR—RICIE—TEET,
SLACOcEdgeN D JE—

SLAC7 7 A4 )L %&cEdgel. IE—T B A 7> 3 E32HET,

.USBRZ A7 :

cEdge# show file systems | include usb|Size
Size(b) Free(b) Type Flags Prefixes
15598043136 15596658688 disk rw usb0:

cEdge# dir usbO:
Directory of usb0:/

5 —-rwx 1557 Aug 19 2022 00:43:30 +00:00 AuthorizationCode_SN FGL2149XXXX.txt
15598043136 bytes total (15596658688 bytes free)

cEdge# copy usb0O:AuthorizationCode_SN FGL2149XXXX.txt bootflash:
Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C

1557 bytes copied in 0.020 secs (77850 bytes/sec)

. [Control Connections]A»* 5 [vManage]Zi&1iR L T, [Transfer Files between a cEdge and
vManage] IZBEBT D &, FHNRTENET,
. H—ERABIOSCP/FTP/TFTP,

SLACOA A=)

Smart ImportZ AL T, SLAC7 7AINET7T—KT75Yv 224 ARN=I)LLET,



cEdge# license smart import bootflash:AuthorizationCode_SN_FGL2149XXXX.txt
Import Data Successful

Last Confirmation code UDI: PID:C1111-8PWE, SN:FGL2149XXXX

Confirmation code: aaabb57e

AFRRENTLRVET,

cEdge# show logging | include SMART

*Aug 19 05:42:45.309: %SMART LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization
code was successfully installed on PID:Cl1111-8PWE, SN:FGL2149XXXX

*Aug 19 05:42:45.362: %SMART LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is
allowed for feature hseck9

cEdge# show license eventlog 0
* k k% Event Log * k k%

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE, SN:FGL2149XXXX"
authorizationCode="<smartLicenseAuthorization><udi>P:C1111-

8PWE, S:FGL2149XXXX</udi><authorizationCode><customerInfo><smartAccount>Cisco Systems,
TAC</smartAccount><virtualAccount>sdwan-
lab</virtualAccount></customerInfo><flag>A</flag><version>C</version><piid>0ceadf0a-3145-4779-
8cbb-743c5a234a05</piid><dateStamp>2022-08-
19T705:43:11</dateStamp><entitlements><entitlement><tag>regid.2019-
03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-
ec28086e8844</tag><count>1</count><startDate></startDate><endDate></endDate><licenseType>PERPETU
AL</licenseType><displayName>Router US Export Lic. for DNA</displayName><tagDescription>U.S.
Export Restriction Compliance license for DNA based
Routers</tagDescription><tagType>PERPETUAL</tagType><status><success>true</success></status></en
titlement></entitlements><status><success>true</success><correlationID>62ff22ec38ab5858bdel2581la
2589b39-
bdel2581a2589b39</correlationID></status></authorizationCode><signature>MEUCIQDrUellCPAsnjonKRmU
e40argPiY/qg/UfTGSJ1IdmkkrATgF8G2z0HIxz04IV0O2J7ZHAIM51+QOMvLzUGyZsfvwK5tk=</signature></smartLicen
seAuthorization>"

2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"
2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED

2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-
03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844™"

2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1"
entitlementTag="regid.2019-03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-ec28086e8844"

A2AN—LHTFRIBILEC L ZRRETS

TFAELVANELLKAVAR=ILENTVWRAESHZHEEITAICEK. 7 F742mXEFUO
NRZEERALET,

show license authorization
show license summary
show license tech support | begin License Usage

AVARN=IHAELVWEEE., RETHO MDA ANBENICEBIENET nuse H
REFT) XN Availableto Use T .



Virtual Account; sdwan-lab «

Eneral Licenses Product Instances
By Name By Tag
Manage License Tags License Reservalion... G—' Show License Transactions Search by Licans o,
Advanced Search
D License Bul[mg Available 1o Use In Use Substitution Balance Alerts Actions
= Router US Export Lic. for DNA Prepaid 1 1 - (1] tions -

Manual Entry

MNIA CH000-HSEC 1

DMNA On Prem - maver -

F /= Product Instances X 7 &2V 1) Y UV F % &, cEdgeMUDIFEHA R RENET. T MRS
VIFRE, TAEVABEOFMIRRIENET,

co Software Central > Smart Software Licensing

Smart Software Licensing

Inventory Convert 1o Smart Licensing Reports Preferences

Virtual Account: sdwan-lab =

Product Instances

Authorize License-Enforced Features... |‘:> Search by Dev by Product Typ )\

Name Product Type Last Contact Alerts Actions

upi_pin:ci11-spwe; UDL_snFGL2 1} DNA On Prem 2022-Aug-19 05:43:12 (Re

HSECK9Z 4 22 AZiBHA TS
FS4HR

BE, A MO—Z8EE—RTRE, FVFAVARTEFT7ZAVFATERVS AV A%
BRIKRERFHEEA,

cEdge# license smart authorization return local online
Operation cannot be completed because license is in use

cEdge# license smart authorization return local offline
Operation cannot be completed because license is in use

FAEVAADAR I ZHKRTZICRK, L—FZBET—RECEETIBEN BT,

cEdge# controller-mode disable

Disabling controller mode erases the nvram filesystem, remove all configuration files, and
reload the box!

Ensure the BOOT variable points to a valid image



Continue? [confirm]

X COE—REEICKY), REDSD-WANRENBIBRENE T, REZZEBEHZATIC/NY
DTFVTITBEEB<HERLET, ChIZ&KY, cEdgezd> NO—FEEE—RIZRL
EEEL, OV MO EREBRBETEXT,

JL—Z A AutonomousE— RICHE 2125, /1 VX —FKY MNE RXA D R—LD AT L(DNS)FERIC
BETEDLSIC, WK OQDEARREETSVENHYET,

1.WANA > B —T7 I A ADIPF RLAEIARAYDHRE
2WANA 2 Z—T7 IAADEBRZFICTD

3. 77 F)IMNPIL—KNDORE

4. DNSOERL

5. DNSH—/\DE&E

¥ : BET— RTIE. configuration-transaction 1< > R M X1 V) (Zconfigure terminal 1Y >
RzeFEALTO74F21L—232F—RICAYET,

F BET-RTREEZIIY MNIIHBERFELS, RITETAERERINTRFTIOAV 74
Fi1L—>32T77MINIRTFENET,

HSECKOR/ZEDNAL V AR—KHHZ A 2 AN FEITDELURBTHI MO N—0 2 Z1E
ALET, POTATBRN—=OFBVWERRE. ILLKN—UVEERLET,

cEdget AU FIEICHE > T, CSSMTRYENEEHEEZERLET,

Router# configure terminal

Router (config)# license smart transport smart

Router (config)# license smart url default

Router (config)# end

Router# license smart trust idtoken TOKEN local force
Router# license smart authorization request add hseck9 local

ERICHALLEOERUORY RZEALT, ELLKRZVAR—NRSATEAN—KL
S—/NURLFBMICE2THY, FEOBUANERCETLECEZBELET,

BEATTLES, FA4AEVAZBRET AT MObnlCRLET,

Router# license smart authorization return local online

Authorization already returned with this code:

UDI: PID:C1l111-8PWE, SN:FGL2149XXXX

Return code: CmJHgn-5CFUkd-effkCh-4XgCpQ-SgK5Sz-fQFfM8-6gH7MA-33hDbX-sXT

ARRENTLERVET,

Router# show logging | include SMART
*Aug 18 22:00:22.998: %SMART LIC-6-AUTHORIZATION_REMOVED: A licensing authorization code has
been removed from PID:C1111-8PWE, SN:FGL2149XXXX.

Router#show license eventlog 0
* Kk Kk Kk Event Log * Kk Kk x



2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi="PID:C1111-8PWE, SN:FGL2149XXXX"
authorizationCode="<smartLicenseAuthorization><udi>P:C1111-

8PWE, S:FGL2149XXXX</udi><authorizationCode><customerInfo><smartAccount>Cisco Systems,
TAC</smartAccount><virtualAccount>sdwan-
lab</virtualAccount></customerInfo><flag>A</flag><version>C</version><piid>519e0f72-85d6-4a57-
8805-5999e7b712be</piid><dateStamp>2022-08-
18T22:08:17</dateStamp><entitlements><entitlement><tag>regid.2019-
03.com.cisco.DNA_HSEC,1.0_509c4lab-05a8-431f-95fe-
ec28086e8844</tag><count>1l</count><startDate></startDate><endDate></endDate><licenseType>PERPETU
AL</licenseType><displayName>Router US Export Lic. for DNA</displayName><tagDescription>U.S.
Export Restriction Compliance license for DNA based
Routers</tagDescription><tagType>PERPETUAL</tagType><status><success>true</success></status></en
titlement></entitlements><status><success>true</success><correlationID>62feb851b0b3a2264144901cb
3491c22-
ff3le87ded74ffde</correlationID></status></authorizationCode><signature>MEUCIQCTLIY/HrhJXgR3+0oxC
WH/mpLxezThnvoAMFRIO7BHzJgIgBNDnvAD4uleiQZ3Qrg8uGcdIb6rLkbR/pn3fDv67eG5c=</signature></smartLicen
seAuthorization>"

F:ROOXNREFEALT, L—220MNO—FEEBE—RICELULET, controller-mode
enable AN RARRENBVWESEHYYET,

OffineXyV v R

JR—20—RZERTRDICE, L—XNFBREE—RTHIVBENFHYVET, 70F7142AK(IC
ﬁi-j YT:EW_'rtéizgzﬁ:L'351?o

JE—20— ROER

L—2TO—ALBIEEAL TCSSMOFRS A £ AERTTBICE, UR—2O— KHF %
BT,

Router# license smart authorization return local offline

Enter this return code in Cisco Smart Software Manager portal:

UDI: PID:Cl1111-8PWE, SN:FGL2149XXXX

Return code: CCKUTQ-Qg2Ytw-ZhSLg5-bDFw7e-VvWgf2-QwwBed-3MaRcT-fFfGcn-X6e <<<< Copy the string

FROHIER

g@hf‘[’. Product Instances > Actions > Remove. )L_'}_( AsIE—L 1z 1) 7 —>1—R EEE V) 'ﬁ H'\

Remove Reservation.



Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-hDFwTe-VvWaf2-

DwwBed-IMaRcT-fFiGen-X6e

Remove Reservation Cancel

[License reservation removed successfully] BHINMERICKRTRENE T, BE. Actions>Remove >

Remove Instance.

3
CITR., BENERCHMELTVIAES A ERBLET,
EREIT K

BRAFIEE., A FAVARKERTT7ZAAROEATY T THALET,

show license tech support
show license status

show license authorization
show license summary

show license history message
show license eventlog

license smart clear event log
license smart sync local
license smart factory reset

NZ7MZ1—b
CoTH. BEONSIASI-F AT CBEATEBBHRERLET,
KUY —#EALLAR—RSA 20T 12 8—% Y NENL fcEdget CSSMAID £ 1

TRERFEABEICKEL T, BREZAEV T IV FILANSEBISEEN R I (VXM
LEXY,



FNAABTAY =R ELLKKRBTERV—RBRABFT VAN HY)ET,
— RN EE
DNSHER A #EEL %\

smartreceiver.com(CEZE T B (CIE. cEdgeNf RXA VB ZBRTEDHLENHVYET, BRTE
BWEE, URLEIL—FT 1 U AEERIPICERE T, BERXELET., COIZ—EEE.
EEBIIDOBAITRICKRTENET,

*Aug 18 20:45:10.345: %SMART LIC-3-COMM_FAILED: Communications failure with the Cisco Smart
License Utility (CSLU) : Unable to resolve server hostname/domain name

AVZ—ZFY NDIPEZENIHDEZHERLET,

ping 8.8.8.8
URLICX L TpingZR1TL., Kb W IZURLADTelnetZEA L T, Internet Control Message
Protocol(ICMP)A"AZBTF/INA RICK 2 TT7AY IENTVBRIAESH EBERLET,

ping cisco.com
telnet cisco.com 80

TARNFKREL=HBEF. DNSH—/NZREL . DNSHEREZEMICLET,

ip domain lookup
ip name-server 8.8.8.8

AEDNSH—NZRETEBRWVWHEERE., L—FTO—NI)LDNSHERERELET,

cEdge# config-transaction
cEdge (config)# ip host smartreceiver.com A.B.C.D
cEdge (config)# commit

3 : smartreceiver.comliZ S BT RIPZHZUEN HDHEIE. nslookup AN RZEFEFHLE
9,

¥ BZAOIPREBEEORBELEEICEEENZAEMN HY ., SAODRCOEEEEANL
WY, O—N)LDNSERIEHEEThEL A,

Smart Licensing(SL)A R ROV IZ—MHBIZ— XY E—IHFRRENET,

cEdge# show license eventlog 0
* k k% Event Log * %k k

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: $SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart



Software Manager (CSSM) : No detailed information given

SD-WANR>ZIIICKBDNSO7OY Y

BEEEORBEIE., SD-WANK >R HOEERNACLA BEEDNSHEEZT7OY VT3BEAICEREL
9,

cEdge# show license eventlog 0

* k k% Event Log * * k%

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"

2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart
Software Manager (CSSM) : No detailed information given

ZHEEIC, DNSH—EANFAENhTVWD ZE ZHRBLET,

cEdge# show sdwan running-config sdwan
sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1

no border

color public-internet

no last-resort-circuit

no low-bandwidth-link

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns <<<<<<<<<<<<<<<<<< MUST be allowed
allow-service icmp
allow-service sshd
allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun

no allow-service https

no allow-service snmp

no allow-service bfd

exit

RZ2AR—BNURLFELLSBY EEA

FR(FR)AARM=ILDFE, T7 4 NDEER A 7 (ECisco Smart Licensing
Utility(CSLU) T 9 &

cEdge# show license tech support | include Smart Licensing Status
Smart Licensing Tech Support info



Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: cslu <<<<L<L<K<L<L<<<<<<
Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

00— BEIZ—,

cEdge# show license eventlog 0

* Kk Kk % Event Log * Kk k%

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"

2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain
name"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART LIC-3-COMM_FAILED: Communications failure with the Cisco Smart
Software Manager (CSSM) : No detailed info

3 : CSLUIECisco SD-WAN(Cisco vManage) CldHAR—hEhTH ST, CSLUZFERL T
. CiscovManage CEBE BN —T 1V IJRHBA VARV ADT A2 AERRRZE LR
—RNTBERTEEREA, FMICOVWTIE, Cisco Smart License Utility(CSLU)Z S8 L
TLEZW,

AR—KRI=—JI2RMOFT7A)INURLERSVAR—RNEATZFBTREL. N—U 2 THE
YEhi-FHEzeBEHAITLET.

cEdge# configure terminal

cEdge (config)# license smart transport smart
cEdge (config)# license smart url default
cEdge (config)# commit


https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

SD-WANK > ZILICKBHTTPSO7OY 9

Smart Licensingl&1E & Hypertext Transfer Protocol Secure(HTTPS)7R— M443ICEDVWTWVS =8
. SD-WANK RN BEHTTIPSHZ 27OV V2L, BF, BATER, B &LTFRUMLKR—
NOBHIAKBLET,

log# & Ceventlog® —fxEI B T Z —,

*Aug 18 20:59:44.914: $SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart
Software Manager (CSSM) : No detailed information given

BEEEFICSD-WANKN > R THTTPSHY —E AN F AT hTVWB EZHIEBELET, TS5 TELVIE
ElE. FALT., M=o %FRAL TTrust EstablishmentZ Bi&1TLE T,

cEdge# show sdwan runnning-config sdwan
sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1

no border

color public-internet

no last-resort-circuit

no low-bandwidth-1link

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns

allow-service icmp
allow-service sshd
allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https <<<<<<<<<<<<<<<<<< MUST be allowed
no allow-service snmp

no allow-service bfd

exit

ABT7ATFO#—)LIKFCSSMURL, IP, EkFR—N443270OY Y

BARNT—FFTIOFNT7ATIOx—)L2FEALTRNT 714y 0%HHELTVRESE, R—
N443 ~ smartreceiver.cisco.comA 7 OY V& NTVARVZEEZRBELE T, ESICHEETSIC
. 774794 =)IF—LELRFEAE2—FY NF—ERZONAEZ—(SP)ICRAVEDLETL
EEW,

W—=2h5,

cEdge# telnet smartreceiver.com 443
Trying smartreceiver.com (X.X.X.X, 443)...0pen



H—EAVRFIRARD S,

ericgar@cisco$ telnet smartreceiver.cisco.com 443
Trying X.X.X.X...

Connected to smartreceiver.cisco.com.

Escape character is '"]'.

123—XY MOBBBDAR—TI(A

BEOAE—TIAANFETDIFTIA T, CSSMEDBEANKRMLET, httpIAfEx1 >
Z—TIAAR, L—XTHEAATREERDA > EZ—T I/ AILLEETEXT,

cEdge# config-transaction
cEdge (config)# ip http client source-interface INTERFACE
cEdge (config)# commit

BEE T

. Cisco Enterprise Routing PlatformsDR) > —Z AL EAN—R A4 A
. Cisco Smart Licensing® KT AX—KRT7 AV MCE 3 5FAQ

R —SDWANZFEALIEAN—RSA L ADTA 2 AER

T AN YR—bKERFI X B —Cisco Systems



https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
/content/en/us/products/collateral/software/smart-accounts/q-and-a-c67-741561.html
/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/ja_jp/support/index.html

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



