Cisco Catalyst SD-WAN® AppQoE TCP&iE L&
KRUDREONZ TN a1—TFT427

2E

=303 1’}

NY2TZ2 RER

Bay, ., Zat

CCPSHEE  10DEORIT—2

2 RAEDRI =B LPHF—E R/ — REIV BTORER

1DOBHO7O0—%REL, TVRY—TVRTRL—RATB
E—Q70-0ORL—2R

4. H—ER/—R)YJ—RAL DREQHEE

. XSNED S T7AYIDEXEYTF+
J73£1:CLI(Embedded Packet Capture — EPC)
5 3%£2:GUI(Cisco SD-WAN Manager)

6. TRDBIT AT BERRLET
TCPEIB{t &S S UDREIC LD 7 O—QNIEHFE
BBt R EEABL
Confirm
R
BIE & #EF
DA DKBEINAINA
EXOEOROYT

Confirm

#R

1B1E & #&5F
H—ER/—ROete B BT
CETE X v N T«
SYNA U —& gL — b
MTU# L O'MSS

Confirm
DREGFZOTATENVE O I VBV

DREREEL ET O#EER

ELLBIETS
SMQIREETAAHL—>3 >

o EEER

\ll

(X C&IC



ZORFI1ANTIE, Cisco Catalyst SD-WANT DAppQoE TCP&Hi#E{t# & U'DRED NS 7 )L
A—TFTAVITHFECOVTEHIBELET,

INY DT Z02 RIEER

COHA RIE, AppQoERISTCP7 O—A"REBE{LE N TV EWVWEE, NM/NAETh3BE. KX
BIZUEY RENBFEE. BERBY—EA/ —REBETIHE. TLEREF—2TEMHR
(DRE)DIETA FREL ) ELBVBEICFEALET,

107 BORNVT—ASRHBLET, RUS—ENAOREZ, HY—EA/—RORE, 70—
REE, BE, TCPEE, HIUDREMRDOEEL SYIVBEL XY, TERL oEIZ32ICED
D, 7O0-FBRFEBVICBHEL BB 2LEBRAADI 2 ILEELETTTY,

By, $EEH, &M%

D74 RTIlE, Cisco lOS® XE Catalyst SD-WANT /N1 AICDOVWTEHRBBLE T, cOF/NA A
. EEThiz, FLEATOAPPQE —ERA/— RTTCPHREB{LEZIIDREZFEALET,

RELEHE AT—R2A
NTVY O -
B ] X > &
e EAECLI 317 ) Cisco Catalyst SD-WAN AppQOE 26 x RF I X NENE
WAV 2
—tENX>T 14 |2026-07-15THENCisco I0S XEY — AL L TEH#ER
IR

NRICERE |ZRF ¥ 7 F v : Cisco I0S XE Catalyst SD-WAN 17.18.2 on C8000v, #h&BH —
NBEHERZD) |[EA/— RAppQoEAppNavdZ kO—>c¢8000v-appqoe-3. H—EAX/—R
I)—A., 7°Z |(c8000v-appqoe-4., #AEBSN appgoe-service-node(SN IP 15.15.15.2), VPN 10t
Y N7 #—L |DSNG SNG-APPQOE, 7—#%7R!J < —_vpn-10_appgoe-policy(TCP + DRE),

. hROD 20267158 ICHUS.,

ARV ROTFRAZEVTAEHARF, YIRNTITII—R, 75V RT73—4A, 8&TO—
WCE2TEBYWET, =T Y FNAATIONU R AT ZHEAL TBXXZBFELET
o COHARDELARIQFPIR Y REFRABMWERTIAN, 77V N7 A—LBITII)—A
CEBTY, ONY RIFEETRIHBEICOKMEAL TEEL,

EFBVIV—AOFIVIRANIRDODESBYNTY, sk, 7Y RT7A—LBEBEOYR—
RELTAT—IICETZRFIXD NI TRDZEDOTRESLY TR A,



Hae BNIV—AFIVIRAU K~

DRE&S LV BEftE N —EAD> NO—F/4—E A/ —|Cisco I0S XE Catalyst SD-WAN
RMTUSLIE 17.5.1a

AppQOED RS ) a—F 4T TH—ERARED R

v 17.6.1a
HRE N7 O0-FEORNZ TN 1—F120 17.9.1a

TLS 1.3MSSL7’ O+ > 17.13.1a/¥ % —2 ¥20.13.1
REJIN—7ZERL -DRE 17.14.1a/X F—= ¥ 20.14.1

DRETI, A#THR—RENTVBH—ERA/— RERHIO—QEFRETT, $—E R
Y RO—50&OO—LOF/NA ATREFE T, FUERETAPPQOEE/ST v NERE B &
AhEBIERTEE A, BELENERNS 71 Y VORAO— KERELTDBAE. FK
—R&E TV BSSUTLSAEA RETT,

RS —%ZLETBH], HKETBEHREV VT T30, Y —ERAZBEHITDH. FLRETFNVIT %
BMIZTBEIC, ROBEBEBZF Y SFYLET,

c VT7KRIDIFTVI—=RA, 7TV RT7 A=A, BLRUOEBETOAppQoEO—/L

- EEABRVTEEPT RLA, R—K, ORI, VPN, B&LTUTCT A N

« FRENDBRVI—I—FTUREHF—ER/—REY YT

c ERAMIDOOTO—. 120 A MRT, £GFTNTDAPPQOERS 7 1 vV ICHET B H
50

« BUTARNERT2DOHDID U R—AFY7>av N

S
FE BRUONZ TN 1—FT420 TR, DREFY Y2 1ZIUTLBEVTEZL,
chzeJF79%&, DREFBREBEHh, VF—LAF Y Y INRREETNT, AERHE
NFEEENINKT,

CCHASHB107EBORN)T—
1. ADpQOEDIREE HFIEND T 5 —DHERR

ZMLTWARIYDTFNA AR ERY—ERAOD NO—FTRITLET,




show sdwan appgoe status
show sdwan appgoe error recent

SROY>TI

c8000v-appqoe-4 ( H—EA/— K, C8000v, I0S XE 17.18.2)

c8000v-appqoe-4#show sdwan appqoe status
APPQOE Status : YELLOW
Service Status:

SSLPROXY : YELLOW

TCPPROXY : GREEN

SERVICE CHAIN : GREEN

RESOURCE MANAGER : GREEN

c8000v-appqoe-4#show sdwan appqoe error recent
Appgoe Statistics Recent

Label Current value Value(30 sec bfr)
RM TCP used sessions 0 0

RM TCP session allocated 21516 21516
TCP number of connections 21215 21215
TCP failed connections 298 298
vPath drop due to pps 0 0

vPath new connection failed
BBR Active connections
Syn Drop Max PPS Reached

. (output truncated)
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0
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Value(60 sec bfr)
0
21516
21215
298
0

0
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0
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show sdwan policy from-vsmart
show service-insertion type appgoe service-node-group
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c8000v-appqgoe-3 ( AppNavd> hO—3 ), 2026F7H15H,



c8000v-appgoe-3#show sdwan policy from-vsmart
from-vsmart data-policy _vpn-10_appqoe-policy
direction all
vpn-1ist vpn-10
sequence 1
match
source-ip 31.31.31.0/24 41.41.41.0/24
action accept
tcp-optimization
dre-optimization
service-node-group SNG-APPQOE
default-action accept
from-vsmart 1ists vpn-1list vpn-10
vpn 10

c8000v-appgoe-3#show service-insertion type appgoe service-node-group

Service Node Group name : SNG-APPQOE
Service Context : appgoe/1
Member Service Node count 1
Service Node (SN) : 15.15.15.2
Auto discovered : No
SN belongs to SNG : SNG-APPQOE
Current status of SN : Aldive
System IP : 10.20.0.1
Site ID : 30
Time current status was reached : Fri Jun 12 07:45:14 2026
Cluster protocol VPATH version : 2 (Bitmap recvd: 3)
Cluster protocol incarnation number : 3

Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

http RED/NOT AVAILABLE
utd chnl RED/NOT AVAILABLE

action acceptid, SNG-APPQOE% 7R A > N ¥ % tcp-optimization & dre-optimization® /5 %& 4&i%
L. SNi&tcp/dre GREENTEIEL TWE T, ssl/http/utdidRED/NOT AVAILABLEE R RENET
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show sdwan appgoe flow vpn-id <vpn-id> server-port <port>
show sdwan appgoe flow flow-id <flow-id>
show sdwan appgoe flow closed all
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F£9., Tv2I)I—2EDCIL—RDOHEIT Tshow sdwan appgoe flow vpn-id <vpn-id> server-ip
<server-ip> server-port <port>ZR21{TLET, cOIAN Rk, 7O0—IDZRLETF, 7O—ID%Z
BBLES,. mHDIL—2R Tshow sdwan appqoe flow flow-id <flow-id>%Z E{TL £ T,

show sdwan appqgoe flow vpn-id <vpn-id> server-ip <server-ip> server-port <port>
show sdwan appqgoe flow flow-id <flow-id>
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c8000v-appgoe-4#show sdwan appqgoe flow all
Active Flows: 0

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
Flow ID VPN Source IP:Port Destination IP:Port Service
No Matching Flows

c8000v-appgoe-4#show sdwan appgoe flow closed all
Current Historical Optimized Flows: 100

Optimized Flows

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
RR: DRE Reduction Ratio

Flow ID VPN Source IP:Port Destination IP:Port Service RR%
91989394759551 10 41.41.41.2:50748 185.125.190.99:80 T -
91990285862945 10 41.41.41.2:36804 185.125.190.100:80 T -
91996708679695 10 41.41.41.2:54614 91.189.91.97:80 T -
92002614507991 10 41.41.41.2:57534 91.189.91.97:80 T -
92101839402141 10 41.41.41.2:36856 185.125.188.54:443 T -

(95 more rows truncated)

++++ Tracing single flow end to end, run below command on both edge and DC routers +++++++

c8000v-appgoe-4#show sdwan appqoe flow vpn-id 10 server-ip 41.41.41.2 server-port 21
T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP

Flow ID VPN Source IP:Port Destination IP:Port Service
93741048628578 10 31.31.31.2:37632 41.41.41.2:21 TD

c8000v-appgoe-4#show sdwan appqoe flow flow-id 93741048628578
Flow ID: 93741048628578



VPN: 10 APP: 0 [Client 31.31.31.2:37632 - Server 41.41.41.2:21]

HTTP Connect: O

TCP stats

Client Bytes Received : 213
Client Bytes Sent : 363
Server Bytes Received : 176
Server Bytes Sent : 36

Client Bytes sent to SSL: 165
Server Bytes sent to SSL: 176

(195 more rows truncated)

TCP Flow Events

1. time:303.932637 HH Event: TCPPROXY_EVT_FLOW_CREATED

2. time:303.932696 - Event : TCPPROXY_EVT_AD_RX_SYN_WITH_OPTIONS

3. time:303.932741 H- Event: TCPPROXY_EVT_SYNCACHE_ADDED

4. time:303.932759 H- Event : TCPPROXY_EVT_AD_TX_CORE_SYNACK

5. time:303.933496 - Event: TCPPROXY_EVT_AD_RX_CORE_ACK_WITH_OPTIONS
6. time:303.933594 H- Event: TCPPROXY_EVT_ACCEPT_DONE

7. time:303.933650 - Event: TCPPROXY_EVT_AD_TX_CORE_SYN_NO_OPTIONS
8. time:303.933657 - Event: TCPPROXY_EVT_CONNECT_START

9. time:303.933993 H- Event : TCPPROXY_EVT_AD_RX_CORE_SYNACK
10. time:303.934022 - Event: TCPPROXY_EVT_AD_TX_CORE_ACK_NO_OPTIONS
11. time:303.934024 HH Event: TCPPROXY_EVT_CONNECT_DONE
12. time:303.934049 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_SENT
13. time:303.934198 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_RSP_SUCCESS
14. time:303.934222 - Event: TCPPROXY_EVT_FLOW_CREATE_SSL_DONE
15. time:303.934232 H- Event: TCPPROXY_EVT_DATA_ENABLED_SUCCESS

(95 more rows truncated)
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show sdwan appgoe rm-resources
show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail



show sdwan appgoe dreopt statistics peer
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c8000v-appqoe-4#show sdwan appqoe rm-resources

RM Resources

RM Global Resources :

System Memory Status : GREEN
Num sessions Status : GREEN
Overall HTX health Status : GREEN

Registered Service Resources :
TCP Resources: Max Sessions : 40000 Used Sessions : 0

SSL Resources: Max Sessions : 40000 Used Sessions : 0
DRE Resources: Max Sessions : 750 Used Sessions : 0
c8000v-appqoe-4#show sdwan appqoe dreopt status detail
DRE ID : 52:54:dd:77:4a:a7-019cdaae7bca-9a025f66
DRE uptime : 126:13:46:58
Health status : GREEN
DRE cache status : Active
Disk cache usage 1 29%
Disk Tatency 12 ms
Active alarms: None
Configuration:

Profile type . S

Maximum connections : 750

Disk size : 60 GB

Compression type : DRE-LZ

c8000v-appqoe-4#show sdwan appqoe dreopt statistics detail

Total connections : 48

Max concurrent connections 12
Current active connections : 0

Total original bytes : 63254 MB
Total optimized bytes : 32691 MB
Overall reduction ratio 1 48%
Disk size used 1 29%

Cache details:
Cache status : Active Cache Size : 59132 MB Cache used : 29%
(per-connection reset/EBP/encode/decode detail truncated)

c8000v-appqoe-4#show sdwan appqoe dreopt statistics peer

Peer No. System IP Hostname Active connections Cummulative connections
0 10.30.0.1 c8000v-app 0 22
1 10.20.0.1 appgoe-ser 0 26
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% 3%1:CLI(Embedded Packet Capture — EPC)

Cisco I0S XE Embedded Packet Capture(EPC)#gElE. T/N1 ADCLITEEFEATEEX T,
Tunnel2000000001Zfl& U TEA L EEBRENEEREZRICRLET,

monitor capture APPQOE_CAP interface Tunnel2000000001 both

monitor capture APPQOE_CAP match <ipv4 or any or access-list>
monitor capture APPQOE_CAP start

show monitor capture APPQOE_CAP

monitor capture APPQOE_CAP stop

monitor capture APPQOE_CAP export bootflash:appqoe_clear_data.pcap

% 3%2:GUI(Cisco SD-WAN Manager)

F /(. Cisco SD-WAN Manager ( SAIOvManage ) DGUIZEAL T, cOF ¥ IF v &2 E#E
RITTRDCEETEET, CcOGUIE., pcap7 7AINZBBNICHELDTEEH, FUOO—RY
AEET T,

1. Monitor > Devices D JEICBE L £9,

2. 7 /X4 A(c8000v-appgoe-4) % &IR L £,

3. E/IDO R A > TTroubleshootingz 7)Y J LE 9,

4. Traffictz 7S, 3> T, Packet CaptureZ3ZIRL £ 7,
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NIPQFP#HEEHERIE. HR—BME N TWBAppQOE flowd & Werror X > RICK 2> TREEN K
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show platform hardware qfp active feature appqoe stats global
show platform hardware qfp active feature appqoe stats all
show platform hardware qfp active feature appqoe internal all

20NAFTYT72IYRNEHBLET, ChSDAIVRIEBHNTT,
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c8000v-appqoe-3#show platform hardware qfp active feature appqoe stats all
APPQOE Feature Statistics:
Global:
ip-non-tcp-pkts: 1354682
cft_handle_pkt: 0
sdvt_divert_req_fail: 1374
appgoe_svc_on_appgoe_vpn_drop: 0
appqoe_sng_not_configured: 0
SDVT Global stats:
within SDVT syn policer 1limit: 71660
SNG: O SN Index [0 (Green)], IP: 15.15.15.2, oce_id: 221252816
APPNAV STATS: toSN 85540403 / 75619122643 fromSN 105667460 / 109985814214
NoFoDrop 0 / O
SDVT Count stats:
Active Connections: 4
decaps: 58388600 encaps: 47119306
SDVT Packet stats:
Divert packets / bytes 47119306 / 34139250226
Reinject packets / bytes 58388600 / 52530512355
Pkts dropped packets / bytes 10 / 690
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10



c8000v-appgoe-3#show platform hardware qfp active feature appgoe internal all
APPQOE Feature Internal:

syn_policer_rate: 2700

Cluster Type: External

Service chnl health : Green

TCP sub-chnl health : Green

SSL sub-chnl health : Red

DREOPT sub-chnl health : Green
Service-Node-Group: 0

Active SN Bitmask: 0x0000000000000001

SN TabTe:
Idx | Id | Ver | Status | DP Status | msecs ago | IP
0 | 1| 2 | Green | Green | 27707 | 15.15.15.2

cft_handle_pkt: 08 & U*appqoe_svc_on_appqgoe_vpn_drop: Ol&. CFT/FIDEEZE &£ BRVPN RO Y
7ZBRALET, SNUnhealthye LT ROYZEnNTY N 103 NEBEBREHDNT, 7
DT AT BEEELTRSFICSNOALABBICHL THBELET,

HEOEOROY S
Confirm

show sdwan appqgoe error recent

show sdwan appgoe flow closed all

show sdwan appgoe status

show service-insertion type appqoe service-node-group

D)—ABLTTZYRNTA—LLEICFETDHEES. HEThZ1BOEROF% (Cstats
global& 1z [Fstats allZ LLERL £ 9,
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EEBENR—AT A, c8000v-appgoe-3 ( I hO—7 ). 2026-07-15, 7 T—)LYO—XIZ &k
DREEEFREL TVEE A, SNIFAlive/GreenT, I 5 —recentlEPPs:0l- & BvPathDFEE L
vPath new connection failed:0ZRL TVWE T, F—X/NAROAYVYZORRORAFY 723y (Y
REMZEEREZVY) ET,

c8000v-appgoe-3#show platform hardware qfp active feature appqoe stats all | include Drop|Unhealthy|NoF
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10
NoFoDrop 0 / O
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BEOREZRKIESYNRNS 714 Y VBT TEET, FILVLSYNREFZED /—RICEEE

R® | stha., FULL — Kit. BBOREDISTT
sy LWOSY RERTUBLTO—GEN, FTE NS LA /IAE NS, REFH/7
TEE lToLon-Z#EAOTO—E KOYTE N, $—ERFI—> 7O KDY TS

ns

RDIX RZERITLET,

show service-insertion type appgoe service-node-group



show sdwan appgoe status
show sdwan appgoe rm-resources
show sdwan appgoe dreopt status detail

J—=ROXUN—=29 7, B4 ND, &, AODIRE, BF/AE, DREFS—LA, B&LUET
FETREM EHEEEL £ T, Cisco I0S XE Catalyst SD-WANL U —Z17.6.1ak V) BITlk, 74
—EADREOHMEIFIRENDTHENlHY, ZVHEIZEERRL T LSV,

ZROFTI

EERZ/—R, 2026-07-15, > hMO—F Tk, SNFACOENDAILAN—HA—TEMICHEST
WET, /—RTR, JY—ANFR—TJ ¥ HFAY R)L—LHFRICRREIATVET,

c8000v-appgoe-3#show service-insertion type appqoe service-node-group | begin Health
Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

c8000v-appgoe-4#show sdwan appgoe rm-resources | include Status|Max Sessions|Used Sessions

System Memory Status : GREEN

Num sessions Status : GREEN

Overall HTX health Status : GREEN
TCP Resources: Max Sessions : 40000 Used Sessions : 0
DRE Resources: Max Sessions : 750 Used Sessions : 0

BR0O%THY ., FATNTWVWSEEY S 32 IE40000/7500 RO TICH B, 0/ —RiE
BRENEANS 7N TEHEBTESHY) £ A, show sdwan appqoe status TR TE D HEBND S
BB AT—R Ak, KREADSSLAODALZERNL—ALET,

J=RAtEYIIVAREOLRIGEVEHICTLRZEAIO-CBE 21258, L LWViEE%Z
DEITRDD., T2V RTA—LFFATRIEAMTHR—RNENTVWBAppQEY Y —RA7'O7 7
AN EEPTHL, BEZEMLET. I—XODRAMZEMT DL, Y R—hENBD/\—RDI
TO7O—AT—IIHABEENDEFBELZEVWTSEZ W,

CFTEF v /N> T4

appqoe_cft_handle_pktld T —HT 2R TY, cDHI R, AppQoEN CFTREND S B
70—-IDZRBTELEVEESICEBMLET, CFT/FIDAEOLXKBERIENLELTVET, b
Z74YVOEEKIRLUTERVMEZEREL TE, BAMREBORAICEERYEEA,

show platform hardware qfp active infrastructure cft status



show platform hardware qfp active feature appqoe stats global
show sdwan appgoe rm-resources

CFTIREEZH—ER /—ROF+ N T 1 EGFBIICEBRLET,

SROBTI -
¢8000v-appgoe-3 ( > RO—F ), 2026-07-15, RWXEFEVEZOT—TIINHIBREhEL L&

o

c8000v-appgoe-3#show platform hardware qfp active infrastructure cft status
CFT 1/1

CFT id: 0 CFT name: GLOBAL_CFT
General Parameters:

Max flows: 1000000

Number of buckets in CFT hash table: 7227108
Statistics:

Total number of flows added 1 1424672
Total number of flows removed : 1424664
Total number of currently allocated flows : 8

. (per-feature memory element table truncated)

BEZY LTSN TWVWS 7O—0#HE : 8 ( &K1,000,0001c{ LT ) ETF—7ILOTL Y v—
AW EZERL, AppQoE#st dcft_handle_pkt:0FFIDEREB IS —HFBWC & ZBERLET
o TN EBEEFTRAL, LR T Bcft_handle_pkth', CFT/FIDOREEZRLTVET,

« CFTAT—RAR. Iv270—F7—7)LFEE70-DOEA/IZ—%ZRLET,

« rm-resourcesld, AppQoEH—ERA /—REYZa>REZRANLET,

- FDEEBOXBORERELTRT—TILAV2EVTHEIHN, XTEUFRENEZSHETH
 ThAE—ORRTEH)EEAS

TFTANBRBRICIS—HAEINL EBEAE, CFTIS—/RE, 7Y RNTF—LART—I, TIOF
17BER. B/ —RDY—AEZF+Y+TFYLET, BREIDOER., Y —EA/—ROB
HAE, HR—FEhBDVY—ATO77MILOEE, FLREMVBELREOTSYNTF—LAD
B1T. —MBMBCFTIZ>—%2/\—ROVITREDHER/E LTS HIIZ, Cisco TACIZELEL TL
EEW,

SYNRUH—&#EEEL — K~

TBEBAT—BRAENEILENIZAV VB ZEALET, "SDVT_DROP_ERROR, GIZ—7
ZATHY, ThEEBRFSYNRUS—FBELIECEZRIEDOTREHYREA,



show sdwan appgoe libuinet-statistics
show sdwan appgoe error recent
show sdwan appgoe rm-resources

Syn Drop Max PPs reached, PPIC&®vPathROY 7', 8LVCEAUTANERZERL 2. FL
WEROHBEEEEHL VSYNICEEN RELAETFTRUY—0RENBILEND—F T, R
HEFRISD7O—REELREETT,

ZROFTI

c8000v-appqoe-4 ( H—E A /— R ), 2026-07-15, libuinet-statisticsld &<, R Y —BED
Vpath#kst 7Oy YA RRENET,

c8000v-appqoe-4#show sdwan appgoe Tlibuinet-statistics | begin Vpath Statistics
Vpath Statistics:

Packets In : 112733521
Syn Packets : 21516

Syn Drop Max PPS Reached : 0

Flow Info Allocs : 21516
Flow Info Allocs Failed : 0

Vpath drops due to min threshhold: 0
Failed to create new connection: 0

Syn Drop Max PPs reached: 0 ( § KU'PPIZ & BvPathROY 7" : RIED I Z—TIE0) o SYNR
DY —R@GZCTI—ILEhET, O MA—FTHRES N TVS L — NEsyn_policer_rate:
2700 (internal all 5 ) TY, PO 3 ZERTIDHIIC. BRENIESYNL— M EHERL TL
EEV,

ARTHNEN—ARL—RZHSL, EEZFYNITACHLVERZIEHL., XELEh
RIS —NIROBMALTD 2B LERT, —RAEHA RORBFIRZHREL I2V)
CEBLEY LBEVWTSEEZY, FHEL— M YR—RMEIRICESVES, 75y RNT7F—4L
TACOAT—IAAE D AZEAL T EE L,

MTU& & O'MSS

MSSOFREE., ThBEHTI., EEFEOAPPQOE SYNROY 7NATRSYY EEA. T—E2/NAR
 U—ERA /- REEBEMTUE AT EILILF—NN—AY RASMSSZFHEL £T. ARELES
k. 94T MMSSZREL, ¥—/N\AIMSSZREFEL£T. MTURHRAEATEZRWEER.
ABETICHRITTERT,

LA 2T, MSSEHE O AMOELEA & L Tsdvt_drop_appnav_divertZ (1 2 FEA L AV T & L

o



Confirm

e YIRDIT7)Y—R%Z5ERULET, 17.5.1aTlk. SC-to-SN MTUND BEIMIEAEAET N E
L,

« H—ERXOA MNO—Z/H—EA/—R/NAESD-WAN7 A —L A THR—KhEND
MTUAN Y —THhDEZ2BRELET,

- BEITBI YT, DFEY R/NAMTUT AN EBHASYN/SYN-ACKF ¥ 7’'F vy ZFRAL E
9,

« BRENEMSSEEFABENIEMSSEZLEREL, 759 XF—>3a>F @75 v oK
— LD EEEZRIELET,

‘AL DOplatformOAN Y R ( HR—KRENTVREHEE ) :

show platform hardware qfp active feature sdwan datapath session summary

ZROYTI

c8000v-appqoe-3 ( A fA—7 ) . 2026-07-15,

c8000v-appqoe-3#show platform hardware qfp active feature sdwan datapath session summary

Src IP Dst IP Src Port Dst Port Encap Uidb Bfd Discrim PMTU Flags
192.168.172.19 192.168.172.6 12346 12346 IPSEC 65528 20005 1442 0x0
192.168.172.19 192.168.172.5 12346 12366 IPSEC 65528 20009 1442 0x0
192.168.172.19 192.168.172.20 12346 12346 IPSEC 65528 20006 1442 0x0

IPsecA—/N\—LAtv>avik, H—PMTU 14425 8HELEF, SCISNN U RILBET—EHD
HBPMTU ( BRUDFEY RTARTRETZY UR—ILAEL ) &, MSSHAREL BEEEEE
MTUASRELTWR ZEEZBKRLET, FURIIMTUICHNDEIICCNERAL TS EET L,

NAMTUEZEMSSRD > —Fk, BEOHDKRY TZBRBLERICOKMBEL TS EEV, B2
BT X —LANATEETEZVERRF. PURIMTUZERERZVTEEL,

DREGTZ VT A7 IENFIR O a2 AHHEL

EVEIRIE. DREOHEEZEHBNICERIZDITEHYEEA, " BEOT77—ARNNAT—X
A= RFYYSI I, ITICEMENTVEIRAO—R, BEZSSUTLSAEOZVES{LE
NERZ 7490, ERMT70—, ET7FRESRME, KEGEBBNANARINT, BEAL, &
ERERFER2LESHIBENEVWHAREENBY XTI,



DRERRE L X7 D #ERE

show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail
show sdwan appgoe dreopt statistics peer
show sdwan appgoe dreopt auto-bypass

show sdwan appgoe ad-statistics

show sdwan appgoe aoim-statistics

show sslproxy status

SHROYTI

c8000v-appqoe-4 ( H—EA/— R )., 2026-07-15, DRE status/statistics/peer®. LiEZD N7
—JFIFAOBFIIRENATVET, BYOINY RFROESBY T,

c8000v-appqoe-4#show sdwan appqoe dreopt auto-bypass
c8000v-appqgoe-4#
(empty — no flows in DRE auto-bypass)

c8000v-appqoe-4#show sdwan appqoe ad-statistics

[Edge] AD Negotiation Start : 21513
[Edge] AD Negotiation Done 1 21215
[Edge] Rcvd SYN-ACK w/o AD options : 21167
[Core] AD Negotiation Start : 55
[Core] AD Negotiation Done : 55

c8000v-appqoe-4#show sdwan appqoe aoim-statistics

Total Number Of Peer Syncs 12

Total Passthrough Connections Due to Peer Version Mismatch : 0
LOCAL AO Statistics: SSL 1.3 (Y), DRE 0.23 (Y)

PEER 10.20.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N
PEER 10.30.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N

c8000v-appqoe-4#show ssTproxy status

CA TP Label : PROXY-SIGNING-CA
Dual-Side Optimization : TRUE

Min TLS Ver : TLS Version 1
Clear Mode : TRUE

BE/NANATREAETHONT, ADXII—23 A ET L, acim-statistics T, BWH D
DREE 7 #incompatible = N&EX—IENEN—2 30 F—BUICKD0NARIL—HFRRENET
o Sslproxy AT —2X AlkClear Mode: TRUEZRT /=8, HTTPSRAO— RIFES{LAEL TEBL
£9, SSL7OFABUTHEVRY ., §TICESLENIZNT 7 1Y JODREHIRIEGERIATH
F9, AEE N4 %DEIR ( NVT—ATY74) Ik, JUTTHFAN7O0—-ICKHT B EB
ODREDA R TT,
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DREARD > —EMigs THABIC—HLET,

70-R@RHETHhY), FHEhBZETEEALET,

DREDEEMEF Y Y IRENTIT 147 T, BEITZTS—LRSHYEEA,
E7ON—23 2 EAOKEEICIFERMEN B ET,

TFARTVDEBIEE )Y —ADFERARN HR—KREhTVWHEHRRNTT,
ZO0-=-88/NANARICEL,

BELEnNiERNS 74 Y DICF, BERZSSUTLSES{LEF 2 TI I REBELERENEH
ENET,

Nooakwdh=

ELKAIETS

1DOREMEF—2 LY NEFEAL, MRTAUBEEREEALET. TANORHEIC, 0
KA RBDIY RBLOBREIE NENA RATILREXF Y TF v LES, 54781 LEREL
JEA Y R—NLVBEABEENET, FY YL 10MAETANTDHAR. J—ILKFTY
SAETA—LF TV IOEESERTIBANEXELL, AUNBERVELET,

ARDINEETAHL—>3>

B, HR—RNENTVWRERAIN REFEALET. REENfMMRAE L TTHALEESEF, UT
NIEHRENET S :

- UTCEBREBEFE%Z2Z (15 X7 I)L/IVPN

s AUHYA MRTASOIDOEE7O—E1DOEEAX7O—

« ApPpPQOEAT—AR A, RIEODIZ—, RUP—, Y—ERA/—RITIL—7, 8XTEEHL S
O70—H7h

« DREAT—Z A, ET7#HFER. VY—ARE, XA Z—NINA NESD

« CFTAT—RABLV'QFP AppQoEffiit (S OOANY RFFETRIHS)

« NI BREVITIRH., TLEY—ERAZBEETHHICF ¥ 7 F ¥ & hlzAdmin-tech

show sdwan appqoe flow all debuglfiskE hizshowtH hTH V), [REE TS Y N T A —ALFN
VIRUEILTEITIAEATRESYELTA, CNEIANEL, 70327 IHFNEBEND
AN HYET, WKT7O0—IX > RAF+LEBEER., EVAI—70L Y>3 IC0k
EALTSEZL,

BREEEXDUI—R/TZY RNTA—AL, F¥7Fr+HBE, Hh%, BLTETFTANZHOELFIE
HiEWHEEE, generic platform-debug N > RERITLBWTL TV, EZ—REOEHEET
NARTTIOTATBTFENYTERLEENTY NNL—AREZEITSICIE, Cisco TACHAZ A
ZEALTLSEEL,

SAIOREER
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