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o Cisco vManage = Cisco Catalyst Manager, Cisco vBond = Cisco Catalyst Validator,
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For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe
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hooted via startup_32()
hysical RASLR using RDRAND RDTSC. ..
irtual KASLR using RDRAND RDTSC. ..

flecompressing Linux. .. Parsing ELF... Performing relocations... done.
the kernel.

28.12.5.1

login:
28.12.5.1

Manage login: admHin
PasswWord :
elcome to Viptela CLI
adMin connected from 127.8.8.1 using console on vManage
ou HMust set an initial admin passuword different from default passwWord.
Password :
e—-enter passWord:
1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl

RIZRI LS, EAVHITFARTEZBRLET,

1

Select storage device to use: 1

puld you like to format sdb? (ys/nd): y

mount: sdevs/sdb: not mMounted.

ke2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and G5536H8 inodes

Filesystem UUID: 5a94db1f-71c4-4e?5-abd1-8efZ4935c1de?

Superblock backups stored on blocks:
32768, 94384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654248,
48966868, 7962624, 11239424, 2084886688, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: dome

s EHAUVHAVF1RAVEERL, YEALOLTHELET,
« Cisco ManagerdA"UO—RLFT, BELES, HILLKRELEHFLWNRAD—RTI—Y
BENAT—RZAHDLET,




rarly console in extract_kernel
input_data: BxBBBABBBBB21753b4
input_len: BxBBBBABBBAB121c7{3

utput: BxBBBBBBBAB 1888880

utput_len: BxBHBABBABBA237eabc
ernel_total_size: BxBBBAABAAA1fbAAAA
ooted via startup_32()

hysical RASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations...
the kermel.

28.12.5.1

login:
28.12.5.1

Manage login: admin
asswWord :
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Viptela CLI
dMin connected from 127.8.8.1 using console on vHManage
Manage#

« VPNS12BEBA UV RA—T7IAAZRELT, AV RO—FANOT7IRNFTNY REBT Y
TREBEMICTEET,

- show interface | tabdNX > RZFEAL T, 1V Z—T I A AN BEIY TENhTVBVPNE
WELET,

s ThIERWUTAVR—T I/ AZRELET,
B

SPEED M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX ADJUST UPTIME PACKETS PACRETS

192.1668.45.218-24
BB:58:56:bd:36:6b 1688 full

ethl i -
BB :58:56:bd: :cb 1888 full

eth2
BB :50:56:bd:be:98 18808 full

dockerf
A2:42:6d:57: : 1688 full

cbr-vmanage
B2:42:22:37:98: 1884 full
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A 22T, BEFEOVvManageDREZZSRL ., RIUIP7 RLAAXZRETEET,

BEA > R—7 T4 ANVPN512)OHRE

c AVB—TIAAZVPNOASVPNS12ILBE TR LENHDHERE. RO RZEMH

LT, A2F—T7IA4ADIP7 RLAZRELXT

Conf t

vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown

ip route 0.0.0.0/0

N)TF—2DOEE

NAN—=NAHT, vBond/—RIZHXELZIEI1—FT 1427 (CPU, RAM, &KXV F 1
AV ) ZBREL, ERZAVICLET,

OAVV—=NCTOEATEDEDICBE 2125, vVBondA' RLEICEBETAHIETHFLEET. XV
t—2 TSystem Readys " RRENDETHEEERT,

s RIC, A—HBENADT—ROADZROSNET, F7FILMOI—HILFTOIYI

THdI1—E%Zadmine LT, NAD—RZadminELTAALET, NAT—ROZEE
EROZD 7OV M ERRENES, I—HFadminlc BEBRB/NAD—REZFEZEICERELET

-VPN512‘§IE4/'5! TJIAARAERELT, O NO—FNOTIRNATN REBT U+

AEEMITDENTEFET,

show interface | tabTIN > REFERAL T, /1 VX —T IA AN BEIY TEnTLVBHVPNZE
BRELET,

TNICRWLUTA U R—TIAAZRELET,
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dMin connected from 127.8.8.1 using console on vbond-81

bond-81# sh int : tab

IF
TCP

IF IF

TRACKER
RXx
STATUS

ENCAP

=

PORT TYP
PACRETS

AF ADMIN
M33

STATUS
ADJUST

OPER
SPEED

IP ADDRESS
MBP3

TYPE
PACRETS

PN INTERFACE

MTU HUWADDR

TYPE STATUS

DUPLEX UPTIME

18.186.51.184-24 mull

geB-8 ipvd
:58:56:bd :be : 68
ipvd -
:58:56:bd : 84 :8e
ipvd -
:58:56:bd:f1:d45
system ipvd 1.1

ipvd 192

loopbackl

1684 full

1884 full
16848
.1.4-32

1884 full
.168.51.15-32
18848 full

full

Up -
H:84:39:
Down -

Down
Up -
H:H4:48:
Up -

H:84:39:

1838

null

null

transpor
1843

loopback
B

loopback
5}

null
1839

etht ipvd
BB :58:56:bd :3c:9b

18.186.51.169-24 U Up
18848 full

mgmt

H:84:39: 1839

bond-B14#

i BEEOVBondDEREESREL.

EBA>R—7I1ANPN512)DEE

c A2 —T7IAAZVPNOANSVPNS12ICBETRIHLEN HBHEEF. AOIN RZEAR
LT, A122—T7ILAADIPF RLAZFEL XY,

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

|
commit



> RA—S(vSmart)./ — R DR &
- NUF—2ERUFIEEETLT, vSmart/— RERBLET,
- FXTOHOSD-WANIY RO—STVPN512 IP7 KL AZBETSE, VPN512IPF KL A
TSSHEFRALTETNSICF I EATEET,
INTOOAY MNOA—F TOERNECLIFE

IXTOIAY NO—FADSSH7 VAN AREILZ 2125, FOA FMO—F TS OCLIERE
ZITWET,

AT LRE

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



JE:vBond7 RLAELTURLEZEFERAL TWBHEIE., DNSH—/YDIP7 RL A%ZVPN
OERETERET SN, BBRTED L EERLTLIEZL,

NSAR—KNA2R—T I 4ANPNO)DERE

ChSDEER., L—2BEFLTZOMOIY NO—Z L DOHBEEGEORIYICERAENDIRNT A
R=RNAE—TIARAZBNICTREHIC, IXTOINO—FTHRETT,

config t
vpn 0
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

I

no shutdown

]

ip route 0.0.0.0/0

commit
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QX IE & #

I—B2HFTLSZEAL TvManage/ — REDEF 17 B FIHEREZBUTIMLEN HDERICD
A, HEZ7ORIILEZTLSELTRELET, F7FI)RTR, IXTOINO—FEIIL—Z
HDTLSZMAL THIEAERERILET, ChiEk. EHICISLU TvSmart® K 'vManage ./ — R
TOHRMDEREFTIVOERETT,

Conf t
security
control
protocol tls
Commit

HAirEHHE1: AX> RF7O2vManage + DR L
HEBEAVARY A

- 1 vManage(COMPUTE_AND_DATA)
« 120 E®vBond
« 12 E®vSmart

FIE

1. /HBATY7Z2EALTINTDA AR AZRBETS
2.BWMFIVY

3.vManage Ul, SEHE. B8XTFAVR—RINO—FDOEE
4. Config-db/NY O F v 71T

5 BRFIv Y

ATFYT1:BRFIVY

« 797 4 77%Cisco SD-WAN Manager 1 AR ADEAN, HLL AV AK—=)LL #Cisco
SD-WAN Manager 1 VAR AOBERU THD L &2HERLE T,



« 727 4 77xCisco SD-WAN Manager{ > A X > A £ # L L)\ Cisco SD-WAN Manager4 >
ABZVADYTRNIDITN=23FINTEAUTHD e z2BELET,

s TOTATBLUOFHBED TN TDCisco SD-WAN Manager{ > AZ > AN, Cisco SD-WAN
Validator O EEIPT7 RL AICEETED L 2R LET,

« LA AKM—=)LL f=Cisco SD-WAN Managerqf > AZ >V AICRIAEN 1V ARN=ILEh
TVWB L ZRAELET,

« FILLK A AKN=J)LL #=Cisco SD-WAN Manager{ > AZ > A%&&E%H, TXTNCisco
Catalyst SD-WANT N1/ A0 o 0OY VA RBHENTVWA EEZBRBLET,

« ILLK A2 ARN=)L&E nf=Cisco SD-WAN Managerf > AX > AT, YATLALIPEHA K
DOFLWEY "', POTATIOSARERUEBRRELEEEICRREENT VWD L&
B ULET,

FE2:vManage Ul, FIAE. AAR—RIANO—FZHRELE T,
vManage UITDFEE D EH

« ATYTMIOBREN TXNTOOAY MO—FOCLIZEME NS, 7T ZIH TURL
https://<vmanage-ip>Z A L T, vManage®WebUIIL 7 V2 ATE X T, HvManage./ —
ROVPN512IP7 RLAZEALE T, adminI—HBENAD—RZEALTOJA T
-3

« Administration > Settings® JEICBE L., XOFIEEETLET,

« ## %5 & Validator/vBond URL/IP7 RL A%Z8&EL £, vManage./— ROCLILRILUE%Z
BELET,

« vManage 20.15/20.18Tld, c S DRERZATLADOEI IV TRATEET,

Settings

Settings



u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | system
Cisco DNA Portal Validator

Managed Cellular Activation - eSIM

and the p. number to use 1o connact to it
Identity Provider Settings LT ‘

Validator DNS/ IP Address Port
Cloud Credentials
100,251 12346

d\ ThousandEyes User APl Tokens

- AAEDEBRICHEATSZRA/(CA)ZRET DAABTHE(CADREZHIELEXT, 300
FA72aTHHIET,

1. N\—ROIF7WANIY DAEBHERE : /\— R I FTSD-WANI YD II—RXDODCAZARAEL F
£
« FVARY VAFHEE (TPM/SUDIFERE ) -C0OF 7> ara2EATH L. FlMER
( TLS/DTLS#4%t ) ZHEMN TSI, LI—FN—RIITICTLAVAR=I)Eh
TWARIRAENf FRAEhET
s IVR—TZARXMAE (I F—TFAACAILEK>TBRENE ) - 2OF S>3
VEFERATRE, L—REBABOIVZ—TSA ARIABICE > TBREE LIRS
BFEALET, COATIa>EBRIBZDEICKE, T>X—754XCADJL— N
EZ__TEFHMIDIMBEN HBYET,
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Catalyst SD-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

Settings

Seﬂings | Trust and Privacy
Hardware WAN Edge Certificate Autharization
Tenancy Mode
Enforee Software Version (ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that th
Softerars install Thmeout certificates used by the WAN Edge devices are authorized a
Security

(®) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
e Hardware WAN Edge Certificate Authorization

Controller Cartificats Autharization

WAN Edge Cloud Certificate Autharization
Certificate Revocation List

Wab Sarver Certificate

Enterprise Feature Certificate Authorization [ cancen |

DUDQ MFA Configuration

Password Policy

2. Controller Certificate Authorization ( 3> kO—ZFEAEFREE ) :SD-WANI> RO—Z D
CAZRELET,

e AT (#HR) - MO—FWECiscoPKIC R > TEBRE h-IAEEFERALET,
vManageld. vManage TRREENEAN—KNTHI Y NERBERZFEH L TPNPR—
ZIICEBHNICEREL., SIASICERL T MAO—FICA VAR =LENET,

« FH: 22 MO—FECiscoPKIC K> TEEENIZAIHAEEZFEALET, THhETEIO
SD-WANF—/N—LADAX—RNTHINERBTHIV NMIBEL, Cisco
PNPAR—Z I ZFEAL TFETCSRICBBELET,

c IR —TZAXI—KEERE . COAT>avaFERATIE, L—REHEBOI
B—TTAARIARICR > TEBRENIAREZFEALET, COFT> a2 EER
TRRICEK, IV —T T4 ACAQOIN—NIRBEZCTCEMITBRHEN HYET,



0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Mento

Settings

Settings | Trust and
Controller Certificate Authorization

=Y

Tenancy Mode
Analytics Enforce Software Version (ZTP)
Software Install Timeout

Warkflaws e

a Hardware WAN Edge Certificate Authorization

:
|
§
i
&
N

Toals

Controller Certificate Autharization

nly once and is au

WAN Edge Cloud Certificate Authorization

Repors

r r F -
Cartificate Revocation List Manual ()]

o

Web Server Certificate
Wairten anco Salect a File

Enterprise Feature Certificate Authorization

do
Administration User Sessions wOTBARGw
r DUO MFA Configuration
Explore

Password Policy | Cancel |

3. WANI Y U5 RAAEFEE : IREBSD-WANI Y 2 )L—4& ( CSR1000v, C8000v,
vEdge V7 5 R) @CAE?&Ebiio
BE ( vManageE#& & H ) :vManageld, RIEIY DI —XOCSRIZCHEBWIZERL
. FEREZEI— '5‘L.4’/7x|\ ILET,
Eﬁib (IVR—T7ZAACA-#HR) -REIIL—KREE, BBOI>2—T7Z74 XFELHE
L:JiO'C%%‘c’STLf:EEEE%’EEFﬁ LET, 20)7]'7":/3“/72&?)33'%@(:(3\ I>=
— 7 SAACADI)—NEAEZ CCCEFHITHDHLENHYET,

MBDOCA(IVER—TZA4XRiR ) 2FEAL TVWBEEF. EnterpriseZiBIRL £,

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings

Q Setti"gs | Trust and Privacy

- - o ;
Tenancy Mode WAMN Edge Cloud Certificate Authorization

Analytics Enforce Software Version (ZTP) I
1 the certificates

WAMN Ed uthonzatior

Software Install Timeoul used devices are author
=
WarkBows 1 wind vEdge Cloud
® Au ed (Manager signed) Manual [Enterprise CA - recommended)
& Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
1 WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}
Wab Sarver Certificate
Maintenance
Enterprise Feature Certificate Authorization Cancal

User Sessions

DUO MF& Configuration

Password Policy




+ 20.15/20.18 vManage./ — RMF & &, Configuration > Certificates > Control Components ®
JEIZZEIRL £, 20.9/20.12/N—2 3> M3F{ A, Configuration > Devices > Controllers
- Manager/vManage® ", .0 Z2JvY YL, "CSRO%M. 27V YIULET,

= @ D[‘;\ 8 admin v

a Certificates

'WAMN Edge List Control Componeants Applications CA Cert

1112 Add Device Generate CSR Upload Cerificate Update Validatar

« CSRAIMEREnd &, A NO—JHICBREQLRIARICEIVT, CSREAT>O—
RUTEBEZEMBTEET, CORER. Administration > Settings > Controller Certificate
Authorization THERR TE EJ, Y AD (#HR ) ZR#IRT B &, CSRIEvManagelZ &> T
PNPR—ZIICEEBNICTY 7O—REh, MASENr BEREnD L, vManagell BEIRIC
A2AN=ILENFTT,

« ManualZiE&RL =HE k. FSD-WANF—N—L A DAX—KTHIV NERETHDOY
NZBEIL. CiscoPNPR—Z I ZERAL CCSRICFEITERLET, PNPR—ZILH SEE
BHENFMATEDRSICK 25, vManageD R U 9 3 > Tinstall certificatez 1) ¥
UL, SHEET7Y7O—RULTA2VARN=ILLET, Digicet B LTI RX—TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

vBond/Validator# & T*vSmart/Controller®vManage\N D F > R—F 4 >4

20.15/20.18 vManage ./ — RMF & &, Configuration > Devices > Control Components ® JIE(Z %
BLET, 20.920.12/N\—> 3 > MFE. Configuration > Devices > Controllers

F>R—F 1> vBond//N) F—24Z

« onAddvBondZ ¥ 1) ¥ ¥ L £920.12vManager®B&/\) F—X D&
20.15/20.18vManage D% E&., RY 77 Y THFRRENIZS, VPN OF. vManageh S FiE
AJRE/AVBondDIPZEEE L £ T,

+ vManagetovBondIPOCLIA SpingZ AL T (FFAc TV 35S ) BhiETREMEHEREL
7,

« VBondO1—%OLF> ¥ )L ZAALET,



FENetAdMinT )L —7" O 1—HH 9 THBDvBondorOEBE VL Foo v I EFERT %
ENHYVET, ChlkthevBondDCLITHETEE T, vBondDF L VWIIAZEZ 1 A N
—ITEMBENHDHEEIE. "CSROERI OROYFA T TYesZBIRLET,

SEVBONAA'NATTFNA RITFAT I A—)LOEERICHDHEE., vBond VPN 01 > Z—
TIARIPHANT )Y VIPICEBRENTVRIHAESHERRELTLKEEV, VPNOS &
—7 I 4 AIPICvManageh SEETERVEBEE. COATYTTVPNOI > RX—T7 T4
ADNT VY JIPFRLAZFEHALET,

@ The netwark is out of compliance due to licansing, phease click hers for more actions

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

Add Validator Add Conftroller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes Mannged By Dwvice Slalus Sy
Generate C5R

No

L Windaws App Car ..]

« CSRAIMEREnDE, AV NO—JHICBREQLRIARICEIVT, CSREATO—
RUTEBEZEMBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHERR TE E T, A (#R ) Z&IRT S &, vManagelZ &k 2 TCSRH
PNPR—ZIIIZBEBNICT Y 7O—REh, AAENFr EEEShDE, vBondICHBWIC A2
ARM=IlEehFrT,

« ManualZiBR U £5EE. FSD-WANA—/N—L A DAN—KNTFHIV NEARBTHI >
NCBEL., CiscoPNPR—RIILZFEAL TCSRICFEITERALET, PNPR—ZILH SEE
BHENFATEDLSICK 215, vManageDE L 2 32 Tinstall certificate® 2 1) ¥
UL, fEHEEZT7YZ7O—RULTA VAR =ILET, Digicet B KOOI E2—7TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

. BEOVBondNH 35S, AILUFIEZEVERLET,

vSmart/ A NO—ZOFA >V R—FT 12T



+ 20.12 vManage® 154 (& Add vSmartZ, 20.15/20.18 vManage ® 54 (& Add Controller& %
Dy OLET,

« RYTTYTHAREVWES, vManageh S EZERBEEVSmartOVPN Ok T2 AR— KIPZE A
ALET,

« vManage®CLIA SvSmart IPIZpingZEAL T (FFAIEThTVSEE ) ZEMseMZHEREL
7,

c VSmartMEBEBE VL Foo v )L kEnetadmin I —7TO1—H o2 FERTHIHREND
bvSmart NoteD 1—H IO L F v )LZAALET,

e ZhiE, vSmartOCLITHEERTZE T,

¢ JL—RICTLSZ AL TvSmarte O #lIERERI T554. 7O ZTLSICEREL
F£9, COBERKIE. vSmartsBS KWvManage./ — RDOCLITERBRTISEN BV ET,

« vVSmart®#FH L VIIAEZ AV ARN—IILT2HREN HDFEE. "Generate CSRy O RO Y
TR IT "Yes, ZiBIRLET,

X vSmMatANATFNA RIT7FATIF—=)ILOBRICHDHEE, vSmart VPN O > X
—TJIARIPANT VY JIPICEBRENTVRIAESH EHBEZEL., VPNOA > Z—T 14
AIPA'VManageh SEETE R VBRI, COFIEBTVPNOS > XR—T7 T4 AIPO/NT
YIIP7RLAZFEALET,

el Catalyst SD-WAN

@ The netwark is cut of compliance due to licensing, phease click here for more actions.
Add Controller
. Controller Management IP Address
Devices
o
Canfiguralian
WAM Edge List Control Components Unclaimed WAN Edges
Username
panent
Password
WS
A | Add 1
Protocol
Cantrofler Type Site Harme Hostname Canfig Locked Managed By Device Status sy

DTLS
Port

°

tenal
Generate CSR

e Mo

':."..ﬂl]

b

« CSRAIMEREND &, AV NO—JTHICBREQELFAERBICEIVT, CSREXIO—
RUTERBZEHBTEET, COREWR. Administration > Settings > Controller Certificate



Authorization THERR TE E T, A (#R ) Z&IRT D &, vManagelZ &k 2 TCSRH
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE D E, vSmartiC BEIMWIZ A
JAR=ILENFET,

« ManualZ &R U 123B &k, FSD-WANFA—N—L A DAI—KNTHI NEARBTHI>
NCBE L, CiscoPNPR—ZIILZFERAL TCSRICFEITERLFI, DigicetB KRTIL>
B—TTAX)N—NAEEZFEALTVWSBEE, BUFIENBRAEhET,

« PNPR—ZIIASIERAENFNATEDLSICE 2S5, vManage®E L 2 3 > Tinstall
certificate® 2 JY UL, SEHEZT7 Y 7O0—RLTAARN=ILET,

. BEOVSmartsH 255, BUFIEZZE)IERLET,

I

ITRXTOFIEHNFZTTLES, Monitor>Dashboard CI XN TRHIHIAR—F > NICEETES C
EEHRELET

) Tre retwork s out of compiiance due ta icensing, please click here far mane actions

Msmite

Monitor [ +
A |
S Overview Devices Applications Security Multicloud Tunnels Logs o |58 = s 6.
] - o
i Contred Components WAMN Edges Certificate Status Licensing Rebaot
1 1 1 4 L] 3 ] 0 10 o
valideter [ Sanigsr Raachabls B Unrrachasin Warning tvenic ) Aveignad @ Uniicigned I8 LaF 24 e
e )
¥
Teals
p— ] [Foor s <)
Usage (GB) Latency (ms)
@ biz -mnt !
ntansn
1:pubil
| [ ]
n n
u [ ] |

C TRTROBMILR—Z D REIUY LT, ThENINTEHETETHD Z & 2HR
LET,

« Monitor > DevicesDEICBEIL., IXTOHEIE I AR—F2 "RHZETRETH D Z & ZHER
LET,



AT Y 73:Config-db® /XY VT ¥ T 1HETT
AldvManage / — R TOvManagel T — ZRX—AD/NY O T v 7 EBETOIRE
Configuration-DB/NY U 7 ¥ 7 M UXEE :

« BEFHENTVSBSD-WANTZ 7 7)Y UTlE, AZ > RF7 O OvManage &£vManage?
SAZOMEBDO LY KT Y 7T Tconfiguration-db/NY V7Y T EZERKTEE T,
« AZ>2 RFPO2vManageDiFE. ¥ NDvManage B & A configuration-db® ') —H —T 9,

configuration-dbA'vManage / — R TETE N TVB & 2HRLE T,

BILU C &ZzMERT 51k, request nms configuration-db status onvManageCLIN > RZFEAL
F9, HHRFROKSICHYET

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

COOANY REMFEAL T, BHES hiconfiguration-db!) —&X —@MvManage/ — RA' 5
configuration-db D /XY 7 v 7ZREL T T,

request nms configuration-db backup path /opt/data/backup/



FRENDHIEPROESLY T,

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- configuration-dbZ L F> 2 v LAFEFHE N TVWRBERE., ThZEXELET,
. configuration-db V7 L 7> ¥ L ZHSEVHEEK., TACICEALWEDE T, BEFED
vManage ./ — R A Sconfiguration-dbZ L 7> ¥ L ZEBL TS EE V),

« 77 # )L N Dconfiguration-db 7 L 7> ¥ JLIE. 1—%F : neodjiS KRV/NAD—R
: password T ¥,

BRT—EXR—AONY 2T v 7&BOvManage./ — RICHET

SCPZfEA L T, vManage®/home/admin/7 1 L & k 1J (Cconfiguration-db/\Y 27 v 7' JE—
LET,

scpAN > RO HHH -

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db® /XY VT v 7 & B g Ik, £ configuration-dbD I L F> > v )L ERET
BPRENHVY)ET, configuration-db T L T2 v LA T 7 # )L B (neodj/password) DZBE Ik, <
DATYTEZERTEET,

configuration-db 7 L 722 ¥ JLZFRKE T % IZ &, request nms configuration-db update-admin-
userdN> REFERALET, FEOI—HYRENAD—REFEALET,

vManageD 77U —>a o3 —NFBEBLET, cOi®H. vManage UICERFET7 VAT
ERLBZVYNET,

vmanage# request nms configuration-db update-admin-user
configuration-db
Enter current user name:neo4j


mailto:admin@10.66.62.27:/home/admin/

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

BRETF—EIR—AONYIOTYTODERICEDCEN TEDERRE

1N > Rrequest nms configuration-db restore path /home/admin/< >Zf#RL T, #HL L
vManagelC BRET —ZENXR—AZEB T TEEXRT,

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-dbA"EtE iz S5, vManage UL 7 VLA TED L ZHRBELET, 50 ERF
HS5, UANDT I ERERAET,

UICEEKCOTA>LES, TYZIL—2OUARN, T7L—h, RUD— SLTUETEL

EBEEDvManage UIICFEL TOWEEY O TXTORED . L LwManage UIIZRBRE TV
BEERALET,

ATY74: A NO—Z0FBFAEEFVI FO—F O EML

configuration-db At nics, 777UV VROIXNTOHFLVWIY MO—F
(vmanage/vsmart/vbond) 2 BFRFL T D LEN H V) ET,

S



A RBOEAT, BRREICEREhZ M X—T I AIPKF N RILAE—TIAA
IPT&%3%B4&. vManage, vSmart, 8 KUVvBondD KRR AV BZ—T I A AT
NETCONFH—E AN Eh, NAICH 27 74T I#4—)LTENETCONFH—E XA
FHEATENDRSICTRIRENf HBYVET, K T7A4T70F =) KR—KE, DRUVZTAZ
A5 IFNTOvBond& & PvSmarts\DOX A EIL—I)LE L TTCPR—K830T T,

vmanage UIC, Configuration > Devices > ControllersDJEIC U Y VL& T,
s FAPMO—Z0ELICHD3DORY NEIUYIL, [WEZVIVYILET

= i . hguration - Devices

s e m

* ip-address ( > MO—Z Msystem-ip ) Ztransport vpn 0 ( R RILA 2 BZ—T T4 A
Jip7 RLAICEBERAETT, 1—HRENAD—RZADL, REZIVIUYILET
« 777UV IOROINRTOHFLVIY NO—FICHLTRUVBELZTVET

Root-cert-chain ® [&] £f
IXRTOOAY NOA—=FHFFAR—F10chizs, ROFIEZETLET,

FULKTIOTA47 B2 10T AZRADOEEZNCisco SD-WAN Managerth—/N T, X DigEEZE
TLET,

I—KREEREZ, HILLKTIOTATIB 20T AZAD TN TNDCisco Catalyst SD-WANT*/\
AAEFBHEEBICE, ROOAN RZADLET,



https://vmanage-url/dataservice/system/device/sync/rootcertchain

ROIN> RZAHL T, Cisco SD-WAN Manager UUID % Cisco SD-WAN Validator& FHi & &
£9,

https://vmanage-url/dataservice/certificate/syncvbond

TJ77Vv O EREN, 777UV IOROINTOIV>EOMNO—ZICR®LTO NO—
LEvZareofdey>arvAfBEiuEnizs, 7 VW2 bOA—F(vmanage/vsmart/vbond)Z Ul A
SEMITEISHENHYET

« vmanage UIT, [X&E]> [REBAE]>[A> NO—Z]120VY I LET,

« Controllers2 7)Y JLET,

- FVWT7 77Uy U0 NO—F(vmanagelvsmart/vbond) D ERIICHZ3DODRY k&S 1)
YOLET, [BMEIVYILET

« voondICIEEZ YUY I LET,

« vmanage UIT, Configuration > Devices > Controllers®JEIC V)Y I LE T,

« VW7 77Uy OO NO—F(vmanage/vsmart/vbond)D HRIICH B3 DD RY k& D1
YOULET, Deletez V)Y I LET

AT Y J5PostFIv Y
Y

EIXRTOEADHEAELEBICHETS, CCLURIEAROFIVI RISV %E
BATLEY,

HArEDE2: ARX> RFO>vManage +> > )L /— RDR

BBIEA VAR A

1 vManage ( 754 <X '), COMPUTE_AND_DATA )

1 vManage ( DRAX > /Y14, COMPUTE_AND_DATA)
« 12LL EdvBond

« 12LL E®vSmart

1. HRBATY 7 ZFERALTINTOAN VAR AZEEHTS
2.BHIFIVY

3.vManage Ul, REAE. B8R FAVR—RINO—FDOERE
4.> > )L/ — RDROEXE

5. Config-db/XY 2 7 ¥ 7117t

6. BRFIvVY

ATYT71  BRFIVY


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

T 97 4 7 75Cisco SD-WAN Manager{ >~ AR > AOEAH . FiL< A AK—)LL fCisco
SD-WAN Managerf > AR ADHERLUTHBD L ZHALET,

7 U7 4 7 75Cisco SD-WAN Manager4{ > A& > A &£ #i L L\ Cisco SD-WAN Manager- >~
AEZVADYTRNIDITN=23 0 FINTEAUTHD e z2BELET,

TIOT 17T BLROHFHRDITXTDCisco SD-WAN Manager{ > AX > A, Cisco SD-WAN
Validator®O EEIP7 RLAICEETED L ZHALET,

#L<A>2ABR—=J)LL #=Cisco SD-WAN Manager1 > AR AILEEBAEN 1 ARN—=)LEh
TVWB e zBRLET,

rL<A>ABR—)LU %Cisco SD-WAN Manager{ > AX > A% &%, TXTDCisco
Catalyst SD-WANTF/NA A0 7 OY VAFREBEhTVD L ZRFELET,

U< A4 ABRM—)L& N iCisco SD-WAN Manager{4 > AZ >V AT, YATAIPEHY A~
DOFLWEY ", POTATOTARERUBAREEELICREETNATVD L&/
mULFET,

F|)E2:vManage Ul, FEBAE, FAR—RIONO—FZEELF T,

vManage UI T DFEE D EH

ATYT1IOBRENF ITXNTOOAY NO—FOCLIZEME N5, 7F Y TURL
https://<vmanage-ip>%Z £ L T, vManage®WebUIlC7 VA T&EEJ, FvManage./ —
ROVPN512 IP7 RLAZFERALET, admin1I—HRE/NAD—REFERALTOJ AT
EEXY,

Administration > Settings® JEICBE L., XOFIEZETLET,

18+ & Validator/vBond URL/IP7 RL AZFREL £, vManage./— ROCLILFELUE%Z
HRELET,

vManage 20.15/20.18 Tlk, Cc NS DBREWR > AT LDV A THRHATEEXRT,



Settings

Settings

ation Hame

u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | System
Cisco DNA Portal Validator

Managed Cellular Activation - eSIM

and the p wumber to use 1o connect to it
Identity Provider Settings i ang I . . d d

Validator DNS/ IP Address Port
Cloud Credentials
10.0,251 12346

d\ ThousandEyes User APl Tokens

- AAZEDEBRICHEATZRAB/(CA)ZRET DAAZTHER(CA)DREZHIELEX T, 300
F72aTHHIET,

1. \—RIJITF7WANI Y DIFAERRE : /\— R IF7SD-WANLY ) —ZDOCAZREL F
¥,

« FVARY VAFHE (TPM/SUDIFERE ) - 0F 7> ara2EATH L. FlMELR

( TLS/DTLS#E#%: ) 2R T B O, L—FZN—RDITICTLA 2V AR=IEh
TVBHENf FHENET

s IVR—TZARXMAE (I F—TFAACAILE>TBEENE ) - ZOAF S>3

CEFERATRIE. L—REEBOI L 2—TSA ARIAR/ICE > TEBERENIAHE

ZEERALET, cOFTTa>w2BRIBZIBICEK, TX—7F14XCAD)L— N



BECCTENIIHENHYNET,

ailiailis
CI5CD

Catalyst SD-WAN
@ The network is out of compliance due to licensing, phease click hers for more actions.

Settings

Seﬂings | Trust and Privacy

Hardware WAN Edge Certificate Authaorization
Tenancy Mode

Enforce Software Version [ZTP)
Hardware WAN Edge Ceruficate authorization involves the process of ensuring that the

Softerars install Thmeout certificates used by the WAN Edge devices are authorized and va

WarkPows = " Security
(®) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
As Hardware WAN Edge Certificate Authorization
Toals
Controller Cartificats Autharization

WAN Edge Cloud Certificate Authorization

Certificate Revocation List

=]
, Wab Sarver Cartificats
17
Enterprise Feature Certificate Authorization | Cancel |
do h
Admiinistration v Sessi
DUD MFA Configuration
Expls

Password Policy

2. Controller Certificate Authorization ( 3> kO—ZFEAEFEEE ) :SD-WANI> RO—Z D
CAZRELZET,

« DRI (HE) -2 FO—SECisco PKIC &> TBRE hEIREEEALE T,
vManageld. vManage CEREENEAN—RKTP AV NERIBEHRZFERA L TPNPR—
ZILICEBHNICERL., SEABICERL T MAO—FICA VAR =LENET,

« F8: O MO—FRCisco PKIC R > TERENIZIAHEBEZFEALET, ThTLhO
SD-WANF—N—LADAI—RNTHIONERET AU NIBEL, Cisco
PNPR—Z )N ZFEAL TFETCSRICBBELET,

« IR —TZAXN—KNEHE : COAT> I 2ERATRE, L—FEFHEBOIT
B—TTAARIARICR > TEBRENAAEZFEALET, COFT I ZER
TRRICEK, IV —T T4 ACAQOIN—NIAEZCTCEMITBRHEN HYET,



0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Mento

Settings

Settings | Trust and
Controller Certificate Authorization

=Y

Tenancy Mode
Analytics Enforce Software Version (ZTP)
Software Install Timeout

Warkflaws e

a Hardware WAN Edge Certificate Authorization

:
|
§
i
&
N

Toals

Controller Certificate Autharization

nly once and is au

WAN Edge Cloud Certificate Authorization

Repors

r r F -
Cartificate Revocation List Manual ()]

o

Web Server Certificate
Wairten anco Salect a File

Enterprise Feature Certificate Authorization

do
Administration User Sessions wOTBARGw
r DUO MFA Configuration
Explore

Password Policy | Cancel |

3. WANI Y U5 RAAEFEE : IREBSD-WANI Y 2 )L—4& ( CSR1000v, C8000v,
vEdge V7 5 R) @CAE?&Ebiio
BE ( vManageE#& & H ) :vManageld, RIEIY DI —XOCSRIZCHEBWIZERL
. FEREZEI— '5‘L.4’/7x|\ ILET,
Eﬁib (IVR—T7ZAACA-#HR) -REIIL—KREE, BBOI>2—T7Z74 XFELHE
L:JiO'C%%‘c’STLf:EEEE%’EEFﬁ LET, 20)7]'7":/3“/72&?)33'%@(:(3\ I>=
— 7 SAACADI)—NEAEZ CCCEFHITHDHLENHYET,

MBDOCA(IVER—TZA4XRiR ) 2FEAL TVWBEEF. EnterpriseZiBIRL £,

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings

Q Setti"gs | Trust and Privacy

- - o ;
Tenancy Mode WAMN Edge Cloud Certificate Authorization

Analytics Enforce Software Version (ZTP) I
1 the certificates

WAMN Ed uthonzatior

Software Install Timeoul used devices are author
=
WarkBows 1 wind vEdge Cloud
® Au ed (Manager signed) Manual [Enterprise CA - recommended)
& Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
1 WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}
Wab Sarver Certificate
Maintenance
Enterprise Feature Certificate Authorization Cancal

User Sessions

DUO MF& Configuration

Password Policy




+ 20.15/20.18 vManage./ — RMF & &, Configuration > Certificates > Control Components ®
JEIZZEIRL £, 20.9/20.12/N—2 3> M3F{ A, Configuration > Devices > Controllers
- Manager/vManage® ", .0 Z2JvY YL, "CSRO%M. 27V YIULET,

= @ D[‘;\ 8 admin v

a Certificates

'WAMN Edge List Control Componeants Applications CA Cert

1112 Add Device Generate CSR Upload Cerificate Update Validatar

« CSRAIMEREnd &, A NO—JHICBREQLRIARICEIVT, CSREAT>O—
RUTEBEZEMBTEET, CORER. Administration > Settings > Controller Certificate
Authorization THERR TE EJ, Y AD (#HR ) ZR#IRT B &, CSRIEvManagelZ &> T
PNPR—ZIICEEBNICTY 7O—REh, MASENr BEREnD L, vManagell BEIRIC
A2AN=ILENFTT,

« ManualZiE&RL =HE k. FSD-WANF—N—L A DAX—KTHIV NERETHDOY
NZBEIL. CiscoPNPR—Z I ZERAL CCSRICFEITERLET, PNPR—ZILH SEE
BHENFMATEDRSICK 25, vManageD R U 9 3 > Tinstall certificatez 1) ¥
UL, SHEET7Y7O—RULTA2VARN=ILLET, Digicet B LTI RX—TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

vBond/Validator# & T*vSmart/Controller®vManage\N D F > R—F 4 >4

20.15/20.18 vManage ./ — RMF & &, Configuration > Devices > Control Components ® JIE(Z %
BLET, 20.920.12/N\—> 3 > MFE. Configuration > Devices > Controllers

F>R—F 1> vBond//N) F—24Z

« onAddvBondZ ¥ 1) ¥ ¥ L £920.12vManager®B&/\) F—X D&
20.15/20.18vManage D% E&., RY 77 Y THFRRENIZS, VPN OF. vManageh S FiE
AJRE/AVBondDIPZEEE L £ T,

+ vManagetovBondIPOCLIA SpingZ AL T (FFAc TV 35S ) BhiETREMEHEREL
7,

« VBondO1—%OLF> ¥ )L ZAALET,



FENetAdMinT )L —7" O 1—HH 9 THBDvBondorOEBE VL Foo v I EFERT %
ENHYVET, ChlkthevBondDCLITHETEE T, vBondDF L VWIIAZEZ 1 A N
—ITBEMBENHBDEBEEIE. "CSROERI OROYFHA I TYesZBIRLET

SEVBONAA'NATTFNA RITFAT I A—)LOEERICHDHEE., vBond VPN 01 > Z—
TIARIPHANT )Y VIPICEBRENTVRIHAESHERRELTLKEEV, VPNOS &
—7 I 4 AIPICvManageh SEETERVEBEE. COATYTTVPNOI > RX—T7 T4
ADNT VY JIPTRLAZFEHALET

@ The netwark is out of compliance due to licansing, phease click hers for more actions

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

Add Validator Add Conftroller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes Mannged By Dwvice Slalus Sy
Generate C5R

No

L Windaws App Car ..]

« CSRAIMEREnDE, AV NO—JHICBREQLRIARICEIVT, CSREATO—
RUTEBEZEMBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHERR TE E T, A (#R ) Z&IRT S &, vManagelZ &k 2 TCSRH
PNPR—ZIIIZBEBNICT Y 7O—REh, AAENFr EEEShDE, vBondICHBWIC A2
ARM=IlEehFrT,

« ManualZiBR U £5EE. FSD-WANA—/N—L A DAN—KNTFHIV NEARBTHI >
NCBEL., CiscoPNPR—RIILZFEAL TCSRICFEITERALET, PNPR—ZILH SEE
BHENFATEDLSICK 215, vManageDE L 2 32 Tinstall certificate® 2 1) ¥
UL, fEHEEZT7YZ7O—RULTA VAR =ILET, Digicet B KOOI E2—7TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

. BEOVBondNH 35S, AILUFIEZEVERLET,

vSmart/ A NO—ZOFA >V R—FT 12T



+ 20.12 vManage® 154 (& Add vSmartZ, 20.15/20.18 vManage ® 54 (& Add Controller& %
Dy OLET,

« RYTTYTHAREVWES, vManageh S EZERBEEVSmartOVPN Ok T2 AR— KIPZE A
ALET,

« vManage®CLIA SvSmart IPIZpingZEAL T (FFAIEThTVSEE ) ZEMseMZHEREL
7,

c VSmartMEBEBE VL Foo v )L kEnetadmin I —7TO1—H o2 FERTHIHREND
bvSmart NoteD 1—H IO L F v )LZAALET,

e ZhiE, vSmartOCLITHEERTZE T,

¢ JL—RICTLSZ AL TvSmarte O #lIERERI T554. 7O ZTLSICEREL
F£9, COBERKIE. vSmartsBS KWvManage./ — RDOCLITERBRTISEN BV ET,

« vVSmart®#FH L VIIAEZ AV ARN—IILT2HREN HDFEE. "Generate CSRy O RO Y
TR IT "Yes, ZiBIRLET,

X vSmMatANATFNA RIT7FATIF—=)ILOBRICHDHEE, vSmart VPN O > X
—TJIARIPANT VY JIPICEBRENTVRIAESH EHBEZEL., VPNOA > Z—T 14
AIPA'VManageh SEETE R VBRI, COFIEBTVPNOS > XR—T7 T4 AIPO/NT
YIIP7RLAZFEALET,

el Catalyst SD-WAN

@ The netwark is cut of compliance due to licensing, phease click here for more actions.
Add Controller
. Controller Management IP Address
Devices
o
Canfiguralian
WAM Edge List Control Components Unclaimed WAN Edges
Username
panent
Password
WS
A | Add 1
Protocol
Cantrofler Type Site Harme Hostname Canfig Locked Managed By Device Status sy

DTLS
Port

°

tenal
Generate CSR

e Mo

':."..ﬂl]

b

« CSRAIMEREND &, AV NO—JTHICBREQELFAERBICEIVT, CSREXIO—
RUTERBZEHBTEET, COREWR. Administration > Settings > Controller Certificate



Authorization THERR TE E T, A (#R ) Z&IRT D &, vManagelZ &k 2 TCSRH
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE D E, vSmartiC BEIMWIZ A
JAR=ILENFET,

« ManualZ &R U 123B &k, FSD-WANFA—N—L A DAI—KNTHI NEARBTHI>
NCBE L., CiscoPNPR—ZIIZFERAL TCSRICFEITERLET, DigicetB LU
B—TTAX)N—NAEEZFEALTVWSBEE, BUFIENBRAEhET,

« PNPR—ZIIASIERAENFNATEDLSICE 2S5, vManage®E L 2 3 > Tinstall
certificate® 2 JY UL, SEHEZT7 Y 7O0—RLTAARN=ILET,

. BEOVSmartsH 255, BUFIEZZE)IERLET,

I

ITRXTOFIEHNFZTTLES, Monitor>Dashboard CI XN TRHIHIAR—F > NICEETES C
EEHRELET

) Tre retwork s out of compiiance due ta icensing, please click here far mane actions

Msmite

Monitor [ +
A |
S Overview Devices Applications Security Multicloud Tunnels Logs o |58 = s 6.
] - o
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1 1 1 4 L] 3 ] 0 10 o
valideter [ Sanigsr Raachabls B Unrrachasin Warning tvenic ) Aveignad @ Uniicigned I8 LaF 24 e
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¥
Teals
p— ] [Foor s <)
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ntansn
1:pubil
| [ ]
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C TRTROBMILR—Z D REIUY LT, ThENINTEHETETHD Z & 2HR
LET,

« Monitor > DevicesDEICBEIL., IXTOHEIE I AR—F2 "RHZETRETH D Z & ZHER
LET,



Mamiver

Monitor | A Sites

rview  Devices  Applications  Security  Multicloud  Tunnels  Logs et | @

AT Y 73:Config-db® /XY VT ¥ T 1HETT
AldvManage / — R TOvManagel T — ZRX—AD/NY O T v 7 EBETOIRE

N
o TFATRZVANINEHICE > TVWBEBEEDVManage/ — RASRETF— IR —
ADNY OTY T2PRETHIRRICE, TO/—ROFAHFRAZIVANINF—BEILELT
HIfrE =BT, NYVOTYTHPREEIATVREEBRBLTSEETL,

MENBEKEEIRL 77U T—23a 050\ e 28 L £ 9, Administration > Disaster
RecoveryDJEICBEIL., AT—XAN "B, THY, "A1VR—FMREBPL . "TIOAKR—
NREFL . "AUO0—-REEF, BEO—FHNBRETREBEVIEEZBRLET, AT—2X
AN'successTREBEWVWBE, TAHRAZRU AN Z—BFEILTSEIC, Cisco TACISEMHKLTL Y
Dy—2a2 RN Td e zBRELET,

Y. FAHRARUANVEZ-—BEFLEL, RAIHFZETLTVWDCEZBELET, RIC, T4
BARUANIZHIBRL, ZBRINFETLIECEZRELET,



Primary Cluster Status W

FAYFRZUANINEEICO V=T v TEnizZ & %Cisco TACICHEREL 9,
Configuration-DB/NY 2 7 v 7" MO UXEE -

« BEFHENTVSBSD-WANTZ 7 7)Y UTlE, AZ > RF7 O OvManage &vManage?
SAZOMEBDO Y NT Y 7T Tconfiguration-db/NY VT Y T ERKTEET,
« AZ>2 RFPO2vManageDiFE. ¥ MHvManage B & A configuration-db® ') —H —T 9,

configuration-dbA'vManage / — R TE{ITEhTVB & 2HBFELE T,

BLU & =BT SICIE. commandrequest nms configuration-db statusonvManageCLI% /1 L
F9, HOARRDESICHYWET

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

CcOOANY REMFEAL T, BEE hiconfiguration-db!) —& —@MvManage/ — RH' 5
configuration-db D /XY 7 v 7ZREL T,

request nms configuration-db backup path /opt/data/backup/



FRENDHIEPROESLY T,

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- configuration-dbZ L F> 2 v LAFEFHE N TVWRBERE., ThZEXELET,
. configuration-db V7 L 7> ¥ L ZHSEVHEEK., TACICEALWEDE T, BEFED
vManage ./ — R A* S configuration-db Z L 7> v LEZBIBL TS EE V),
« 77 # )L N Dconfiguration-db 7 L 7> ¥ JLIE. 1—%F : neodjiS KRV/NAD—R
: password T ¥,

BRT—ZR—AONY VT v 7 %ZBIOvManage./ — RIZHETT

SCPZfEA L T, vManage®/home/admin/7 1 L & k 1J (Cconfiguration-db/\Y 27 v 7' JE—
LET,

scpAN > RO HHH -

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db® /XY VT v 7 & BT Bk, £ configuration-dbD I L F> > v )L ERET
BPRENHVY)ET, configuration-dbZ L T2 v LA T 7 # )L b (neodj/password) DIZBE Ik, <
DATYTEZERTEET,

configuration-dbZ L 7> > ¥ )L ZE&ET B IC . OY > Rrequest nms configuration-db update-
admin-user2 AL, FEQOI1I—HRENRATD—REZFALET,

vManageD 77U —>a o3 —NFBEBLET, cOi®H. vManage UICERFET7 VAT
ERLBZVYNET,

vmanage# request nms configuration-db update-admin-user
configuration-db

Enter current user name:neo4j

Enter current user password:password


mailto:admin@10.66.62.27:/home/admin/

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

BRETF—EIR—AONYIOTYTODERICEDCEN TEDERRE

request nms configuration-db restore path /home/admin/< >N~ RZFEAL T, FHL L
vManagelC BRET —ZENXR—AZEB T TEEXRT,

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-dbA"EtE iz S5, vManage UL 7 VLA TED L ZHRBELET, 50 ERF
HS5, UANDT I ERERAET,

UICEFEICOJA > LES, TVZIL—2OUAN, To7L—K, RUI—, BLTUBIEL
EBEEDvManage UIICFEL TOWEEY O TXTORED . L LwManage UIIZRBRE TV
BEERALET,

ATYT4:22T) /) —RDROKE
FATY 724k EDHE2: AR RFOvManage +>J )/ —RDR, ® "AFT Y 72 : B4l

FIv o, #25RL, TAHFRARVANDZBNCTRHEIC, IXNTOERHZBLLTVS L
ZHELET,



>>7)/—RDR
BIRSRAF

« RS2 AR—=KVPN(VPNO)ET, 74XV /—REEAVEY) /— RAHTTPSTEET
BETHDELEZHBIELET,

- CiscovManage7 24 ~NX ) /—R&tEH R /— RTELCisco vManage/\—> 3 'R
TENRTVWBR L 2BRALET,

VPNODT IRFATN RIVSAZRALA 2V R—TIA A

1. 95 AZADOVManagef VAR AZ &I, VPNO ( RSV AR—K ) BKRTVPN 512 (&
B)ICEAEND A EZ—TIAAOMIC, 3EBEDAR—TIAARA(TITFARIY
) IFRBRETT,

2.CDAVR—TIA AR, V75 AXRADOVvManage—/NBOBEEHLTRERBICERAETNE
9,

3.CDAE—TIA A, 1GbpslA LT, IBENAAmMsSL T THAIBLENHYET, 10
GbpsA X —T7 I A%&ZHER

4. WHDvManage/— Rl&, COAVE—TIAAZN LU THEICEETEIHENf BV E
To CcOAVBR—TIAANLAV2EITAXA D NTHBD, FLEELAVIINL—FT12T%
NMLTLVBAICERBDYEEAS

« INTOH—E R ( application-server, configuration-db, messaging server, coordination
server, & & Ustatistics-db ) A"#J5 M Cisco vManage./ — R THERICAZ > TWD Z & 1R
LET,

« Cisco vBond Orchestrator2 8L I XTHOA RO—FZ 7 ZAX VB RTEHF ) FT—
BEVE—ICHBERLET, chsOOA NO—FH. ChsOTF—RE2E2—ICHHLT
W3CiscovManage/— RASEEMRETH D L Z2BABLET, A O—ZF ., 754
Y !JCisco vManage ./ — RICO & #E#HEL £ T,

s FOTAT (TZ4X))BROCARNA (£H>HZ ) ) OCisco vManage ./ — R THE?D
BENFrRTENTVEBVIEZBRELET, LEARF, FYTIL—RBPOH—=/X, N\
AANDTVTL—RNOTRYFHROTTL—RFEVCEZ2BRLET,

« Cisco vManage HTTP/HTTPS 7’ OF > H—/\AEBMC B> TVRBERFEMIILET., 7
OF > H—NEZEMIZLA&WE, Cisco vManageld, CiscovManage7 I RA TNV RO S
AZRIPT RLANEEIEARELBZETE, 7OFVIPPRLAZERALTFAHAZUN
NVBEEZBILEISELET, FAHFARARVANVOERHNTT LIS, Cisco vManage
HTTPHTTPSZ’ OF O H—NZ2BEBMICTRENTEET,

- EEEEERTOLAZEBKRITSHEIIC. 7T 4~ "Cisco vManage ./ — R M Tools -
Rediscover Network™ 4 > RIZ#E L. Cisco vBond OrchestratorsZB#&HL £7 .

Av74F1L—33y

TFTAHFRAR)AN) /—RELTHEET DTN TDvManage/ — ROCLIFREZTVET



VmanageDHJIEBRDERET 1 HARUA/NVEBERBE, ROXSIZBYET,

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

S

JE:vBond7 RLAELUTURLEZFEAL TWBEEIF. DNSH—/YDIP7 RL A%&VPN
OSERETERET DD, MRTEDCEEBILTLIEETL,

ChSDFRER., L—2EFLTZOMOIY NO—Z L OHEEGEDORIYICERAENDIRNT A
R—=RNAVEB—TIA RZEMHICTRLEHICHETT

config t
vpn 0
dns



primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

Tz, AV RO—FANOFTIRNFATN REBT VA ZBMWICT S HICVPN
512managementf > Z—7 T4 AEERELE T,

Conf t

vpn 512
interface eth0
ip address

no shutdown
|



ip route 0.0.0.0/0

|
commit

DR vManage TOH—EARAAM 2 RX—T7 T4 ADERE
vManage/— R TCH—ERAMVEZ—TIA AZHRELET. DA X—T T4 ARFDREBEICHE
Hzhn,

conf t
interface eth2
ip address

no shutdown
commit

724 X )vManage£ DR vManage T, BIUIPY 7 &Y RAY—ERA 2 2—T T A AILERE
NTWBEZBALET

vManage UITDERE D EH

IAXNTHOI NO—FOCLICRRENBME hizs, 7Y TURL https://<vmanage-
ip>ZEAL T, vManage®WebUIICT7 V2 ATEE T, KvManage./— RDOVPN 512 IP7
RLAZFEALET, adminI—HFBENRAD—REFALTOVA >V TEET,
Administration > Settings® JEICBE L. XOFIEZETLET,

HBEZERELET, vManage/ — ROCLIEEFUEZERELE T,

vManage 20.15/20.18 Tlk, Cc NS DBREWR > AT LD LI I THRHATEEXRT,

DR vManage\ DREEAZED 1 > A K—)L

HAxEDLE2: AZ RFPOVvManage +> > )L/ —RDROEBETHEE N TWBFIEZETL
£9, FIE3:vManage Ul, EAE, BRTFVAR—RINO—F%Z&EL, FAEZT 1R
X1yA/NvManagelc 4 > AR=)ILLET,



[EEREREDIEM

c TDLEOHICIE, 7F4M4 X JvManagel BEL £7,

« Administration—Cluster Management® JEIZ#E L, vManageT> MU DOARIZHS3DD R
YNC)EIUYOLT, I—HRENRAD—REAALTAS, PTIORNFTNVRAUZ
—TJIAADIPTRLAZIBELET, CORETRK., 754X EDROTH D
vmanagelZ X LU TEBOO—ANI—H (& ZEdradmin ) ZEK TR 2 HBLET

o

= Conee Conaiya 8O- ) Sedect Resousce Grouge Admiestr catior - Chuster Management

Edit Manager

« ZOLEEH, VManageN' VT —KLET,

s 774X )vManage N BEIL =5, BEE-TAHRAZVANUDIEIZEEL 9, Manage
Disaster Recoveryz 7)Y J L& T,

c RYTTYT T4 RIT, 754XV ERAVA) OB DvManageDEFMlZE AL F
ERP

s RENDBIPTRLAG., FORNAFTNYRIZARAL 2V Z—T T4 A(eth2) DIP7 RL AT
ER

« JLF2 v )liEknetadmin I —H (dradmin)O L F2 > Y L THBDLEN H V). DRAR
ENEREFEETEREA, TFTAHARUANURICEEOVManageO—HIILI1—H DL
T r ) EFERTEET, vManageA— AL I —F HFnetadminFIL—7 O —ETH B
EEBRBIILVENBVET, TR, BEBEILTFVIOVILEEATEET,

c ANMNETLES, T™Nexty 22UV OLET,
« vBondd> NO—Z DEFMEAHDLET,

« vBondd> hO—Z &, EEESNEIPF RL ATNetconfZ /T U TEERRETH DM ENH
VEY,

« JLF>2 v )liEnetadmin 1 —H (dradmin) DI L F2 2 v )L THBIHEN HVY) . DRIFRE
ThIERBEETEEEA,

« CNEHIZIE., vBondTZ Odradmin I—HEZO—AIILICKELTHELK 2 HELET,
ik, admin1—Y%ZFEHAL TvBondZ BINTAEETEET,



Manage Disaster Recovery

. Coninec tivity . vBond

nfo info

« AONTETLES, TNexty 22UV OLET,
e UANVUE—RT, "FH, #BIRLET, Next2 VY ILET,

Manage Disaster Recovery

@ Connectivity . vBond o Recovery
info Info Mode

Manual Automanon

BRRA 71— T, Replication Interval L 7V r—>a> @RI e, F—RETZ4TY
APSL7TVIT—RENET vManageh 5> X 1)vManage, FRERBEBHK/IMEIKE155 T,



Manage Disaster Recovery

. Connec tivity . vBond . Rec overy . Rephcator
into info Mooe Schedule
- ] :)C - AM -
Repicaton nterva 15 mins -
Back Save

- EZEREL. Saves #OUYILET,
- DREFENHBENET, [EFREZ0UYOLT, RELEHETRAOTZFHTEHL
£F9, CcOTOLAICIEK., ZFKRKT20 ~ 3I0oH DL BHBENHYVET,

C A Notsecure | sy vmanage- 1/% app/ide tatus Factivity =clisaster ory_reguirationSped=3c5c1510-B875- 4909 -2 34b eaf TBC T 11566 [ - §
= Cisco vManags
(esaster Recovery Hagistration Initiated By: sdmin  From: 10.61.76.160
o
. E] .
0 Meszage 1 Tiema

- ZO7OtAFICvManage GUINBEEBEhD & CEFELTSEEW,

e SE7T92E., SuccessDAT—RANRRENET,



= Cisco

Administration - Disaster RecoveryDJEICEBEBILE T, TA HFARXVANVDOAT—RAE, F
—INBRBICEREN-BRHEWETERT,

ATY75: A MNAO—Z0BREEEVWIY FO—F OEINL

configuration-dbAExEnics, 777UV VROIXNTOHFLVIY MO—F
(vmanage/vsmart/vbond) 2 BERiL T D L EAN BV R T

~
*  RBOEAT, BRIAICEAEND A VEA—TIA AP RILAVE—TI(ARA
IPT&® %354, vManage, vSmart, 8 KUVvBondD R R AR —T I A AT
NETCONFH—EANFaEh, NAICR2ET7AT7O0#—)LTENETCONFH—E XA
FHATENDRSICTRIRENHYET, A< T7A4T7IF—)LR—BMiE, DRITAXR
NS INTOvBondH KTFvSmarts\NONFEIL—)LE L TTCPR—K830T T ( < Dl
Tlk, DRVZAZEGFIP7 RLANIPT RLAIC—HLET ).,

vmanage UIC, Configuration > Devices > Controllers®DJEIC 2 Y O L& T,



« BEOAVPMO-Z0ELKIZHBD3DORY NZIIY L, WE|Z2VIVYILET

- . - figuration - Devices

* ip-address ( > RO—Z Msystem-ip ) Ztransportvpn 0 ( R R A2 EZ—T I A4 R ) ip
addresslICEEMAE T, 1I—HRE/NAT—RZAHDLT, saveZPUYILET
c 777UV IRAOINTOFRLVI MNO—FICHLTRAVEREZTVET

Root-cert-chain ® [E &
IARNTOOAY NOA—FHFAR—F1o0chizs, ROFIEZETLET,

FULLKTIOTA47 B2 10T AZADOEEZENCisco SD-WAN Managerth—/\ T, X DREEZRE
TLET,

IW—REEREZR, LK TIOTA7ICB 2120 T ARAND T X TNDCisco Catalyst SD-WANT*/\
AAERBEEZICE. ROOXREZEAALET,

https://vmanage-url/dataservice/system/device/sync/rootcertchain

RXNDIAX > RZEAHBL T, Cisco SD-WAN Manager UUID % Cisco SD-WAN Validator& B HiE &
£9,

https://vmanage-url/dataservice/certificate/syncvbond

7770y O EREN, 777UV IOROIRNTOIVZ e NO—JICLTa> hO—
LEvZareofdeyarAfBEuEnis, 7V bO—F(vmanage/vsmart/vbond)Z Ul A
SEMICTIMLEN HVYET

« vmanage UIT, Configuration > Devices > CertificatesDJEIC V1) Y I L& T,

« Controllers2 7)Y JLET,

« VW7 77Uy OO NO—F(vmanage/vsmart/vbond)DIEL ICH B3 DD RY k&I
YOULET, [BMZEIVYILET

« voondICEEZ YUY O LET,

« vmanage UIT, Configuration > Devices > Controllers®EICV )Y VL&Y,

« TWT7 77 UY UM NO—F(vmanagelvsmart/vbond)DIEL IC$HB3D2DRY RES )


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

YOIOULET, Deletez VY OLET

ATYT6  BRFIVY

S

A IXTOEANDHEHAEDEBICHETS, CCICRITEARZBOFIVIEIII%
BITLET,

HHEHHE3:vManage? T AZ+ DR% L

MBIEA ARV A

« 3DMvManage (3/—RIVZAZ, §XTHOCOMPUTE_AND_DATA ) XRzlE620D

vManage ( 32 ®COMPUTE_AND_DATA + 320N 7—2X )

« 120 E®dvBond
e 1D E®vSmart

FIE

1.
2.
3.
4.
5.

6.

HBAT Y7 EFERALTIRNTDA VAR AERETS
EMFIvYo

vManage Ul, fEBAE., LU F U R—RIOI MNO—FORE
vManage? S A X D&%

Config-db/NY V7 v 7' 1B

ERFIVY

ATYT1  BRIFIVY

« 797 4 77%Cisco SD-WAN Manager{ > AR ADEN, FiIL< A AKR—JLL %Cisco

SD-WAN Managerf AR ADHERLU THD 2B LET,

« 727 1 77xCisco SD-WAN Manager4{ > A X > A& H L L\Cisco SD-WAN Manager4 >

ABVADIVTRIITN=232FIXTCEALTHBI L ZBFLET,

« TOT AT BLCHFBD T X TDCisco SD-WAN Manager{ > AR > AN, Cisco SD-WAN

Validator® EEBIP7 RL AICEETER 2R LET,

« LKA AK—=J)LL #=Cisco SD-WAN Manager{ > AZ > AILFEEAEN 1V ARM—ILEh

TWB L Z#RELET,

LA ARM—)LL #=Cisco SD-WAN Manager{ > A X A& &%, $XTNHCisco
Catalyst SD-WANT /N4 AQo7OY VR TVWER & Z2BFELET,

« ILL A2 ARM—=)L& n#=Cisco SD-WAN Manager{ > ARX VAT, ATAIPEH A~

DOFLWEY R, FOTATIOSAREBUERRELEEICRECAhTVWD L&
wmlLET,



FE2:vManage Ul, FEBAE. FR—RONO—ZFZH/ELF T,
vManage UIT D EEE D EH

s ATYMIOBREN IXTOOY MO—FOCLIZEME hiz5, 7 ZUH TURL
https://<vmanage-ip>Z A L T, vManage®WebUIIL7 V2 ATE X T, HvManage./ —
ROVPN512 IP7 RLAZFEALET, adminI—HRENAD—RZFEALTOTA 2T
EET,

« Administration > Settings® JEICEBE L. XDFIEZERITLET,

. #E## & Validator/vBond URL/IP7 RL AZFZEL £9 . vManage./— ROCLIEFLUEZ
RELET,

« vManage 20.15/20.18Tl&k, chSDBRERFRZATLO I IV THRATEE T,

Settings

Settings |



u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | system
Cisco DNA Portal Validator
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and the p. number to use 1o connact to it
Identity Provider Settings LT ‘

Validator DNS/ IP Address Port
Cloud Credentials
100,251 12346

d\ ThousandEyes User APl Tokens

- AAEDEBRICHEATSZRA/(CA)ZRET DAABTHE(CADREZHIELEXT, 300
FA72aTHHIET,

1. N\—ROIF7WANIY DAEBHERE : /\— R I FTSD-WANI YD II—RXDODCAZARAEL F
£
« FVARY VAFHEE (TPM/SUDIFERE ) -C0OF 7> ara2EATH L. FlMER
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WAN Edge Cloud Certificate Autharization
Certificate Revocation List

Wab Sarver Certificate

Enterprise Feature Certificate Authorization [ cancen |

DUDQ MFA Configuration

Password Policy

2. Controller Certificate Authorization ( 3> kO—ZFEAEFREE ) :SD-WANI> RO—Z D
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—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

vBond/Validator# & T*vSmart/Controller®vManage\N D F > R—F 4 >4
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SEVBONAA'NATTFNA RITFAT I A—)LOEERICHDHEE., vBond VPN 01 > Z—
TIARIPHANT )Y VIPICEBRENTVRIHAESHERRELTLKEEV, VPNOS &
—7 I 4 AIPICvManageh SEETERVEBEE. COATYTTVPNOI > RX—T7 T4
ADNT VY JIPTRLAZFEHALET
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RUTEBEZEMBTEET, COFRER. Administration > Settings > Controller Certificate
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el Catalyst SD-WAN

@ The netwark is cut of compliance due to licensing, phease click here for more actions.
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Devices
o
Canfiguralian
WAM Edge List Control Components Unclaimed WAN Edges
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Authorization THERR TE E T, A (#R ) Z&IRT D &, vManagelZ &k 2 TCSRH
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE D E, vSmartiC BEIMWIZ A
JAR=ILENFET,

« ManualZiBRL =B E k. FSD-WANF—N—L A DAX—KRTHI NERETHDOY
NCBE L., CiscoPNPAR—ZIILZFERAL TCSRICFEITEBRLE T,

« PNPAR—ZIIASIERAENFNATEDLSICE 25, vManage®E L %43 3 > Tinstall
certificatez 2 JUv oL, SAEAT7Y7O—RLTAAN=ILET,
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. BEOVSmartsH 355, BUFIEZZE)IERLET,

ITRXNTOFIEHNZTTLES,. Monitor>Dashboard CIXNTRHIHIAR—F > NICEETES C
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o The retwork & cut of compliance due ta icersing, please click here far mane actions.
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AT Y 7°3:vManage? 7 A X DEE

SD-WANZ#—/N\—L 4 TvManage? 2 AR &AL I=#4 > R— RSD-WANT 7 7Y o

™
S¥:vManageV S ARk, SD-WANZ7 77UV DICAVR—F 4o T&Enhi=zHA4 NOEKIZ
U T, 3DMvManage/ — REF6DNDvManage/ — RTERTEE T, BEED
vManageV AR &ZZRBL., AUIVTZARIEIC /—REBEZERLET,

VZARICEEND TN TNOvManage/ — RDCLIZREZEBHA L EXT
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config t
system
host-name

system-ip

site-id



organization-name

vbond

commit

S

¥:vBond7 RLAELUTURLEFEAL TWBIEEE. DNSH—/NDOIP7 RL A%VPN
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config t
vpn 0
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all



allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

FTNXTNDvManage/ — RTEBA VR —TIA AZHRELET,

Tz, AV RO—FANOFTIRNFTN REBT VA ZBMWICTSHICVPN
512managementf > X —7 T4 AEHREL T,

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

Commit
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Conf t
security
control
protocol tls
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conf t
interface eth2
ip address

no shutdown
commit
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conf t
system
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user

password

group netadmin
commit
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vManage -2/ — RAAEV T Y U LBRICIT2ERILVYVFREICEIVT, /—ROXRIL
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[Add] 2V U Y O L&ET,

Z M. vManage NMSH—E A#vManage 18 LKUV2/—RONY U957 RTHIEE
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INTOA NA—FHF A R—FT1T&Ehiz5., ROFIEZERITLET,
AT Y 74:Config-db® /XY VT Y T 1HETT
AldvManage / — R TOvManage 7 —ZX—AONY O T Y T EBTORE

N
A TFAYRAZRUANINFERICE 2 TVWBEBEEDVManage 7 AR D SERET—2ENX
—ANYOT YT RIETDIRICE., TO/—ROFAHFARXRVANUNF—BEIELT
HIRE NI, NV OTYTHREEATVWB EZBRBL T EEL,

MENBRKEEIRL V=230 3\ & 2B L £, Administration > Disaster
RecoveryDJEICBEIL., AT—FRAN "Iy THY., "4 R—MNMREBFR, . "ITIARR—
NREH, . "AT7O0—-REZH, BEO—RNERETRERAVZEZBRELET, AT—X
ANsuccessTRBEWHEE, TAHRAZUAN) Z—BEILLTSE1IC, Cisco TACICEHKLTL Y
DF—2 a3 R Td e z2ERELET,

T, TAHRARVANVZ-REFELL, FRAIFETLTVR L ZBRLET, RIC, T4
BARVANIZHIBRL, FRAINFETLIECEZRERELET,

FAFAZUANINFEEICO)—2TF v 7EN-C & %Cisco TACICHERLE T,
Configuration-DB/XY 97 ¥ 'O YRE :
- BEFHAENTWASD-WANT 7 71U Y U Tk, vManage? 5 A H 5 configuration-db/\
YOTYTREKTEET,
« configuration-db/\Y 2 7 ¥ 7'l&. configuration-db® ') —& —T&%H BvManageV T AZ M1
D/—RTOAERTIHLENHBDCEICEFRLTLSEZL,

« A& RTO2vManageD#H4. T MvManage B 7" configuration-db® ) —& —T 7,



« vManage? 7 AR T, I~ Rrequest nms configuration-db diagnosticsZ £ L T,
configuration-db!) =4 —_ /— RZHBFELFF, <OV RiF, 3/— RvManageV A X
NDIXTD/—RTERITTEET,

c 6/—RUSARTI, V—H—_/— Rz#5HIT S = (Cconfiguration-db A BEIIZ %% 2 TL
%vManage/— RTXYT NN RZEITLET, Administration > Cluster
ManagementD JEICBEL, AU & ZBERLET,

« AV —=223aY MIRTRSIC, RILYFCOMPUTE_AND _DATATEREE NI/ —RT
l&configuration-db A" RITENTVWET,

vManageCLI T~ > Rrequestnmsconfiguration-dbstatusZ L TRIU N B Z R TE X,
HAORRDESICHRYET

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

« NV REEITITDE, chs®O./— RIZHL Tnms configuration-db diagnosticsZE &R L
F9, HARKRDODESIZBYET,

+ TlisLeaders OERRTENLET A —IILRERLET. 1CRESATVRHE, /—RH
)—A—_ /) —RTHBDE&RL, TIHSconfiguration-db/NY T Y T INETEEXT

o

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

| type | row | attributes[row]["value"] |



| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 [
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
o +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

COIOXRY REFEAL T, $¥EE hizconfiguration-db') —& —MvManage/ — RA* 5
configuration-db®/NY V7 v &2 IREL £

request nms configuration-db backup path /opt/data/backup/

FRENDEIFROEHY T,



vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- configuration-do 7 L 7> ¥ LA BEHFHE N TVWEHEERE. ThEXELET,
« configuration-dbZ L 7> 2 ¥ L2 S VEEE, TACICEVWEDLE T, BEFED
vManage ./ — R A Sconfiguration-dbZ L 7> ¥ L Z2EEBL TS EE W,

« 77 # )L N Dconfiguration-db 7 L 7> v JLIE. 1—5F : neodjS KRV/NAT—R
: password T 9,

BRT—ER—AD/NY VT v 7B DvManage./ — RIZHETT

SCPZfEA L T, vManage®/home/admin/7 1 L & K~ 1J |Cconfiguration-db/\Y 27 v 7% 1 —
LET,

scpdN > RDH LA :

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db® /XY U7 v 7 & BT Ik, £ configuration-dbD I L F> > v )L ERET
BPRENHVY)ET, configuration-dbZ L 7> v LT 7 # )L M (neodjpassword)DIZE . <
DATY TEZEBTEET,

configuration-dbZ L 7> ¥ JLZFRKET S ICIE,. IY > Rrequest nms configuration-db update-
admin-userZ AL, FENI—HYBENRAD—REFEALET,

vManageD 77U r—>3a o —NFBEBLET, <O, vManage UIZERFET7 VAT
ERLBZVET,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector


mailto:admin@10.66.62.27:/home/admin/

Successfully restarted NMS application server
Successfully restarted NMS data collection agent
vmanage#

BRETF—ER—AONYIOTYTOERICELCENTZEDER

request nms configuration-db restore path /home/admin/< >N~ RZFEAL T, FHL L
vManagell BRET—IR—AZEB L TEEXT,

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-db A" Bt E N/i=5, vManage UNICT VL ATES L 2R LET, 50 FEF-
A5, UNDTIOERZHAAET,

UWCEEKCOJA>LES, ITYDIL—Z2OVAN, TU7L—K, RUD—, BRTUBERE
(FBEFDvManage UNIZFFHEL TWERY OITXTOREREN . #L LWwManage UIIZRBRE h TV
QtEEEWL.\L/i?o

ATV 75 : O NO—Z0BRIEEFTVI FO—F O EML

configuration-dbA"BxE hics, 777Uy VAOIXNTOFLWI> NO—F
(vmanage/vsmart/vbond) 2 BFREL T A L BN H VKT

S
: EROEAT, BRIECEAET DAY E—T I/ RAPHF RV RLAVE—TITAR

IP‘C&%» 54&. vManage, vSmart, X UPVvBondD N R AV BZ—T I A AT
NETCONFH—EANFaEn, NAICR 2 ET77AT7 O x—)LTENETCONFH—E A
FHAATENDRSICTRIRENf HBYVET, BB<T7A4T70F—)IR—KEE, DRUVZAZ



S5 FTXTOVvBonddH L vSmarts\NDXRAEIL—I)L &L TTCPR—K830TT ( Z Dl
TlE. DRVZARRIPT RLAAIPT RLAIE—FHLET ),

vmanage UIG, Configuration > Devices > ControllersDJEIC 2 Y O L& T,

« BEOAVMA—ZDELKIZHBD3DORY NZIUYIL, WE|ZVIVYILET

o ot L @

* ip-address ( > RO—Z Msystem-ip ) Ztransport vpn 0 ( R R A EZ—T I A4 R )ip
addresslICEZEMAE T, 1I—HRBE/NATD—RZAHLT, saveZ2IUYILET
« 777UV OROIRTOHFLVI NO—FICH L TRAUBREZTVET

Root-cert-chain® [E A
IXRTOOANOA—FSHFAVR—F10Ehiz5, AOFIEEZEETLET,

FULKTOTA47 B2 10T AZRADOEEZNCisco SD-WAN Managerth—/N T, X DigEEZRE
TLET,

I—KREEREZ, HILLKTIOTATIB 20T AZAD T X TNDCisco Catalyst SD-WANT*/\
AAERBEEDICE., ROOANRZAHLET,

https://vmanage-url/dataservice/system/device/sync/rootcertchain

ROIN RZAHL T, Cisco SD-WAN Manager UUID % Cisco SD-WAN Validator& FH#iE &
9,

https://vmanage-url/dataservice/certificate/syncvbond

777UV o EREh, 777UV IOROINTOIY 2O MO-FICRLTIY MO—
ey areodeyarAfgisnizs, & WI2 MA—F (vmanage/vsmart/vbond)Z Ul A
SEMTISENHYET

« vmanage UIT, Configuration > Devices > CertificatesDIEIC V)Y VUL ET,


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

 Controllersz 7)Y L&Y,

- HFWT7 77Uy ONOI> MO—F(vmanagelvsmart/vbond)DIEL ICH B3 DD RY RES L
YOULET, [BMZEIVYILET

« voondICEEE VY ILET,

« vmanage UIC, Configuration > Devices > Controllers®JEIC V)Y I LE T,

« VW7 77UV OO NO—F(vmanage/vsmart/vbond)DIEL ICH B3 DD RY K&ES L)
YOULET, [Delete] 20 )Y I LET,

ATYVT6:BREFIVY

S
E:INTOEAOMAADECHBETSD, CCURTBAROTFIY O LI IV E
BITLET,

HA&EHLHE4.vManageV T AZ+FE/1—I)L RAX>/NA1DR

FE/O—ILRAZX/NADREWE /Ny U F ¥ 7SD-WAN Managert —/\ & 7= & SD-WAN
Manager S ARk, A=) RAZXNARETI ¥ Y RADENEERICAYET,

TOTATBTF—EIR—AOERNBENY OFTY THFEsn, 754X 1) DSD-WAN Manager®
7z lESD-WAN ManagerP? AN RV LIEBER., AZ /N4 OSD-WAN Manager® 7z [& SD-
WAN Manager? S AZ N FEBTREBE N, NYITYTF—ER—ANEOLICERTENET,

BBIEA ARV A

« 3F k6 VvManage (774X UVIFAAR)

- 3F 26 vManage (DRAZXZNA VT AR )

« 12 EDOVvBond ( 7ZARVF—B L R—EDRTF—REZ—ICHH)
« 1D EDOvSmart ( 774XV F—R 2R —EDRTF—RE2—ICH98 )

FIE

1. HBATY7E2FERALTIRNTODA VAR AZRE TS
2.BHTFIVY

3.vManage Ul, SEBE., BXTFVR—RINO—FDOERE
4.vManage?V S A X DEE

5. =L RAZNADRYVZAZEY NTF YV

6. Config-db/\Y 2T v 7' /&t

7. 8R8FIvY

ATY7T1  BRFIVY

« 7975 4 77xCisco SD-WAN Managerf > A2 > AOHH, LA AKR—JLL KCisco
SD-WAN Managerf AR ADHERLU THD ZHABLET,

« 727 4 77xCisco SD-WAN Manager{ > A X > A £ # L L)\ Cisco SD-WAN Manager4 >



ABVADIVTRIITN=232FIXTEALTHBI L Z2BFLET .

TOT47TBLOFHBED T XTDCisco SD-WAN Manager{ > AZ > AN, Cisco SD-WAN
ValidatorO EEIP7 RL AICEETED L ZHRLET,

#FL< A2 AKR—=I)LLU #=Cisco SD-WAN Manager{ >~ AR AICFEEAEN 1 ARM—=I)LEh
TVWBEZRAELET,

$rL<A>ABR—JLU #=Cisco SD-WAN Manager{ > A X A% &%, TXTDCisco
Catalyst SD-WANF /XA A0 o 0OY VARBEhTWD 2B LET,

rL<A4>ABRM—)L&NiCisco SD-WAN Manager{4 > AZ >V AT, ATALIPET A~
DOFHLVWEY "Y', POTATOZARERUEAREEEBICRETNTVWD L =2
B UET,

FE2:vManage Ul, fEBAE. FR—RONO—FZH/ELF T,

vManage UIT D FEE D EH

ATYTIORBRENF TXTOI NO—FOCLICEMENES, 7 ZUHTURL
https://<vmanage-ip>Z A L T, vManage®WebUIIL7 V2 ATE X T, HvManage./ —
ROVPN512 IP7 RLAZFEALET, adminI—HRENAD—RZFEALTOTA 2T
EET,

Administration > Settings® JEICBE L., XOFIEZERTLET,

##8 A & Validator/vBond URL/IP7 RL AZFREL £ F, vManage./ — ROCLIEEUfEZ
RELET,

vManage 20.15/20.18Tld, c NS DREWR > AT LDV I THRHATEERT,

Settings

Settings |



u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | system
Cisco DNA Portal Validator

Managed Cellular Activation - eSIM

and the p. number to use 1o connact to it
Identity Provider Settings LT ‘

Validator DNS/ IP Address Port
Cloud Credentials
100,251 12346

d\ ThousandEyes User APl Tokens

- AAEDEBRICHEATSZRA/(CA)ZRET DAABTHE(CADREZHIELEXT, 300
FA72aTHHIET,

1. N\—ROIF7WANIY DAEBHERE : /\— R I FTSD-WANI YD II—RXDODCAZARAEL F
£
« FVARY VAFHEE (TPM/SUDIFERE ) -C0OF 7> ara2EATH L. FlMER
( TLS/DTLS#4%t ) ZHEMN TSI, LI—FN—RIITICTLAVAR=I)Eh
TWARIRAENf FRAEhET
s IVR—TZARXMAE (I F—TFAACAILEK>TBRENE ) - 2OF S>3
VEFERATRE, L—REBABOIVZ—TSA ARIABICE > TBREE LIRS
BFEALET, COATIa>EBRIBZDEICKE, T>X—754XCADJL— N
EZ__TEFHMIDIMBEN HBYET,



aiiailis
CI5CD

Catalyst SD-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

Settings

Seﬂings | Trust and Privacy
Hardware WAN Edge Certificate Autharization
Tenancy Mode
Enforee Software Version (ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that th
Softerars install Thmeout certificates used by the WAN Edge devices are authorized a
Security

(®) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
e Hardware WAN Edge Certificate Authorization

Controller Cartificats Autharization

WAN Edge Cloud Certificate Autharization
Certificate Revocation List

Wab Sarver Certificate

Enterprise Feature Certificate Authorization [ cancen |

DUDQ MFA Configuration

Password Policy

2. Controller Certificate Authorization ( 3> kO—ZFEAEFREE ) :SD-WANI> RO—Z D
CAZRELET,

e AT (#HR) - MO—FWECiscoPKIC R > TEBRE h-IAEEFERALET,
vManageld. vManage TRREENEAN—KNTHI Y NERBERZFEH L TPNPR—
ZIICEBHNICEREL., SIASICERL T MAO—FICA VAR =LENET,

« FH: 22 MO—FECiscoPKIC K> TEEENIZAIHAEEZFEALET, THhETEIO
SD-WANF—/N—LADAX—RNTHINERBTHIV NMIBEL, Cisco
PNPAR—Z I ZFEAL TFETCSRICBBELET,

c IR —TZAXI—KEERE . COAT>avaFERATIE, L—REHEBOI
B—TTAARIARICR > TEBRENIAREZFEALET, COFT> a2 EER
TRRICEK, IV —T T4 ACAQOIN—NIRBEZCTCEMITBRHEN HYET,



0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Mento

Settings

Settings | Trust and
Controller Certificate Authorization

=Y

Tenancy Mode
Analytics Enforce Software Version (ZTP)
Software Install Timeout

Warkflaws e

a Hardware WAN Edge Certificate Authorization

:
|
§
i
&
N

Toals

Controller Certificate Autharization

nly once and is au

WAN Edge Cloud Certificate Authorization

Repors

r r F -
Cartificate Revocation List Manual ()]

o

Web Server Certificate
Wairten anco Salect a File

Enterprise Feature Certificate Authorization

do
Administration User Sessions wOTBARGw
r DUO MFA Configuration
Explore

Password Policy | Cancel |

3. WANI Y U5 RAAEFEE : IREBSD-WANI Y 2 )L—4& ( CSR1000v, C8000v,
vEdge V7 5 R) @CAE?&Ebiio
BE ( vManageE#& & H ) :vManageld, RIEIY DI —XOCSRIZCHEBWIZERL
. FEREZEI— '5‘L.4’/7x|\ ILET,
Eﬁib (IVR—T7ZAACA-#HR) -REIIL—KREE, BBOI>2—T7Z74 XFELHE
L:JiO'C%%‘c’STLf:EEEE%’EEFﬁ LET, 20)7]'7":/3“/72&?)33'%@(:(3\ I>=
— 7 SAACADI)—NEAEZ CCCEFHITHDHLENHYET,

MBDOCA(IVER—TZA4XRiR ) 2FEAL TVWBEEF. EnterpriseZiBIRL £,

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings

Q Setti"gs | Trust and Privacy

- - o ;
Tenancy Mode WAMN Edge Cloud Certificate Authorization

Analytics Enforce Software Version (ZTP) I
1 the certificates

WAMN Ed uthonzatior

Software Install Timeoul used devices are author
=
WarkBows 1 wind vEdge Cloud
® Au ed (Manager signed) Manual [Enterprise CA - recommended)
& Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
1 WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}
Wab Sarver Certificate
Maintenance
Enterprise Feature Certificate Authorization Cancal

User Sessions

DUO MF& Configuration

Password Policy




+ 20.15/20.18 vManage./ — RMF & &, Configuration > Certificates > Control Components ®
JEIZZEIRL £, 20.9/20.12/N—2 3> M3F{ A, Configuration > Devices > Controllers
- Manager/vManage® ", .0 Z2JvY YL, "CSRO%M. 27V YIULET,

= @ Q[‘;\ 8 asdmin v

a Certificates

'WAMN Edge List Control Componeants Applications CA Cert

1112 Add Device Generate CSR Upload Certificate Update Validatar

« CSRAIMEREnd &, A NO—JHICBREQLRIARICEIVT, CSREAT>O—
RUTEBEZEMBTEET, CORER. Administration > Settings > Controller Certificate
Authorization THERR TE EJ, Y AD (#HR ) ZR#IRT B &, CSRIEvManagelZ &> T
PNPR—ZIICEEBNICTY 7O—REh, MASENr BEREnD L, vManagell BEIRIC
A2AN=ILENFTT,

« ManualZiE&RL =HE k. FSD-WANF—N—L A DAX—KTHIV NERETHDOY
NZBEIL. CiscoPNPR—Z I ZERAL CCSRICFEITERLET, PNPR—ZILH SEE
BHENFMATEDRSICK 25, vManageD R U 9 3 > Tinstall certificatez 1) ¥
UL, SHEET7Y7O—RULTA2VARN=ILLET, Digicet B LTI RX—TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

vBond/Validator# & T*vSmart/Controller®vManage\N D F > R—F 4 >4

20.15/20.18 vManage ./ — RMF & &, Configuration > Devices > Control Components ® JIE(Z %
BLET, 20.920.12/N\—> 3 > MFE. Configuration > Devices > Controllers

F>R—F 1> vBond//N) F—24Z

« onAddvBondZ ¥ 1) ¥ ¥ L £920.12vManager®B&/\) F—X D&
20.15/20.18vManage D% E&., RY 77 Y THFRRENIZS, VPN OF. vManageh S FiE
AJRE/AVBondDIPZEEE L £ T,

+ vManagetovBondIPOCLIA SpingZ AL T (FFAc TV 35S ) BhiETREMEHEREL
7,

« VBondO1—%OLF> ¥ )L ZAALET,



FENetAdMinT )L —7" O 1—HH 9 THBDvBondorOEBE VL Foo v I EFERT %
ENHYVET, ChlkthevBondDCLITHETEE T, vBondDF L VWIIAZEZ 1 A N
—ITBEMBENHBDEBEEIE. "CSROERI OROYFHA I TYesZBIRLET

SEVBONAA'NATTFNA RITFAT I A—)LOEERICHDHEE., vBond VPN 01 > Z—
TIARIPHANT )Y VIPICEBRENTVRIHAESHERRELTLKEEV, VPNOS &
—7 I 4 AIPICvManageh SEETERVEBEE. COATYTTVPNOI > RX—T7 T4
ADNT VY JIPTRLAZFEHALET

@ The netwark is out of compliance due to licansing, phease click hers for more actions

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

Add Validator Add Conftroller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes Mannged By Dwvice Slalus Sy
Generate C5R

No

L Windaws App Car ..]

« CSRAIMEREnDE, AV NO—JHICBREQLRIARICEIVT, CSREATO—
RUTEBEZEMBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHERR TE E T, A (#R ) Z&IRT S &, vManagelZ &k 2 TCSRH
PNPR—ZIIIZBEBNICT Y 7O—REh, AAENFr EEEShDE, vBondICHBWIC A2
ARM=IlEehFrT,

« ManualZiBR U £5EE. FSD-WANA—/N—L A DAN—KNTFHIV NEARBTHI >
NCBEL., CiscoPNPR—RIILZFEAL TCSRICFEITERALET, PNPR—ZILH SEE
BHENFATEDLSICK 215, vManageDE L 2 32 Tinstall certificate® 2 1) ¥
UL, fEHEEZT7YZ7O—RULTA VAR =ILET, Digicet B KOOI E2—7TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

. BEOVBondNH 35S, AILUFIEZEVERLET,

vSmart/ A NO—S DA R—F 12T



+ 20.12 vManage® 154 (& Add vSmartZ, 20.15/20.18 vManage ® 54 (& Add Controller& %
Dy OLET,

« RYTTYTHAREVWES, vManageh S EZERBEEVSmartOVPN Ok T2 AR— KIPZE A
ALET,

« vManage®CLIA SvSmart IPIZpingZEAL T (FFAIEThTVSEE ) ZEMseMZHEREL
7,

c VSmartMEBEBE VL Foo v )L kEnetadmin I —7TO1—H o2 FERTHIHREND
bvSmart NoteD 1—H IO L F v )LZAALET,

e ZhiE, vSmartOCLITHEERTZE T,

¢ JL—RICTLSZ AL TvSmarte O #lIERERI T554. 7O ZTLSICEREL
F£9, COBERKIE. vSmartsBS KWvManage./ — RDOCLITERBRTISEN BV ET,

« vVSmart®#FH L VIIAEZ AV ARN—IILT2HREN HDFEE. "Generate CSRy O RO Y
TR IT "Yes, ZiBIRLET,

X vSmMatANATFNA RIT7FATIF—=)ILOBRICHDHEE, vSmart VPN O > X
—TJIARIPANT VY JIPICEBRENTVRIAESH EHBEZEL., VPNOA > Z—T 14
AIPA'VManageh SEETE R VBRI, COFIEBTVPNOS > XR—T7 T4 AIPO/NT
YIIP7RLAZFEALET,

el Catalyst SD-WAN

@ The netwark is cut of compliance due to licensing, phease click here for more actions.
Add Controller
. Controller Management IP Address
Devices
o
Canfiguralian
WAM Edge List Control Components Unclaimed WAN Edges
Username
panent
Password
WS
A | Add 1
Protocol
Cantrofler Type Site Harme Hostname Canfig Locked Managed By Device Status sy

DTLS
Port

°

tenal
Generate CSR

e Mo

':."..ﬂl]

b

« CSRAIMEREND &, AV NO—JTHICBREQELFAERBICEIVT, CSREXIO—
RUTERBZEHBTEET, COREWR. Administration > Settings > Controller Certificate



Authorization THERR TE E T, A (#R ) Z&IRT D &, vManagelZ &k 2 TCSRH
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE D E, vSmartiC BEIMWIZ A
JAR=ILENFET,

« ManualZiBRL =B E k. FSD-WANF—N—L A DAX—KRTHI NERETHDOY
NCBE L., CiscoPNPAR—ZIILZFERAL TCSRICFEITEBRLE T,

« PNPAR—ZIIASIERAENFNATEDLSICE 25, vManage®E L %43 3 > Tinstall
certificatez 2 JUv oL, SAEAT7Y7O—RLTAAN=ILET,

 Digicet& R IL U R—7 A AXIN—NIAEZFEALTVWSEEE. BUFIENERAEQ
9,

. BEOVSmartsH 355, BUFIEZZE)IERLET,

ITRXNTOFIEHNZTTLES,. Monitor>Dashboard CIXNTRHIHIAR—F > NICEETES C
EEBERELET

o The retwork & cut of compliance due ta icersing, please click here far mane actions.

Mot
Monitor [ +
A |
. Overview Devices Applications Security Multicloud Tunnels Logs 8|8 = =4 @
] - “
i Controd Components WAMN Edges Certificate Status Licensing Reboot
1 1 1 4a 1] 3 1] 1] 10 o
validatar Fr— Sanager Reachatie B Uneeachasin @ Warning wereantc O Apsignad @ Unassigned @ Lawt 34 s
o !
&
Teals
Wiaw D ["'-" iy - |
Usage (GBI Latency (ms)
@ biz-mnt E.
P—
1:pubil
| [ ]
n n
N [ ] n |

C TNENOHBISK—2Y REIUYILT, TRSHINTHETETHD = & £H-R
LErT,

« Monitor > DevicesDEICBEIL., IXNTOHEE I AR—F2 "RAZETRETH D & ZHER
LET,



AT Y 7°3:vManage? 7 A X DEE
SD-WANZFH—/N—L /4 TvManageV AR 2R L A R—RSD-WANZ 7Ty Y

™
S¥:vManageV S ARk, SD-WANZ7 77UV DICAVR—F 4o T&Enhi=zHA4 NOEKIZ
U T, 3D2MvManage./ — REF6DNDvManage/ — RTHERTEEXT

12 MvManage/— RTIXTOSD-WANIY hO—Z&F 2 R—R
FSD-WANF—/N\—L 4 TOE—_/— RvManagelC & 2SD-WANI> NO—Z 0O A R—R, T
HEETNTVWBFIEICHEHR, £F1DNDvManage/ — R TSD-WANTZ7 77U Y UL, HE
BINXNTON)TF—Z(vBond)& A NA—Z (vSmart)Z 4> R—RULE T,
DZARICEEND TN TNOvManage/ — RDCLIZREZEBE L ET
« 3%')MDvManage/ — RERELET, 3/—RIFTAXDFEEF, BRYD2/—REEHKL

£9, 6/ —RISAZDHFEIEF. 5/—REZBRELET,
c RILRT KDL, DATLAEREZRITVET,

config t
system
host-name

system-ip



site-id
organization-name
vbond

commit

S

¥:vBond7 RLAELUTURLEFEAL TWBIEEE. DNSH—/NDOIP7 RL A%VPN
OSERETERET DD, MIRTEDCEEHBIBELTLEETL,

ChSORER., I—F2BLTFTOMOD NO—F L OFHHBEGOBYICERAENZ NI UA
R=RNAVE—TIARAEEMNCTDEHICHETT,

config t
vpn 0
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface



allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

Tz, AV RO—FANOFTIRNFATNY REBT VA ZBWICT S HICVPN
512managementf > Z—7 T4 AEEEL KT,

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

1
Commit

F7 3 OER



s BEOOVNO—SNOREESRTEET, CIWVARENTVIRENEETDESR
VHLLVIOYNO—SICCOREREBMNTEET,

« JL—ZNTLSEEAL TvManage/ — REDEF 17 B HEEREBITIXLEN HDHE
IChO&, HEAZ7ONIINETLISELTERELE T, F7FIMNTR, IXTOI NO—F
EN—ZHADTLSZFERAL THEHEREZBIILET, chlk. E4ICHUTvSmantB &K T
vManage/ — R TOKYUERZ AT AV DFRETT,

Conf t
security
control
protocol tls
commit

FNTNDvManage/ — RTH—ERSN VR —T I/ AZHRETS

FTTICAYR—FT 1 J&Eh TV BvManage-1Z2 2L T X TDvManagenodesTH—E A1 > &
—T7IMAARAZRELET, CcOAMUE—TIAAR. VZAZBELCERAENET, 2FW. 7
Z AW DOvManager./ — REOBE T,

conf t
interface eth2
ip address

no shutdown
commit

BEUIPH 7 %Y N#vManagecluster® 33X T D/ —RTH—ERS 2V Z—T I/ AICEAET LT
WBEezMRALET,

DZAZILTUIYIILDORE

vManagenodes& RIUEBE I L 7> v )LZEAL T, vManageclusterZ38ETEEX T, FI-
l&. netadmingroup® —HTHBFLVWI—HILF UV IILZRETEXRT. HILLWI—HD
LF Y ERETAIRERPROEBYTTY

conf t
system
aaa

user



password

group netadmin
commit

DZARD—EHTHBvManagenodes£ A TRIL I —HILFUI VI ERET S C L ZHER
x99, EBEILT OOV ZEATI BRI, $XTNDvManagenodesTEU 1—H&//NAD
—REFEAITIHENHYET,

FNXTDvManage/ — RICTF/NA AGEHEZ A A R—)L

« 7% TURL https://<vmanage-ip>% A L T, 9 X T HvManagenodes®vManageUl(Z
OJ4> L&Y, ThE¥FnDvManagenodes®VPN 512 IP7 RL AZFEAHAL £F, adminl
—HRENAD—RZzEALTOTATEET,

+ 20.15/20.18 vManage ./ — RMiF& (. Configuration > Certificates > Control Components @
JEIZEIRL E£F, 20.9/20.12/N\—2 3 > D3FE . Configuration > Devices > Controllers

Manager/vManageT...2 2 ') Y 7 L, Generate CSRZIV VUYL &ET,

Certificates

WAM Edge List Control Components Applications CA Cert

a J Generate CSR
Waorkifiow:
Send 1o Vakidator Install Certificats As of: Fek Reset BSA
v Dperation Status Contrplier Type Hostname Sysiem | L e 1D Cortific aite Soriad Expiration Date

1.2 Add Device Generate CSR Upload Certificaie




« CSRFEREnDE, AV NOA—FAHICBRENLRIARBICESIVWT, CSRZZ V> O—
RUTBEZEBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHEFETE E T, Y AD (R ) 2 BRI B &. CSRIFvManagelc &2 T
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE DL, vManagell BEIRVIC
A2AN=ILENFTT,

« ManualZiEIRL B8 E. ESD-WANA—N—L A DAN—KNTHO NEREBTHDO
N-#E L. CiscoPNPAR—ZI)IL%ZFEHRAL TCCSRIZFHTERZLET,

« PNPAR—=ZIIASIEAENFBATEDLSICE 2S5, vManage®E L 2 3 > Tinstall
certificate2 7)Y UL, FIAEZT7Y 7O—RULTA2VARN=ILLET,

* DigicetS KV LY 2—TZA4 X —NIAEZFEAL TVRHEE, BUFIENERAE
F9,

« VDSAZRICEEND TN TNDVManage/ —RICHLTZOFIEZRTLET,
vManage? 7 A X D &L D %fig

« vManage-1®WebUIT, [EE]> [V TAXEE] ICBEL. [vManage- 1D T V>3
IDTFDO[.]JZTUY UL, WEIZERLET,

e J—RORILYFE, VMORE>T Y TEICBIRLAERILYFICETVTHENICE
Renzxzd,

S

E3/—RIOZSAZDFE, 3DMDvManage/ —RIEFIXT, RILVYFELT
compute+dataZ A L TEREBEThET,

« 6/—RIOUZAZDEFEE. 32NDvManage./ — Ri&persona& L Tcompute+dataZ R L T
EEEh, 3DMDvManage./— Rikpersona& U TdatazZ AL TRBEhET,

« Manager IP address® RO Y 7’AJ A 5., vManage®service interface IPZRIRL £,

« VvManageV ZAR (VAR VLTFUOIYIIERENET ) ZBMICTREHICERATS
I—HHRENAT—RZAHDLET,

c HIRDELSIZ, §NTOvManage/— RTRILILFUI v I)LZFZEL, IXNTH/—R
ZOZARICEMTRBICALILTF YL EERATIHENf HYET,

A7aDOER

SDAVCZEB#MICTSICE. EEDIVTARATCOREZSBLTLKEETVY, CORERF. BEX
BE, BREITAZD1DNDVManage./ — RTDAMUEBBEICOATERL T EE L,

Updatez VY O LET,

- ZM#, vManage NMSH—EAANNY VT T RTHEBL., UIKKS5 ~ 102BEAT
EEHA., COMB. vManageDCLIZ VAN TREICAR V) £,

« vManage-1 UIIC7 2 AL =5, Administration > Cluster ManagementICBE L .
vManageD ' —E XA >R —7 I A AIPHIP addressD® FICKRMENTVWD ZEEZERLE



T BEAT—RAWEReady T, /—RORILYVFHFELKRBEATVWET, LR
?MService reachabilityz 7> 3V IZHIWEZX, IXTOH—EANEEALETHD &2l
BLET,

s FEFETERBRVWH—ERANHD5EIE. BEFELLEEV, BEE20 ~ 307 FENM AV FE
ER

vManage? T A X D&

« vManage-1®webUIT, [Service Configuration,
« Add Manager2 7)Yy 0 9%&, RYTTYTIAV RINFNRRENET,

) The network s out of compliance due ta icensing, pleass cliek hare for more actions.
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2,
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« VManage -2/ — RAAEV T YT UEBRICIT 2RIV FIBREICEIVT, /—ROR)L
VT EBERLET,

« Manager IP address® T (Z. service interface IP of vManage-2Z AL &Y

c I—HEBENAT—RZAHDLET, chlF, ATVYT6THERALEILTF O YILERLU
T,

« SDAVCZEMICTS : vManage-1TIT TICBMICLTWEDT, FT7DOXRFICLET,

.« [Add] EZUY I LET,

« ZMD#%., vManage NMSH—E AN VManage 18 K UV2/—RONY VT T 02 RTERES
LEJ, vManage 18 K T2TEk., UlEEHS (K5 ~ 107 ) FRATE R A,

« ZOME, vManage 18 KRU2OCLIT VAN ERATEE T,

« vManage-1 UIlC 7 7 £ AT& =5, Administration > Cluster ManagementlC &L, mHE 0
vManageDH—EAA 2 Z—T7 I A AIPHFIPPRLADTICRMENTVE EZRFELE
9, Configure StatusidReady, /— RRILYVFRELKRBRENATVET,

s AULR—DOH—ERZETEMEEIZ AV EX, mAHFDVvManage/ — RTIXT
DH—EANEEARETHD L Z2BRLET,

c FEFETEZEBVH—EANfHBEER. 8FELLEEV, BERS ~ 102 EALHYE

EE
« DSAREBM7OELADAT—R AR, vManage UNELFBICHZD R AT ) ANTHERT
EXT,
el Catalyst SD-WAN E @ QED)| R simn v
) The network b5 cut of compliance due 1o icensing, please eliek hare for mane actions.
) Cluster Management
A
~digurat Service Configuration Service Reachability
[ Add Manager
:J;,I lllllllll Waddress 0 Configwedtates 000 ModePersona win Actions.
nage
2z
Tosls 1 Reg
o
dmisdrabsn

s [FOTATBRERAIVD—E|ZBRREL, RRINELETITATBREAIO—EIRRE
NTVWREER, RRAINEEETLTOWAEVCEEZRLET,

« RRAVEDVVIYVITRE, AULRARAVDEBRRERETEET, RRINTIT14T7%
BRAVD—EIIRRENTVWEWEER, [RETIICHUIWUEBAT, RRAINERICETITSC
EEHRELET,

c CNSDRA VM RIEENERICOAK, ROFIEICHAET,

VZARIZRD/—RZEMTDHEIC, RORZEBITILENHYET,

ChETICOTARIZEML IzvManage / — RO IXNTOUIT, XOK[ZFERLTLSEEL,



vManage Ul® Monitor > OverviewlCBE) L, vManage./ — ROBHAEL K RBRENTWS
CE, BRVIVZARICEBMENZ /— ROBICIHUTEEARERTENTVD L &
BLET,

Administration > Cluster Management® JEIZ#E L . IP address® T (Z[ 5 ®vManage D 4
—ERAMVB—T7 T4 RIPHFRBRENTLVS Z &, Configure StatusA'Ready TH D _ &,
J—=RRIYVFHAELKRBMENTVR ZEZRBREBLET,
BUR—OH—ERAREAREMEEI a3 ICYE X, A DvManage/ — RTIANT
DH—EAICEETED L ZBRELET,

DZARZIZ/—RABMENDLECIC, VZAZHROINTO./— RONMSH—EAN B
EEENDLEH, ChsO/—ROUINLVLIES<OBEEIEFRBEICEYET,
DZAZRAD/—ROBIZE>TE, UHFNYITYTEh, 9XTOHF—EANEETRE
ICBDETICKEAIDNADEENBYVET,

vManage UID A LFBIZ & B Task-list available TR AV ZE_XTEXT,
VSAZICEMENES /—ROvManage UIT, IXTDIL—Z, TU7TL—hK, 8K
RS — (vManage-1 CHEATIRERIZES ) ZHRIDVLEN B ET,

_hs n@EK A vManage-1ICE WViEE k. vManage-1ICiBIlE fufzvBond® & TFvSmarts &
. Organization-name, vBond. Certificate Authorization® Administration > Settings# A",
VTAZRIZEME NizF&Y) OvManage/ — RICRBMENTVWBDBENF HVVET,

¥%\V) DvManage./ — RICH U TEUFIEZZEYVIRLE T,

ATY74: A=)LRAZVNADRIVZAZOEY KTV T

A=) RAZRZNADRIVZAZEY NTYT

"ATY 74vManage 7 Z AR DB, THAITHFIEEZFEAL T, £©51D0OvManage7 7 A
RERBTEET, TOER., "TAT Y T6:config-db/NY O T v 71T, THREENTWSFIEER
EITLT, RAZUNA DV FAZDconfig-db/NY VT Y 7= ETLET,

AT Y 7°5:Config-do® /Ny O F v 7' 1B

BldvManage / — R TOvManagelB T — ZXR—ADONY O T v 7 BETOIRE

Configuration-DB/NY 7 ¥ 7O YRE :

BEFHE N TVWSSD-WANTZ 7 7Y U Tk, vManage? T A X A S configuration-db/\
YOTYTREKTEET,

configuration-db/\ ¥ 2 7 ¥ 7', configuration-db® ') —& —T& dvManage7 7 A X M12
D/—RTOAERTIHLENHBDCEICEFRELTLSEZL,

AR RF7OvManageDB4E. FNDvManage B4 A configuration-db® ') —& —T 9,
vManage?7 2 A& T, 1Y > Rrequest nms configuration-db diagnosticsZ £ L T,
configuration-db') =5 —_/— RZHELET, OOV RiF, 3/— RvManage?V 7 A X
NDIXNTD/—RTRITTEFT,

6/—RUZAXTE, U—F—_/—REZE TS /= configuration-db A" BRI & 2 TL
%vManage/— RTX YT NDIN RZEITLET, Administration > Cluster



ManagementD JEICBE L, AU ZBRELET,
c AV)—=223Y NMIRTRSIC, RILYFCOMPUTE_AND_DATATRREE Nz /—RT
[&configuration-db A" ERTE N TVWET,

vManageCLIT ¥ > Rrequestnmsconfiguration-dbstatusZ AL TRIU N B ZHRTEE T,
HAFROESICHRYET

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

« ONVREERITTDE, chs5O./— RIZHL Tnms configuration-db diagnosticsZ E3K L
TF9, HORROKSIZHBYET,

« lisLeadery MEBRTRENLET A —IILRZRLET, 1CREETIhTVIHFES, /— RN
) —R— /) —RTHBDE&&ZRL, TINH Sconfiguration-db/NY VT Y T RIIRETEXT

o

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

==m=mm=m=m== SNIP =====m====

Connecting to 10.10.10.3...

o - +
| type | row | attributes[row] ["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | 0 |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |



| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster" | "InFlightCacheTotalBytes" | 0 |
o +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

COIOXRY REMFEAL T, $¥EE hizconfiguration-db') —& —®MvManage/ — RA* 5
configuration-db®/NY V7 v 7&ZIREL £,

request nms configuration-db backup path /opt/data/backup/

FRENDEIFROEHY T,

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging



vmanage#

- configuration-do 7 L 7> Y LA BEHFE N TVWEHEERE., ThEXELET,
. configuration-db V7 L > ¥ ILZH S VWHEK., TACICEAVLWEDLE T, BEED
vManage ./ — R A Sconfiguration-dbZ L 72> ¥ L Z2EEBL TS EE W,
« 77 # )L N Dconfiguration-db 7 L 7> v JLIE. 1—5F : neodjS KRV/NAT—R
: password T 9,

BRT—ER—AD/NY 9T v 7B DvManage./ — RIZETT

SCPZfERA L T, vManage®/home/admin/7 1 L & ~ 1) I[Zconfiguration-db/NY 7 v 7' %
dE—LZFEY,

scpdN > RDH LA :

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db®/NY V7 v 7 & E T $ B IZIk, FF configuration-db® I L F>> ¥ )L %&
BETIHBEN B XY, configuration-dbV L 72> ¥ LA 77 # )L b (neodj/password) D
BERF. CORTYTEERTEET,

configuration-dbZ L 7> ¥ )L ZERET S IZI1E. V> Rrequest nms configuration-db
update-admin-userzZ AL . FEOI1I—HRENADT—RZFEALET,

vManageD 77U r—> a4 —NFBEBLET, D&, vManage UIIZERFRET U
LATERBRLLBZYET,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#


mailto:admin@10.66.62.27:/home/admin/

BRET—ER—AONYIOTYTOERICELCENTEDIERRE

request nms configuration-db restore path /home/admin/<>X > RZFEAL T, FHL L
vManagelC SRET —ZENXR—AZEB T TEEXT,

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-dbA"ETE =5, vManage UICT VLA TED CEZRBRELET, 50 EF
THS, UNDT IV EARZEAET,

UICEZEICOJA > LES, TVYDZIL—320OUAN, T7L—K, RUZ—, BLTHUEIEL
(& BEF DvManage UIICTEEL TV ERY O TN TOERED. # L LwManage UIIZRBRE TV
gt&ﬁwubij—o

ATY76: dMNO—Z0BRIEEFTVI FO—F OEML

configuration-dbABxE NS5, 7770V VRAOIXNTOFLLVIA NO—F
(vmanage/vsmart/vbond) 2 BEREL T A L BN H VKT

S
i EBOERT, BRIEUCEAENDAVER—TIAAPHRYRLAVE—T IR

IPT& %34, vManage, vSmart, 8 KUVBondD KRR AV BZ—T I A AT
NETCONFH—E AN HFAEh, NAICH2ET77AT I +—)L TENETCONFH—E X
FHATENDRSICTRIRENHYVET, B<T7A4T7IF—)LR—KEk, DRVFTAAX
A5 IFNXNTOvBond& &K TvSmarts\DNXAEIL—ILE L TTCPR—K830TT ( < Dl
T, DRVZAZRGEIPT RLANIPF RLAIC—BHLET ),



vmanage UIG, Configuration > Devices > Controllers®DJEIC 2 Y O L& T,

c EAVKMO—ZNELICHBDIDORY NEIUYIL, [WEIZVIVYILET

- . - figuration - Devices

N et @

« ip-address ( > MO—Z Msystem-ip ) Z&transport vpn 0 ( R R A BZ—T I A4 X )ip
addressICEEMAE T, 1—HFBENRAT—RZANLT, saveZP VY ILET
« 777UV IOROIXRTOHLVLIL NO—FICHLCRLUBREZTVET

Root-cert-chain® [E A
IAXRTOOAY NOA—=FHFFAR—F1o0chizs, ROFIEZETLET,

LT OT 472120 T ARXRADEENDCisco SD-WAN Managerth—/\N T, XDigEER
TLET,

IW—REERREZR, FILLKTIOTATICB 2120 T ARAND T X TNDCisco Catalyst SD-WANT*/\
AAERBEEDICE., ROOANRZAHLET,

https://vmanage-url/dataservice/system/device/sync/rootcertchain

ROIAN RZAHL T, Cisco SD-WAN Manager UUID % Cisco SD-WAN Validator& FHiE &
x9,

https://vmanage-url/dataservice/certificate/syncvbond

J77UvONEREN, J77UYOROIRTOIY LI NO-FICRL T hO—
Leviareofdey>arAgirieshizs, HVW3A2 MO—3(vmanage/vsmart/vbond)Z Ul A
SEUMCTEIMENHYET

« vmanage UITT, Configuration > Devices > CertificatesDJEIC T )Y I L& T,

« Controllers2 2 )Y JLET,

s VW7 77UV OO NO—F(vmanagel/vsmart/vbond)DIEL ICH B3 DD RY k&)
YOULET, [BZEIVYILET

« voondICEEZ YUY O LET,

- vmanage UIC, Configuration > Devices > Controllers®EICV )Y JLET,


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

- HTWT7 77Uy UNOI> NO—F (vmanagelvsmart/vbond)DIEL ICHB3DDRY RES
YOIOULET, Deletez VY OLET

ATY JT:PostFIv Y

N
A IXTOEANDHEHAEDEBICHETS, CCICRITEARZBOFIVIEIIaI%
HITLET,

HHxEHHES5:vManage? 7 A X+ DRERD
HEBEAVARY R

« 3F k6 VvManage ( 7F7AXUVIT AR )

- 3FfzlE6 vManage (DRAZXNA VT AR )

« 12 EDOVvBond ( 7’ZARVF—B L R—EDRTF—REZ—ICHH )
« 1D EDOvSmart ( 774XV F—R 2R —EDRF—R2EE—IC98 )

FIE

1. HBATY7E2FERALTIRNTODA VAR AZRE TS
2.BHTFIVY

3.vManage Ul, SEBE., BXTFAVR—RINO—FDOERE
4.vManage?V S A X DEE

5. =L RAZNADRYVZAZEY RNT VT

6. Config-db/\Y 2T v 7' /&t

7. 8R8FIvY

ATY7T1  BRFIVY

« 797 4 77xCisco SD-WAN Managerf > A2 > ZAOHH, LA AKR—JLL ICisco
SD-WAN Managerf AR ADHERLUTHD E ZHALET,

« 727 4 77xCisco SD-WAN Manager{ > A X > A £ # L L)\ Cisco SD-WAN Manager4 >
ABZVADYTRNIDITN=23 0 FINTEAUTHBD e z2BEBLET,

« TOTATBLUOFHBED T X TDCisco SD-WAN Manager{ > AZ > AN, Cisco SD-WAN
ValidatorO BEIP7 RL AICEETED L EHRRLET,

« LA AKM—=JLL f=Cisco SD-WAN Managerqf > AR >V AICRIAEN 1V ARN—=ILEh
TVWB L ZRAELET,

« ILK A AKN=J)LL #=Cisco SD-WAN Manager{ > AZ > A%&&E%H, TXTNCisco
Catalyst SD-WANT /N4 AQ o7 OY VA TVWDR L Z2BFELET,

« LA AKN—=)L&E h7=Cisco SD-WAN Managerf > ARV AT, YATALIPEH A K



DOFLVWEY ", POTATOVSARERUEAREEEBICERETNTVWD L =2
L ET,

FE2:vManage Ul, FIAE. AAR—RIANO—FZHRELE T,
vManage UI T DFEE D EH

« ATYTMIORBRENTNTOOAY MO—FOCLIZEME NS, 7T ZIH TURL
https://<vmanage-ip>%Z fEH L T, vManage®WebUIIZ7 VA TE£F, HvManage./ —
ROVPN512 IP7 RLAZFERALET, admin1I—HRBE/NAD—REFERALTOYA T
EEXY,

« Administration > Settings® JEICBE L. XDFIEEZETLET,

. #H# 7 & Validator/vBond URL/IP7 RL AZF&EL £9, vManage./— ROCLIEELE%
HRELEY,

« vManage 20.15/20.18 Tk, CchSDBRERFRZATLO V> IV THRATEE T,

Settings

Settings



u The network is out of compliance due 1o licensing, please click here for more actions,

Settings

Settings | system
Cisco DNA Portal Validator

Managed Cellular Activation - eSIM

and the p. number to use 1o connact to it
Identity Provider Settings LT ‘

Validator DNS/ IP Address Port
Cloud Credentials
100,251 12346

d\ ThousandEyes User APl Tokens

- AAEDEBRICHEATSZRA/(CA)ZRET DAABTHE(CADREZHIELEXT, 300
FA72aTHHIET,

1. N\—ROIF7WANIY DAEBHERE : /\— R I FTSD-WANI YD II—RXDODCAZARAEL F
£
« FVARY VAFHEE (TPM/SUDIFERE ) -C0OF 7> ara2EATH L. FlMER
( TLS/DTLS#4%t ) ZHEMN TSI, LI—FN—RIITICTLAVAR=I)Eh
TWARIRAENf FRAEhET
s IVR—TZARXMAE (I F—TFAACAILEK>TBRENE ) - 2OF S>3
VEFERATRE, L—REBABOIVZ—TSA ARIABICE > TBREE LIRS
BFEALET, COATIa>EBRIBZDEICKE, T>X—754XCADJL— N
EZ__TEFHMIDIMBEN HBYET,



aiiailis
CI5CD

Catalyst SD-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

Settings

Seﬂings | Trust and Privacy
Hardware WAN Edge Certificate Autharization
Tenancy Mode
Enforee Software Version (ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that th
Softerars install Thmeout certificates used by the WAN Edge devices are authorized a
Security

(®) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
e Hardware WAN Edge Certificate Authorization

Controller Cartificats Autharization

WAN Edge Cloud Certificate Autharization
Certificate Revocation List

Wab Sarver Certificate

Enterprise Feature Certificate Authorization [ cancen |

DUDQ MFA Configuration

Password Policy

2. Controller Certificate Authorization ( 3> kO—ZFEAEFREE ) :SD-WANI> RO—Z D
CAZRELET,

e AT (#HR) - MO—FWECiscoPKIC R > TEBRE h-IAEEFERALET,
vManageld. vManage TRREENEAN—KNTHI Y NERBERZFEH L TPNPR—
ZIICEBHNICEREL., SIASICERL T MAO—FICA VAR =LENET,

« FH: 22 MO—FECiscoPKIC K> TEEENIZAIHAEEZFEALET, THhETEIO
SD-WANF—/N—LADAX—RNTHINERBTHIV NMIBEL, Cisco
PNPAR—Z I ZFEAL TFETCSRICBBELET,

c IR —TZAXI—KEERE . COAT>avaFERATIE, L—REHEBOI
B—TTAARIARICR > TEBRENIAREZFEALET, COFT> a2 EER
TRRICEK, IV —T T4 ACAQOIN—NIRBEZCTCEMITBRHEN HYET,



0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Mento

Settings

Settings | Trust and
Controller Certificate Authorization

=Y

Tenancy Mode
Analytics Enforce Software Version (ZTP)
Software Install Timeout

Warkflaws e

a Hardware WAN Edge Certificate Authorization

:
|
§
i
&
N

Toals

Controller Certificate Autharization

nly once and is au

WAN Edge Cloud Certificate Authorization

Repors

r r F -
Cartificate Revocation List Manual ()]

o

Web Server Certificate
Wairten anco Salect a File

Enterprise Feature Certificate Authorization

do
Administration User Sessions wOTBARGw
r DUO MFA Configuration
Explore

Password Policy | Cancel |

3. WANI Y U5 RAAEFEE : IREBSD-WANI Y 2 )L—4& ( CSR1000v, C8000v,
vEdge V7 5 R) @CAE?&Ebiio
BE ( vManageE#& & H ) :vManageld, RIEIY DI —XOCSRIZCHEBWIZERL
. FEREZEI— '5‘L.4’/7x|\ ILET,
Eﬁib (IVR—T7ZAACA-#HR) -REIIL—KREE, BBOI>2—T7Z74 XFELHE
L:JiO'C%%‘c’STLf:EEEE%’EEFﬁ LET, 20)7]'7":/3“/72&?)33'%@(:(3\ I>=
— 7 SAACADI)—NEAEZ CCCEFHITHDHLENHYET,

MBDOCA(IVER—TZA4XRiR ) 2FEAL TVWBEEF. EnterpriseZiBIRL £,

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings

Q Setti"gs | Trust and Privacy

- - o ;
Tenancy Mode WAMN Edge Cloud Certificate Authorization

Analytics Enforce Software Version (ZTP) I
1 the certificates

WAMN Ed uthonzatior

Software Install Timeoul used devices are author
=
WarkBows 1 wind vEdge Cloud
® Au ed (Manager signed) Manual [Enterprise CA - recommended)
& Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
1 WAN Edge Cloud Certificate Authorization
Reporis
Certificate Revocation List
=}
Wab Sarver Certificate
Maintenance
Enterprise Feature Certificate Authorization Cancal

User Sessions

DUO MF& Configuration

Password Policy




+ 20.15/20.18 vManage./ — RMF & &, Configuration > Certificates > Control Components ®
JEIZZEIRL £, 20.9/20.12/N—2 3> M3F{ A, Configuration > Devices > Controllers
- Manager/vManage® ", .0 Z2JvY YL, "CSRO%M. 27V YIULET,

= @ Q[‘;\ 8 asdmin v

a Certificates

'WAMN Edge List Control Componeants Applications CA Cert

1112 Add Device Generate CSR Upload Certificate Update Validatar

« CSRAIMEREnd &, A NO—JHICBREQLRIARICEIVT, CSREAT>O—
RUTEBEZEMBTEET, CORER. Administration > Settings > Controller Certificate
Authorization THERR TE EJ, Y AD (#HR ) ZR#IRT B &, CSRIEvManagelZ &> T
PNPR—ZIICEEBNICTY 7O—REh, MASENr BEREnD L, vManagell BEIRIC
A2AN=ILENFTT,

« ManualZiE&RL =HE k. FSD-WANF—N—L A DAX—KTHIV NERETHDOY
NZBEIL. CiscoPNPR—Z I ZERAL CCSRICFEITERLET, PNPR—ZILH SEE
BHENFMATEDRSICK 25, vManageD R U 9 3 > Tinstall certificatez 1) ¥
UL, SHEET7Y7O—RULTA2VARN=ILLET, Digicet B LTI RX—TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

vBond/Validator# & T*vSmart/Controller®vManage\N D F > R—F 4 >4

20.15/20.18 vManage ./ — RMF & &, Configuration > Devices > Control Components ® JIE(Z %
BLET, 20.920.12/N\—> 3 > MFE. Configuration > Devices > Controllers

F>R—F 1> vBond//N) F—24Z

« onAddvBondZ ¥ 1) ¥ ¥ L £920.12vManager®B&/\) F—X D&
20.15/20.18vManage D% E&., RY 77 Y THFRRENIZS, VPN OF. vManageh S FiE
AJRE/AVBondDIPZEEE L £ T,

+ vManagetovBondIPOCLIA SpingZ AL T (FFAc TV 35S ) BhiETREMEHEREL
7,

« VBondO1—%OLF> ¥ )L ZAALET,



FENetAdMinT )L —7" O 1—HH 9 THBDvBondorOEBE VL Foo v I EFERT %
ENHYVET, ChlkthevBondDCLITHETEE T, vBondDF L VWIIAZEZ 1 A N
—ITBEMBENHBDEBEEIE. "CSROERI OROYFHA I TYesZBIRLET

SEVBONAA'NATTFNA RITFAT I A—)LOEERICHDHEE., vBond VPN 01 > Z—
TIARIPHANT )Y VIPICEBRENTVRIHAESHERRELTLKEEV, VPNOS &
—7 I 4 AIPICvManageh SEETERVEBEE. COATYTTVPNOI > RX—T7 T4
ADNT VY JIPTRLAZFEHALET

@ The netwark is out of compliance due to licansing, phease click hers for more actions

Add Validator

a Devices Validator Management IP Address

WAM Edge List Control Components Unclaimed WAN Edges

Usermame

Password

Add Validator Add Conftroller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes Mannged By Dwvice Slalus Sy
Generate C5R

No

L Windaws App Car ..]

« CSRAIMEREnDE, AV NO—JHICBREQLRIARICEIVT, CSREATO—
RUTEBEZEMBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHERR TE E T, A (#R ) Z&IRT S &, vManagelZ &k 2 TCSRH
PNPR—ZIIIZBEBNICT Y 7O—REh, AAENFr EEEShDE, vBondICHBWIC A2
ARM=IlEehFrT,

« ManualZiBR U £5EE. FSD-WANA—/N—L A DAN—KNTFHIV NEARBTHI >
NCBEL., CiscoPNPR—RIILZFEAL TCSRICFEITERALET, PNPR—ZILH SEE
BHENFATEDLSICK 215, vManageDE L 2 32 Tinstall certificate® 2 1) ¥
UL, fEHEEZT7YZ7O—RULTA VAR =ILET, Digicet B KOOI E2—7TF14 X)L
—NIEAEZFEALTVBHEE. AUFIENfrEAEIET,

. BEOVBondNH 35S, AILUFIEZEVERLET,

vSmart/ A NO—S DA R—F 12T



+ 20.12 vManage® 154 (& Add vSmartZ, 20.15/20.18 vManage ® 54 (& Add Controller& %
Dy OLET,

« RYTTYTHAREVWES, vManageh S EZERBEEVSmartOVPN Ok T2 AR— KIPZE A
ALET,

« vManage®CLIA SvSmart IPIZpingZEAL T (FFAIEThTVSEE ) ZEMseMZHEREL
7,

c VSmartMEBEBE VL Foo v )L kEnetadmin I —7TO1—H o2 FERTHIHREND
bvSmart NoteD 1—H IO L F v )LZAALET,

e ZhiE, vSmartOCLITHEERTZE T,

¢ JL—RICTLSZ AL TvSmarte O #lIERERI T554. 7O ZTLSICEREL
F£9, COBERKIE. vSmartsBS KWvManage./ — RDOCLITERBRTISEN BV ET,

« vVSmart®#FH L VIIAEZ AV ARN—IILT2HREN HDFEE. "Generate CSRy O RO Y
TR IT "Yes, ZiBIRLET,

X vSmMatANATFNA RIT7FATIF—=)ILOBRICHDHEE, vSmart VPN O > X
—TJIARIPANT VY JIPICEBRENTVRIAESH EHBEZEL., VPNOA > Z—T 14
AIPA'VManageh SEETE R VBRI, COFIEBTVPNOS > XR—T7 T4 AIPO/NT
YIIP7RLAZFEALET,

el Catalyst SD-WAN

@ The netwark is cut of compliance due to licensing, phease click here for more actions.
Add Controller
. Controller Management IP Address
Devices
o
Canfiguralian
WAM Edge List Control Components Unclaimed WAN Edges
Username
panent
Password
WS
A | Add 1
Protocol
Cantrofler Type Site Harme Hostname Canfig Locked Managed By Device Status sy

DTLS
Port

°

tenal
Generate CSR

e Mo

':."..ﬂl]

b

« CSRAIMEREND &, AV NO—JTHICBREQELFAERBICEIVT, CSREXIO—
RUTERBZEHBTEET, COREWR. Administration > Settings > Controller Certificate



Authorization THERR TE E T, A (#R ) Z&IRT D &, vManagelZ &k 2 TCSRH
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE D E, vSmartiC BEIMWIZ A
JAR=ILENFET,

« ManualZiBRL =B E k. FSD-WANF—N—L A DAX—KRTHI NERETHDOY
NCBE L., CiscoPNPAR—ZIILZFERAL TCSRICFEITEBRLE T,

« PNPAR—ZIIASIERAENFNATEDLSICE 25, vManage®E L %43 3 > Tinstall
certificatez 2 JUv oL, SAEAT7Y7O—RLTAAN=ILET,

 Digicet& R IL U R—7 A AXIN—NIAEZFEALTVWSEEE. BUFIENERAEQ
9,

. BEOVSmartsH 355, BUFIEZZE)IERLET,

ITRXNTOFIEHNZTTLES,. Monitor>Dashboard CIXNTRHIHIAR—F > NICEETES C
EEBERELET

o The retwork & cut of compliance due ta icersing, please click here far mane actions.

Mot
Monitor [ +
A |
. Overview Devices Applications Security Multicloud Tunnels Logs 8|8 = =4 @
] - “
i Controd Components WAMN Edges Certificate Status Licensing Reboot
1 1 1 4a 1] 3 1] 1] 10 o
validatar Fr— Sanager Reachatie B Uneeachasin @ Warning wereantc O Apsignad @ Unassigned @ Lawt 34 s
o !
&
Teals
Wiaw D ["'-" iy - |
Usage (GBI Latency (ms)
@ biz-mnt E.
P—
1:pubil
| [ ]
n n
N [ ] n |

C TNENOHBISK—2Y REIUYILT, TRSHINTHETETHD = & £H-R
LErT,

« Monitor > DevicesDEICBEIL., IXNTOHEE I AR—F2 "RAZETRETH D & ZHER
LET,



AT Y 7°3:vManage? 7 A X DEE
SD-WANZFH—/N—L /4 TvManageV AR 2R L A R—RSD-WANZ 7Ty Y

™
S¥:vManageV S ARk, SD-WANZ7 77UV DICAVR—F 4o T&Enhi=zHA4 NOEKIZ
U T, 3D2MvManage./ — REF6DNDvManage/ — RTHERTEEXT

12 MvManage/— RTIXTOSD-WANIY hO—Z&F 2 R—R
FSD-WANF—/N\—L 4 TOE—_/— RvManagelC & 2SD-WANI> NO—Z 0O A R—R, T
HEETNTVWBFIEICHEHR, £F1DNDvManage/ — R TSD-WANTZ7 77U Y UL, HE
BINXNTON)TF—Z(vBond)& A NA—Z (vSmart)Z 4> R—RULE T,
DZARICEEND TN TNOvManage/ — RDCLIZREZEBE L ET
« 3%')MDvManage/ — RERELET, 3/—RIFTAXDFEEF, BRYD2/—REEHKL

£9, 6/ —RISAZDHFEIEF. 5/—REZBRELET,
c RILRT KDL, DATLAEREZRITVET,

config t
system
host-name

system-ip



site-id
organization-name
vbond

commit

S

¥:vBond7 RLAELUTURLEFEAL TWBIEEE. DNSH—/NDOIP7 RL A%VPN
OSERETERET DD, MIRTEDCEEHBIBELTLEETL,

ChSORER., I—F2BLTFTOMOD NO—F L OFHHBEGOBYICERAENZ NI UA
R=RNAVE—TIARAEEMNCTDEHICHETT,

config t
vpn 0
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface



allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

Tz, AV RO—FANOFTIRNFATNY REBT VA ZBWICT S HICVPN
512managementf > Z—7 T4 AEEEL KT,

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

1
Commit

F7 3 OER



s BEOOVNO—SNOREESRTEET, CIWVARENTVIRENEETDESR
VHLLVIOYNO—SICCOREREBMNTEET,

« JL—ZNTLSEEAL TvManage/ — REDEF 17 B HEEREBITIXLEN HDHE
IChO&, HEAZ7ONIINETLISELTERELE T, F7FIMNTR, IXTOI NO—F
EN—ZHADTLSZFERAL THEHEREZBIILET, chlk. E4ICHUTvSmantB &K T
vManage/ — R TOKYUERZ AT AV DFRETT,

Conf t
security
control
protocol tls
commit

FNTNDvManage/ — RTH—ERSN VR —T I/ AZHRETS

FTTICAYR—FT 1 J&Eh TV BvManage-1Z2 2L T X TDvManagenodesTH—E A1 > &
—T7IMAARAZRELET, CcOAMUE—TIAAR. VZAZBELCERAENET, 2FW. 7
Z AW DOvManager./ — REOBE T,

conf t
interface eth2
ip address

no shutdown
commit

BEUIPH 7 %Y N#vManagecluster® 33X T D/ —RTH—ERS 2V Z—T I/ AICEAET LT
WBEezMRALET,

DZAZILTUIYIILDORE

vManagenodes& RIUEBE I L 7> v )LZEAL T, vManageclusterZ38ETEEX T, FI-
l&. netadmingroup® —HTHBFLVWI—HILF UV IILZRETEXRT. HILLWI—HD
LF Y ERETAIRERPROEBYTTY

conf t
system
aaa

user



password

group netadmin
commit

DZARD—EHTHBvManagenodes£ A TRIL I —HILFUI VI ERET S C L ZHER
x99, EBEILT OOV ZEATI BRI, $XTNDvManagenodesTEU 1—H&//NAD
—REFEAITIHENHYET,

FNXTDvManage/ — RICTF/NA AGEHEZ A A R—)L

« 7% TURL https://<vmanage-ip>% A L T, 9 X T HvManagenodes®vManageUl(Z
OJ4> L&Y, ThE¥FnDvManagenodes®VPN 512 IP7 RL AZFEAHAL £F, adminl
—HRENAD—RZzEALTOTATEET,

+ 20.15/20.18 vManage ./ — RMiF& (. Configuration > Certificates > Control Components @
JEIZEIRL E£F, 20.9/20.12/N\—2 3 > D3FE . Configuration > Devices > Controllers

Manager/vManageT...2 2 ') Y 7 L, Generate CSRZIV VUYL &ET,

Certificates

WAM Edge List Control Components Applications CA Cert

a J Generate CSR
Waorkifiow:
Send 1o Vakidator Install Certificats As of: Fek Reset BSA
v Dperation Status Contrplier Type Hostname Sysiem | L e 1D Cortific aite Soriad Expiration Date

1.2 Add Device Generate CSR Upload Certificaie




« CSRFEREnDE, AV NOA—FAHICBRENLRIARBICESIVWT, CSRZZ V> O—
RUTBEZEBTEET, COFRER. Administration > Settings > Controller Certificate
Authorization CHEFETE E T, Y AD (R ) 2 BRI B &. CSRIFvManagelc &2 T
PNPAR—ZIICEBWICT Y 7O—REh, SEAENf BEE DL, vManagell BEIRVIC
A2AN=ILENFTT,

« ManualZiEIRL B8 E. ESD-WANA—N—L A DAN—KNTHO NEREBTHDO
N-#E L. CiscoPNPAR—ZI)IL%ZFEHRAL TCCSRIZFHTERZLET,

« PNPAR—=ZIIASIEAENFBATEDLSICE 2S5, vManage®E L 2 3 > Tinstall
certificate2 7)Y UL, FIAEZT7Y 7O—RULTA2VARN=ILLET,

* DigicetS KV LY 2—TZA4 X —NIAEZFEAL TVRHEE, BUFIENERAE
F9,

« VDSAZRICEEND TN TNDVManage/ —RICHLTZOFIEZRTLET,
vManage? 7 A X D &L D %fig

« vManage-1®WebUIT, [EE]> [V TAXEE] ICBEL. [vManage- 1D T V>3
IDTFDO[.]JZTUY UL, WEIZERLET,

e J—RORILYFE, VMORE>T Y TEICBIRLAERILYFICETVTHENICE
Renzxzd,

™
E3/—RIOZSAZDFE, 3DMDvManage/ —RIEFIXT, RILVYFELT
compute+dataZfERA L TEREBEThET, 6./ —RITAXDFSE, 3DNDvManage./ — R
[&persona& L Tcompute+dataZfEA L TEREIE i, 3D DvManage./ — Rikpersona&
L TdatazZEFEAL TREBENE T,

« Manager IP address® RO Y 7& D> A5, vManage®service interface IPZ1EIRL £,



Edit Manager

Nada Persana D

Compute + Data

Manager IF Address (201 510
[ rom0asz

L6 7030

WA025.2

Password

| S Pasgwond

Enable SD-AVC

« VManage 7 Z AR (VZARILFUIYIIEFENET ) Z2BEMCTDLEHICERATS
A—HRENAT—RZAHDLET,

c BIRDKRSIZ, §XTDOvManage/—RTEAL VLT v I)LZREL, INTOH/—R
ZOZARICEMTBBRICRALILTF UYL ZERTHIHEN HYVET,

F7a0ER

SDAVCZEB#MICTDICE. BEEODIVTSAZATLOREEZSHBLTLKEETVY, CORERF. HEX
BE. BRUPIVTAZND1DNOvManage/ — R THDHMSERZBEICOKIERL TIEE L,

Updatez 2 )Y O LET,

« ZM#. vManage NMSH—EZANNY V0570 RTHBEBL., UIIEHS5 ~ 100BERT
EEHA. COMB. vManageDCLIZ VAN TREICARVY) £,

« vManage-1 UIICF7 2 tAL 725 . Administration > Cluster ManagementlZ# & L .
vManageDH—E A4 > Z—7 I 4 AIPAIP addressD T ICRMENTWD & 2BRLE
Fo REAT—ZAWReady T, /—RORNYFHAELKRBREATVET, ALR—D
DY—ERAFEAEME LI IVICHPVER, INTOY—EANRETETHD & &

HLET,
s FEAETEBRVH—EANHDHEE. BFELEEV, BEE20 ~ 300E@FELHIYF
EP
vManage? 2 A X D15

« vManage-1®webUIT, [Service Configuration,
« Add Manager2 Vv 0 ¥d&, RYTTYT T4 RINFNRRENET,



) The network i out of compliance dud ta Bcensing, please click hare for mare actions.

Cluster Management
A
3
et ga-atian Service Configuration Service Reachability

=
111

As of: Feb 22, 2026 10015 AM Y

Hostname  Address Cardigure Slates Hode Parsana. e Actians

VIMAnage 108670030 Raady COMPUTE_AND_DATA waftaabZ-027e- dcak-bOsl-5378A 2e 5601

. 1 Record mems pir page: 25

MEnLEnancE

dg
Admnstrabon

\m

- Seraknibet 0760717 At 9 5505 AM 17 Fab 2076 &t AR5 AM ATMR  PNG e

Add Manager

(@ Compute + Data
(Up 1o 5 nodes each)

Manager [P Address

| Mansger P Address

Usarnaimi

| Usernaime

Password

[ & Possword

) enabie SD-avc

draveio

« VManage -2/ — RAAEV T Y ZULBIZIT 2RIV FREICESIVT, /—RORIL
VFEERLET,

« Manager IP address® T (Z. service interface IP of vManage-2Z AL &Y

C A—HBENAT—READLET, Chid, A7V T6THALEILFY Y vLERL
<7,

- SDAVCZEMIZT S : vManage- 1 TIT TICAMIZLTWADT, F7DERXRICLET,

c [Add]ZO VY OILET,

« ZM#%., vManage NMSH—E AAN'VManage 18 K V2/— RONY T T RTHES
L&Y, vManage 18 RT2TlE. UlEED (#5 ~ 109 ) FEATEEH A,

« ZOM, vManage 18 K T2OCLIT VAN ERTEXT,



« vManage-1 UIlC 7 7 £ AT& =5, Administration > Cluster ManagementlC &L, MmHE 0
vManageDH—EAA 2 Z—T7 I A AIPHIPPRLADTICRMENTVD L ZRFELE
9, Configure StatusidReady, /— RRILYVFRELKRBRENATVET,

s AULR—DOH—ERZETEMEEIZaVICHYEX, mAHDVvManage/ — RTINXT
NDH—EANEEARETHD L ZRAELET,

 FEFETZEBVH—EANfHBEER. BFELEEV, BERS ~ 102 EALHYE

9o
« DSAREBM7OELADAT—R AR, vManage UINELRBICHZD R AT ) ANTHERT
2FT,
Al eatalyst SO-WAN = @ Q@ED) | A admn v
) The network b5 cut of compliance due 1o icensing, please eliek hare for mane actions.
- Cluster Management
A
~digurat Service Configuration Service Reachability
[ Add Manager
: nage

c [FPOTATBREAAIVD—E|ZEBRRL, RRINELETITATBREAIO—EIRRE
hTVWREER, RRAINEEETLTOWAEVCEEZRLET,

« RRAVEDVIYVITRE, AULRARAVDEBRRERETEET, RRINTIT14T7%
BRAVD—EICRRENTVWEWEER, [RETIICHUIWUEBAT, RRAINERICETITSC
EEBRELET,

c CNSDRA VM RIEENERICOAK, ROFIEICHAET,

DZARIZROD/—RZEMTDHEIC, ADREZEBITIHENHYET,
ChETICOTARIZEML IzvManage/ — RO IXNTOUIT, XOK[ZFERLTEEL,

« vManage Ul®Monitor > OverviewlZ#BE L. vManage/— ROBHNEL K RBRE TS
cE, BRIV TFARICEMENLE / —ROBICHUTEETRERTENTVWD L ZRE
RBLET,

« Administration > Cluster Management® JEICE) L . IP address® T IZJ5 ®vManage ®
—EAAMZ—T T4 AIPHFRRENTWS Z &, Configure Status#'Ready Thd _ &,
J=RRIIVFHFELKRBMENTWA L ZBRBLET,

s ALR—DOH—EREETREE LI AVICTYEX, mHDvManage/ —RTIXT
NDH—ERAICEETEDEEZRIBELET,



« VAR /—RABMEND LTI, JTFAZRADOITXNTO ./ — RONMSH—E AN H
BEBEIDLEH, ChsO/—ROUINFLEES<OBEEEFRBEICEYET,

c VDSAZAD/—ROBICK 2T, UHXNYIOTYTEN, IXTOHY—EANBZETRE
ICBDETICKEAIDADEENHYVET,

« vManage UID & LFBIC & B Task-list available TR AV ZE_XTEE T,

« DTARICEMENLEE /—RDOvManage UIT, IXTDIL—X, TU7TL—K, BKT
R — (vManage-1 CHEATIREERIBEES ) ZHRTILEN HVYET,

. NS OER N vManage-1IZE WiEE . vManage-1IZBNE hfzvBond& &K 'vSmarts &
. Organization-name, vBond. Certificate Authorization® Administration > Settings# A",
VZARICEME hizikY) OvManage / — RICRBENTVWBRURENF H V) ET,

« 3')DvManage./ — RICKHLUCEILUFIEZEVIELET,

AT Y 74:Config-dbD/NY O TF Y T/1ET
AldvManage / — R TDOvManage 7 —IXR—AODNY O T v T ERBTORE

~
ETFAFRAZVANIUNFEHICE > TWBBEENDVManage 7 Z AR D SHRET— 2N
—ANYOT Y TRPETDIRICE,. TO/—ROFAHFRARVANINF—BEIELT
HIBRE NI, NV IOT Y THAREEAhTVWBD CEZMRBL T EEL,

MEENARKEEIRL IV S—2a o2\ & 2B L £, Administration > Disaster
RecoveryDJEICBEIL., AT—RAN "I, THY., "AVR—MNREPL . "ITIOAKR—
NREr, ., "4 0O0—REZDP, BEO—BHBRETIEVC L ZBRBELET, AT—X
AN'successTlRRBEWVWEE, FAHARXRU AN Z—BKEILLTSHIC, Cisco TACICEMKLTL S
Dy—23a> R Td e x2ERELET,

T, TAHRARVANVZ-—REFLEL, FRAINFETLTVR L Z®RBLET, RIC, T4
BARVANIZHIBRL, FRAIONFETLIECEZRRELET,

-
Primary Cluster Status {
Dot mailn



FAYRRURNUSNERICIU—2F Y TEhic & £Cisco TACEERL £ 7,
Configuration-DB/XY 7 ¥ 7O YRE :

« BEFAHENTVSBSD-WANT 7 7)Y U TlE, vManage? 5 A& A 5 configuration-db/\
YOTYTHEERTEET,

- configuration-db/\Y 2 7 ¥ 7'l&., configuration-db® ') —& —T&H dvManage7 5 AZ M 12D
D/—RTORERTIMVEN BB EITEELTLSEZV,

« AZ>2 RF7O2vManageDiFE. ¥ NHvManage B & A configuration-db® ') —H —T 3,

« vManage? 2 AZX T, X~ Rrequest nms configuration-db diagnosticsZf#ERA L T,
configuration-db!') =& — /— RZHELFT. cOINY> RIF, 3./—RKRvManage? 7 A&
DINTD/—RTEITTEET,

« 6/—RIUTARTR, U—4—_/—REZEHT S 1z configuration-db A BRIIC & 2 TL
%vManage./— RTHAT NN RZETLET, Administration > Cluster
ManagementD JEICBEIL, AU & Z®RELET,

e AV =223y NMIRTESIC, RILYFCOMPUTE_AND_DATATRREE N/ —RT
(& configuration-dbA"RTENTVWET,

vManageCLI T~ > Rrequestnmsconfiguration-dbstatusZ L TRIU N B Z R TEE T,
HAOFRXOESICBEYET

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

s ANV RZERITITHE, chsn/— RIZHL Tnms configuration-db diagnosticsZ Z3R L
T, HARKROKSIZBYET,

« lisLeadery; MEBRRENLET A —ILRZRLET, 1CREETNTVRFES, /— R
)—R—/—RTHBE&&RL, TN Sconfiguration-db/NY V7Y T ZIRETEET

o

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...
Pinging vManage node 0 on 169.254.1.5:7687,7474...
Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687



RCVD (3.0072s) Handshake with 169.254.
ENT (4.0083s) Starting TCP Handshake
RCVD (4.0091s) Handshake with 169.254.
ENT (5.0106s) Starting TCP Handshake
RCVD (5.0115s) Handshake with 169.254.
0.906ms | Min rtt: 0.392ms

S

S

M

Nping done: 1 IP address pinged in 5.01 seconds
node 1 on 169.254.2.5:7687,7474...
S— N Ny - —

P

1

ready to start consuming query after 388 ms, results consumed after another 13 ms

ax rtt:

inging vManage

"TotalStoreSize"

"StoreSizes"
"PageCache"
"PageCache"
"PageCache"
"PageCache"
"PageCache"

"ID Allocations"
"ID Allocations"
"ID Allocations"
"ID Allocations"
"Transactions"
"Transactions"
"Transactions"
"Transactions"
"Transactions"
"Causal Cluster"
"Causal Cluster"
"Causal Cluster"

8 rows

Completed
Connecting to 10.10.10.3...
Displaying the Neo4j Cluster Status

ready to start consuming query after 256 ms, results consumed after another 3 ms

"Flush"
"EvictionExceptions"
"UsageRatio"
"Eviction"
"HitRatio"

"NumberOfRelationshipIdsInUse"
"NumberOfPropertyIdsInUse"
"NumberOfNodeIdsInUse"

.5:7687 completed

169.254.1.5:7474

169.254.1.5:7687

1
>
1.5:7474 completed
>
1

.5:7687 completed
Avg rtt: 0.724ms
TCP connection attempts: 6 | Successful connections: 6 |

"NumberOfRelationshipTypeldsInUse"
"LastCommittedTxId"

"NumberOfOpenTransactions"
"NumberOfOpenedTransactions"
"PeakNumberOfConcurrentTransactions"”

"NumberOfCommittedTransactions"
"IsLeader"

"MsgProcessDelay"

"InFlightCacheTotalBytes"

85828934
4268666
0

Failed: 0 (0.00%)

0.09724264705882353

2068
1.0
2068
56151
7561
31
214273
1
441742
11
414568

SSS555>>>>

| access

"read-write"
"read-write"
"read-write"
"read-write"
"read-write"
"read-write"

"leader"
"follower"
"follower"
"follower"
"follower"
"leader"

"online"
"online"
"online"
"online"
"online"
"online"

"online"
"online"
"online"
"online"
"online"
"online"

Total disk space used by configuration-db:

+
| name | aliases
+

| "neo4j" | []

| "neo4j" | []

| "neo4j" | []

| "system" | []

| "system" | []

| "system" | []

+

6 rows

Completed

60M

COIOXRY REMFEAL T, $¥EE hizconfiguration-db') —& —®MvManage/ — RA* 5

configuration-db®/NY V7 v &2 IREL £



request nms configuration-db backup path /opt/data/backup/

FRENDHIFPRDESLY T,

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- configuration-dbZ L F> 2 v LA EFHE N TVWRBERE., ThZEXELET,
- configuration-db V7 L 7> ¥ LZHSEVHEEK., TACICEALWEDE T, BEFED
vManage ./ — R A* S configuration-db Z L 7> v LEZRIBL TS EE V),

« 77 # )L N Dconfiguration-db 7 L 7> ¥ JLIE. 1—%F : neodjiS KRV/NAD—R
: password T ¥,

BRT—ER—AONY VT v 7%ZFIOvManage ./ — RIZHETT

SCPZfEA L T, vManage®/home/admin/7 1 L & k 1J (Cconfiguration-db/\Y 97 v 7' Q1 —
LET,

scpAN > RO HHH -

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

configuration-db® /XY V7 v 7 & B g Ik, £ configuration-dbD I L F> > v )L ERET
BPRENHVY)ET, configuration-dbZ L T2 v LA T 7 # )L b (neodj/password)DIZE Ik, <
DATYTEERTEET,

configuration-dbZ L 7> > ¥ )L ZE&ET B IC . O Y > Rrequest nms configuration-db update-
admin-user2 AL, FEQOI1I—HREENRATD—REZFALET,


mailto:admin@10.66.62.27:/home/admin/

vManageD 77U —>a o3 —NFBEBLET, <O, vManage UICERFET7 VAT
ERLBZVET,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

RETF—ER—AONYIOTYTODERICEDEN TEDERRE

request nms configuration -db restore path /home/admin/< >N > RZFERAL T, LV
vManagel_ B ET —XR—AZEB L TEEXT,

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

configuration-dbA"EtE iz S5, vManage UL 7 VLA TED L ZRRELET, 50E@F EF
TS, UNDT IV EREHRAET,

UICEEICOJA > LES, TYDIL—ROUAN, TU7L—K, RUD—, BRTUBIELE
(& BEEDvManage UIICFEL TOWEERY O T XTORED . #L LwManage UIIZRBRE TV
BDEzBRELET,



AT Y 75vManage 7 ZARTTA AR UAN) ZBEMICTS
EEERRE

FAHFRAR)AN) ZEDHDIZIE, 200 FIfEDOVManage 3./ — RIS AR EREL., BfEE B3
BENFBYVES, PTITATIOZAETR, NUF—=REOANOA—FHFFR—F 1T h
TVBRENHYET, DRUAMNINVF—R2EA NO—SHHBHEEE. DR vManageV 5
ABZTREL, POTATIOSARRIEFAVR—FAITTRIRENHYET,

AT, FAFRARIUAN)ZBRIDHENC, ROBEHZHBLLTVDIEZHRBLTVLE
ED

« RTUVAR—=KVPN(VPNO)LT, 754XV /—REEHAH) /— RFHTTPSTEER
BETHD =B LET,

o« EHUH1)ERE D Cisco vSmart Controllerd & U*Cisco vBond Orchestrators A" 75 4 < 1J 5%
ElICEHKENhTVWABAZEEZERELET,

- CiscovManage 724XV /—R&tEH R 1) /— RTRELCisco vManage/\—> 3 'R
TENTVWBR L 2BRALET,

s VPNODTIRNFTNY ROZABLVE—TIAA(H—ERIVE—TI(R),

« U ARZANDOVManagef VAR AZEIW, VPNO ( RSV AR—K ) BLKTVPN512 (B
B)ICEAENDA2—TIAAOMIC, 3EBEDARX—TIAARA(TIFZARARIY
) PLETT,

c ZDAVR—TIA AR, 97FAZADOVManaget—/\BOBESLXCEHICERAELE
ED

s CNDAVE—TIA A, 1GbpslA LT, BENAAMsLTTHAILEN HVET, 10
GbpsA X —T7 I 4 A%&HER

« WA DOvManage/—RlE, COAARA—TIA AZN LU THEICEETZESIXLENHYF
T cODAVER—TIAANLAV2ETIXNTHBDD, FEFELAVIN—FT120T%
ALTLVBAICEBRHY EBA,

« £vManage T, CDAVE—TIAREIVTARAVZ—T IAAGUNE L TERET D&
EA"H V) £ 9 (Administration > Cluster Management : MBND T I RNFA TN ROSARA >
2—7 T4 ZA(00B)DIPF KL A, 1—¥. BETNAT—RERLETF).

« CiscovManage./ — RA'F—R U XA —RBTHEICEBETEDLSICTBICE., F—2tE>
R—TFPATI#4—)LTTCPR— 84438 L V'830EBEMICLE T,

s INTOH—E X ( application-server, configuration-db, messaging server, coordination
server, & & U'statistics-db ) A"l D Cisco vManage./ — RTEMICE > TV C & ZHERR
LET,.

+ Cisco vBond Orchestrator2a 88 INTOIA NO—Z 274X UB L PEH X)) F—



B E—ICHBEELET, chsOONA—FH, ChsOTF—XEZ—ICHRLT
W3CiscovManage/— RA S ZEMRETH D L 2BABLET, Ao O—F ., 754
Y !JCisco vManage ./ — RICO & EHEL £,

TOTAT (754D ) BRTERE/NA (£H>HF ) ) DCisco vManage./ — R THE D
BENERTFTEVCEZEBRLET, LExE, Y=\ TYTTL—RFTEVD,, F
EET7L—rhETFNAACHFFLTVEVEZBBLET,

Cisco vManage HTTP/HTTPS 7 AF > H— N\ BMICH > TVREFRFEMCLET, T
Cisco vManage E AZBH—/NE QBEICFER T BHTTPHTITPSZOF S H—/\, 288BL T
<EzV, 7O0F2H5—NZEMIZLEVE, Cisco vManageld. Cisco vManage7 J K 7
TNV ROSARIPT RLANBEIEALELSFEESTE, 7OFVIPPRLAZERALTT
AHFARVANVBEZBRILRISELET, TAHFARUANUOEERNIETLES.,
Cisco vManage HTTP/HTTPS 7 AF > H—NZBEBMICTBHEN TEFT,

BEREERR7OLAZBKRTSHIC. 77F 4 X JCisco vManage ./ — K TTools >
Rediscover Network™ 4 > R JIC#BE L. Cisco vBond Orchestratorsz B#H L £,

Av74F1L—3y

vManage7 4 HAZ VANV QEMICOVTIE, OV IESBLTSEEV,

EHSD-WANY R—2 ¥ ORENR/PRT, RO ATT L TVWSZEZBREL T, 220 @
BN/ —RIVZAZNITICERENTVET,

75 D9 Z A X TAdministration > Cluster ManagementD JEICEBE L., §XTH_/— RN readyir

ERTHD_EZRAELET,
DC vManage
.......
|
|

DR vmanage


https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
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https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/vedge-20-x/high-availability-book-vedge/m-disaster-recovery.html
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« 777UV IAOIXRNTOFHLVWI NO—FICHLTRUBREZITVET
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IANTOOA NOA—FHAR—=F10chizs, ROFIEZETLET,
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ITLET,

IW—REERER, FILLKTIOT A7 ICB 210 TARAN T X TNDCisco Catalyst SD-WANT*/\
AAERBEEZICE. ROOXREZEAHLET,

https://vmanage-url/dataservice/system/device/sync/rootcertchain
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https://vmanage-url/dataservice/certificate/syncvbond
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2.\WVFhAD/— R THRE, THRILESHZHRBLET,

WIFhD/—REBRBRETH > TREYEEA
3. AF—NDRELERF ", THIBENHYET,

4. Trequest nms configuration-db diagnostics1 1~ > R &£ A L Tconfiguration-db® /Ny O F7 ¥
TZ2REL, NVOTYTHERBCITON L Z2HBRALET,

TEEXIZ—HNEON21EER. CiscoTACICEVWEDLETRZ TN a1—FT 12T % 4%
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go to vshell of the vmanage node ( to be done on all vmanages)

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"call dbms.cluster.over

:7474/db/neodj/tx/commit | jq -r

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"show databases"}]}'

:7474/db/neo4j/tx/commit | jgq -r
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DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]1:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:
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vBonddX > R :

show orchestrator valid-vsmarts ( £ )
show orchestrator valid-vmanage-id
vManage/vSmartaY > R :

show control valid-vsmarts ( BRLU X2 K)
show control valid-vmanage-id
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