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tcpdump [vpn x | interface x | vpn x interface x] options " "

Usage: tcpdump [-AbdDefhHIJKTLnNOpqStuUv] [ -B size ] [ -c count ]
[ -E algo:secret ] [ -j tstamptype ] [ -M secret ]
[ -T type ] [ -y datalinktype ] [ expression ]
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* Proto ex - udp. tcp icmp pim igmp vrrp esp arp
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vmanage# tcpdump ?

Possible completions:

interface Interface on which tcpdump Tistens
vpn VPN ID

show interface description N > RO HEAIC, REFEAF OvpnlinterfaceD BRI E BB ICE T2 EREBEBN RENET

o

vmanage# tcpdump vpn O interface eth0 ?
Possible completions:

help tcpdump help

options tcpdump options or expression
| Output modifiers

<cr>

Toptionsy F—T—RZFATDE. NTYRFYTF¥ITAINRIVTICRHZEBMTERT,

vmanage# tcpdump vpn 0 interface ethO help

Tcpdump options:

help Show usage

vpn VPN or namespace

interface Interface name

options Tcpdump options Tike -v, -vvv, t,-A etc or expressions Tike port 25 and not host 10.0

e.g., tcpdump vpn 1 interface ge0/4 options "icmp or udp"

Usage: tcpdump [-AbdDefhHIJKTLnNOpgStuUv] [ -B size ] [ -c count ] [ -E algo:secret ] [ -j tstamptype ]
[ -T type ] [ -y datalinktype ] [ expression ]

F73> Tceounty IRV RTHEODNY T—CHERETEET, BEONY T—20BERRLUAEWVES, £
FROEHRF ¥ T FYARITENET,

vmanage# tcpdump vpn O interface eth0 options "-c 10 "
tcpdump -p -i ethO -s 128 -c 10 in VPN O
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode



Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 128 bytes

04:56:55.797308 IP 50.128.76.22.
04:56:55.797371 IP 50.128.76.22. >
04:56:55.797554 IP 50.128.76.22. >
04:56:55.797580 IP 50.128.76.22. >
04:56:55.808036 IP 50.128.76.22. >
04:56:55.917567 ARP, Request who-has 50.
04:56:55.979071 IP 50.128.76.22.12346 >
04:56:55.979621 IP 50.128.76.25.12346 >
04:56:56.014054 IP 50.128.76.22.12746 >
04:56:56.135636 IP 50.128.76.32.12426 >

10 packets captured
1296 packets received by filter
0 packets dropped by kernel

12746
12746
12746
12746
12746

>

softbank219168102002.bbtec.net.12366: UDP, length 237
softbank219168102002.bbtec.net.12366: UDP, length 205
softbank219168102002.bbtec.net.12366: UDP, length 173
softbank219168102002.bbtec.net.12366: UDP, length 173
softbank219168102002.bbtec.net.12366: UDP, length 173
128.76.31 (Broadcast) tell 50.128.76.1, Tength 46
50.128.76.25.12346: UDP, length 182
50.128.76.22.12346: UDP, length 146
softbank219168102002.bbtec.net.12366: UDP, length 237
50.128.76.22.12546: UDP, length 140

F7°232T, RARNPRLAEZORILZATICETR 7L ARUEBMTBEETEET,

vmanage# tcpdump vpn 0 interface ethO options "-n host 50.128.76.27 and icmp"
tcpdump -p -i eth0 -s 128 -n host 50.128.76.27 and icmp in VPN 0O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1ink-type EN1OMB (Ethernet), capture size 128 bytes

05:21:31.855189 IP 50.128.76.27
05:21:34.832871 IP 50.128.76.22
05:21:34.859655 IP 50.128.76.27
05:21:37.837244 1P 50.128.76.22
05:21:37.866201 IP 50.128.76.27
05:21:40.842214 IP 50.128.76.22
05:21:40.870203 IP 50.128.76.27
05:21:43.847548 IP 50.128.76.22
05:21:43.873016 IP 50.128.76.27
05:21:46.852305 IP 50.128.76.22
05:21:46.880557 IP 50.128.76.27
AC

11 packets captured

11 packets received by filter

0 packets dropped by kernel

>

VV VYV YV VYVYVVYV

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

128.
128.

128

128.
128.

128

128.
128.

128

128.
128.

76.22: ICMP echo reply, id 34351, seq 29515, length 28
76.27: ICMP echo request, id 44520, seq 29516, length 28
.76.22: ICMP echo reply, id 44520, seq 29516, length 28
76.27: ICMP echo request, id 39089, seq 29517, length 28
76.22: ICMP echo reply, id 39089, seq 29517, length 28
.76.27: ICMP echo request, id 24601, seq 29518, length 28
76.22: ICMP echo reply, id 24601, seq 29518, length 28
76.27: ICMP echo request, id 42968, seq 29519, length 28
.76.22: ICMP echo reply, id 42968, seq 29519, Tlength 28
76.27: ICMP echo request, id 23619, seq 29520, length 28
76.22: ICMP echo reply, id 23619, seq 29520, length 28
<<<< Ctrl + c can inter
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S ChEMEoZ7ORIIN (icmp, arpB &) ICEBERATEEXT,

ICMPE K V'UDPZFERA L EHENDR—NDODIURZYT
tcpdump vpn 0 interface ge0/4 options "icmp or udp"

BEODR—KRBEFTTUYAVTD (TLSR—KTUY A TS ):
tcpdump vpn 0 interface ge0/4 options "-vvvv -nn port 23456"

BENDR—KNEFESTUY AT (DTLSIR—KTUYAVTD):
tcpdump vpn 0 interface ge0/4 options "-vvvv -nn port 12346"

BEDKRARNDVAZVT (ZTORANEDE ) e dVILRILOAYEZZHILET,
tcpdump vpn 0O interface ge0/4 options "host 64.100.103.2 -vvv -nn -e"

ICMPZERALERBEDKARNDIYARZ T Dk



tcpdump vpn 0 interface ge0/4 options “host 64.100.103.2 && icmp”

REET/HEILCKDZ74ILEI YT
tcpdump vpn 0 interface ge0/4 options “src 64.100.103.2 && dst 64.100.100.75”

GRENDZTEIILRNZ T714YvODT1NRI YT
tcpdump vpn 0O interface ge0/4 options "-v -n proto 47 "
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