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i1, Packet 3 was lostin "Blue” unnel.

52 The SD-WAN edge router at the remote site uses a copy of
: packet 3.

3 SD-WAN edge router at the remote site discards the unnnecesary
i packets duplicates. i
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« Cisco Catalyst SD-WAN Manager®GUIICOJ A4 > LE T,

» Configuration > Policy Groups > Application Priority & SLA > Add Application Priority & SLA
Policy® JEICBEIL £,

- Application Priority & SLA Policy nameZz&EL ., Createz V)Y I LET,



Application Priority & SLA Policy

Paolicy Mame

[[ packet_duplication_tz

T7)r—>a>0BEEESLARD S —F

« HLEDOARA > TAdvanced LayoutZB%iIC L, Add Traffic PolicyZ 2 )Y 2 L& T,

o) Policies > Application Priority & SLA
Monitor packet_duplication_tz & @ Additional Settings| Advanced Layout (D ©
a
-]
Contiguration SLAClass QoS Queus

A Change made in advanced view won't sawe to simple view.

ul Mo SLA Class added, add your first SLA
Anaiytics =+ Add Traffie Poliey Class in Traffic Policy

BEZLATIN

« Traffic PolicyName. service VPN(s) & & U'DirectionZ5&EL £ 9,
s TF7FIKNT O OEB> AcceptDiEIR> AddD VU Y U

Add Traffic Policy List

Policy Name

[ packet_duplication_tz_traffic_policy ]

VPN(s)
[ 4001 ]

Direction

[ Service v ]

Default Action

® Accept (O Drop

:
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« AddRulesz 21 JY L&,

Policies 3 Applcation Priority & SLA

packet_duplication_tz & (Total Traffic Policy: 1)

] + Asd Traffic Policy

?;fkel_duplication_l:.traﬁ'ic_uolicy & Edit Policy B Debete Palicy (7 Copy Policy + Add Rules B Delote AN Rules
JL—ILDED
- Add Matchz oY 7L, BEZHEERLET,
NAME MATCH ACTION
1 Rulel ~
Sequence Name(optional) Protocol
[ 1 @ v ] [ Rule1 ] [ IPvd v ]
Match 4 Add Match
ol (] Application / Traffic Class
s [Jons > j
¢ [ pscep
[:l Packet Length
[:] Protocol
A ] source >
Ba| [ Destination >
C (] Tee
(] Traffic To
—B& M
NAME MATCH ACTION
# 1  Rulel ~
Sequence Name(optional) Protocol

[ 1 ® v ] [ Rulel ] [IPvd ~ J

Match 4+ Add Match

Destination Data Prefix (IPv4)

[critical_traffic @ v ]

BETF—RTLTAVYIR



EZ:SD-WANTONT Y NOEBIEF, BEERT7IVS—23 FREEEEBRRNT 74 Y
IJTOFEAZENELTVET, COMBEZIXNTORNTTAYIZALTICHLTEM
CTBERFHERENFERA, BWICTHE, SD-WANI Y2 )L—X2OCPURRIAEM

L. N7A—RRANBTIZARMANBNET, COFRTANDE, CPUERRIE
#9310 %IEML R L =,



ECOTRTR, BERFELTH/ET—XTL 71 O0AZFERALET, iz, Cisco
Catalyst SD-WAN Managerld, SBIZSUTT U= & G770 5—>3a>
J7XZVJAMODERAZYR—NLET,

- T3 OHEA
« AcceptZiZIRL . Add Action >Select Loss Correctionz 2 1) Y O L&,



Match <4 Add Match

Destination Data Prefix (IPv4)

[critical_tra‘flc @ W J

Object | Value

Action] + Add Action

|:] Remote Preferred Color

D Preferred Color group

[ ] NAT Pool

) NAT vPN

D Mext Hop

(] Policer

[_] Redirect DNS

[ TLoc j
D Service

[] service Chain
[ ] secure Internet Gateway / Secure Service Edge

[:] AppQoE Optimization

Loss Correction

ToaroEm

\\’I

« Packet Duplication% i#iR> Save Match and ActionsZ 2 1) Y U> Savez V)Y U



Action 4+ Add Action

Base Action

@ Accept O Drop

Loss Correction

Type
[ Select one Type ~ ]
FEC Adaptive
FEC Always
Packet Duplication | Save Match and Actions
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ATYT2:RI—=TI—-TDER

» Policy Groupl_#& L. Add Policy GroupZ 2 Y I LET,
c RUS—=T)N—TRBEVYD1—23 2 0OFEEREVIYILET

Add Policy Group

Policy Group Name

[ packet_duplication_policy_group_tz ]
Solution

[sdwan () v ]

Description(optional)

RIZ—=TLN—-TDESR

s F7UT—23 2 0BAEORE
- Application Priority & SLA Policy createdZ#iR> Savez V) v &



Policy Group 1 Application Priority & SLA 1 NGFW 0 Secure Internet Gateway | Secure Service Edge 0 DNS Security 0
+ Add Policy Group  Export  Impert As of:June 25, 2025 at 2:09 PM 2
Q search
Harme Description Humber of Policies Humber of Devices Deviees Up to Date Updated By Last Updated On Actions
packet_duplication_policy_grow... Eal
Policy Group Name Deseription{optional) Device Solution
packel_duplication_policy_group_tz ] [ ] Type —
Application Priority HGFW Deployment
Piease Sebect ane J] [ Please S ] Associated <+ Add
packel_duplication_tz DNS Security B m
(oo )
Craate Now
F7Vr—2a>0BEEESLAKR) S —0OFER
« NTY NOERZBMICTBSD-WANIY D) — R ZRERTET,
* AssociatedZ#&BIL. AddZTUY ILET,
« Associated DevicesZ 7 1) ¥ 9> Devices % 1#IR> Associated DevicesZ 7 ') v &
Last Updated On Actions

Mame Description

Mumber of Policles

Humber of Devices Devices Up to Date

Updated By

packet_duplication_policy_grou,.,

Paliey Group Name

Deseription|optienal)

Device Solution

packet_duplication_pelicy_greup_tz

] Type sdwan

Application Priority

Deployment

[ packetduplication. iz

] Associated 4 Add

Secura Internet Gateway | Secure Service Edge

B & Deploy

[ Pleaze Select one

O

BET/NAA

Devices (0)

[ Q Search Table

0 selected Remove Devices Change Device Values Deploy Export

As of: Jun 25, 2025 0217 PM O

Chassis Numbers Site Name Hostname Tags Config Locked System IP Site ID Device Status Added by Rule
TINA ADBIES

Surmimary
Revwview the information for the devices to be added. You can deploy the devices now of later.

Choose devaces -~

Devices To Be Added (1)
Ea
Srteme Sheis Seriabin FHokoen ConiigLocked

Cante Greop




« Provision DevicesZz 7 !1) ¥ 2 L, Select Devices to DeployZz 2 1J Y 2 L& 9, DeployZz ¥
Dy OLET,

© Do you want to provision devices in packet_duplication_policy_group_tz?

Devices added to policy group packet_duplication_policy_group_tz!
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7E:Cisco Catalyst SD-WAN > RO—FTN\T Y NOEEZRET S 12 HICSD-WANTF
—RRVI—HFERAEHh, REESD-WANIY D IIL—RICTYZ1EnhTVET,

show sdwan policy from-vsmart 1< > KZ 317U T, Cisco Catalyst SD-WANO > RO—F A5
SD-WANLIY D) —RICEEENET—RFRIVI—ZRRLET,

<tfroot>
Router#

show sdwan policy fromvsnart

from-vsmart data-policy data_service_packet_duplication_tz



direction fromservice

vpn-1ist vpn_packet_dup_4001

sequence 1
match
source-data-prefix-1list critical_traffic

action accept

| oss-protecti on packet-duplication

default-action accept

from-vsmart 1lists vpn-list vpn_packet_dup_4001

vpn 4001

from-vsmart 1lists data-prefix-list critical_traffic
ip-prefix 0.0.0.0/0

show sdwan tunnel statistics pkt-dupA~¥ > R&ZEITL, SD-WANKRZ 2V AR—KN R RILTO/N
TYRODERICBEIAHEAAEHRERTLET,

<tfroot>
Router#

show sdwan tunnel statistics pkt-dup

tunnel stats ipsec 10.0.20.15 10.0.21.16 12346 12386
pktdup-rx 0

pkt dup-r x- ot her 56

<<<< Duplicate packets were received on the Secondary tunne

pktdup-rx-this 0
pktdup-tx 0

pkt dup-tx-other 56 <<<< Duplicate packets were sent fromthe Secondary tunne

pktdup-capable true

tunnel stats ipsec 10.1.15.15 10.1.16.16 12346 12366

pkt dup-r x 56 <<<< Original packets were received on the primary tunne

pktdup-rx-other 0

pktdup-rx-this 56



<<<< Duplicate packets were received on secondary tunnel but counted

pkt dup-t x 56 <<<< Original packets sent fromprimry tunne

pktdup-tx-other 0
pktdup-capable true

<<<< Capability exchange wi th other edge routers

in the primary tunnel statistics

show sdwan bfd sessions V¥ > RZZE{TL T, SD-WANTY ) —RXBEOBFDEY < 3a>OAT

—RALBEIRBERTLET,

<#root>
Router#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

SYSTEM IP SITE ID  STATE COLOR COLOR SOURCE IP
10.10.2.2 10 up gold gold 10.0.20.15
10.10.2.2 10 up blue blue 10.1.15.15

DST PUBLIC DST PUBLIC DETECT TX

IP PO
10.0.21.16 12
10.1.16.16 12

show platform hardware qfp active feature bfd datapath sdwan summary1~¥ > RZE1TL,
IPSEC SD-WANK > RIILON—RIVITIF—RTL—2LRILTORFERZRTLET,

<tfroot>
Router#

show pl atform hardware gfp active feature bfd datapath sdwan sunmary

Total number of session:

LD
SrcIP DstIP X RX Encap State
20024
10.0.20.15 10.0.21.16 1057739 1057489 IPSEC Up
<<< ldentify LD s nunber that uses the gold color
20028
10.1.15.15 10.1.16.16 1057782 1057494 IPSEC Up

<<

AppProbe  AdjId
YES GigabitEthernet0/0/1 (0xf
YES GigabitEthernet0/0/0 (0xf



Identify LD s nunber that uses the blue colo

r

show platform hardware gfp active feature sdwan client sysip summary 1Y > RZZE{TL .,
Quantum Flow Processor(QFP) Tl & ©d, SD-WANY A 7> MSgEICBEEN TS hET A
TALIPT RL A(sysip) DEHNERRLET,

TunlD =7"5 4 XU O—HILSD-WANK RO k> ZILID (LDORB2HICES< )

DuplD=tA>X)O—HISD-WANK > )L OERID (LDORE2HICE T )

<tfroot>
Router#

show pl atform hardware qfp active feature sdwan client sysip sunmary

SysIP - SiteID - Next -

Tunl D

Dupl D

- BfdDis - BfdSta - LocCo - RemCo - Encap - feC - mtu

10.10.2.2 10 0
24
28
20024 up 1 1 IPSEC 352 1442
10.10.2.2 10 0
28
24
20028 up 2 2 IPSEC 352 1442

show platform hardware qgfp active feature sdwan data sysip summary Y > RZE1TL, TF—X
7L—>DOSD-WANZ AT LIPOBMEZRRLET,

TunD =754 XU O—AILSD-WANKR > ZIL D R ZILID (LDOKXRR2HTICET< )

DuplD = A& UO—AJLSD-WAN k> X)L OERID (LDOKB2KICET< )



<tfroot>

Router#

show pl atform hardware gfp active feature sdwan data sysip sumary

BktIdx BktAddr

Idx

SysIP

Tunl D

Dupl D

bfdDisc bfdState TocCol

on-demnd Gleaning

sess-ppe

glean_ipc_paks

77 0x6a9a4c60

10.10.2.2

10 0x0

24

28

20024 3 1

28

24

20028 3 1

SiteID Next
remCol Encap feC mtu
No No 0

1 IPSEC 352
17 IPSEC 352

CPUBERRZHMIE IS LLHNOEMITY R :

<ffroot>

Router#

show processes cpu platformsorted

Router##

show pl at f orm resour ces

Router#

show processes cpu history

i ncl ude CPU

1442 0x6934fla0

1442 0x6934fle0
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« Cisco SD-WAN ManagerX —1—A"5 ., Monitor > DevicesZi#EIRL £F
s PTNAARAEERLZET,

« FNAADFEE., ActionFT".."&2U )Y IL, Real TimeZEIRLET,

« Device Options RO Y 7’A' > X Z 1 —T, Tunnel Packet Duplication Statistics % 3&3R L &
9,

Router | 10.10.10. Site Name SITE_1C Device Model: CB500-12X4QC
Device Options: Tunnel Packet Duplication Statistics
~ g}
s :
Hostname TUNNEL PROTOCOL SOURCEIP DEST IP SOURCE PORT DEST PORT PKTDUP RX PKTDUP RX OTHER PEKTDUP RX THIS PKTDUP RX FWD
10.0.20.15 10.0.21.16 12346 12386
1 1 236 G 0 A
PKTDUP TX PKTDUP TX OTHER PKTDUP TX TUN SELECTION FAIL PKTDUP TX TUN SEND FAIL PKTDUP CAPABLE

56
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/config-groups/configuration-group-guide/introduction.html
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