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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/vedge-20-x/high-availability-book-vedge/m-disaster-recovery.html

vmanageZ# show run system

system
host-name vmanagez2
system—1p 11.11.11.2
site-id lagl

admin—tech—-on—-failure

no vrrp—advit-with-phymac
sp—organization—name AAMIR-485787
arganization—-name AMMIR-4@5787
upgrade—-contirm 15

vbond 18.185.60.184

vpn &

interface ethi
ip address 18,145,688, 182/34
fpwh dhip—client
tunnel-interface
na allow-service dhep
allow-service dns
allow-service icep
na allow-service sihd
ngs sllow-service metoant
allow-service Atp
na allow-service stum
ne allow-service hitps

ng Shutdown

interface ethil
ip address B9.80.89.2/724
ng shutdown

ig route 0.0.0,0°0 19, 185.68.1

vpn 512
interface ethl
ip address 10,105,860, 192/24
ng shutdown

ip route 0.0.0,.050 19, 185.68.1

veansgelsd show iaterface

IF IF IF TOP

AF ADMIH OPER TRACKER EMCAP SPEED M55 X ™
VPH  INTERFACE TYPE TP ADDRESS STATUS STATUS STATUS TYPE PORT TYPE HTU HWADDR HWBPS  DUPLEX ADMIST UPTIME PACKETS  PACKETS
@ ethd ipwd 10.105,.60.102/24 Ug Ug - Awll traaspert = BO:Be: TR cB:IT:i03 1009 full - 1:01:17:03 BEd647E 406731
@ athl ipvd &0.089.89.2/24 Ug Ug - Awll service - BO:Be: TR el IT:i0d 1000 full - 1:01:16:59 163082852 15748084
@ systes ipvd 11.11.11.2/32 Ug Ug - Awll laspback = - 1008 Tull - 1:01:20:06 @ ]
@ dockard ipvd = Dty Dty = Al servide - B2:42:fbifd:ddiB6 1000  full = = 9 11
@ ehr-vEsange ipvd = Dty Ug - - - - B2:42:¢R:15:28:¢T7 1000 fuall - - - -
512 etk ipwd 10.185,.608.102/24 Ug Ug - Awll Sgat - OB TR e 3T AT 1009 full - 1:01:16:59 294009 11814
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DC vManage:

chuocu;yuw-v:u ) Setact Rosource Groupe Administration - Cluster Management o OE B8
=
Add Manager o
Hastame 1P Adress Gonfigure Status Node Peesana v
venanagel 20.09.898 Rosndy COMPUTE_AND_DATA ebATs0Be- 07 de-8394-0 1 1-eb e bac2Ie0
weanaged #O898%2 Roachy COMPUTL_AND _DATA Bacle I8 baca-40eT-aRl¢ - Bladebibo bt t
veanaged 5909893 Ry COMPUTE_AND_OATA 13270381 J011- 84 7c - baad- M TOTI0EE

DR-vManage:




= | Cinco Catatyst SO-WkH t roup e Administration - Cluster Management
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Administration - Disaster Recovery

Cluster Status

Detail:
uuuuuu
] Recovery Not Configured
tandt History
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Manage Disaster Recovery X

ﬂ Connectivity . Walidator . Recovery . Replication
Info Infa L] Schedula

vBond Information
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Manage Disaster Recovery

@  Connecthvity @  validator @  Recovery
Infa Info Maode

Select Recovery Mode

O Manual () Automation

Back ca ncEI

Faplcation
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Manage Disaster Recovery

@ Connectivity
Infg

Back

‘Vakdator 8  Recovery [ ] Replication
Info Mode Schedule

|12:m | | AM -|

| 15 mins - |

EZFJ/EL T, SaveZ VUV ILET,

. DREGABEHENET, [EFRIVEIUYILT, RELETRAOIEFHTERL

£¥Y, COTOEAILE, |mKAT20 ~ 3000 HBHBENHYET,

= Cisco Catayss SD-WAN
Disaster Recavery Registration
Total Tasic | | Swcosss : 1

Device Group (1)

AL

Administration - Disaster Recovery

View Logs

rting Primary DC
Local DataCenter

C] WYmanage 59.5!

36:03 UTC] vmanage 83.83.89.5 has successfully restarted.
36:03 UTC] Z vmanages hawe succasfully ragtstered and restarted. Restaeting cur

anage BREREND 1o some u,
¥ PEElarted

anage S9.89.89.2 L0 come L,
slully restartod
TC) 2 wnanages have suctelully registered and restarled. Hestarting cunfent vimanage B8RB800

Tont vmanage
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= | Giaca v AN o Addministration - Disaster Recovery

Primary Clustar Status

Detalls

History

L Schedule

Mede P AddreiE

Manual Mode - Arbitrator not configured

MEDIZAZTTFAHFAZIUANIOT 2B LET,

DC-vmanage (9al15f979-d613-4d75-97bf-f7d4124bc687 is export ID)

vmanagel:/var/log/nms$ cat vmanage-disaster_recovery.log | grep 9al5f979-d613-4d75-97bf-f7d4124bc687
04-Jul1-2025 05:17:08,297 UTC INFO [] [] [DataReplicationManager] (pool-232-thread-1) || Export ID Gener
04-Jul1-2025 05:17:58,431 UTC INFO [] [] [DisasterRecoveryAlarmsDAO] (pool-232-thread-1) || AlarmsDAO::a
04-Jul1-2025 05:17:58,722 UTC INFO [] [] [DataReplicationManager] (pool-232-thread-1) || Sending the imp
04-Jul1-2025 05:17:59,081 UTC INFO [al7a50ae-e6d3-401c-9d34-7c9423a5dd5a] [vmanagel] [DisasterRecoveryRe
04-Jul1-2025 05:21:06,515 UTC INFO [a456dal9-9868-42el-b3e7-9cb7ef3bdb81] [vmanagel] [DisasterRecoveryRe
vmanagel:/var/log/nms$

DR-Vmanage

DR-vmanagel:/var/log/nms$ cat vmanage-disaster_recovery.log | grep 9al5f979-d613-4d75-97bf-f7d4124bc687
04-Jul1-2025 05:15:23,296 UTC INFO [] [] [DataReplicationManager] (Thread-366) || Payload received for d
04-Jul1-2025 05:15:23,298 UTC INFO [] [] [DataReplicationManager] (Thread-366) || destinationURL dataser
04-Jul1-2025 05:15:24,040 UTC INFO [] [] [DisasterRecoveryAlarmsDAO] (Thread-366) || AlarmsDAO::addAlarm
04-Jul1-2025 05:15:24,170 UTC INFO [] [] [DataReplicationManager] (Thread-366) || Downloaded replication
04-Jul1-2025 05:15:24,171 UTC INFO [] [] [DisasterRecoveryManager] (Thread-366) || Sending rpc message t
04-Jul1-2025 05:15:24,216 UTC INFO [] [] [DisasterRecoveryManager] (Thread-366) || Sending message to de
04-Ju1-2025 05:15:24,245 UTC INFO [] [] [DisasterRecoveryManager] (Thread-366) || Waiting for copyRepli

04-Jul1-2025 05:18:19,545 UTC INFO [] [] [DataReplicationWorker] (Thread-366) || Successfully Deleted Im
04-Jul1-2025 05:18:19,643 UTC INFO [] [] [DisasterRecoveryAlarmsDAO] (Thread-366) || AlarmsDAO::addAlarm
04-Jul1-2025 05:18:19,707 UTC INFO [] [] [DataReplicationManager] (Thread-366) || Successfully imported

04-Jul1-2025 05:18:19,716 UTC INFO [] [] [DisasterRecoveryManager] (Thread-366) || Sending rpc message t
04-Jul1-2025 05:18:19,849 UTC INFO [] [] [DisasterRecoveryManager] (Thread-366) || Sending message to de
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chet 2", “owner” 1" b1a51 34511 Je-a8ec-b8 1 d-0bb3242Tcc 28"} {"entityMame" 1~ sing leton-service-selector”, "bucke chet_27,"ouner”:"ofd451345-1 1 Te-4Bec-btd-

Bbb92a2Tcc2E"}, {"entit “correlat ion-engine-manager™, "bucke: fhacket 27, “cwner=: "Bl 451 345-112e-48cc-bB 1d-0009242Tcc2B" } ], " rbucket_17: [{"entityName" 1 =schedules-service-singleton-selector™, “bucket” 1" fbucket 1" “owner':"bi451345-
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[04-July-2025 6:47:35 UTC] Unshut control tunnel on the standby vManage.
[04-July-2025 6:47:36 UTC] Sleeping for 10 seconds to ensure control tunnel is fully up and functional
[04-July-2025 6:47:55 UTC] Failed to activate the cluster. Vbond is unreachable

04-July-2025 06:47:55,206 UTC ERROR [89b008fa-2clb-4f78-b093-edlfalf06b71] [vManage20-14-DR] [DisasterR
at com.viptela.vmanage.server.device.common.NetConfClient.connect(NetConfClient.java:255) ~[vmanage-ser
at com.viptela.vmanage.server.device.common.NetConfClient.

(NetConfClient.java:114) ~[vmanage-server-1.0.0-SNAPSHOT. jar:?]
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Primary Cluster Status

Active Cluster
Node ¥ Andress Status
mansget [ CE ] ]
vmansged AR Fy

Standby Cluster

Mode 1 Address Ftatus.

il maragel 985504 o

DA-mmanaged RS o
Arbitrator

Node 1P Address Status

[ ManaquiaslerHecwery] [ Manage Password

Q) Resume Disaster Recovery () Resume Replication [ Delete Disaster Recovery

Details

Last Replicated: 10 Jul 2025 7:04:35 am IST
Time 1o Replcate: 44 secs

Size of Data: 16.277 MB

Status: Success

History

Last Switch: 09 . 2025 5:52:22 pen IST

Feason for Switch: Marwal {Node Down § Gontrol Down)

Schedule

Rephcation Interval: 15 mins
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Cisco Catalyst SD-WAN
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Disaster Recovery
Primary Cluster Status

Active Cluster (3)

Snooze

I Disaster Ri W ] [ M. ]

(@) Pause Disaster Recovery @ [ Delete Disaster Recovery ©

Details

Moty WP Achirsem Bntus Last Repheated: 10/ Jid 2025 §:32:37 AM GMT+5
vmanage2 BO.BD.80.2 a Tirne to Replicate: 46 secs
Size af Data: 16.401 MB
vmanages BE.EDE0.3 -]
Status: Success
vmanage! B B0.68.89. -]
History

Standby Cluster (3)

Last Switche 00 Jul 2025 5:52:22 PM GMT+05:30

Reason for Switch: Manual (Node Down [ Cantrol Dawn)

Hade IP Addrass Status
DR-vmanage2 89.69.09.5
DR-vmanages 29.6089.6 -]

Schedule

Fepkcation intesval: 13 mins

DR-vmanaga 89.65.89.4 L]
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