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cEdge-1

Site: 1
System-ipd 192 168111
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1. Cisco Catalyst SD-WANJ> RO—ZJ T AN ZFRELE T,

CORETEH., VANZERALTYSM M 2BETEXRT,

<#root>
vSmart#

config
vSmart(config)#

policy

vSmart(config-poTlicy)#

lists

vSmart(config-lists)#

site-list cEdges-1

vSmart(config-site-Tist-cEdge-1)#

site-id 1

vSmart(config-site-list-cEdge-1)# exit
vSmart(config-lists)#

site-list cEdge-2

vSmart(config-site-Tlist- cEdge-2)#

site-id 2



vSmart(config-site-Tist- cEdge-2)# exit
vSmart(config-site-Tist)#

vpn-list VRF-1

vSmart(config-vpn-Tist-VRF-1)#

vpn 1
vSmart(config-vpn-Tist-VRF-1)# exit
vSmart(config-site-Tist)#

vpn-list VRF-5

vSmart(config-vpn-Tist-VRF-5)#
vpn 5
vSmart(config-vpn-Tist-VRF-5)#

commi t

2. Cisco Catalyst SD-WAN> RO—FTRUS—ERELET,

COBRETE. VRFIEVRFEOBTIL—T 1 > EREERTED -, VRFEIOL—F 1>
THBEICITON, MADVRFTIL—T A2 I TF—R2/HBIIHBENHBVET,

RIS —F. VRE1OKRT 74V UZFALTVRFSEICIVAR—RNL, EEZOFEEHFALE
EE

<{froot>
vSmart#

config

vSmart(config)#

policy

vSmart(config-poTlicy)#

control -policy Route-Leaking

vSmart(config-control-policy-Route-Leaking)#

sequence 1

vSmart(config-sequence-1)#

mat ch route

vSmart(config-match-route)#



vpn 5

vSmart(config-match-route)# exit
vSmart(config-sequence-1)#

action accept

vSmart(config-action)#

export-to

vSmart(config-export-to)#
vpn-list VRF-1

vSmart(config-action)# exit

vSmart(config-sequence-1)# exit
vSmart(config-control-policy-Route-Leaking)#

sequence 10

vSmart(config-sequence-10)#

mat ch route

vSmart(config-match-route)#

vpn 1

vSmart(config-match-route)# exit
vSmart(config-sequence-10)#

action accept

vSmart(config-action)#

export-to

vSmart(config-export-to)#
vpn-list VRF-5

vSmart(config-action)# exit

vSmart(config-sequence-10)# exit
vSmart(config-control-policy-Route-Leaking)#

def aul t -acti on accept
vSmart(config-control-policy-Route-Leaking)#

comni t



3. Cisco Catalyst SD-WAN> NO—FICR U —&ZBERALET,

HAMEYAR2ERVD—HFBRAEZh, ChSOFA NIHBVRFIEVRFSOBDIIL—TFT 1
VIONHAEhET,

RI—RBA NI RTEERENET, DFV., CiscoL Y 2 )L—Z N SCisco Catalyst SD-
WANI> RO—FADOOMP7 Y 7’F—KNIZEAEThET,

<#root>
vSmart#

config

vSmart(config)#

appl y- policy

vSmart(config-apply-policy)#
site-list cEdge-1
vSmart(config-site-Tist-cEdge-1)#

control -policy Route-Leaking in

vSmart(config-site-1list-cEdge-1)# exit

vSmart(config-apply-policy)#
site-1ist cEdge-2
vSmart(config-site-1list-cEdge-2)#
control -policy Route-Leaking in
vSmart(config-site-1list-cEdge-2)#

commi t
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PRENBHYNET,

1L L=—FT AT BEROGCEZFATITDR) S —ZERLET,

Cisco Catalyst SD-WAN Manager TR 1) 2 —&4ER L. Configuration > Policies > Centralized
PolicyDEIZEIRL £9,

Centralized Policy’X 7 TAdd Policy2 V)Y O L £ Y,



C'\ Search

Add Policy ‘ Add Default AAR & QoS

Centralized Policy Localized Policy

2. Cisco Catalyst SD-WAN ManagerCJ AN ZHERLET, CORETE. VANZFEALTY

1 RNZ2HBETEEXT,

Site > New Site ListD EICBEIL £,

W—NRENBEZY A NOUVARNZERL, TOUANZEML XY,

v » Add Pobicy

@ Create Groups of Interest

Select a list type on the left and star creating your groups of interest
= (3 MNew Site List
Data Prafix
Pal
e Site List Mame
Prefix Mame of the list
Site
Add Site”
App Probe Class
i] +ff b L
SLA Class
TLOC

AnnRi

VPN > New VPN ListQJEIZBE L £ T,

L—hRHEZERATIHEN HBVPNUARNZERL, NextZ2 VU Y ILEKT,



v »  Add Policy

. Create Groups of Interest

Select a list type on the left and start creating your groups of interast
Prafix o

(+) aw WP

She +) Mew VPN List

SO VPN List Name*

SLA Class Hama of the list
TLOG
Add VPN®
VPN
Exampba: 100 or 200 separated by commas o 1000-2000 by rangea
Region

Fretered otor Grovs m caneel
ar

3. Cisco Catalyst SD-WAN ManagerTR > —&HRELE T,

TopologytabZ 2 1) v 7 L, Add TopologyZ2o Y L&,

AARAZLDY MO=I) (L—RBLTTLOC ) ZEHAL T,

Centralized Policy > Add Policy

@ Create Groups of Interest @ Configure Topology and VPN Membership

Q Search
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Hub-and-Spoke
Mesh
Custom Control (Route & TLOC)
Description Mode
Import Existing Topology
No data avai

Sequence TypeZ 27 1) ¥ 2 L T, Route sequenceZiERL £T,



Add Control Policy

= | Route
-
s B Create a policy to apply on a OMP

TLOC
TLOC Create a policy to apply to TLOCs

=2 AIN=ILEEBMLET,
ZH1IVRFIORS 74 Y IONFZIFANS N, VRFEICIVAR—RENhET,

Protocel Pvd - O Accept (D) Reject Cammunity (ZGURCE OMPTag | Preference  Service  TLOC Action  TLOC
Match Conditions Actions
VI List = Accept Enabled
—_—
VRF-1 N
Expont To
VEN D VRF-5 x

Cancel

ZMH2VRF5O RS 74 Y ONFZSHFANS N, VRFICIVAR—KRENZET,

Brotecal IPvd - Q Accept (D) Reject Community [ESTSCORCN OMPTog  Proference  Service  TLOC Action  TLOG
Match Conditions Actions
VPN List " Acoept Enabied
VRF-5 % -
Expert To
VPHID VRF-1 X
Cancel

RIZ—OFT7AINKNT O 32 %AccepticBEELER T,

Save Match and ActionsZ 2 1J ¥ 2 L, RIZSave Control PolicyzZ 2 )Y VL&Y,

Save Match And Actions




Default Action

Accept Reject

Enabled

Save Match And Actions
Save Control Policy Cancel

4. )L—NREABERZRY A NIRUS—Z2BRALET,

Topology® 7% 1) ¥ 2 L. Route-Leaking Policy® T TNew Site/Region List on Inbound Site
List2 BIRLET, IL—NRHABEBHY A RMN)ANZERLET,

EENREZREFETSICIE. Save Policy ChangesZiBIRL £ 9,

CUSTOM CONTROL

Direction Site/Region List Region 1D Action

cEdge-2, cEdge-1 [T 7 @

Save Policy Changes

T—ERAFTI-Y
B—ERFI-VE, Y—EABALLHREIET, XY NT—IF—EADEANEENET

o BEHY—ERAILEKE, 77A4T7 72 —)FW), BARAZ AT A(DS), B8FLTERABEHS AT A
(IPSNAEENET, COFE, 77AT VA=Y —EANTF—EZNACEAETIET,

CLIZER L LRE

1. Cisco Catalyst SD-WANO> RO—Z TU AN EFRELET,

CORETEH., VANZEALTYSM M EBETEXT,

BEVRF 1M BEENATVA YA NOUANEZERLET,
[NZ2AR—BNDIFFR(TLOC) D —ET, HY—ERIZEETRILEDICRT T4 0= UAALD
RIBDUBENHDTRLAZEELRT,

<tfroot>

vSmart#



config

vSmart(config)#

policy

vSmart(config-poTlicy)#

lists

vSmart(config-Tists)#

site-1ist cEdge-1

vSmart(config-site-Tist-cEdge-1)#
site-id 1

vSmart(config-site-Tist-cEdge-1)# exit
vSmart(config-Tists)#

site-1ist cEdge-2

vSmart(config-site-Tist-cEdge-2)#

site-id 2

vSmart(config-site-Tist-cEdge-2)# exit
vSmart(config-Tists)#

tloc-1ist cEdge-1-TLOC

vSmart(config-tloc-Tist-cEdge-1-TLOO)#

tloc 192.168.1.11 color public-internet encap ipsec

vSmart(config-tloc-Tist-cEdge-1-TLOO)#

comni t

2. Cisco Catalyst SD-WAN> RO—F TRUS—EBRELE T,
CDI—=T VAR, VRFADSDORZTAVINTANRIVTENET, NTT714V T
. VRF5ILHBDY—ERT7AT A=) THAEh, REEThET,

<#root>
vSmart#

config

vSmart(config)#



policy

vSmart(config-poTlicy)#

control -policy Service-Chaining

vSmart(config-control-policy-Service-Chaining)#

sequence 1

vSmart(config-sequence-1)#

mat ch route

vSmart(config-match-route)#

vpn 1

vSmart(config-match-route)#

action accept

vSmart(config-action)#

set

vSmart(config-set)#

service FWvpn 5

vSmart(config-set)#

service tloc-list cEdge-1-TLOC

vSmart(config-set)# exit

vSmart(config-action)# exit
vSmart(config-sequence-1)# exit
vSmart(config-control-policy-Service-Chaining)#

def aul t -acti on accept

vSmart(config-control-policy-Service-Chaining)#

comni t

3. Cisco Catalyst SD-WAN> RO—FICAR U —ZBERALET,

RIS —F., VRE1ASDODRZ 714V ODBREBEZHFAITDRIICH A ME2TREENET,

<#root>
vSmart#

config



vSmart(config)#

appl y-policy

vSmart(config-apply-policy)#
site-list cEdge-1

vSmart(config-site-Tist-cEdge-1)#
control -policy Service-Chaining out

vSmart(config-site-Tist-cEdge-1)# exit

vSmart(config-apply-policy)#
site-list cEdge-2
vSmart(config-site-Tist-cEdge-1)#
control -policy Service-Chaining out
vSmart(config-site-Tist-cEdge-1)#

comm t
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7E:Cisco Catalyst SD-WAN Manager Graphic User Interface(GU)Z /L TR > —% T
97 14 7IZFBIIE, Cisco Catalyst SD-WAN ControllerliC 7> 7L — M A & T
PRENBHYNET,

1. Cisco Catalyst SD-WAN ManagerTR > —&#ERL £,
Configuration > Policies > Centralized Policy® JEICBE L £9,

Centralized Policy’® 7 TAdd Policy2 2 Y O L £ Y,



Centralized Policy Localized Policy

Q. search

Add Policy | Add Default AAR & QoS

2. Cisco Catalyst SD-WAN ManagerT'J AN Z/ERL £7,

Site > New Site ListD EICBEIL £,

VREFIABMEZNTWA YA hOY A N)ANZERL., AddZZERL KT,

y » Add Policy

. Create Groups of Interest

Select a kst type on the left and stan créating your groups of intenest

- "-'.,' New Site List
Data Prafix
Palicer Site List Nama®
Pradix Narme of the st
Site

Add Site®

App Probe Class . A pa—
Exgample: 100 of 200 separaied by commas of 1000-2000 by rangsa

SLA Class

TLUC “ C:I"CLII

LAkl

TLOC > New TLOC ListD JEICBEL £T,

TLOCUARARNY—ERAFI—2OERSEFRZRHEL. SaveZBRL KT,



TLOC List

List Name *
cEdge1-TLOC

TLOC IP* Color* Encap® Preference
192.168.1.11 public-internet L ipsec e 0-42949672585

(® Add TLOC

. JEFIL—ILZEMLET,

TopologyZ 7 %# 2 vY 2L T, Add TopologyZ 27Uy I L%ET,
HAZALAI>MO=)L (IL—KBKRVTLOC ) Z#EHRL £,

I Palicy »  Add Policy

ﬁ Create Groups of Intenest . Canfigure Topology and VPN Membership

Specify your netwaork topology

Topology VPN Membership

Ol Search

Add Topology ~
Hub-and-Spake

hash

Custom Control (Route & TLOCK
Import Existing Topology

Degcription Made

Mo data available

Sequence TypeZ 27 1) ¥ 2 L T, Route sequenceZiERL £T,



Add Control Policy

‘= § Route
o=
E"E Create a policy to apply on a OMP
:’_’Ij TLOC
[Pl Create a policy to apply to TLOCs

S=TAN-IIEEMLET,

CD—TVARF. VRFIASORNT T4V 0=T4IINRIVTL, BBZFHALTH S, VRF
SHICHFETRIH—ER(77ATI4—))CUFALINLET, ChlE, 774704 —)
H—EADFZATHEY M1 MOTLOCZERALTRRTEET,

Match Canditicn: Action:
VPN List * Accept Erablad
—_—
WRF-1

Sarv *
mmmmmmm

Sen vEN 5

Service: TLOG IP

=

Encapsulation

Serece D
cEdge] -TLOC

RIVS—OFT7HIKNT O 3 RAccepticBELE T,
Save Match and ActionsZ 2 1J ¥ 2 L, RIZSave Control PolicyzZ 2 )Y VL&Y,

Default Action

Accept Reject

Accapt Enabled

Cancel Save Match And Actions

Save Control Policy Cancel



4. RV —ZBRALEY,

TopologyZ® 7 %& 1) ¥ 2 L. Service-Chaining Policy® T TNew Site/Region List on Outbound
Site ListZ2 BIRLUE T, VRFINZ 74V IVFREITDIHLEN DY A4 MEEIRL T, Save
PolicyZ V1 UY O LET, BEZHRTFL. Save Policy ChangesZ2 )Y L ET,

Topology Application-Aware Routing Traffic Data Cflowd Role Mapping for Regions

Dirgetion Site/Region List Region ID Action
cEdge-2, cEdge-1 NfA
m Savel Pollay Chonams Cancel

T7ATIA=)LY—EAOT RNZAX
CLIZfEAL L&E

T77ATI#=)IY—EREZ7OEDIZ>T993IZk, 774703 =ILTNA1ADIPT RL
AZEELET, COH—EAR, OMP7 Y 75— K Zi&L TCisco Catalyst SD-WANI > kO
—JICTFIOVAENET,

<#root>
cEdge-01#

config-transaction

cEdge-01(config)#

sdwan

cEdge-01(config-sdwan)#

service Firewall vrf 5

cEdge-01(config-vrf-5)#
i pv4 address 192.168.15.2
cEdge-01(config-vrf-5)#

comm t

TU7L—hEEALERE

VRF 5O#EET > TL—MIBBLET,



Configuration > Templates > Feature Template > Add Template > Cisco VPN JEICE AT T,

Service SectionGNew ServiceZ V7Y L E¥d, @2 ALL, Y—ERAZEMLT, 7L
—MNEREFELET,

MNew Service

Service Type ik FW -
IPv4 address @~ 192168152
Tracking - On Off

TR
J— Nt

Cisco Catalyst SD-WAN > RO—F A'VRF 1A' SVRF 5N\, 8L ZOFEICIL—NZEI YU AR—
RLTWBCELZERBLET,

<#froot>

vSmart# show omp routes vpn 1 | tab

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
1 192. 168. 15. 0/ 24 192. 168. 3. 16 92 1003 C R, Ext origi nal 192. 168.
install ed 192. 168.
1 192.168.16.0/24 192.168.3.16 69 1002 C,R installed 192.168
1 192.168.18.0/24 192.168.3.15 69 1002 C,R installed 192.168
vSmart# show omp routes vpn 5 | tab
PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP

5 192.168.15.0/24 192.168.3.16 69 1003 C,R installed 192.168



5 192. 168. 16. 0/ 24 192.168. 3. 16 92 1002 C R Ext ori gi nal

install ed

5 192. 168. 18. 0/ 24 192.168. 3. 15 92 1002 C R Ext ori gi nal

install ed

CiscoLYZI)I—2H. VRF1ASVRFSADREIL—NESELECLEBIELET,

CiscoLYZI)I—2H . VRF5ASVRFIANDREIL—MNESELECLEBIELET,

<#root>
cEdge-1#

show ip route vrf 1

——————— output omitted ------

m 192.168.15.0/24 [251/0] via 192.168.3.16 (5), 10:12:28, Sdwan-systemintf

192.168.16.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.16.0/24 is directly connected, TenGigabitEthernet0/0/3
192.168.16.1/32 is directly connected, TenGigabitEthernet0/0/3

m 192.168.18.0/24 [251/0] via 192.168.3.16, 10:12:28, Sdwan-system-intf

N

cEdge-1#

show ip route vrf 5

——————— output omitted ------

192.168.15.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.15.0/24 is directly connected, TenGigabitEthernet0/0/2
L 192.168.15.1/32 is directly connected, TenGigabitEthernet0/0/2

m 192.168.16. 0/ 24 [251/0] via 192.168.3.16 (1), 10:17:54, Sdwan-systemintf

m 192.168.18.0/24 [251/0] via 192.168.3.15, 10:17:52, Sdwan-systemi ntf

cEdge-2#

show ip route vrf 1

——————— output omitted ------

m 192. 168. 15.0/ 24 [251/0] via 192.168.3.16, 01:35:15, Sdwan-systemintf

192. 168.

192. 168.

192. 168.

192. 168.



m 192.168.16.0/24 [251/0] via 192.168.3.16, 01:35:15, Sdwan-system-intf
192.168.18.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.18.0/24 is directly connected, GigabitEthernet0/0/1
L 192.168.18.1/32 is directly connected, GigabitEthernet0/0/1
HY—EXAFI—2

CiscoLY 2 I)L—& A, OMPH—E AJ)L— K Z4 L TCisco Catalyst SD-WANI > hOA—ZII27 7
AT I0F—=IY—ERETRNZA AL ELZRRELET,

<#root>
cEdge-01#

show sdwan onp services

ADDRESS PATH REGION
FAMILY  TENANT VPN SERVICE ORIGINATOR FROM PEER ID ID LABEL STATUS VRF
ipvé4 0 1 VPN 192.168.1.11 0.0.0.0 69 None 1002 C,Red,R
0 5 VPN 192.168.1.11 0.0.0.0 69 None 1003 C,Red,R
0 5 FwW 192.168.1.11 0.0.0.0 69 None 1005 C Red,R 5

Cisco Catalyst SD-WANO > hOA—Z Y —ERAIL—NZEBICZEFEL L ZHALET,

<#root>
vSmart#

show onp services

ADDRESS PATH  REGION
ipvé 1 VPN 192.168.1.12 192.168.1.12 69 None 1002 ¢, I,R
1 VPN 192.168.1.11 192.168.1.11 69 None 1002 ¢, I,R
5 VPN 192.168.1.11 192.168.1.11 69 None 1003 ¢, I,R
5 FW 192.168.1.11 192.168.1.11 69 None 1005 CI,R

TJ7F7AT I A=Y —EANVRFINSORNT T4V IO EBRELTVDEZBERTHICIE.
tracerouteZ £1TL £ 7,

<#root>



Service-Side-cEdgel#traceroute 192.168.18.2
Type escape sequence to abort.

Tracing the route to 192.168.18.2

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.16.1 0 msec 0 msec 0 msec

2 192.168.16.1 1 msec 0 msec 0 msec

3 192.168.15.2 1 nsec 0 nsec 0 nsec

4 192.168.15.1 0 msec 0 msec 0 msec
5 10.31.127.146 1 msec 1 msec 1 msec
6 192.168.18.2 2 msec 2 msec *

Service-Side-cEdge2#traceroute 192.168.16.2
Type escape sequence to abort.

Tracing the route to 192.168.16.2

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.18.1 2 msec 1 msec 1 msec

2 10.88.243.159 2 msec 2 msec 2 msec

3 192.168.15.2 1 nsec 1 nsec 1 nsec

4 192.168.15.1 2 msec 2 msec 1 msec
5 192.168.16.2 2 msec * 2 msec

BYIE 5 2

e Y—ERXRFI—>
- JL—bMEH
« SD-WAN - JL— BN BH DEE — YouTube



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-routing-leaking-for-service-sharing.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-routing-leaking-for-service-sharing.html
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
https://www.youtube.com/watch?v=AKBpInD8BG8
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