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IEEEEFUF
FERTD~ROD

Hub
Site 1D 100
System P 10.10.10.100

—

Spoke 2
Site 1D 2
System IP 10.10.10.2

Spoke 1
Site 1D 1
System IP 10.10.10.1

BEOERA>FTIVATR., FVFIVRIN I ZLORNIA—FRHFBFROEH) TY,

« AR—VEOBFDEY > 3a AL TERL, F(Eshow sdwan bfd sessions

« BFDEY>avik, KRS TAVINTIURRANETEBENEEEICNH—E
DUEEMNBYET

s BEXPBRAFTIVIFATIVRI D RINOEBREEEENME

TriggerA > FY Y RN RILOTOT 1714

« AR—JBOBFDEY > 3V FNPRETRAL, AR—=IHASNTAOEYZ I D&
BALTBY, AVFIYXV RO ATART—RAGBAEOAR—VTHETIT17ELT
WEBTEET, £, OMPT—=7IL TR, NTHr5ONYOFTY7TI—KIEC, I. RELT
BEEN, AR=0225D)I—KIEI, U, IA&LTEREENET

<ffroot>


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes i nactive

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PRE

0 10 10.2.2.2/32 192.168.0.1 61 1005 CI,R installed 10.10.10. 100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA 1installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA 1installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA 1installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U, IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 u,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 u,IA installed 10.10.10.2 private2 ipsec -



Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETE
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP  IP PORT ENCAP MULTI
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes i nactive

s AVFIVRORNZENLNTIOTAR=2AVKRRKRNT TAVIZRNIT—TBIREN HYE
To cOBITRE, NFT1VIBEBLER, AUFNROVE—RNATLDAT—A
ANEBRTIIKTITATDESTITATICEEEN, BETL T4V VANOMPT—T )L
TNTDC, |, RAFT—ZANBAR—92DC, |, RAT—RAICEEEhi-#%. ICMPhk
ST7AVIONERENETT

<{froot>

Spoke 1#ping vrf 10 10.2.2.2 re 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
RN ERERE RN RN ENE

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/3/31 ms
Spoke 1#show sdwan system on-denand renpte-system

SITE-ID SYSTEM-IP

ON- DEMAND  STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2
yes active

56

Spoke 1#show sdwan bfd sessions



SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIER
10.10.10.100 100 up blue blue 10.10.10.1  10.100.100.1 12366 ipsec 7
10.10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7
10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7

Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP P

0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 blue ipsec
192.168.0.1 62 1003 CI,R installed 10.10.10.2 defaul t i psec
192.168.0.1 64 1005 R installed 10.10.10.100 blue ipsec
192.168.0.1 65 1003 Cl,R installed 10.10.10.2 privatel i psec
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec
192.168.0.1 68 1003 Cl,R installed 10.10.10.2 private2 i psec
192.168.0.2 71 1005 R installed 10.10.10.100 blue ipsec
192.168.0.2 72 1003 C,R installed 10.10.10.2 default ipsec
192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec
192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec
192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec

Spoke 2#show sdwan system on-denand renpt e-system



SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1
yes active

53

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

DST PUBLIC
IP

10.100.100.1

10.11.11.1
10.11.11.1

DST PUBLIC DETECT
PORT ENCAP MULTIPLIE
12366 ipsec 7
12366 i psec 7
12366 i psec 7

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
10.10.10.100 100 up blue blue 10.10.10.2
10.10.10.1 2 up def aul t default 10.10.10.2
10. 10.10.1 2 up  blue bl ue 10. 10. 10.2

c FERNZ 74V INEIEL, PARILERALT IR BEBTDE, AR—TJBOBFDEY
AVHAHEBL., AT RAT—RANFTIT 17T ICRY ., L—KAHOMPT—T LD

NTHSC, I. RX\YIFTYTIN—RAT—RALRIET

<#froot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

SYSTEM IP SITE ID STATE  COLOR COLOR SOURCE IP

10.10.10.100 100 up

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

inactive

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

SYSTEM IP SITE ID  STATE COLOR COLOR  SOURCE IP

DST PUBLIC DST PUBLIC DETECT

IP PORT ENCAP MULTIP
10.100.100.1 12366 dipsec 7
DST PUBLIC DST PUBLIC DETEC
IP PORT ENCAP MULTI



10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7
Spoke 2#show sdwan system on-denmand renot e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes inactive

—RESBED A
FERATD RO

Hub
Site ID 100
System IP 10.10.10.100

Spoke 1 Spoke 2
Site 1D 1 Site 1D 2
System IP 10.10.10.1 System IP 10.10.10.2

SFIA1:NTZ#RBATDINY IOT Y TNANAR=DIC& 2 TEMS K KEF
REBBENS



AEIR

« AR=D2HS5DRETL 74V IRAILBETES, NTHASONYITYTNANKRRE
NETH, EMNELEZITUOAARMN=IEenEERBENET

<#root>

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC
0 10 10.2.2.2/32
192.168.0.1 61 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 62 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 65 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 68 1003 U,IA installed 10.10.10.2 private2ipsec -
192.168.0.2 71 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -

192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatelipsec -



192.168.0.2 77 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -

192.168.0.2 78 1003 U,IA 1installed 10.10.10.2 private2ipsec -

NZ7ILZa1—h

1. AR=IANONTBFDEY 2 3V ABUEThTVWBI A ESHZRIABLET

<tfroot>

Hub#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR. SOURCE IP IP PORT ENC/
10.10.10.2 2 up blue blue 10.10.10.100 10.12.12.2 12366 ipse
10.10.10.1 1 up default default 10.10.10.100 10.11.11.1 12366 ipse

2.AVTFRIVRORRILRI S —EBEL T, IXTOHA M ZORE (NTFEEFAR
— V)R ITELWHARNVARNIEENTVWAR L ZHIBLET

3. O~ > Rshow sdwan system on-demandZ L T, AR—I THU TN REGEN B
TTITATTHINESHERIBELET,

<{froot>

Spoke 1#show sdwan system on- demand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

1 10.10.10.1
yes active

10
Spoke 2#show sdwan system on- demand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS



IDLE-TIMEOUT-CFG(min)

2 10.10.10.2
yes active

10

ANTHARNTRSZTAVIOIVSZTIIH—ERA (H—EATE) FFBRMICE>TVS
NESHZHERLET, ERAIV RIE, showsdwanrunTd, | AHTE

<#root>
hub#show sdwan run | inc TE
BRI
- ZOHBE, NTHARTRY—ERTENBHICE>TLVERA, BETSICE. NTHIT
RDESIZRELEXT,
<#root>

hub#config-trans
hub(config)# sdwan

hub(config-vrf-global )# service TE vrf gl obal

hub(config-vrf-global)# commit

« AR—TV1OOMPTF—7IHAZEEZ N, /\710.10.10.100 (A ZLARNKNT 71 v O D4E
BREl ) ASOIRNJICRTBZDIL—RHFC, I, ReBxy), AKR—2210.10.10.2 (1~
BLARNKRZ 74V IODERP ) PSOIRMIJIEHLTC, |, REMBLTVWA L2
o LET, £/, show sdwan system on-demand remote-system <remote system ip>~
YREFEALT, AR—T1ERR—DV20BOBFDEY 232V EAVFI RN RN
TY7LTVWBZEEBALET,

<{froot>

Before interest traffic



Spoke 1l#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed
Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH
TENANT VPN PREFIX FROM PEER ID LABEL
0 10 10.2.2.2/32 192.168.0.1 61 1005

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

While interest traffic

Spoke 1#

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

[eleoNeoolNoNoNoNoNolel =]
NNNNNNRRPRRPRE

62
64
65
67
68
71
72
74
75
77
78

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

show sdwan onp routes vpn 10 10.2.2.2/32

STATUS

ATTRIBUTE GROUP

TYPE

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

TLOC IP

10. 10. 10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.2
10.
10.2
10.
10.2
10.
10.2
10.
10.2
10.
10.2

default
blue
privatel
blue
private?2
blue
default
blue
privatel
blue
private?2

ENCAP PREFEREN

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -



Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH
TENANT VPN PREFIX

FROM PEER ID LABEL STATUS TYPE

ATTRIBUTE

AFFINITY
GROUP

TLOC IP COLOR ENCAP PREFERENCE NUMBER REGI

installed 10.10.10.100

0 10 10.2.2.2/32 192.168.0.1 61 1005

192.168.0.1 62 1003 C I,R installed 10.

192.168.0.1 64 1005

192.168.0.1 65 1003 C I,R installed 10.

192.168.0.1 67 1005

192.168.0.1 68 1003 C I, R installed 10.
192.168.0.2 71 1005
192.168.0.2 72 1003
192.168.0.2 74 1005
192.168.0.2 75 1003
192.168.0.2 77 1005
192.168.0.2 78 1003

Spoke 1#show sdwan bfd sessions

R

10.10.2 def aul t

10.10.2

Inv,U installed 10.
10.10.2 private2

R installed 10.
C,R installed 10.
R installed 10.
C,R installed 10.
Inv,U installed 10.
C,R installed 10.

installed

SOURCE TLOC REMOTE TLOC
COLOR  SOURCE IP

blue 10.10.10.1

SYSTEM IP SITE ID STATE COLOR
10.10.10.100 100 up blue
10. 10.10.2 2 up def aul t
10. 10.10.2 2 up bl ue

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

10.

privatel

10.

10.

10.
10.
10.
10.
10.
10.

i psec -

10.

i psec -

10.

i psec -

10.
10.
10.
10.
10.
10.

default 10.10.10.1

bl ue 10.10.10.1

100

100

100
2
100
2
100

blue

blue

blue
default
blue
privatel
blue
private2

DST PUBLIC
IP

10.100.100.1

10.12.12.2

10.12.12.2

None None -

None None -

None None -

ipsec - None

ipsec - None

ipsec - None
ipsec - None
ipsec - None
ipsec - None
ipsec - None
ipsec - None

DST PUBLIC
PORT ENCAP

12366  1ipsec

12366 i psec

12366 i psec



SFVA2 . AR—TJBEOBFDEY >3 AT Y TIREODERRICAKD
AEAR

« ZOFE, VE—RNAR=D2OITV RRA DV RNFAFAFIVRUE—-RNIZV RRAV NI
) ARMENFET (AN Rshow sdwan system on-demand remote-systemT AT —X AH no
on-demandDiFE,. RWRRNZF 71V IONFEEFENT, WEATL T 1Y VAN AR—D2H5
EEFHEINTVRIHEETE, AR—J1EARAR—V20BOBFDEY >3 B 7Y 7L
FRIIBYET)

<tfroot>

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID
SYSTEM | P ON- DEMAND

STATUS IDLE-TIMEOUT-EXPIRY(sec)

10.10.10.2 no

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP TIP PORT ENCAP MULTIPLIER I
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7
10. 10.10.2 2 up def aul t def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .
10.10.10.2 2 up  blue bl ue 10. 10.10.1 10.12.12.2 12366 i psec 7 ]

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged



IA -> On-demand 1inactive
U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

TENANT VPN PREFIX

FROM PEER ID LABEL STATUS

PATH ATTRIBUTE

TYPE TLOC IP

COLOR

ENCAP PREFEREN

0 10 10.2.2.2/32

192.168.0.1 74 1003 C I,R

192.168.0.1 77 1003 C I, R

192.168.0.1 79 1005 Inv,U installed 10.10.10.
192.168.0.1 80 1003 C,I,R installed 10.10.10.2 private2 ipsec -
192.168.0.2 89 1005 R installed 10.10.10.
192.168.0.2 90 1003 C,R installed 10.10.10.
192.168.0.2 92 1005 R installed 10.10.10.
192.168.0.2 93 1003 C,R installed 10.10.10.
192.168.0.2 95 1005 Inv,U installed 10.10.10.
192.168.0.2 96 1003 C,R installed 10.10.10.

=Rl

192.168.0.1 73 1005 R

192.

nstalled 10.10.10.2 def aul t i psec -

168.0.1 76 1005 R
installed 10.10.10.2

privatel ipsec -

installed 10.10.10.

installed 10.10.10.

100

100

100

100

100
2

None

blue

None

blue

None

blue
default
blue
privatel
blue
private2

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

1. AVTFIVRORNRILRIS —%2HEL T, INTOF A R ZTORE (NTEREFEAR

— V)R ITELWHARNVARNIEENTVWAR L ZHIBLET

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
I
action accept
set
tloc-action backup
tloc-1ist hub
I
I



default-action accept
!

Tists
site-Tist Spokes
site-id 1-2

!
tloc-1ist hub
tloc 10.10.10.100 color blue encap 1ipsec
tloc 10.10.10.100 color default encap 1ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
!
prefix-Tlist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
!
!
!
apply-policy
site-Tist Spokes
control-policy ondemand out
!
[

2. OX > Rshow sdwan runTA > FY Y RABMICBE2>TVBRAESHZRFELE T, | AR
— OB KRTTETDInc on-demandik. show sdwanrunAY > RZFEHAL T/\TTHERICL

x9. | ADTE
<#root>
Spoke 1#show sdwan run | inc on-demand

on-demand enabl e
on-dermand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-demand
Spoke 2#
Hub#show sdwan run | inc TE

service TE vrf gl obal

BRR T %
« COFE., AR—=D2TRFAVFIRIEMICHE >TVWERA, BETDIZE, AKR—7
2B TEIhZRELET
<#root>

Spoke 2#config-trans
Spoke 2(config)# system



Spoke 2(config-vrf-global)# on-demand enabl e

Spoke 2(config-vrf-global)# on-demand idle-tineout 10

Spoke 2(config-vrf-global)# commit

« AR=V1T, AR—=D28F>F I RyesE LTRREN, OMPTF—7IANZEEEZh, C
DIL—KA/NT10.10.10100 (A 2V ZLARNKRTS 74V OZERTRE ) ASOIRNUIC

X¥LTC, I. RELTREEh, AR—V2h 5EHE

<{froot>

Spoke 1#show sdwan system on-denand renpte-system
SI TE-1 D SYSTEM | P ON- DEMAND STATUS | DLE- TI MEQUT- EXPI RY( sec)

2 10. 10. 10. 2 yes inactive -

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER  ID
0 10 10.2.2.2/32 192.168.0.1 61

192.168.0.1 62
192.168.0.1 64
192.168.0.1 65
192.168.0.1 67
192.168.0.1 68
192.168.0.2 71
192.168.0.2 72
192.168.0.2 74
192.168.0.2 75
192.168.0.2 77
192.168.0.2 78

LABEL STATUS TYPE

1005 C I, R

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

I,U,IA

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

S

AX &

TLOC IP

10. 10. 10. 100

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.2
10.100
10.2
10.100
10.2
10.100
10.2
10.100
10.2
10.100
10.2

COLOR

default
blue
privatel
blue
private2
blue
default
blue
privatel
blue
private2

ThTVWEWI EZHFELET

ENCAP PREFERENCE

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -



s RRRNT 714V IOFEFRENDE, AR—U2010.10.102H0 50T MUK L TC, |,
RAIMBENETET, £, AR—V1EAR—DV20BOBFDEY a3 A7y 7L TVWSC
EEMAEL, AUFXVRRNZRILNFTYTLTWSZ & EDY T Rshow sdwan system
on-demand remote-system <remote system ip>

<tfroot>
Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this nmght take tine, please wait
Code:

C -> chosen

I ->installed

Red -> redistributed

Rej -> rejected

L -> | ooped

R -> resol ved

S -> stale

Ext -> extranet

Inv ->invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresol ved

BR-R -> border-router reoriginated
TGMR -> transport-gateway reoriginated

PATH ATTRI BUTE
TENANT VPN PREFI X FROM PEER | D LABEL STATUS TYPE TLOC I P COLOR ENCAP PREF
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 bl ue i psec
192.168.0.1 62 1003 C I, R installed 10.10.10.2 default ipsec

192.168.0.1 64 1005 R

nstalled 10.10.10.100 bl ue i psec

192.168.0.1 65 1003 C I ,R

nstalled 10.10. 10. 2 privatel ipsec

192.168.0.1 67 1005 Inv, U

nstalled 10.10.10.100 bl ue i psec

192.168.0.1 68 1003 C I ,R

nstalled 10.10. 10. 2 private2 ipsec

192.168.0.2 71 1005 R installed 10.10.10.100 blue i psec
192.168.0.2 72 1003 C R installed 10.10.10.2 default ipsec
192.168.0.2 74 1005 R installed 10.10.10.100 blue i psec
192.168.0.2 75 1003 C R installed 10.10.10.2 privatel ipsec
192.168.0.2 77 1005 Inv, U installed 10.10.10.100 blue i psec
192.168.0.2 78 1003 C R installed 10.10.10.2 private2 ipsec
Spoke 1#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLIC DETECT

SYSTEM I P SITE | D STATE COLOR COLOR SOURCE | P I P PORT ENCAP MULTI PLIER I



10. 10. 10. 100 100 wup bl ue bl ue 10.10.10.1 10.100.100.1 12366 i psec 7 .

10.10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .

10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SI TE-1 D SYSTEM | P
ON- DEMAND STATUS

| DLE- TI MEOUT- EXPI RY( sec)

SFIAINTNSONY OT Y TILN—KFAR=IOTU—RELEGFAI A=)
ThTLaEW

AEAR

- ZDOEE. OMPF—7I)LDSpoke 2 SRKET =T LT 1Y 221022213205V T ¥
TIL—REEL, AVFIVROFTFITFATIVRNIETNFRRENEST, N\NTOAR—
DETETHAU TNV RAIREEShTVWS Z L &R

<#froot>

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP



TENANT VPN PREFIX FROM PEER

0 10 10.2.2.2/32 192.168.0.1

Ul A

installed 10.10.10.2 default dipsec -
192.168.0.1

Ul A

installed 10.10.10.2 privatel ipsec -
192.168.0.1

Ul A

installed 10.10.10.2 private2 ipsec -
192.168.0.2

Ul A

installed 10.10.10.2 default dipsec -
192.168.0.2

Ul A

installed 10.10.10.2 privatel ipsec -
192.168.0.2

Ul A

installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan run | inc on-denand
on-denmand enabl e
on-demand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-denand
on-denmand enabl e
on-demand idle-tinmeout 10

Hub#show sdwan run | inc TE
service TE vrf gl oba

NZ7)a—k

ID LABEL STATUS TYPE

108 1003

113 1003

141 1003

112 1003

117 1003

144 1003

None

None

None

None

None

None

None

None

None

None

None

None

TLOC IP

COLOR

ENCAP PREFERENCE NUMB

« FUFIVREFHR) D —2HFEL, IXNTOAR—IHFELVWHARNVARNIEENT

WBAESHEERLET
<#troot>

viptela-policy:policy
control-policy ondemand
sequence 1
match route



site-1ist Spokes
prefix-Tlist _AnyIpv4PrefixList
|
action accept
set
tloc-action backup
tloc-1ist hub
!
!
|
default-action accept
|
Tists

site-list Spokes
site-id 1

tloc-1ist hub
tloc 10.10.10.100 color blue encap 1ipsec
tloc 10.10.10.100 color default encap ipsec
tloc 10.10.10.100 color privatel encap ipsec

tloc 10.10.10.100 color private2 encap ipsec
I

prefix-Tlist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
[

!

I

apply-policy
site-Tist Spokes
control-policy ondemand out
!

FRIR T3
* Spoke 244 NID 2RV —DH A RV ARAR—TICBVWCEIEFRL TS EE W, ¥

ARNIVARNAICEBDDE, NVIOTYTNANELLKAVARN=IEh, FVFIRRY
FILWEAR—VBEOBFDEY 3 VHFNRRNT 714V VOEERICEBLERT,

<{froot>

Spokes site list frompolicy before

Tists

site-list Spokes

site-id 1



Spokes site list frompolicy after

Tists

site-list Spokes

site-id 1-2

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC

0 10 10.2.2.2/32 192.168.0.1 61 1005 C,I,R installed 10.10.10.100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA dinstalled 10.10.10.2 default dpsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA 1installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA 1installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default dipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(

10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7 1000



10.10.10. 2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 ipsec 7 1000

10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 ipsec 7 1000

Spoke 1#show sdwan system on-demand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10. 10. 10. 2 yes active 56 ------ >on-demand tunnel established to Spoke 2 10.10.10.2 due

ERBEIVR

s 27N> RMshow sdwan system

« show sdwan system on-demand remote-system ( AZIZI5U T )

» show sdwan system on-demand remote-system system-ip <system ip>
+ show sdwan runDE1T | > TN RTHEM

« show sdwan run® 24T | ANTE

 show sdwan ompo routes vpn <vpnZF &>
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