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interface GigabitEthernet0/0/0

ip address 10.201.186.175 255.255.255.224
no shutdown

|

interface GigabitEthernet0/0/2

description connection to Branch_WAN-Edge
ip address 192.168.20.21 255.255.255.252
no shutdown

|

interface Loopbackl

description wan_color_green

ip address 192.168.20.2 255.255.255.255
no shutdown



interface Loopback2
description wan_color_custom2
ip address 192.168.20.10 255.255.255.255

no sh
|

utdown
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DC_WAN-Edge#sh sdwan running-config sdwan

sdwan

interface Loopbackl

tunn

el-interface

encapsulation ipsec weight 1

no
col

border
or green

no last-resort-circuit

no low-bandwidth-Tink
max-control-connections 1

no vbond-as-stun-server
vmanage-connection-preference 5

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd

exit
exit

interface Loopback?2

tunn

el-interface

encapsulation ipsec weight 1

no

border

color custom2 restrict

no last-resort-circuit

no low-bandwidth-Tink
max-control-connections 1

no vbond-as-stun-server
vmanage-connection-preference 5

por
car

t-hop
rier default

nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp



allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

|
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Branch_WAN-Edge#sh sdwan run sdwan
sdwan
interface GigabitEthernet0/0/2
tunnel-interface
encapsulation ipsec weight 1
no border
color custom?2
no last-resort-circuit
no low-bandwidth-Tink
no vbond-as-stun-server
vmanhage-connection-preference 5

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service http
no allow-service snmp
no allow-service bfd
exit

exit
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DC_WAN-Edge#sh sdwan control connections

PEER PEER CONTROLLER

PEER PEER PEER SITE DOMAIN PEER PRIV PEER PUB GROUP

TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT ORGANIZATION LOCAL COLOR PROXY STATE UPTIME ID
vsmart dtls 10.10.1 1 10.201.186.172 12346 10.201.186.172 12346 rch_sdwan_lab custom2 No up 0:00:0
vsmart dtls 10.10.1 1 10.201.186.172 12346 10.201.186.172 12346 rch_sdwan_lab green No up 0:00:00:
vmanage dtls 10.10.10.1 1 0 10.201.186.171 12746 10.201.186.171 12746 rch_sdwan_lab green No up 0:00:00

0.21
0.21
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Branch_WAN-Edge#show sdwan control connections

PEER PEER CONTROLLER

PEER PEER PEER SITE DOMAIN PEER PRIV PEER PUB GROUP

TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP PORT LOCAL COLOR PROXY STATE UPTIME ID
vsmart dtls 10.10.10.2 1 1 10.201.186.172 12346 10.201.186.172 12346 custom2 No up 0:00:00:20 O
vmanage dtls 10.10.10.1 1 0 10.201.186.171 12346 10.201.186.171 12346 custom2 No up 0:00:00:22 0

RDOHAF, DC_WAN-EdgeDTF—R 7L —2EGEEZF Y 7FrLIEEOTT, O—AILHT—
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DC_WAN-Edge#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec UPTIME TRANSITIONS
10.10.10.60 60 up green biz-internet 192.168.20.2 10.201.186.167 12346 ipsec 7 1000 0:00:06:37 6
10.10.10.20 20 up green biz-internet 192.168.20.2 10.201.186.180 12346 ipsec 7 1000 0:00:06:37 6
10.10.10.5 5 up green default 192.168.20.2 10.201.186.181 12346 ipsec 7 1000 0:00:06:37 6

10.10.10.10 10 up green gold 192.168.20.2 10.201.186.182 12346 ipsec 7 1000 0:00:06:37 6

ROE D&, Branch_WAN-EdgeDF—X2 7L —2#EHKEZzF vy 7Fr+LEEOTT, O—HILS
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Branch_WAN-Edge#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec) UPTIME TRANSITION
10.10.10.5 5 up custom?2 default 192.168.20.22 10.201.186.181 12346 ipsec 7 1000 0:00:07:37 2
10.10.10.10 10 up custom2 gold 192.168.20.22 10.201.186.182 12346 ipsec 7 1000 0:00:07:37 2

10.10.10.20 20 up custom2 biz-internet 192.168.20.22 10.201.186.180 12346 ipsec 7 1000 0:00:07:37 2
10.10.10.60 60 up custom2 biz-internet 192.168.20.22 10.201.186.167 12346 ipsec 7 1000 0:00:07:37 2
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