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<#root>
vSmart-1#
show runni ng-config policy

policy
data-policy _VPN1O_sig-default-fallback-to-routing
vpn-Tist VPN1O
sequence 1
match
source-data-prefix-1ist Default
I
action accept
count Count_26488854

sig
sig-action fallback-to-routing

!
!
default-action drop
!
!
lists
vpn-list VPN10
vpn 10
!
data-prefix-list Default
ip-prefix 0.0.0.0/0
!

site-list Site300



site-id 300
!

I

!

R —DER

<#root>
vSmart-1#
show runni ng-confi g appl y-policy

apply-policy
site-Tist Site300

data-policy _VPN1O_sig-default-fallback-to-routing all
!
!

vSmart/R S —DARIS —EINX—%ZFEH TS EZ (2, Fallback to RoutingF T Y IRy U A%
FICLT, IXNTOSIGRVRILHFZTILTVBREEIL, 12—V NIEBEND NS
7 4 Y U #Cisco SD-WANFA—/N—L A ZNL TN —F 10 T&EnB&LSICLET,

Custom Data

"B Sequence Rule Drag and drop to re-arrange rules

O Accept (O Drod I
Protocal IPvd ~  timization Loss Correction TLOC VPN Secure Internet Gateway
Match Conditions Actions
Source Data Prefix List X Accept Enabled
DEFAULT x i

Counter Name x

source: COUNT

IP Prefix
Secure Internet Enabled b4
Gateway

( [] Fallback to Routing )
Cance Save Match And Actions

UlTFallback to Routing7 7% 3 > FiBIRE hTWVWBHE . action accept® T M 5% 7E |- fallback-to-




routing & sig-action " BIE NE T,

cEdge T DR
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<tfroot>
Site300-cE1#

show sdwan policy from vsmart

from-vsmart data-policy _VPN1O_sig-default-fallback-to-routing
direction all
vpn-Tist VPN1O
sequence 1
match
source-data-prefix-1ist Default
action accept
count Count_26488854
sig
sig-action fallback-to-routing
default-action drop
from-vsmart listsvpn-list VPN10
vpn 10
from-vsmart lists data-prefix-list Default
ip-prefix 0.0.0.0/0

Confirm

pingZEAL T, RFT7 AV ININ—TFTA2TEhTVBR L ZHELET,

<#root>
Site300-cE1#
ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/6/9 ms
Site300-cE1#

show sdwan policy service-pathdNY > RZFEAL T, RS 714 Y IONBBITDEFRETIhD/NA
ZHRETEEXT,



<tfroot>

Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

<{froot>
Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

T—RRID =N X OMHEE

B&#IZ, Y Rclear sdwan policy data-policyZ R L T, OV SHREDHV2EIVFTLE
o NIV ENICH B Z & &show sdwan policy data-policy-filter 1Y > R CHERRTE X T,

<#root>
Site300-cEl#

cl ear sdwan policy data-policy

<{froot>
Site300-cE1l#

show sdwan policy data-policy-filter _VPNLO_sig-default-fallback-to-routing

data-policy-filter _VPN10O_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

dat a- pol i cy- count er Count _26488854

packets 0

byt es 0

data-policy-counter default_action_count



packets 0
bytes 0

pingZEAL T, SIGRRIIBHTIL—T12TFTREBRDLhINTY M2V D2AEELE
ER

<#root>
Site300-cE1#
ping vrf 10 8.8.8.8

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/7/11 ms
Site300-cE1#

show sdwan policy data-policy-filter AN¥ > RZERL T, ICMPNNT Y R F—RKRI > —>—7T
JACEY NTBEEZBIELET,

<tfroot>

Site300-cE1l#

show sdwan policy data-policy-filter _VPNLO_sig-default-fallback-to-routing

data-policy-filter _VPN1O_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

dat a- pol i cy-count er Count_26488854

packets 5

byt es 500

data-policy-counter default_action_count
packets 0
bytes 0

NTYRMRNL—RA

W=2TNTY NCHAARCBDD ZEBBIDLHICNTY MRL—AZRELET,

<ffroot>



Site300-cE1l#

show pl at f orm packet-trace sumary

Pkt Input Output State
12 INJ.2 Gil FwD
13 Tul00001 internal0/0/rp:0 PUNT
14 INJ.2 Gil FwD
15 Tul00001 internal0/0/rp:0 PUNT
16 INJ.2 Gil FwD
17 Tul00001 internal0/0/rp:0 PUNT
18 INJ.2 Gil FwD
19 Tul00001 internal0/0/rp:0 PUNT
20 INJ.2 Gil FwD
21 Tul00001 internal0/0/rp:0 PUNT

INT Y N2

Reason

11 (For-us data)

11 (For-us data)

11 (For-us data)

11 (For-us data)

11 (For-us data)

NTY M2ASDAZRY NE, F—BRIVZ—DORZ T4V IEY N —T2A1%ZRL,

SIGICUA AL I REhET,

<#root>
Feature: SDWAN Data Policy IN

VPN ID : 10
VRF i1
Policy Name : sig-default-fallback-VPN10 (CG:1)
Seq :

1
DNS Flags : (0x0) NONE
Policy Flags : 0x10110000
Nat Map ID : 0
SNG ID : 0
Action :

REDI RECT_SI G Success 0x3

Action

SECONDARY_LOCOKUP Success

HOAB=TIAADAANY IT YT, RRILAE—TITALX(

ERD

Feature: IPV4_INPUT_LOOKUP_PROCESS_EXT

Entry : Input - 0x81418130
Input : internal0/0/rp:0
Output : Tunnel1100001

Lapsed time : 446 ns

®E)ERLTLE



IPSeclES{LDE, ANAE—TILALT—EHNANENET,

Feature: IPSec
Result : IPSEC_RESULT_SA
Action : ENCRYPT
SA Handle : 42
Peer Addr : 8.8.8.8
Local Addr: 10.30.1.1

Feature: IPV4_OUTPUT_IPSEC_CLASSIFY

Entry : Output - 0x81417b48
Input : GigabitEthernetl
Output : Tunnel1100001

Lapsed time : 4419 ns

L= OV D2ADT I a>zRTLIER. NT Y h%ZGigabitEthernet1 4 > 2 —7 T4 A
ICIEELET,

Feature: MARMOT_SPA_D_TRANSMIT_PKT

Entry : Output - 0x8142f02c
Input : GigabitEthernetl
Output : GigabitEthernetl

Lapsed time : 2223 ns

INT Y 13

IL—2BFJE—NIP@B.883)NMSHEZZFELETH., HIDOutput: <unknown>IC RENTWS
LS, EBESNEETIRELIVDOA DA SEVIRETT,

Feature: IPV4(Input)

Input : Tunnel1100001
Output : <unknown>
Source : 8.8.8.8
Destination : 10.30.1.1
Protocol 1 (ICMP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x813eb360
Input : Tunnel1100001
Output : <unknown>

Lapsed time : 109 ns

NTY NEAZBHICERENTWVWS D, L—RIC&>THEE N, HHEF<internal0/0/rp:0>&
RRENET,



<tfroot>

Feature: INTERNAL_TRANSMIT_PKT_EXT

Entry : Output - 0x81l3ebebc
Input : Tunnel1100001
Output

internal 0/0/rp: 0

Lapsed time : 5785 ns

~

TO#&, N7V MECisco IOSAdZ7AEARICNY hEh, NTY NIHLTIThhBIT o3z
RFENET, VRFI0OO—HIL A2 Z—T T4 AIPF7 RLAEK10.30.1.1TT,

I0Sd Path Flow: Packet: 13 CBUG ID: 79
Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel1100001

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel1100001

Feature: IP
Pkt Direction: IN
CONSUMED Echo reply

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel1100001

73—=)INY OV —=)I—TFT 12T OWHER

ESRXRAAE—XYNTHBDNTVAR—NA 2R —7 I 4 A(TLOC)(GigabitEthernet1) T&E &
SYYREIDUEFERALT, JI—I)A—N—%ZIL—HFTEEFET, 103—FY NIEHK
TE %,

GigabitEthernet2:MPLS TLOCIXUP/UPT ¥ A", 4 > 2—X Y NELRNF BV EEA. FIHAT—
X Al. show sdwan control local-properties wan-interface-list® i 1 CHEFRTE XTI,

<tfroot>



Site300-cE1l#

show sdwancontrol | ocal - properties wan-interface-Iist

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernetl 10.2.6.2 12346 10.2.6.2
down
2 yes/yes/no  No/No 0:19:51:05 0:10:31:41 N 5 Default
GigabitEthernet2 10.1.6.2 12346 10.1.6.2

show ip interface brief® tH h A 5. GigabitEthernet1 4 > X — 7 T A Aldadministratively down&
RRENTVET,

<#froot>
Site300-cE1#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.6.2 YES other administratively down down
GigabitEthernet2 10.1.6.2 YES other up up

N>, %&JL100001(&UP/DOWNIREET T,

<ttroot>
Tunnel 100001 10262  YESTFTP

up

down

RBEAR—ZY NEREANBZVIZ®, VRF 109 58888 \DEEMEMICETNIr HELET,

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echosto 8.8.8.8, timeout is 2 seconds:
U.u.u

Success rate is 0 percent (0/5)



show sdwan policy service-path ¥ > RTlk, DC( F—Xt>&2— ) [CEAASOMPFT7 # )L
N=KR(T7F3=INYIY=I—TFT AT )HNRITENDERETATVDEN TRENET,

A—AI)LIL—Z2DOMPLS TLOCIP7 RL AlX10.1.6.2T9,

<ffroot>
Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: IPsec
Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: mpls Remote Color: mpls Remote System

Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: IPsec
Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: mpls Remote Color: mpls Remote System

UmbrellalR— & )L

3 Total ) Viewing activity from Sep 20, 2022 7:16 PM to Sep 21, 2022 7:16 PM Results per page: 50 1-30f3
Request Identity Policy or Ruleset Identity @ Destination IP Internal IP Action Protocol Ruleset or Rule Date & Time

m SITE300SYS51x1x30x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel 100001 88838 10.30.1.1 Allowec IChMP Default Rule (2085272) Sep 21,2022 7:11 PM
m SITE300SYS1x1x20x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel 100001 8.888 10.30.1.1 & Allowec ICMP Default Rule (2085272) Sep 27, 2022 7:02 PM
m SITE300SY31x1x30x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel 100001 8.8838 10.30.1.1 & Allowec ICMP Default Rule (2085272) Sep 21, 2022 5.16 AM

KETF—R- RIZ—DBI

— RN BEEET—R RIZ—DHl,

data-policy _VPN10_SIG_Fall_Back
vpn-list VPN10
sequence 1
match
app-list Google_Apps
source-ip 0.0.0.0/0
!
action accept
sig
sig-action fallback-to-routing
]
|

default-action drop
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