CLIZ A L #=SD-WANTOUTD.]
AM=INETA2AM=)

&

BE

CIE e un

2%
FRIAS I R—Fb
E=58

A+ 7k

BRE
UTDDT7 A A =)

k

ERFIVY
N —]

axX JE

UTDDOA Y AR—JL
ERFIVY

B
axX

@

B
=753

N | 2= el N
BYE B

=

2

\I

4

\I

\I

cORFIXPNTIE., SDWANJ)L—Z TCLIZEH L TUnified Threat Defense(UTD)Z 1 > A k

—LBLETUAVAN=ILITBFIBEICOVWTHALET,

Bl SRAF
B

ROEBICEIZHMBI HD N HERENET,

- Cisco Software-Defined Wide Area Network(SD-WAN)
- CiscoIOS® XEANX > RZA 2422 —7 T 4 A(CLI)

AT R—F2 b

CORFIXVNE, ROVIRIVITEN—RIITON—2IVICETVTVET,

- )L—21SR4461/K9

VYT RNDTITFTN=23217.34



- A2 MNO—ZF—RDIIL—2Z
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNA ARG, B (F7FIN ) REOREASBELTVET

o BEEBPORY ND—IUTR., FEOANVRIEL>TRIDAEMI H2EEZ +OoEIEL T
ZEW,

BRELHA

cedgeN'CLIT—RTH S M., vManage &cedgeD B ICHIHFELEN BVWHEEEF. XOFIEZERT
PRENBYET,

LU, O MO=LTL—28F®HY), cedgeHFvManageTE— RIZE > TWVWBDBEE. COEID
REESBLIKESV (R11Z38R),

a>+7 b
CORFIXNODESHNBEHFRFXOERY TT,
. Cisco vManage'J ') — A20.3LAB&,
. Cisco—EABER I —R44311) 1) —AR17.3.4

HR—REATVWRT Y N7 A —LOFMIOVTE, TSDWANTHR—phEHTWVWBETT
YT #—LEHREFEICEHISZUTDs ZZRLTSEZT W,

RXIE
UTDD P> A > A M=k

BERFIvY

i, cedge)l—RZNUBICUTDET VAV AR—=ILEBEOHTT,

*FNA AT NO—FE—RTHY, FUTL—NGRFERTUER AN, UTDR
ENEAENET,

cedge#show sdwan system Viptela (tn) vEdge Qperating System Software Copyright (c) 2013-2022 by
Viptela, Inc. Controller Conpatibility: 20.3 Version: 17.03.04a.0.5574 Build: Not applicable

FUTDREZTVAVARN=ILTBHIC, EFFUTDREZHIBRTDIBEN HV)ET,

RE

1.UTDY—ERZFLLEXT,

cedge#confi g-transacti on

cedge(confi g)# app-hosting appid utd
cedge(confi g-app-hosting)# no start
cedge(confi g-app-hosting)# conmt


/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808

Conmit conpl ete.

X RBRAERAEAEVE, UTDO AT —XAAH[Running]A 5[Deployed] ICZED VW ET,

cedge#tshow app-hosting list App id State ------------m o
-- utd DEPLOYED cedge#

2. UTDRREZHIKRL £ 7,

cedge#confi g-transacti on

cedge(confi g)# utd engine standard multi-tenancy
cedge(config-utd-nulti-tenancy)# no policy utd-policy-vrf-1
cedge(config-utd-nulti-tenancy)# conmt

Commit conpl ete.

cedge(config-utd-nulti-tenancy)#

cedge#confi g-transacti on

cedge(confi g)# utd multi-tenancy

cedge(confi g)# utd engine standard multi-tenancy
cedge(config-utd-nulti-tenancy)# no threat-inspection whitelist profile Sig-white-list
cedge(config-utd-nulti-tenancy)# no threat-inspection profile |IPS-POLICY
cedge(config-utd-nulti-tenancy)# exit

cedge(config)# conm t

Commit conpl ete.

cedge(config)# no utd engi ne standard nul ti-tenancy

cedge(config)# conm t

Commit conpl ete.

cedge(config)#

cedge#confi g-transacti on

cedge(config)# no utd multi-tenancy

cedge(config)# conm t

Conmmit conpl ete.

cedge(config)#

cedge(confi g)# app-hosting appid utd

cedge(confi g-app-hosting)# no app-vni c gatewayO virtual portgroup 0 guest-interface 0
cedge(confi g-app-hosting)# no app-vnic gatewayl virtual portgroup 1 guest-interface 1
cedge(confi g-app-hosting)# no app-resource package-profile urlf-Iow
cedge(confi g-app-hosting)# conmt

Conmmit conpl ete.

cedge(confi g- app- hosti ng) #exi t

cedge(config)# no app-hosting appid utd

cedge(config)# conm t

Conmmit conpl ete.

cedge(config)#

cedge(confi g)# no interface VirtualPortGroup0

cedge(confi g)# no interface VirtualPortGroupl

cedge(config)# conm t

Conmmit conpl ete.

cedge(config)#

cedge(config)# no iox

cedge(config)# conm t

Conmmit conpl ete.

cedge(config)#

KR - 1
RIZ, UTDERENBIBRENEBOIVIIL—ROXRTHERLET,
cedge#show runni ng-config | section iox

cedge#tshow runni ng-config | section VvirtualPortGroup0
cedge#show runni ng-config | section VirtualPortGroupl



cedge#show runni ng-config | section utd
cedge#

cedge#show platform software utd global
UTD G obal state

Engi ne : Standard

G obal I nspection : Disabled
Qperational Mdde : Intrusion Detection
Fail Policy : Fail-open

Cont ai ner technol ogy : LXC

Redirect interface : Not specified
UTD interfaces

No interfaces are protected by UTD
<sni pped>

S REAUIBRE ALBATE, UTDinstalled e BRENET, CHETFRESY O
2T,

cedge#show utd engi ne standard version

UTD Virtual -service Nanme: utd

| OS- XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3

| OS- XE Supported UTD Regex: ~1\.O0\.([0-9]+)_SV(.*)_XE17.3%
UTD Installed Version: 1.0.16_SV2.9.16.1 XE17.3

cedge#show virtual -service

Virtual Service dobal State and Virtualization Limts
Infrastructure version : 1.7

Total virtual services installed : 1

Total virtual services activated : 0O

<sni pped>

cedge#show app-hosting |ist

The process for the command is not responding or is otherw se unavail abl e >>>> Expected because
UTD config was renmoved but UTD engine remains installed

** Before to remove Configuration **

cedge#show virtual -servi ce version name utd running
Virtual service utd running version:

Name : UTD- Snort - Feature

Version : 1.0.16_SV2.9.16.1_XE17. 3

** After configuration is removed **

cedge#

cedge#show virtual -service version name utd running
Virtual service utd running version:

Name : UTD- Snort - Feature

Version : None

4. UTDI> 22 ZEY) T,

ENUTDI2 T AARN=ITBIZIE, iox&app-hosting appid utdZz 7 o 7 1
TICTR2RENHYET,

UTDNioxe 7 7T —2 3 RATAVIDOTIOTAR—=23 B L THIRENESESICRET
ZRADFIZERIZALET,

cedge#app- hosting uninstall appid utd >>>> No action is taken.
cedge#



R, UTDZEBICTVAVAN—ILTBHZ2RLET,

cedge#confi g-transacti on

cedge(config)# iox

cedge(confi g)# app-hosting appid utd

cedge(confi g-app-hosting)# conm t

Commit conpl ete.

cedge(confi g- app- hosti ng) #

*Mar 3 20: 25: 24.889: %J CFGEXP- 6- SERVER _NOTI FI ED_START: RO/ 0: psd: Server iox has been notified
to start

*Mar 3 20:25:50.268: % M 6-1 0OX_RECONCI LE_I NFO. R0/ 0: ioxman: App-hosting application reconcile
process start

*Mar 3 20:25:51.956: % M 6-1 OX_ENABLEMENT: RO/0: ioxman: IOX is ready.

cedge#

cedge#tapp- hosting uninstall appid utd

Uninstalling 'utd' . Use 'show app-hosting list' for progress

cedge#

*Mar 3 20:26: 31. 653: %/ RT_SERVI CE- 5-1 NSTALL_STATE: Successfully uninstalled virtual service utd
*Mar 3 20:26:32.706: % M 6-1 NSTALL_MSG RO/ 0: ioxman: app-hosting: Uninstall succeeded: utd
uninstalled successfully

cedge#

TR

ROIANY RZRITLT, UTDAHIRENEAESH ZHFEBLE T,

cedge#show app-hosting list
No App found

cedge#show virtual-service version name utd running
% Error: Virtual -service utd is not found

cedge#show utd engine standard version
| 0S- XE Reconmmended UTD Version: 1.0.16_SV2.9.16.1_XE17.3
| OS- XE Supported UTD Regex: ~1\.O0\.([0-9]+)_SV(.*)_XE17.3%

cedge#show virtual-service

Virtual Service Gobal State and Virtualization Linmts
Infrastructure version : 1.7

Total virtual services installed : 0

Total virtual services activated : 0

<sni pped>

RRIE
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UTDTHR—RERTWAN—23a 2 &##8BL, 7759y 22IC4IO0—-RLET,

cedge#

cedge#show utd engi ne standard version

| OS- XE Recormended UTD Version: 1.0.16_Sv2.9.16.1 XE17.3

| OS- XE Supported UTD Regex: ~1\.0\.([0-9]+)_SV(.*)_XE17.3%



cedge#

cedge#dir bootflash: | i utd

36 -rw 55050240 Mar 1 2022 01: 08: 29 +00: 00 secapp-
utd.17.03.04a.1.0.16_Sv2.9.16.1_XE17.3.Xx86_64.tar
cedge#

RE
1L.iIXxeT7 7V =23 RATA T 2BMCLET,

cedge#confi g-transaction

cedge(config)# iox

cedge(confi g)# app-hosting appid utd

cedge(confi g- app- hosting)# comm t

Conmit conpl ete.

cedge(confi g- app- hosti ng) #

*Mar 3 20:25:24.889: %J CFGEXP- 6- SERVER _NOTI FI ED_START: RO/ 0: psd: Server iox has been notified
to start

*Mar 3 20:25:50.268: % M 6-10OX RECONCI LE | NFO. RO/ 0: ioxman: App-hosting application reconcile
process start

*Mar 3 20:25:51.956: % M 6-1 OX ENABLEMENT: RO/ 0: ioxnman: IOX is ready.

cedge#

2 UTDI> 2 %A ARN=ILZET,

cedge#app-hosting install appid utd package bootflash:secapp-

utd. 17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar

Installing package 'bootfl ash: secapp-utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar' for
‘utd' . Use 'show app-hosting list' for progress.

cedge#

*Mar 3 21:07:43.529: %/NAN- 5- PACKAGE_SI GNI NG_LEVEL_ON_|I NSTALL: RO/ 0: vman: Package 'secapp-
utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar' for service container 'utd is 'C sco
signed', signing |level cached on original install is 'Cisco signed

*Mar 3 21:07:56.332: %/l RT_SERVI CE-5- | NSTALL_STATE: Successfully installed virtual service utd
*Mar 3 21:07:56.922: % M 6-1 NSTALL_MSG RO/ 0: ioxman: app-hosting: Install succeeded: utd
installed successfully Current state is depl oyed

cedge#

BUTDIVZUNAVARN=ILEnTVBR L ZHALE T, ROOAN RZEFTLET,

¥ : DEPLOYEDIREEE &, UTDA A2 AR—ILEATVRIARESHATVEN & ZERK
LET. RUNNINGIREEE (&, UTDA 1A RN—ILEhERETHhTVWDEEZERLET,

cedge#tshow app-hosting list App id State ---------mm oo oo
-- utd DEPLOYED cedge#show virtual -service version nanme utd running Virtual service utd running
version: Name : UTD Snort-Feature Version : None >>>> "None", it is expected due to the fact
that no config yet cedge#show utd engi ne standard version UTD Virtual -service Nane: utd |1 0S- XE
Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3 1 0S- XE Supported UTD Regex: ~1\.O0\.([O-

9] +) _SV(.*)_XE17.3% UTD Installed Version: 1.0.16_SV2.9.16.1 XE17.3 >>>> UID Package installed
cedge# cedge#tshow virtual -service Virtual Service Gobal State and Virtualization Limts:
Infrastructure version : 1.7 Total virtual services installed : 1 >>>> Installed 1 but Activated
0 as expected Total virtual services activated : O

4. UTDZRUNNINGIREEIC T B (CIE. IPS/IURLOBREICEAE T, Ch@EFZHROBITT,

cedge#confi g-transacti on
cedge(config)# interface Virtual Port GroupO



cedge(config-if)# description Managenent interface

cedge(config-if)# vrf forwardi ng 65529

cedge(config-if)# ip address 192.168.1.1 255. 255. 255. 252
cedge(config-if)# exit

cedge(config)# conmt

Conmit conpl ete.

cedge(config)#

cedge(config)# interface Virtual Port Goupl

cedge(config-if)# description Data interface

cedge(config-if)# ip address 192.168. 2.1 255. 255. 255. 252
cedge(config-if)# exit

cedge(config)# conmt

Conmit conpl ete.

cedge(config)#

cedge(config)# app-hosting appid utd

cedge(confi g- app- hosti ng)# app-vni c gatewayO virtual portgroup 0 guest-interface O
cedge(confi g- app- hosti ng- gat eway) # guest-i paddress 192. 168. 1. 2 net nask 255. 255. 255. 252
cedge(confi g- app- hosti ng- gat eway) # exit

cedge(confi g- app- hosting)# app-vnic gatewayl virtual portgroup 1 guest-interface 1
cedge(confi g- app- hosti ng- gat eway) # guest-i paddress 192. 168. 2. 2 net nask 255. 255. 255. 252
cedge(confi g- app- hosti ng- gat eway) # exit

cedge(confi g- app- hosti ng)# app-resource package-profile urlf-Iow
cedge(confi g-app-hosting)# start

cedge(confi g-app- hosting)# comm t

Conmit conpl ete.

cedge(confi g- app- hosti ng) #

cedge(confi g-app-hosting)# exit

cedge(config)# utd multi-tenancy

cedge(config)# utd engi ne standard nulti-tenancy
cedge(config-utd-nulti-tenancy)# threat-inspection whitelist profile Sig-white-1list
cedge(config-utd-nt-whitelist)# generator id 3 signature id 22089
cedge(config-utd-nt-whitelist)# generator id 3 signature id 36208
cedge(config-utd-nt-whitelist)# exit

cedge(config-utd-nulti-tenancy)# threat-inspection profile |IPS POLICY
cedge(config-utd-nt-threat)# threat detection
cedge(config-utd-nt-threat)# policy bal anced
cedge(config-utd-nt-threat)# whitelist profile Sig-white-1list
cedge(config-utd-nt-threat)# | ogging |l evel alert
cedge(config-utd-nt-threat)# exit

cedge(config-utd-nulti-tenancy)# conm t

Conmit conpl ete.

cedge(config-utd-nulti-tenancy)#

cedge(config-utd-nulti-tenancy)# policy utd-policy-vrf-1
cedge(config-utd-nt-policy)# vrf 511

cedge(config-utd-nt-policy)# all-interfaces
cedge(config-utd-nt-policy)# fail close

cedge(config-utd-nt-policy)# threat-inspection profile |IPS POLICY
cedge(config-utd-nt-policy)# exit

cedge(config-utd-nulti-tenancy)# conm t

Conmit conpl ete.

cedge(config-utd-nulti-tenancy)#

cedge(config-utd-nulti-tenancy)# end

cedge#

SERENTTLTVWAEZHRALET,

cedge#show run | section utd

utd nulti-tenancy

utd engi ne standard nulti-tenancy
threat-inspection whitelist profile Sig-white-list
generator id 3 signature id 22089

generator id 3 signature id 36208
threat-inspection profile |IPS POLICY



threat detection

policy bal anced

l ogging |l evel alert

whitelist profile Sig-white-list

policy utd-policy-vrf-1

vrf 511

all-interfaces

threat-inspection profile |IPS POLICY

fail close

app- hosting appid utd

app-vni c gatewayO virtual portgroup O guest-interface O
guest -i paddress 192. 168. 1. 2 net mask 255. 255. 255. 252
app-vnic gatewayl virtual portgroup 1 guest-interface 1
guest -i paddress 192. 168. 2. 2 net mask 255. 255. 255. 252
app-resource package-profile urlf-Iow

start

cedge#

TR

1. show loggingZ £1TL. RICRIT XS BOTHFEBRENATVR L EBRELET,

*Mar 3 23:17:17.573: % .1 NK-3- UPDOMN: Interface Virtual Port G oup0, changed state to up *Mar 3
23:17:18.094: 9% NK-3-UPDOM: Interface Virtual Port Groupl, changed state to up *Mar 3
23:17:18.572: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface Virtual Port G oup0, changed state
to up *Mar 3 23:17:19.095: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface Virtual Port Groupl
changed state to up *Mar 3 23:17:25.630: %. NEPROTO 5- UPDOMN: Line protocol on Interface
Tunnel 2000000001, changed state to up *Mar 3 23:19: 36.863: %/l RT_SERVI CE- 5- ACTI VATI ON_STATE
Successfully activated virtual service utd *Mar 3 23:19:37.577: 9% M 6- START_MSG. R0/ 0: ioxnman
app-hosting: Start succeeded: utd started successfully Current state is running *Mar 3
23:19: 38. 318: %ONEP_BASE- 6- CONNECT: [El enent]: ONEP session Application:utd snort Host:cedge

I D: 6633 User: has connected. *Mar 3 23:19:50.428: % OSXE_UTD- 4- MT_CONFI G_ DOANLOAD: UTD Mr
configuration downl oad has started *Mar 3 23:20: 06. 460: % OSXE_UTD- 4- M _CONFI G_ DOANLQAD: UTD Mr
configuration downl oad has conpleted *Mar 3 23:20:08. 389: % OSXE-5- PLATFORM R0/ 0: cpp_cp

QFP: 0.0 Thread: 011 TS: 00000780131568867961 ¥SDVT- 5- SDVT_HEALTH UP: Service node is up for
channel Threat Defense. Current Health: Green, Previous Health: Down

X ORENFERCRETIRE, BEOREBAFAIIASTI-2VICEDYFET,

2 XDINY REZRFTLT, UTDOA >V AR—)LZH#FELET,

cedge#tshow app-hosting list App id State ---------mm oo oo
-- utd RUNNI NG >>> State change from Depl oyed to Runni ng cedge#show utd engi ne standard version
UTD Virtual -service Name: utd | OS- XE Recommended UTD Version: 1.0.16_SV2.9.16.1 _XE17.3 |1 OS- XE
Supported UTD Regex: ~1\.O0\.([0-9]+)_SV(.*)_XE17.3% UTD Instal |l ed Version:
1.0.16_SV2.9.16.1_XE17. 3 cedge#show virtual -service version name utd running Virtual service utd
runni ng version: Name : UTD Snort-Feature Version : 1.0.16_SV2.9.16.1_XE17.3 >>>> Changed from
NONE to "1.0.16_SV2.9.16.1 XE17.3" after config. cedge# cedge#show virtual -service Virtua
Service Gobal State and Virtualization Limts: Infrastructure version : 1.7 Total virtua
services installed : 1 Total virtual services activated : 1 >>>>>>>>> Now it is activated

hNZ7L2a1—hk
CCTR, REORSTLZ 1TV IEATEDBHERLET,

EXRZITR



show platform software device-mode

show app-hosting list

show virtual-service version name utd running
show utd engine standard version

show utd engine standard status

show virtual-service

R

- EFI1UTFTA4REHA R : Unified Threat Defense, Cisco 10S XE 17
- tF 2T 145 EHA R : Unified Threat Defense, Cisco IOS XE 16
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https://www.cisco.com/c/ja_jp/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book.pdf
/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book.pdf
/content/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
https://www.cisco.com/c/ja_jp/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/ja_jp/support/docs/routers/sd-wan/218063-install-utd-security-virtual-image-on-ce.html
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