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1. Administration > Settings SEF X — L BHRZHEL £,
2. Monitor > Alarms A S EF X — )L BHIZEEL £ T,

AT Y 71:vManageX ¥ 2 17;R— RA S, Administration > Settings > Email Notifications > Edit®
JEIZ#E L. Enable Email Notificationstz9 > 3> ZBELE T, RICAVU—223Y MO
ZRULET,

Email Notifications Enabled

Enable Email Notifications: (@) Enabled Disabled

Security: None (® sSSL TLS

SMTP Server SMTP Port
smtp.gmail.com 465

From address Reply to address
vmanage(@viptela.com vmanage@viptela.com

[T] Use SMTP Authentication

Username/Email Address Password
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SMTPEREI £ HRIC T 2B AR, app-password ZEAL T & W,

Securit
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App passwords 1 password
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Email Address (Maximum 10)

l@gmail.com

@viptela.com

© Add Email

Webhookld, HEDAARY NELREHMICOVTO—AIILIATLICBHATD HICHAB AT
ALK 2>TEAZNET, APII-IILEBATVRT
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EFA—IIBHR—=DICLEMET 1 —ILRNFHY) FTF, Monitor> Alarms> Email Notifications®
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vManaged 7 #®#&2 L £ 9, /var/log/nms/vmanage-server.log

28-Jul-2018 15:51:41,847 UTC INFO (ts_wmanage) [NotificationsConsumer] (yManage-akka,
28-Jul-2018 15:51:41,854 UTC INFO [fs_vmanagel INnr:hcarm sCon: su e r] (yManzge-akka,
28-Jul-2018 15:51:41,894 UTC INFO !ts managel [NotificationsConsumer] (yManage-akka
28-Jul-2018 15:51:41,903 UTC INFO ILs ymanage] [NotificationsConsumer] (yManage-akka

default-dispatcher-11) |default| Sending email.......
default-dispatcher-11) |default| Recipient to . _ . i.com, from vmanage@viptela.com to vmanage@viptela.com
default-dispatcher-14) |default| Sending email.......
default-dispatcher=14) |default| Recipient to < - — s.com, from vmanage@viptela.com te vmanage@viptela.com

=)
2771

vManage-DashboardZ £ L THERELET. RICRTKSIZ, Monitor > Audit LogD JEIZFBE L
£,

system 1.1.1.5 Email sent to1 . Agmail com Email Emai
system 1.1.1.5 Email sent to mal Emai
system 1.1.1.5 Configuration change event - Device in CLI mode device-config device-config-sync  11.1.1.254

EFX— )L DO



From: \ @gmail.com

Subject: [NETWORK EVENT]Criticalinterface_Admin_State_Change
Date: July 28, 2018 at 8:51:41 AM PDT

To: _ @viptela.com

Reply-To: vmanage@viptela.com

** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Critical

Event: Interface Admin State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge w1]

Occurred on: Sat Jul 28 15:51:41 UTC 2018
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B17:4B:42 AM PDT Ly ELem 1.1.1.5 Email sént 1o Bl com Email Erniail

28-Jul-2018 18:48:42,063 UTC INFO [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| S ngemau 2
23J11918 18:48:42,970 UTC INFO [ts ML‘I IMotifi aao sCon: S- eJ {vManage-akka, actor.default-dispatcher-13) |default| Recipient to - ( ,10 wmanagegvintela. con to

anagefviptela. com
zalealsladadszsﬁmcemW [ts_vmanage] ENtiIi-: nEConsumn ]Ivﬂ g Isk ctor.default-dispatcher-13) [default| Ser ] e
jav ail.AuthenticationFailedEx pt n: 535-5.7.8 Use a and Password m te(f. Learn more at
535 5 ? B rm:p N pp rt.gaagle. con/mailys ip=BadCrade t 1 7 VBEM 125?5153qu g smtp

INTDEFA—LTZ—MNF—BLTERETNDDITREHY) XA,

F9., BEOANRYNIHLTERENDTS—LDORICK > TERY EFT, vManageld, BiE
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vmanage-server.logs® "Username and Password not accepted :



AROV)—=>22aY MIREATWVWASEKSIZ, TUsername and Password not accepted. 55 #fllld < 5
5 at

535 5.7.8https://support.google.com/mail/?p=BadCredentials m92sm8305479qte.50 - gsmtp %
SRUTLKEEY, EEL. BFA—IINRBICEFL &N vManageBEEO VT ICRREND
BENHYET,

FI7FI)IRNTE. Gmal7HT > NEEEICEELTT, Gmaillls oY — )L A S Gmail SMTP & {#E
Ad2E, EFX—IIANT7OVI9ENET, ChETARNTZICIE. ROFIEEZETLET,

1.GmaillcOJ 4> L&,
2. URL ashttps://www.google.com/settings/security/lesssecureappsic 7 7 2AL £ T,
3. TurmnonZiERL £ 7,
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MABYET, OYICIEk. SendAsDeniedExceptionE WS XY E—I A RRENET,

03-Dec-2018 15:46:37,177 CST ERROR [ts_vManage][EmailNotiUtil] (default task-84) |default| Sending emai
STOREDRV.Submission.Exception:SendAsDeniedException.MapiExceptionSendAsDenied; Failed to process messag
with message Cannot submit message.

T, 1BICI—YNFEBETEIEFXA—IAYE—208EE., SMTPH—NICK>TERBYET
o VManagell XDOT XY E—I A RRENDHFEN B ET,

"Sending email notification failed : com.sun.mail.smtp.SMTPSendFailedException: 550 5.4.5 Daily user se

=& ZIE, Gmail: https://support.google.com/a/answer/166852 NG & [k HIRA H V) £,

ROWTFNADOXY E—IHFRRENIZFEE. vManage& X—I)LF—/NBOBEO/NTY hF
Y7FrERELET,

IX=INY—NDSORENHD L ZHBLET,

"Sending email notification failed : javax.mail.MessagingException: Could not connect to SMTP host: mai

"Sending email notification failed : javax.mail.MessagingException: Could not convert socket to TLS;"


https://support.google.com/mail/?p=BadCredentials
https://www.google.com/settings/security/lesssecureapps
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N tep.stream eq O

ha. Time Source Destination Pratocal  Length
1 2020-85-30 20:49:55.736316 TP 74
2 2020-85-30 20:49:55.744878 TCP 74
3 2020-85-30 20:49:55,744891 TCP [
4 2020-85-30 20:49:55.755094 SHTP 158
5 2020-85-30 20:49:55.755109 TP 66
6 2020-85-30 28:49:55.755204 SHTP a4
7 2020-085-30 20:49:55.763506 TCP 66
B 2020-05-30 20:49:55.763877 SHTP 266
9 2020-85-30 28:49:55.763915 SHTP 76
18 2020-085-30 20:49:55.772408 SHTP 50
11 2020-85-30 20:49:55.772925 TLSvl. 314
12 2020-5-30 20:49:55.783568 TLSvl. 993
13 2020-95-30 20:49:55.783945 TLSv1.. 73
14 2020-85-30 20:49:55.783980 TCP 66
15 2020-95-30 20:49:55.792412 TP 66
16 2020-95-30 20:49:55.792422 TCP &6

Frame 12: 993 bytes on wire (7944 bits), 993 bytes captured {7944 bits)
Ethernet IT, Src: 22:60:94:00:00:02 (a2:68 Viware_e7:6c:el (98:0c:29:e7
Internet Protocel Version 4,
Transmission Control Protocol;
Secure Sockets Layer
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
| Length: 689
| + Handshake Protecsl: Certificate
Handshake Type: Certificate (11)
Length: 605
Certificates Length: 602
v Certificates (602 bytes)
Certificate Length: 598
v Certificate: 30820253308201bc020111300d060920864856170d010105. ..
v signedCertificate
serialNumber: 17
signature (shalWithRSAEncryption)

T 309, Ack: 287, Len: 927

A4vTYYTCY

validity
v notBefore: utcTime (@)

utcTime: 11-12-15 @8:55:49 (UTC)H
v notAfter: utcTime (@)
utcTime: 20-83-92 BB:55:4
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From: Bgmail.com

Subject: [NETWORK EVENTIMajorBFD_TLOC_Down
Date: July 23, 2018 &

To:

5:45 UTC 2018

From: @gmail.com

Subject: [NETWORK EVENTIMediumOMP_Site_Up
Date: July 23, 2018 at 1:07:42 PM PDT

To: @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***

An event with following details happened in your network:
Saverity: Medium

Event: OMP Site Up

Devices: [11.1.1.3]

Hostnames: [N/A]

Occumred on: Mon Jul 23 20:07:40 UTC 2018

A'STARTTLSZHR—KRLTWVWBRAESH %

L;\

B3 =] exprassion
Info

45798-25 [SYN] Seqs0 Win=14600 Len=0 MSS=1460 SACK_PERM=1 TSval=2083638644 TSecrso Ws=128

2545798 [SYN, ACK] Seq=d Ack=1 Win=14480 Len=0 MSS=1380 SACK_PERM=1 Ws=128

45798-25 [ACK] Seq=1 Ack=1 Win=1472@ Len=@ TSval=2983638653 T5ecr=999879853
51 220 wewwknkak
45798-25 [ACK] Seq=1 Ack=B5 Win=14720 Len=0 TSval=298363B663 TSecr=999079863
C: EHLO localhost.localdemain

25245798 [ACK] Seq=85 Ack=29 Win=14592 Len=0 TSval=099079872 TSecr=2983638663

AR

o

R

.

+

5: 250 mail | 250 PIPELINING | 250 AUTH LOGIN PLAIN | 250 AUTH=LOGIN PLAIN | 250
C: STARTTLS

5: 220 Ready to start TLS

Client Hello

Server Hello, Certificate, Server Key Exchange, Server Hello Done

Alert (Level: Fatal, Description: Certificate Unknown)

45798-25 [FIN, ACK] Seq=294 Ack=1236 Win=17536 Len=0
25-45798 [FIN, ACK] Seq=1236 Ack=295 Wi Len=0 1

45798-25 [ACK] 5eq=295 Ack=1237 Win=17536 Len=0 TSval=2983638700 TSecr=999079908

tBerel)

From:
Subject: [NETWORK EUENT]MedlumInterlace State_Change
Date: July 23, 2078 at 12:20:50 PM PDT

To: oviptela.com

Reply-To: vmanage@viptela.com

s an automatically generated email, please do not reply *~
t with following rie.a Is happened in your network:

.C::ct.rrcd on .'Iw J J za 1 20:50 UTC 2018

From: @gmail.com

Subject: [NETWGRK EVENT] Rule ha*. been added to receive alerts at this address
Date: July Z
To:
Reply-To:

This is ar

This is a test emal
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https://cdetsng.cisco.com/webui/#view=CSCvv40941

ToMOIZ—07

23-1ul-2018 ©2:11:56,216 UTC INFO
111156, 221 UTC INFO

QERM3
23 Jul- 2619 [H]
[admin]
23-Jul-2018 @2:11:
23-Jul-2018 @2: 1 :
com. sun.mail.s SHTF
530 5.5.1 httDs 145uppH

UTC ERROR [ts
dFailedE

: 53@-5.5.1 uthentzcation Requxred Learn more at
m/mail/Zp=WantAuthError rl6-v6sm11748122pfe.173 - gsatp

sumer] (vManage-akka.actor.default-dispatcher-4) |default| Sending esmail.......
Consumer] (vManage-akka.actor.default-dispatcher-4) |default| Recipient to ...@gmail.com, from vmanage@gmail.com to

156,358 UTC INFO [ts_vmanagel [EventPataCollector] (device-event-processing-2) || Configuratien change event from device. Device IP: [11.1,1.254] Device type: [yedge] User:

UTC INFO  [ts wmp\anej [De\rlcetqnflchlange;ygntglagager] {device-config-@) || Received configuration change event for dewvice 11.1.1.254
[N rl {vManage-akka.actor.default-dispatcher-4) |default| Sending email notification failed :

23-Jul-2018 02:18:27,614 UTC INFO [ts_vmanage] [MotificationsC
23-Jul-2818 82

1-281
javax.mail.Authent 1cationFailedEx:ep
534

53
i"'P'_H_gqunggqu;l’Ed ©19-v6sma8747376pgv. 48 - asmtp

1 (M kka.actor.default-dispatcher-18) |default]
27,621 UTC INFO  [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-18) |default]

27,836 UTC ERROR [ts vm;nagg] [NotificationsCon: ] A kka.actor.default-dispatcher-11) |default]
5.7.9 Please log in with your web browser and then try again. Learn more at

Sending email.......
Recipient to ...@gmail.com, from ymanagegamail.com to

Sending email notification failed :

23-1ul-2018 @1:38:37,500 UTC INFO [ts )

vmanagedviptela, com

23-Jul-2018 @1:38:37,885 UTC ERROR [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default|
ledExcs 53

—5.7.8 Username and Password not accepted. Learn more at
ail/7p=BadCredentials nB@-v6sm11951267pTh.95 - gsmip

onsumer] (vManage-akka.actor.default-dispatcher-11) |default|
23-Jul-2918 @1:38:37,509 UTC INFO [ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default|

Sending email..
Recipient to ,.@viplalp.co-. from vmanagefviptela,com to

Sending email notification failed :

23-Jul-2018 01:51:50,903 UTC INFO [ts_vmanage] [Noti

23-Jul-2018 01:51: se 911 UTC INFO  [ts vmanagel [Not

ymanage@yintela. o

23-Jul-2018 01: 51 51 204 UTC ERROR [ts_wmanage] [Motif,
¥ L# edException: 534-5.7.9 Ap| tion-specific password required. Learn more at

com/mail/ tp=InvalidSecondFactor B7-v6sml4BR6588pTn.103 - gsmip

EF X—)LikvManage IP ( VPNOKN T > AR—
nEY,

Return-Path: < ' @gmail.com>
Received: from localhost localdomain (ec2-_

er] (vManage-akka.actor.default-dispatcher-13) |default]
orLqunsumerj (vManage-akka.actor.default-dispatcher-13) |default|

tionsConsumer] (vManage-akka.actor.default-dispatcher-13) |default|

Sending email..
Recipient to ......@vatglq. com, from ymanagegviptela.com to

Sending email notification failed :

RAVE—=TIAAONT VY IIP) hSEES

us-west-2.compute.amazonaws.com. [__.__ . .222])

by Smtp gmall.com with ESMTPSA id hé62- vﬁsm2294?040pfa 146.2018.10.30.12.32.22

for <.~ ——-Bgmail.com>

(version=TLS1_2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);

Tue, 30 Oct 2018 12:32:23 -0700 (PDT)
From: __ ~__Bgmail.com
X-Google-Original-From: vmanage@viptela.com
Date: Tue, 30 Oct 2018 19:32:09 +0000 (UTC)
Reply- TO' vmanage@viptela.com
To: | ° ) '""fgmail.com
Message—ID: <499401607.28.1540927929205@1ccalhost>
Subject: [NETWORK EVENT ]MajorBFD_TLOC_Down
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bhit
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