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Microsoft Azure f |Z Cisco SD-WAN Cloud OnRamp%Z #mK 9 % &, vManage” O—/NILERET
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« vManage > Cloud OnRamp For Multicloud > Cloud Global Settings®Azure Cloud”7 1 —JL R
TEROEEN FEENTVSCEdge®Y 7RI ITVI—ARZEATT,

« admin-tech®#FHAO ' (Z TAzure Error: "AuthorizationFailed"; EXRREN, IT5A4 T KD
Microsoft.Network/networkVirtualApplianceSku/read 7 7 3> 2 R{TT 2 O DEFEEBT
WEWCEEZRTXYE—DHNFRTRENDENHYET,

« vManageh“"Network Virtual Appliance(NVA)SKUZEEL &S & L& &, Admin-techd?
(2 & RetryError: HTTPSConnectionPool(...) Max retries exceeded with url: ... (Caused by
Response Error “too many 502 error responses”) & RRENE T,
from management.azure.com
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Push Monitoring Mefrics 1o Azure Enabled o Drisalk i

Disclaimer: C

< MO &/ A/var/log/inms/containers/cloudagent-v2/cloudagent.log IC& V) . Azure 7 HD > KT
HERLARINAELLBVZENREATVET,

[2025-07-18T04:14:53UTC+0000:140226169132800:ERROR:ca-
v2:azure_resource_helper.py:351] {

"cloudType": "AZURE",

"accountld": "XXXXXXXX=XXKXX-XXXX=-XXXX-XXXXXXXXXXXX",

"accountName": "<account_name>",
"region": "eastus2",

P2 475 : TNVA_SKU,
}:Azure 77— : AuthorizationFailed
XY E—=2 0 TZAT 2N Tyyyyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyys @472 T2 hD *
YYYYYYYY-YYYY-YYYY-YYYY-YYYYyyyys Z3RDA, T U2 I3 U<<<<ZRITTREREZF >TL L
o HERNFTHTHRV L ZHERT S,

A 1— 7' /subscriptions/XXXXXXXX-XXXX-XXXX-XXXX~

XXXXXXXXXXxx/providers/Microsoft. Network/networkVirtualAppliance Skus/ciscosdwan'lZ X4 9 %
'Microsoft.Network/networkVirtualApplianceSkus/read' £ =l A 1— 7N EMNT T, T I AN K
EFAENEBEER., BERERZEHRL TSLEZL,
[2025-07-18T04:14:53UTC+0000:140226169132800:INFO:ca-v2:grpc_service.py:1011]
GetAzureResourcelnfolbZ 2R T : {

"mcCixt": {

"tenantld": "<tenan name>",

"otxld": "zzzzzzzz-zzzz-zzzz-zzzzzzzzzZ"

}

PAT—2 A1 {




O—KR,: TOKy

O O7&RE LU /N A/var/log/inms/containers/cloudagent-v2/cloudagent.loglc & V) £ 9, < hld.
Azure TEBO VY —ATIN—THFBRENTVBIZEZRLET,

[2025-09-01T04:07:35UTC+0000:140226169132800:ERROR:ca-
v2:azure_resource_helper.py:351] {

"cloudType": "AZURE",
"accountld": "XXXXXXXX=-XXXX=-XXXX=-XXXX=-XXXXXXXXXXXX",

"accountName": "<account_name>",

"region": "eastus2",
T24 71 : "TNVA_SKU,

}ERTIZ—HARELEL £, RetryError:
HTTPSConnectionPool(host='management.azure.com’, port=443): Max retries exceeded with url:
/SubsCriptionSs/XXXXXXXX-XXXX-XXXX-XXXX-
xxxxxxxxxxxx/providers/Microsoft.Network/networkVirtual ApplianceSkus/ciscosdwan?api-
version=2020-05-01 (ResponseError('too many 502 error responses') " [R &)

[2025-09-01T04:07:35UTC+0000:140226169132800:INFO:ca-v2:grpc_service.py:1011]
GetAzureResourcelnfolb & ZIBL TVWET : {

"mcCixt": {

"tenantld": "<tenan name>",

"otxld": "zzzzzzzz-zzzz-7z7z7-777777777Z"
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TEHYEEA,

[2025%E8 H27H19:46:46 UTCIXILF O ZJ RT— KU T A4 OERK : <account name>

[202568 27 H19:46:47 UTC]J Y — A JL—7’<account name>Z2 V7V RASEEICT IV F
LELL

[2025%8 H27 H19:46:47 UTC]Y S RAD U Y —AIIN—T : <FHIVRE>OTFICANL—
STHORZERLTVET

[2025%8 H27B19:46:49 UTCIUY —ATIL—TOFDARL—=SFHIVN 1 <FHAIV KRB
SO IRTHERTEERLRATLL

[20255%8 A27 H19:46:49 UTCEEM1E$R : Azure T 5 — : RequestDisallowedByPolicy

XYy t— 7 1)V — R'Icoix7mu7rcrswidkyjOjsyw'lE AR 2 —IC K > TEFAE N TLVEH A, R
S —8AF : '[{"policyAssignment":{"name":"ASC Default ( 7 AT U T3> : xxxxxxxx-
XXXX-XXXX-XXXX-XXXXXXXXXX ) ", "id":"/subscriptions/XXXXXXXX-XXXX-XXXX-XXXX~
XXXxxxxxxxxx/providers/Microsoft. Authorization/policyAssignments/SecurityCenterBuiltin"},

"policyDefinition":{"name""ANL =T A NONT VY OT O AREFAEhELA
""id":"/providers/Microsoft. Authorization/policyDefinitions/yyyyyy-yyyy-yyyy-
yyyyyyyy","version:"3.1.1"}, <<<<< AzureD 7 A R EZA THFELL BV ELA, YT RADV
72aVR@IVE—TIAAXTHIBENHYET

"policySetDefinition":{"name":"Microsoft cloud security
benchmark","id":"/providers/Microsoft.Authorization/policySetDefinitions/zzzzzzzz-zzzz-zzzz-zzzz-

zzzzzzzzzZ7","version":"57.53.0"}}]'

K—47"Y K : lcoix7mu7rcrswidkyjOjsyw
Additional Information:
24 7" : PolicyViolation
1B : {
MevaluationDetails 1 : {
"evaluatedExpressions": [
{
"result": "True",
"expressionKind": "7 1 —JL R",

uﬁu: uﬂu,




llpathll: lltypell,
"expressionValue": "Microsoft.Storage/storageAccounts",

"targetValue": "Microsoft.Storage/storageAccounts”,

NEETFL: TEFLLV,

"result": "False",
"expressionKind": "7 1 —JL R",
"= id",

"path": "id",

"expressionValue": "/subscriptions/XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXxx/resourceGroups/<account
name>/providers/Microsoft.Storage/storageAccounts/Icoix7mu7rcrswtdkyjOjsyw",

"targetValue": "/resourceGroups/aro-",

TEETF. TBU.

3
{
"result": "False",
"expressionKind": "7 4 —JL R",
"I\": "Microsoft.Storage/storageAccounts/allowBlobPublicAccess",
"path": "properties.allowBlobPublicAccess",
"targetValue": "false",
NEETFL: TELLV,
}
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M policyDefinitionld s : "/providers/Microsoft.Authorization/policyDefinitions/yyyyyyyy-
YYYY-YYYY-YYYY-YYYYYYYYYY




"policySetDefinitionld":
"/providers/Microsoft.Authorization/policySetDefinitions/zzzzzzzz-zzzz-zzzz-772zzz777zz77",

"policyDefinitionReferenceld": "StorageDisallowPublicAccess",

"policySetDefinitionName": "zzzzzz-zzzz-zzzz-zzzz-zzzzzzzz",

"policySetDefinitionDisplayName": "Microsoft 7 2 REF 1) T A R FIX—D",

"policySetDefinitionVersion": "57.53.0",

"policyDefinitionName": "yyyyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyy",

"policyDefinitionDisplayName": "A KL =T AT RONT VY VT O AGHFTE
hEgA"

"policyDefinitionVersion": "3.1.1",
"policyDefinitionEffect": "deny",

"policyAssignmentld": "/subscriptions/XXXXXXXX-XXXX-XXXX-XXXX-
XXXxxxxxxxxx/providers/Microsoft. Authorization/policyAssignments/SecurityCenterBuiltin",

"policyAssignmentName": "SecurityCenterBuiltin",

"policyAssignmentDisplayName": "ASCT 7 Z# LN (BT AT T2 32 1 xxxxxxxx-
XXXX-XXXX-XXXX-XXXXXXXXXX ) ",

policyAssignmentScope : " /subscriptions/XXXXXXXX-XXXX-XXXX-XXXX-
XXXXXXXXXXXX ]

"policyAssignmentParameters": {
"disallowPublicBlobAccessEffect": "deny"
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"policyExemptionlds": [],

"policyEnrollmentlds": []

}

[2025F8A27H19:46:49 UTCIEEZO—/ILNY L TVWET ...
[20255F8 A27H19:46:49 UTCIA—ILINY O FET

[20255E8 A27 H19:46:49 UTCIARL—S 7 HIY ROERERRF 7T Y FTRABIS—HRE
LELLE

EZASNBEREA :
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1. AzureDT7 VL AT 2R LET :

« VvManagelZ > 0&ENTWBAzure7 75 —>a> & keEH—ERTV 2 NILIC
. Network Virtual Appliance SKUZ A BB O ICHEBB T IV AFIN Hd &’k
BERLT<EEV, BN T7To2 a2,
Microsoft.Network/networkVirtualApplianceSku/read T 9,

s PTORAHINBENETLEZRTEETNEBEE. vManageE =ik Azure ) D EKIE
WEEMHLET,

c chSOFIEICDOWVWTIE., MCisco Cloud onRamp for Multi-Cloud Azure Version2
Solution Guide; @ "Check Azure Subscription Permissions; MIEICEEHE N TVE
9,

2. Azure DYV —ATIIN—TDER :

+ Cisco SD-WAN Cloud OnRamplc BET 2 HWIU Y —RATIN—T"FERERATRVY—A
IIN—TDAzure b 7 A0V 7> a>=2BRBLET,

e YRAOMORFIXVNIKBDE, Azure WANFKEICEFATE B DY —RTIL—TIF
12T, WU Y—RITIN—TEIXTHIRL, FIOT1 T THRERIY—RY
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£29, 52T —RENSITEET,

BYIE 5 ¥

» Cisco Catalyst SD-WAN Cloud OnRamp Configuration Guide, Cisco IOS XE Catalyst SD-
WAN Release 17.x : <D RF 1 X NTlE, Azure WANREDE—JY—RATI)I—TE
HEED, HIREEICOVTHEULLLHBLET,

+ Cisco Cloud onRamp for Multi-Cloud % £ L T Cisco SD-WAN FabricZz Azurel_ #5389 %

CDHARTRE, AzureH 7RV U723 OBRBEREDEODOT IV AHFTOFMIC
DVWTHBLET,

- BETBAzure CLIORERE (50215 —ICBIF20FFAMA) : PATODOEBEEORF 1
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https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-azure.html#azure-vwan-int-restrictions
https://www.cisco.com/c/ja_jp/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-azure.html#azure-vwan-int-restrictions
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_Multi-Cloud_Azure_Version2.html
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https://github.com/Azure/azure-cli/issues/15717
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