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SSL Settings
Web Access Port Number:* 444
DTLS Port Number:* 444
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2. Advancedt 27> a3 ICBE L. KXIZIPSec > Crypto MapsiCBEBLET, RU—%Z#wEL.
R—KRZBEMHOR—KNCEELET,

Lo Uewiees [ VRN [ EOT ASVanced
RAVPN_FTD-HA S o _—
Enter Description Interface Group:
FTD-HA-OUTSIDE Policy Agsignments (1)
IKEvZ IPsec Proposals: Local Realm: LOCAL Dynamic Access Palicy: None
Connaction Profile Access Interfaces Advanced AES-GCM $
—
Crypto Maps
Crypto Maps are auto generated fo
Following are the list of the interfac ¥ Enable Reverse Route Injection o this VPN configuration in "Access Interface’ tab.
¥4 Enable Client Services
Intarface Group Port: RRI
FTD-HA-OUTSIDE 444 true s’

Mote: Ensure the port used in VPN configuration is not used in other services

Enable Perfect Forward Secrecy
Medulus Groug:

LDAP Attritiute M

Lifetime Duration®:

28800

Lifetime Size:

4808000

AnyConnect®IKEV27;R— NZEE

. REZREFL. RRALET,



5¥ : AnyConnect 7 A7 R7TAT77ANEEEICHARLR—NEFERATRES,
—NVARDKRARNT RLAT7 1 —)L ROEFESFE., XXX X:port(192.168.50.5:444) T dH %
BENFHYET,

oy
51

i3

1. BA. show run webvpn 1Y > R# & U'show run crypto ikev2 AY > REFEHA L TEREZER
TEET,

<#root>

>

show run webvpn

webvpn

port 444 <----- Custom Port that has been configured for SSL



enable outside

dtls port 444 <----- Custom Port that has been configured for DILS

http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
X-content-type-options
X-XSss-protection
content-security-policy
anyconnect image diskO:/csm/cisco-secure-client-win-X.X.X.X-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable

<{froot>
>

show run crypto ikev2

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 21 20 19 16 15 14

prf sha512 sha384 sha256 sha

Tifetime seconds 86400

crypto i kev2 enable outside client-services port 444 <----- Custom Port configured for IKEv2 dient
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