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”Basm Call Flow

RRC Connnection Request

RRC Connnection Setup complete
Initital UE attach request

Attach accept [ Attach reject

PDP Connnection Request

PDP Connnection Response (Accept or Reject)

PDP Connnection Response Accepted (IP address recelved]

= Cisco 5G Device
« 5G Modem (SWI or Telit) + Radio Access + gNodeB = Carrier EPC  * Internet
« Active SIM card
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BLULET,
F—RAUD

« RRCE# : chik, FNAAERYRDT—VNOETERLTEEMOSEVEFEZIREICTS
BEELBZFIETT,

s F—R7L—2 :RRCEfFNEILIENDE, FNAARTF—RTL—22FEALTT—2
EIEZETEET,
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£9'. DMOYZ2EM-TAEICETFALAEZIYYREIVLET, cNETDICE. ATOTYUR
AT+CFUN=0ZFEAL £

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN=0

COONY REF, BRTSSHEYZ 3> Z#T7U—AL, EILZ—T—KhI7IACHLTHOD
SSHtEY >3 ZREET,

ATN > RAT+CFUN?

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN?

cellular_modem_at_cmd: modem-at-response AT+CFUN?
+CFUN: O
0K

DMOJOHA X, O—7—>3>, BLUOBEBEILORE

CellularGateway# config terminal

Entering configuration mode terminal

CellularGateway(config)# controller cellular 1

CellularGateway(config-cellular-1)# dm-log rotation
CellularGateway(config-cellular-1)# dm-Tog max_dm_log_size 60
CellularGateway(config-cellular-1)# dm-log autostop-event MODEM_STATE_DNS_ACQUIRED
CellularGateway(config-cellular-1)# dm-log autostop-timer 2

ChSOEER. AJREVO—ICETVWIRAEBTEXT, BB LT+ -2 AILH



EIRHEE. 7723V TTAINEZERATEXT,
DMOY OB zE

CellularGateway(config-cellular-1)# dm-log enable
CellularGateway(config-cellular-1)# commit

AT+CFUN=1 ATOX > RZHERALTETFLZBMICLE T,

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN=1

cellular_modem_at_cmd: modem-at-response AT+CFUN=1
0K

CellularGateway#
CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN?

cellular_modem_at_cmd: modem-at-response AT+CFUN?
+CFUN: 1
OK

ERENIT7 7ML EHFELET,

<tfroot>

CellularGateway# gw-action:request file 1ist
-rw-r--r-- 97272745 Dec 11 09:05

dm og- sl ot 0- 20241211- 090453. tar. gz

-rw-r--r-- 10550241 Dec 25 10:58

dm og- sl ot 0- 20241225- 105827. tar. gz

drwx------ 16384 Sep 27 18:29 Tost+found
drwxr-xr-x 4096 Dec 25 11:03 storage
drwxr-xr-x 4096 Sep 27 18:29 tmp

CheD774NE, RVARNKY TASIE—ZRBI D ETEHETEERT,

5GSwi tch#copy tftp://192.168.1.1/dmlog-s10ot0-20241211-090453.tar.gz flash:
Destination filename [dmlog-s1ot0-20241211-090453.tar.gz]?
Accessing tftp://192.168.1.1/dmlog-s1ot0-20241211-090453.tar.gz...



Loading dmlog-s10t0-20241211-090453.tar.gz from 192.168.1.1 (via GigabitEthernetl/0/3):

TNV IJETHICDMOT 2 &IICT S

CellularGateway# config terminal

Entering configuration mode terminal
CellularGateway(config-cellular-1)# no dm-log enable
CellularGateway(config-cellular-1)# commit

PIME> 1—)LODMOJ &

Y, BT AVR—TIARAEEBRE VY RAIDVLET,

ISR2#configure terminal
ISR2(config)#interface cellular 0/2/0
ISR2(config-if)#shutdown
ISR2(config-if)#exit
ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#1te radio off

O—7—>3>, 77404 X, BBFL. 7ALUZFBEAESHZE, DMOFT/NTX

—RERELXT,

ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#1te modem dm-Tog rotation
ISR2(config-controller)#1te modem dm-Tog filesize 20
ISR2(config-controller)#1te modem dm-Tog autostop timer 20

DMOZJ O EZE

ISR2(config-controller)#1te modem dm-Tog enable

BROIOCEILT— AV R—T I/ RAZEMILET,

ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#no 1te radio off
ISR2(config)#interface cellular 0/2/0
ISR2(config-if)#no shutdown



DMOYJ QOFEtIEHRE 7 7 AN BB LET,

<#froot>

ISR2#show cellular 0/2/0 logs dm-Tlog
Integrated DM logging is on

Output path = bootflash:

Filter Type = MC73xx generic

FiTter Name = Telit Default log mask.bin
Maximum log size = 64 MB

Maximum file size = 20 MB

Log rotation = Enabled

ISR2#dir bootflash: | inc dm
24 -rw- 4236574 Jan 3 2025 11:39:33 +00:00

dm og-sl ot 2

-20250103-113930.tar.gz

TFNYITHAETLES, DMOJ Z2EMICLET,

ISR2(config)#controller cellular 0/2/0

ISR2(config-controller)#no 1te modem dm-Tog enable

PIME> 1—)LTDMOF > T2 EMIZTBEEMATZ U T NDOE
H

EEMAVUZRNZFEALT, BEOOIX Y E—2FERGRARNCESVWTDMOF V%2 8
MCTRENTEET, RE—MNBFEAGIE, ELZF—AEZ—TIAARAELEE N XRILA
VBR—TIAARTTZVT TS,

<ffroot>

event manager applet Cellular-Capture authorization bypass
event syslog pattern "

Sysl og Messege Needed to stop | ogging

maxrun 600

action 100 c1li command "enable"

action 101 c1i command "terminal length 0"

action 102 cli command "term exec prompt timestamp"

action 103 c1li command "show cellular 0/2/0 all | append flash:Out_info"

action 104 c1li command "show controller cellular 0/2/0 | append flash:Out_info"
action 105 c1i command "show dialer | append flash:Out_info"

action 106 cli command "show int cellular 0/2/0 | append flash:Out_info"



action 112 syslog msg "Information Toaded"
action"113"wait"180

action 114 c1i command "show log | append flash:Out_info"
action 115 c1i command "enable"

action 116 cli command "conf t"

action 117 c1i command "controller cellular 0 1"

action 118 c1li command "no 1te modem dm-Tog enable"
action 119 syslog msg "DM-logs disabled"

action 120 c1i command "en

e
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