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CORFIXNTIEK, BEARX—7 I A X (GigabitEthernet0 ) ZEH L #= Cisco 7J U5 —
>ar H—ERA )L—2 1000 ' J—X ( ASR1K ) T® Virtual Routing and Forwarding X3 &
(VRF M5 ) EBOFEAICOVWTHBLET., BHRE., MICHTHEREOKVWREY ., VRF O
OA > R—TIAAICELBATE LT, to-the-box 8 & ¥ from-the-box DFF DIELE TV F
BEFOEEIEETIOELAZORINLEODVTHALET,



B SRHF

24
RDEEICHT2ABN 6B EFERENET,

. SSH, Telnet, HTTP ZENEB 7O NI
. Secure Copy Protocol ( SCP ), TFTP, FTP 7 & O File Transfer Protocol
- VRF

ATV R—F2 b

CORFIXVRNOEBHRE. KOYTRITITEN—RITITON—T 3V ICESVTVET,
. Cisco |0S® XE /Y= 3> 358 (15.2(1)S ) LABE® Cisco IOS-XE /N—a >

FEVRFXIGSCP ICERABLLEEZDN—2IUABETTAN, CORFIXADNCER
ENTLVAH7O0RNINGUEION—23 0 TEERICEELE T,
. ASR1K

CORFIXVNOERE, FEOZRRELHZTNARACETVWTEREhELEZ, COR
FAXKTEATDIIXNTOTFNAAG, B (F7 2N ) REOCKREL SEBEBLTVWERT
o BEFTDRY RUO—UTHEXZITSHE, FATNTVRINY ROFEICODVWT 2 ICEME
LESATHERELTSEZL,

BREHA

EEBASA O RA—TIA R . EBAVRA—TIAAOBWE, I—YNFIN—XOEBRXAVERREITT
BEDELRDILTDCETT, EXPICEK, ChixFTF—RTL—2 NF 714V 02EKELTRES K
W, FERTEBVSARA—TIAATITN, TODTRBEVEE., Z<DFEWE Tenet BLT+
F1F7 I (SSH)BHTOIL—ZFZANOVE—RKNTIOEADEYS, BIRPIL—ZFLOKXEHD

BEERAAVZETIDEHICERATIEST, COAMEZ—TIA AR, L= IN—FT1>T
ZRBITIHN, FEEEBR—NTETZ(SPA)Y AV ER—T IAANETIT1ATHBICLND
TN 2A—FT 14T 2T558 I ERGHKELZRHBLET, ASRIK TR, BB VX—T7IA(A
(& Mgmt-intf EWSERIOFT 7 2 )LD VRF T,

—® RF 1 X NTIE ip <protocol> source-interface ¥ > RFLBICEHEZATVWET (CC
Tt <protocol> ¥—T— RIZ SSH, FTP, TFTP 2}ETEF Y ), O RiE, ASR AN
BHEICBIZ29TAT N FNAATHDEEIC, REXTRLAELTHERATSZ A X—T7T
AADIPT7RLAZIBEITDEOHICERAEIETT (LR, BEDN ASR £ from-the-box
NZT 4 J77.‘J‘b|aaﬁ!l“éh¥'¢ )o CchiFEL, ASR FERORBAITEVESE ip
<protocol> source-interface IV > KIZ B TBETE %<, ASRBBERZ 71 YIICCDIPF
RLAEZEALBZVWCEZRBGKLFET, KDY IZ, BEXIIRELVSA VI Z—T I ADIP TR
LAZFEALET, COOXV REFERATDE, VRERBA V=T IS ANS (HR—KEh
TWA7O0RIND ) NZF T4V O REETEET,

gE7030



X CORETHEATNATVWS AN ROFMZHEIR TS ICIE. Command Lookup
Tool (BFI—HER ) ZFEALTLEZV,

SCP

VRF MISEA 2B —TIAANS ASRTSCP IVZAT N Y—ERZFEATRICE. CORE
ZEALET,

RE

ip ssh source-interface 1< > Ri&, SCPA'SSHEFRA T2, BB X—T I (4 A%ZSSHE
SCPOBBENIZAT > NF—EZAOMgmt-intf VRFIZRA > M T2 EHICFERAENhET, copy
scpdN > RICIE, VRFEEETIUAOAT a2 @HYERA, LENF ST, CDipssh
source-interface XY > REFAITIVENFHYNET, ALOD Y IH, D VRF X514 > X —
J7IAAICERAETNET,

ASR(confi g)#ip ssh source-interface GigabitEthernet0

¥ :ASRIk7’ZY N7 #—AT, VRF &5 SCP &/N—2 3> XE3.5S (115.2(1)S ) LAEI T
FEMELEE A

e

REZRIATHICEF, XOOIN RZFEALET,

ASR#show vrf

Narme Default RD Protocols Interfaces
Mgt -intf <not set> ipv4,ipve GO
ASR#

ASR A5 SCP ZEATAVE—N FNAALT77AI)N2AE—FBICEF. ROOIX RZAN
LEXT,

ASR#copy running-config scp://guest@10.76.76.160/router.cfg
Address or nanme of renote host [10.76.76.160]?

Destinati on username [guest]?

Destination filenane [router.cfg]?

Witing router.cfg Password:

1

Si nk: C0644 2574 router.cfg

2574 bytes copied in 20.852 secs (123 bytes/sec)

ASR#

JE—N FNAANS SCP ZHEATBASRICT7AI)N2IE—FBICF, XOOIV RZEASD
LEY,

ASR#copy scp://guest@10.76.76.160/router.cfg bootflash:
Destination filenanme [router.cfg]?
Passwor d:


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Sending file nodes: C0644 2574 router.cfg
1

2574 bytes copied in 17.975 secs (143 bytes/sec)

TFTP

VRF XS4 R —TIAANS ASRIK LD TFTP 9S54 TN Y—EREFEHTSICIE. XD
REZFEALET,

RE

BEEA > R—7 T4 A% Mgmt-intf VRF IZR4 > N TS ICI. ip titp source-interface 7> 3>
ZEALET, copytfip AN RICK VRF ZEEITDEOMOFT> I3 ELBA. LIz
"> 7T, C O iptftp source-interface N> RZFEATIXEN SV ET, ILODY UH. D
VRF MISA 22— T4 AICBERAENET,

ASR(confi g)#ip tftp source-interface GigabitEthernet0

REZRIATHICE, XOOIN RZFEALET,

ASR#show vrf

Nane Default RD Protocols Interfaces
Myt -intf <not set> ipv4,ipve GO
ASR#

ASRAS TFTP H—NIZ77A4)Z2OE—TFBICE, ROONV RZAHLET,

ASR#copy running-config tftp

Address or nanme of renmote host [10.76.76.160]?
Destination filename [ ASRconfig.cfg]?

N

2658 bytes copied in 0.335 secs (7934 bytes/sec)
ASR#

TFTPH—NHPS5ASRT7—KT7359v 227740 2OE—FBICE, AOOY RZAALE
ER

ASR#copy tftp://10.76.76.160/ASRconfig.cfg bootflash:
Destination filenane [ ASRconfig.cfg]?

Accessing tftp://10.76.76. 160/ ASRconfig.cfg...

Loadi ng ASRconfig.cfg from 10.76.76. 160 (via G gabitEthernetQ): !
[OK - 2658 bytes]

2658 bytes copied in 0.064 secs (41531 bytes/sec)
ASR#

FTP

VREF MIEA 2 Z—TIAANS ASREDFTP OSA T NEeERATSICIE. ROFBEZEAL
x9,



RUE

EEAR—T7 T4 A% Mgmt-intf VRF ICR4 > M3 ICE, ip ftp source-interface 723>
ZERALET, copyftp ANV RICEK VRF ZEETRDEOMOATSIavEHYERA, LN
2 T. ip ftp source-interface AN > REFERATIHBENFHYET, BLOD Y I, D VRF K
AV R—TIAAICEAEhET,

ASR(confi g)#ip ftp source-interface GigabitEthernet0

3

REZRIATDICE, ROION RZFEALET,

ASR#show vrf
Nanme Default RD Protocols Interfaces
Myt -intf <not set> ipv4,ipve GO

ASRAS FTPH—NIZ7 74 )N 20E—93ICEF. ROOAN RZAALET,

ASR#copy running-config ftp://username:password@10.76.76.160/ASRconfig.cfg

Address or name of renmote host [10.76.76.160]?

Destination filename [ ASRconfig.cfg]?

Witing ASRconfig.cfg !

2616 bytes copied in 0.576 secs (4542 bytes/sec)

ASR#

FIPH—NASASR7—K7359v221IC774)20E—T2ICEF. XROON REAALE
Jo

ASR#copy ftp://username:password@10.76.76.160/ASRconfig.cfg bootflash:
Destination filename [ ASRconfig.cfg]?

Accessing ftp://[*****: *x*x*x**@ (0. 76. 76. 160/ ASRconfi g. cfg. ..

Loadi ng ASRconfig.cfg !

[OK - 2616/4096 byt es]

2616 bytes copied in 0.069 secs (37913 bytes/sec)
ASR#

BEETF A 7ORIL

BEOFIEA

SSH

X ASRIKICASND —BNBREEDND 1 2L T, XEURRDLZHIZ SSH AKHKL
TT, COBMBICBEIAFHFMIOVWTR, >ATONEE "XEVFTENREICKISD SSH &
ADKRE, ZZRL TS EE WV,



/c/ja_jp/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html
/c/ja_jp/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html

SSH Y24 TF7> kM H—E A% ASR ( SSH from-the-box ) TRITIT R LEHICFERATZIF S>3
CE22HYWET, 120A7>3 L TsshIAV REHICVRF BEIEETA LT, &
EDVRFHAS SSH NTZ 74 Y U BEETEET,

ASR#ssh -vrf Mgmt-intf -1 cisco 10.76.76.161
Passwor d:

Rout er >en

Passwor d:

Rout er #

F /=&, ip sshsource-interface 777> 3> ZEAL T, HED VRFRBA 2 E—T I L AN S
SSH RS 714 vV %KEELET,

ASR(confi g)#ip ssh source-interface GigabitEthernet0
ASR#

ASR#ssh -1 cisco 10.76.76.161

Passwor d:

Rout er >en

Passwor d:

Rout er #

SSH #—/\ #—E A ( SSH to-the-box ) ZFEA TSIk, FIEIZHE > T SSH &2 Cisco 10S
IL—ZRTEMILET, FMIZODVWTIEE., TCiscoASR1000 ) —X FIUSF—33a> H4—E
ALN—=BRYIYTRNIDIFTEREHA Ry ® TCisco ASR 1000 > ) =X JL—Z A F D Telnet & SSH
OBE, IEZSRLTLEZV,

Telnet

Telnet 754 7> N H—E A% ASR ( Telnet from-the-box ) TRITIT R LEHICERATHI A S>3
IR 22HYET, 120FT>32ELT, RORITKSIC telnet AX > RAKICIEFTA
R —TIAAFRLEF VRF ZEELE T,

ASR#telnet 10.76.76.160 /source-interface GigabitEthernet 0 /vrf Mgmt-intf
Trying 10.76.76.160 ... Open

User Access Verification

User nane: cisco
Passwor d:

Rout er >en
Passwor d:
Rout er #

F/zI&. ip telnet source-interface AY > RZFEALET. TN TEXDOFIET, RICRTKLSIC
telnet N> RZFEALUTVRF BEEETIREN HYET,

ASR(confi g) #ip telnet source-interface GigabitEthernet0

ASR#
ASR#telnet 10.76.76.160 /vrf Mgmt-intf
Trying 50.50.50.3 ... Open

User Access Verification

User nane: ci sco
Passwor d:


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016
//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016

Rout er >en
passwor d:
Rout er #

Telnet —/\ H—E R ( Telnet to-the-box ) ZFEA TS ICIE., FIEIZHE> T Telnet ZHDI)L—&
TEMIILET, FMICOVWTIE. TCiscoASR1000 > U—X FPIVS—>3a> $—ER N—
RYIYTNIIFTREHA Ry ® "Cisco ASR 1000 ) —X )L—Z[EF D Telnet & SSH DEEE
L DEESZRBLTLSEED,

HTTP

IXTON—RTHRAATEZSL A —Web I—H A2 Z—T T4 Ak, ASRIK TERATER
T, COETRIKLDIC, ASROHTTP H—NFLEZEIZATUNF—ERZBMICILET.

L 7> — HTTP 7 VX to-the-box H—E A ( H—/V) ZBRICL T, Web X—AD GUI ZfE
AT2ICE. O—AIIRAZEATAICOREZFEALET ( FLEABORE. B, KT
ThHIOOTA42T (AAA) H—NZFERITBEETEERT ),

ASR( confi g) #ip http
ASR(confi g) #ip http authentication local
ASR(confi g) #username <> password <>

HTTP 27 ¥ —/N (HTTPS ) ZBMICTDREZRICRLET,

ASR(confi g) #ip http secure-server
ASR(confi g)#ip http authentication local
ASR( conf i g) #fusername <> password <>

ASRDAVE—TIAADIP7RLAZSHBL, ERLEI—Y 7AHONTOJALET
o MICAV—223Yy RERLET,

8 OO /" aAsk Home Page x \§

&« - C [} 10.106.47.122

Cisco Systems

Accessing Cisco ASR1002 "ASR"
Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0.1.23.4567.8.9.10,11,12.13.14.15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. lac®cizco.com - e-mail the TAC,

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@&cisco.com - e-mail the HTML interface development group.



//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016
//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Console_Telnet_SSH_Handling.html#wp1057016

HTTP V247N U—ERZFEATRIICE. RIZRTEIICVRFRHROA 2 R—T I (AN
SHTTP 2924 F7> b 274 Y 20 ip http client source-interface <interface name> V> R
V—AZAHBLET,

ASR(confi g) #ip http client source-interface GigabitEthernet0
AX=DZV)E—NHTTPY—N\HDS5T7Z5v22ICAE—TB OO HTTP V54T N —
EADOERBZERICALUET,

ASR#

ASR#Ccopy http://username:password@10.76.76.160/image.bin flash:
Destination filename [image.bin]?

Accessing http://10.106. 72. 62/i mage. bin. ..

Loadi ng http://10.106. 72. 62/ i mage. bin

1778218 bytes copied in 20.038 secs (465819 bytes/sec)

ASR#

KF oA

C DI, to-the-box Telnet/SSH/HTTP E&HDIBEICOABEHENET,

it SSH B R UEHM Tenet Z2FERATSE, BBSAM—HRXYN AU X—T I 14 ADEIE SSH
RST7A4YO0FEE Telnet R 714V IONDMEBEEREITDNTVAR—N IV T ZRETEE
o TN CiscolOS ZOALANIIT VT 1 7 BBETE, BMETE—RLBATIL—XRICT I+
ATEET, 2 E— I\a);¥%EHL'3\,\_C(i FCisco ASR 1000 > U—AX 7O V=<3 > 4 —
EANLN=—ZFVTIRIITEREHARL O "EME—ROBE, IEEZSRLTLSEE,

X Bt SSH R A Telnet (&, BEE A > X—7 I 1 X GigabitEthernet0 T ® & &%
ETEET,

3 : Cisco Bug ID CSCuj37515 VIS ENREE N TWEVWN—23 0 TOXRET 7A@ T
MEHTLI VTY DT THEAESNTVSDARICK>TERY EXT, ASERRNKKL T
ZHIE—RTCOTIVEARBELETDIRSICTDEHIC, KT IV EATRERIN O—
7J)L‘CEF;6 ENDETYT, chik, BED SSHB XY Telnet 7V ATEO—HNILFEE
ZERAITRIVLENHBD_EZERLET,

¥ : Cisco Bug ID CSCug77654 MIEEANREENTVWEWN—23 0 TFT7AIILND
AAAJ'J__VEEFFJ?%M‘: BN SSHAERAEATWABEIZSSH 7O NMCATTS
I—H—HENFIRENET, 1—HE, BEH7OV7 R EANTELSICEICHBIENE
T c5ON—232IC20WTR, PAOTRHBRAARNZFERATE L. BED SSH
BRY Telnet M EMICBE>TVWBRCELEZHRETHD_LZHEHLET,

#etE SSH

ROBETRT RS LKL SSH ZHATRICE RNV AR—KN XY TZERLET,
RE


//www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/Using_CLI.html#wpxref17710

ASR(confi g) #crypto key generate rsa label ssh-keys modulus 1024
The name for the keys will be: ssh-keys

% The key nodul us size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (el apsed tinme was 1 seconds)

ASR#

ASR(confi g) #transport-map type persistent ssh
persistent-ssh-map

ASR(confi g-t map) #rsa keypair-name ssh-keys
ASR(confi g-t map) #transport interface GigabitEthernet0
ASR(confi g-t map) #banner wait X

Enter TEXT nmessage. End with the character 'X .

--Waiting for vty line--

X

ASR( confi g-t map) #

ASR(confi g-tmap)# banner diagnostic X

Enter TEXT nmessage. End with the character 'X .

--\Wel conme to Diagnostic Mde--

c

ASR(confi g-tmap) #connection wait allow interruptible

ASR(confi g-t map) #exit

ASR(confi g) #transport type persistent ssh input persistent-ssh
*Jul 10 15:31:57.102: %J CFGEXP- 6- SERVER_NOTI FI ED_START: RO/ 0: psd:
Server persistent ssh has been notified to start

CTREGFMESSHOO—NIILRAEZEMCTIHXENHYET., Zhik aaa new-model I
/I\’&E}ﬁ'ﬂ'éb‘ FLEREALBKTERTTEERT, MADIFUFICOVWTZ ZTEHEL
FT(EE5NBAETE, L—20O0—HAINOI1—HEBRENAT—ROT AT RFHB
tﬁﬁﬁwu\bﬁj—)o

ASR T AAA AERIC B2 TWBAESA LT, ENREEFEATINEERTERT,
1AM FENTH B BE -

ASR(conf i g) #aaa new-model

ASR(confi g) #aaa authentication login default local
ASR(confi g)#line vty 0 4

ASR(config-1ine)#login authentication default

2. AMA BT AVEE

ASR(confi g)#line vty 0 4
ASR(confi g-1ine)#login local

mEE

VRF %15 Gigabitethernet0 1 22 —7 I/ AD IP 7 RLA%Z %D ASR IZ SSH TERLET
o NAD—REANLES, T7L—9 =452 A (Cl-C £ Ctrl-Shift-6 ) £ AN T D HEH
HVWERT,

managenent - st ati on$ ssh -1 cisco 10.106.47.139
ci sco@o. 106.47.139' s password:

--Waiting for vty line--

--\Wel come to Diagnostic Mde--
ASR(di ag) #

¥ P T— RICAS E®HICZ—ZF)LICWaiting for vty linef R R& hi=s5, 7L—0>



—4 > A(Ctrl-C % 1= I3 Ctrl-Shift-6) £ A H L £ 7,

itk Telnet
BRE

SSHIZCDOWTHIOEBTHHALAEODY JERKIC, RICRT LS ICELM Telnet D MZ > AR
—NIXYTEBERLET,

ASR( conf i g) #transport-map type persistent telnet persistent-telnet
ASR( conf i g-t map) #banner diagnostic X

Enter TEXT nmessage. End with the character 'X .

--\Wel come to Diagnostic Mde--

X

ASR(confi g-t map) #banner wait X

Enter TEXT nmessage. End with the character 'X .

--Wiiting for 10S Process--

X

ASR( confi g-t map) #connection wait allow interruptible

ASR( conf i g-t map) #transport interface gigabitEthernet 0

ASR(confi g-t map) #exit

ASR( conf i g) #transport type persistent telnet input persistent-telnet
*Jul 10 15:26:56.441: %J CFGEXP- 6- SERVER_NOTI FI ED_START: RO/ 0: psd:
Server persistent telnet has been notified to start

SSHICDWTERMEHTHAL LS, O—NIFREAZRET D HEFRDISIC2 2HY X
ED

1. AAA B THBHE :

ASR(confi g) #aaa new-model

ASR(confi g) #aaa authentication login default local
ASR(confi g)#line vty 0 4

ASR(config-1ine)#login authentication default

2. AAA A" Iz VB S

ASR(confi g)#line vty 0 4
ASR(config-1ine)#login local

ez

GigabitEthernet0 1 > 2 —7 T4 AD IP 7 RL A Telnet TEEHELET, VLTI vILEA
ALks, FL—0 2—T2RAZAAL, PME—RICOJAVITHETHRBHERLET (L
ES<ADBBENHBYET ),

Managenent - st ati on$ tel net 10. 106. 47. 139
Trying 10.106. 47.139. ..

Connected to 10.106.47.139.

Escape character is '"]".

User nane: cisco

Passwor d:

--Waiting for 10S Process--

--\Wel come to Diagnostic Mde--



ASR(di ag) #

¥:7L—9 =52 A Ctrl+C =i Ctri+Shift+6 Z AL T, BEREFEFE T, wAKIC
Waiting for IOS Process iF /RRE N2 &, BMIE—RICAD ZENTEET,

B HTTP

BF#E HTTP 7 2 £ X to-the-box ( HTTP from-the-box £ ld HTTP V547> N H—E X %R
ATERV)ZEMICLT, ILLWWeb RXR—RAD GUI 7YV EAEFERATSICIE. O—HILERE
ZERAITRCOREZFRALET (ABAA Y —NZFERATZIEETEET ),

RE

ZhSNRETIE. http-webui 3 KT hitps-webui ik, RS AR—KN IYTORBTT,

ASR(confi g) #ip http serverASR(confi g)#ip http authentication local
ASR( conf i g) #fusername <> password <>

ASR( conf i g) #transport-map type persistent webui http-webui

ASR( conf i g-t map) #server

ASR( confi g-t map) #exit

ASR( conf i g) #transport type persistent webui input http-webui

RIS, HTTP £F27 H—/Y (HTTPS ) ZBMIC IR LOICERATIREZRLET,

ASR(confi g)#ip http secure-serverASR(confi g)#ip http authentication local
ASR(confi g) #username <> password <>

ASR( conf i g) #transport-map type persistent webui https-webui

ASR( conf i g-t map) #secure-server

ASR(confi g-t map) #exit

ASR( conf i g) #transport type persistent webui input https-webui

ez

ASRDAVE—TIAADIPTFRLAZSBLET, R—LR—JEZRRITDEHICERL =
A—HLBENAT—RTOTJALET, OV RZHEHHATES IOSWebUl £EEEIC, AILA
BRECEZRVITBREOBERIRTEINES, KIZ, F—LR—=DORAI)—223 Y NER
LET,
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Home
Configuration - %
[_| Refresh overy 3 minutes = Start... 3.
Stals, role and atarm Temparature (SIP 0)
Conieni Aarms [Active RIF) Left 28 *C
FRU Siaie Roe Severity Ausdible Visual
o seo [ criscal [[(D] (T3] E e |
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reo [ 7% e [ W

Agicl 41 °C
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1 Used 3307112 Running
—_— 2 From 567384 Seaping 1
g Manager 2 (18%)

6 Pagng O
185%)
Legend: _
State :- 0 nNomaiiok, [ Disabied, [} : Faied, Jll : Bocting, [} - Shutdown, (¥ : Unknown
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Alarm - B mermais ok [[[] : Enables
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NZ7L21—h

WebUIAHTTPSTHEATE A WEE(F. FEAAE & Rivest-Shamir-Adleman(RSA)F —#FFEL .
BELTVE L ZHERELE T, XDdebugd~N > RZFEAL T, WebUIFELSEBLEWE
HZEHBITEET,

ASR#debug platform software configuration notify webui



ASR#config t

ASR(confi g)#no transport type persistent webui input https-webui

%JI CFGEXP- 6- SERVER_NOTI FI ED_STOP: Sl PO: psd: Server wui has been notified to stop
ASR(confi g) #transport type persistent webui input https-webui

CNOTI FY-Ul: Setting transport nap

CNOTI FY- Ul : Transport map https-webui input being processed
CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-Ul : Preparing to send config

CNOTI FY-Ul : server cache: false, tm false

CNOTI FY- Ul : secure-server cache: true, tm true
CNOTI FY- Ul : Validating server config

CNOTI FY- Ul : Validating secure server config

CNOTI FY- Ul : Checking if secure server config is ok
CNOTI FY- Ul : Secure server is enabled in map

CNOTI FY-Ul : Getting trust point

CNOTI FY-Ul . CGetting self-signed trust point

CNOTI FY-Ul : Coul d not get self-signed trustpoint

CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:
CNOTIFY-UI:

A certificate for does not exist
Getting rsa key-pair name

Failed to get rsa key pair name
Key needed to generate the pem file

CNOTI FY- Ul : Secure-server config invalid
CNOTI FY- Ul : Config anal ysis indicates no change
CNOTI FY-Ul : Failed to prepare config

RSA¥—

RSAF—HNFHEITZD L ZHIEITSICE., XAOONY RZAALET,

ASR#show crypto key mypubkey rsa
% Key pair was generated at: XX XX: XX XXX XXX XX XXXX
Key nane: ASR.ASR

Key type: RSA KEYS
St orage Device: not specified
Usage: General Purpose Key

Key is not exportable.
Key Dat a&col on;

Redundancy enabl ed.

% Key pair was generated at: XX XX: XX XXX XXX XX XXXX
Key nanme: ASR. ASR server

Key type: RSA KEYS
Temporary key

Usage: Encryption Key
Key is not exportable.
Key Dat a&col on;
XXXXXKKK XHXHIAKKXXK KIRXXXXXX XXX XXXXHXKAKK XXHKIKKXXK XHIKXXXXXK XXXXXXXX
XXXXXKKK XHXHIAKKXXK KIRXXXXXX XXX XXXXHXKAKK XXHKIKKXXK XHIKXXXXXK XXXXXXXX
XXXXXRKK XHXKAKXXXK KIRXXXXXX XXX XXXXHXKAKK XXHKIKKXXK XHXKXXXXXK XXXXXXXX
XXXXXKKK XXX XXRXXXXXX XXX XXXXHKKKK XXX XXXXXXXX - XXXX

ASR#

Redundancy enabl ed.



AAEEERTIEOICHBEZF—BEXELET, F—HABVWEEE, ROONXY REFEAL
THF—ZERTEEXT,

ASR(confi g)#ip domain-name Router

ASR(confi g) #crypto key generate rsa

The name for the keys will be: Router.Router

Choose the size of the key nodulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodulus [512]: 2048
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (el apsed tinme was 1 seconds)

ASR( confi g) #
*Dec 22 10:57:11.453: % BSH 5- ENABLED: SSH 1. 99 has been enabl ed

REEA

F—AFELES, ROON RZADL TAEABZWIETER T,

ASR#show crypto pki certificates

ASR Sel f-Signed Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Ceneral Purpose

| ssuer:

seri al Nunmber =XXOXXXXXXXX+i paddr ess=XXX. XXX. XXX. XXX+host name=ASR
cN=XXX XXX, XXX, XXX

c=US

st =NC

| =Ral ei gh

Subj ect :

Nanme: Router

I P Address: XXX, XXX. XXX. XXX

Serial Nunber: XXXOXXXXXXX

seri al Nunmber =XXOXXXXXXXX+i paddr ess=XXX. XXX. XXX. XXX+host name=aSR
cN=XXX XXX, XXX, XXX

c=US

st =NC

| =Ral ei gh

Validity Date:

start date: XX XX XX XXX XXX XX XXXX
end date: XX XX XX XXX XXX XX XXXX
Associ ated Trustpoints: |ocal

AAEN BN THD A, FELEVWEERE, ROONY REEAL TAAEZERTE XY,

ASR( confi g)#crypto pki trustpoint |ocal

ASR(ca-trust poi nt)#enrol | nent sel fsigned

ASR( ca-trust poi nt) #subj ect - nane CN=XXX. XXX. XXX. XXX; C=US; ST=NC, L=Ral ei gh
ASR( ca-trust poi nt) #r sakeypai r ASR.ASR 2048

ASR(ca-trustpoint)#crypto pki enroll |ocal

% I nclude the router serial nunber in the subject nane? [yes/no]: yes

% I nclude an | P address in the subject nane? [no]: yes

Enter Interface name or | P Address[]: XXX XXX. XXX. XXX

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

RSAF— L SIABN BH & nTEM DL, AHBEHTTPSRECHER HH LN TEET



ASR(confi g) #ip http secure-trustpoint local
KA, WebUINHEEL TVWB ZEE2BRITHHIC, WebUIZEMNIZLTHASBEEMICLET

o

ASR#conf t

Enter configuration comrands, one per line. End with CNTL/Z.
ASR(conf i g) #no transport type persistent webui input https-webui
ASR( confi g)

CNOTI FY-Ul: Setting transport nmap

CNOTI FY- Ul : Transport map usage bei ng di sabl ed

CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-Ul : Preparing to send config

CNOTI FY- Ul : Persistent webui will be shutdown if running

CNOTI FY- Ul : Creating config nessage

CNOTI FY- Ul : Secure-server state actually being set to: disabled
CNOTI FY- Ul : Webui server information: changed: true, status: disabled, port: 80
CNOTI FY- Ul : Webui secure server information: changed: true, status: disabled, port: 443
CNOTI FY-Ul : Webui service (re)start: false. Sending all config
ASR( confi g) #

ASR( conf i g) #transport type persistent webui input https-webui
ASR( confi g) #

CNOTI FY-Ul: Setting transport map

CNOTI FY- Ul : Transport map https-webui input being processed
CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-Ul : Preparing to send config

CNOTI FY- Ul : server cache: false, tm false

CNOTI FY- Ul : secure-server cache: true, tm true

CNOTI FY- Ul : Validating server config

CNOTI FY- Ul : Validating secure server config

CNOTI FY- Ul : Checking if secure server config is ok

CNOTI FY- Ul : Secure server is enabled in map

CNOTI FY-Ul: Getting trust point

CNOTI FY-Ul : Using issued certificate for identification

CNOTI FY-Ul : CGetting rsa key-pair nane

CNOTI FY-Ul : CGetting private key

CNOTI FY-Ul : CGetting certificate

CNOTI FY- Ul : Secure server config is ok

CNOTI FY- Ul : Secure-server config is valid

CNOTI FY- Ul : Creating config nessage

CNOTI FY- Ul : Secure-server state actually being set to: enabl ed
CNOTI FY- Ul : Adding rsa key pair

CNOTI FY- Ul : CGetting base64 encoded rsa key

CNOTI FY-Ul : CGetting rsa key-pair nane

CNOTI FY-Ul : CGetting private key

CNOTI FY- Ul : Added rsa key

CNOTI FY- Ul : Adding certificate

CNOTI FY- Ul : CGetting base64 encoded certificate

CNOTI FY-Ul : CGetting certificate

CNOTI FY-Ul . CGetting certificate for |ocal

CNOTI FY-U : Certificate added

CNOTI FY- Ul : Webui server information: changed: false, status: disabled, port: 80
CNOTI FY- Ul : Webui secure server information: changed: true, status: enabled, port: 443
CNOTI FY- Ul : Webui service (re)start: true. Sending all config

%UICFGEXP-6-SERVER_NOTIFIED START: SIPO: psd: Server wuli has been notified to start
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