TAEABLTERBZT AN

2

BLOIC

DAY DAZ—h

NYOT50 RiEH
Webt—/V& L TDAPIC:NGINX

BEOJ
IZE

SO H—0O%

NGINX® IR & 4 M QR
Access.logT > M) O
Access.log® Bi{E
NGINXY) J—A®D RN ORER

D254ATF 2 hH S5 H—NN\QEFDOHET
Z5OHBERY IO "ZYRNIT=D, BT
BEQUIR—D Q#EEE{L
VAT h>B—VEFEIC BT 2 — R s HE R E1E
ELWebZEROHEFR
AT LNERE - - N EREOHEEFNCTS
APIC APID LFOEEET
D7 EANQinx i I BEZEX BV L ZHRBITH L OO —BHBRA >R

DWANOESES A

NGINXERAOY bl
HREH
ACLOFX > U D&Y
syslogD Z BARV DI )

ATNFOEETHEVANRN—R

NDH T RO VTS a > EHO#EL

IntersightBiEEQ VT —DFE_—

LI—ROBRHRY > —OFREE

L &I

CORFIXRNTIE, APICGUIOBIENBVBEED—MBNBERNT I 21—FT 4T FZEICD
WTRBAL £,

DAY DARX—NBN

APICGUIOABEEEANBVERERK, ATV7 N, &, FERTTUT—232h85EEEhS
APIZERDEIEN BV CENBERTRETDEN KL< HVET, APICDaccess.loglc ik, siE



ENEBAPIERARHEE NET, APICHaccess.logld, Github Datacenter’' )L —7 aci-tac-
scripts7’ < T U KA MAccess Log Analyzer AV ) 7N ZFEAL TITERLS DM TEE T,

INY DT Z02 RIEER

WebH—/Y& L TOAPIC:NGINX

NGINXlE, BAPICTHERATE 2APITY RARA 2V N ZEEBLETBDMETT . NGINXAH T LTV
2548, APIERQIVREBTEEHA. NGINXAEBEL TVWSHE, APIREEL TVET, &
APICIHIHBE ONGINXZ7 O AZRTITH LD, FILYITIOTIVTORKN TOAPICE T T
HhlE, 1DODAPICETANGINXEEZIZA D AIEEMEN B V) FT,

APIC UIIFEHBDOAPIERZRITLTER—JICADLET, BHKIC., IXTOAPIC showIX >
R (NXOSAZAIDOCLI) &, BBOAPIERZRITL, WEZREL, 1—HICRMTS
Python AV U7 NDZYN—TT,

BEQ Y

EOTIZAL
AJ774ILA S HR—KNIZEL ER

TWah
7oA, O /var/log/dme/log|APIC 30f3 ';C%(Tﬁmﬁﬁ?‘ APIZRC £ 10147

= sy ACIEKTE, nginx LT —%Z KRR ( A

Ir>—07 /var/log/dme/log|APIC 30f3 Oy RUSTERE )
nginx.bin.log /var/log/dme/log|APIC 30f3 ngﬁ‘ DMER 249232 %
nginx.bin.warnplus.log ( 7 e N
TAIBZBEL THEIT |var/log/dme/log/APIC 30f3 ';C;LEIEL‘* BEEAROOYA R
)

FE
BHONYH— 058
WBEZBLOEMAN

- EOAPICHAEERZIIBN (12, BN, TEETRXTOAPIC),


https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts

« UL CLIAXRY R, FEBRZTOMEZNLTRERTFRSNDEMBEECTIN,
- BEQUIR—DF LRIV ROVEBEENELVOEENTIH,

FERTREDLSICRELETH,

e ZhiF, TADI—HIZHLTEHRO TSI TRSNETH,
c BROI—YHNEERTZHRELTVWETH, TheEE, BE—01—HEEF—FHo1—

EZHRELTVXRT A,

- HBEZAR YR, 7ZVYHNSAPICETREKOHMEBNEBEMPRY NO—UNA%E
HBELTLWEXRTH,

RPNCEEETICREVEZOREVWOTI Y,

« ACHRERLERAVUT NEBRIEEMEAEL D,

« TOOVIRBBEERERMICEY KLLEA?
* ACIDREICRIENEERFHEITH,

NGINX® £ RN & B2 D #HERE

Access.logT> N DR

access.loglENGINXD#EETH B 1=, APICIZIIELEE A, 1T, APICHZELE1DD
HTTPERZXL £9. APICONGINXOEARREER TS IClF, COOFESRBLTIEEL

o

ACINN—23252+MDF 7 # )L NMaccess.loglERE XD EH Y T,

Tog_format proxy_ip '$remote_addr ($http_x_real_ip) - $remote_user [$time_local]'

'""$request" $status $body_bytes_sent '
'""$http_referer" "$http_user_agent"';

Z M7k, moquery -c fvTenantZ R1TL /= & & Maccess.logT MU EXRLTVET,

127.0.0.1 (-) - - [07/Apr/2022:20:10:59 +0000]"GET /api/class/fvTenant.xml HTTP/1.1" 200 15863 "-"

access.logT> N Dl Zlog_formatio Y Y 7L E T,

log_format” 1 —JL
I\.\

PlOAR

ER

$remote_addr

127.0.0.1

CNERZZEELERANDIP

"Pyt



7OF A EATPOEEREREVERE

$http_x_real_ip - OIP

BEGEEAENEL A, nginx.binlog% i

$remote_user - 2L, E01—¥FrOJ4> L TEXRE
ETLEHIZEHTS
$time_local 2022F4A7H : 20:10:59 +0000 |ERAWIBEni- B
TR(SN) GET /api/class/f'vTenant.xml Hitp XY ¥ R(GET. POST, DELETE)&
5 HTTP/1.1 K U'URI
AT—RA($s) 200 HTTPRBEAT—XA—R

$body_bytes_senti%

=

1586 WERAO—RYAX

Shttp_referer

$http_user_agent  |Python-urllib EREEBLEIVZATONODEAT

Access.log®D Bk

RBBICDHLIEDEL—MOERN—A K :

c BB LVAOLLOERABENICN—ARNTZE, UVDOLBEENMBET I AN &S
« DIV—%R{TIDRANEZHETS
c VIVDYV—RZRHSTHEMCLT, APICOREREN MEITEILESHZHALET

o

—B L L4xxF I IE5xxBE
« BON2BE., nginxbinlogh 8 TS —XvtE—T%ZBELET

APICMaccess.logld. Github Datacenter” JL— 7 aci-tac-scripts 7’02 T U N A M Access Log
AnalyzerAV ) 7 N Z2FERAL TTREXRS SN TEERT,

NGINX YV — A O fE R O #EE

NGINXOCPUB RO XEUDFERAER. APICH StopdN Y RZFEAL THEFETEET,

<#root>


https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status
https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts
https://github.com/datacenter/aci-tac-scripts

top - 13:19:47 up 29 days, 2:08, 11 users, load average: 12.24, 11.79, 12.72
Tasks: 785 total, 1 running, 383 sleeping, O stopped, 0 zombie

%Cpu(s): 3.5 us, 2.0 sy, 0.0 ni, 94.2 id, 0.1 wa, 0.0 hi, 0.1 si, 0.0 st
KiB Mem : 13141363+total, 50360320 free, 31109680 used, 49943636 buff/cache
KiB Swap: 0 total, O free, 0 used. 98279904 avail Mem

PID  USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
21495 root 20 0 4393916 3.59 217624 S

2.6

2.8 759:05.78

ngi nx. bin

NGINXUY—ADERAERNFEVE, LEBEZhZ2EROBENE<BIARMEIHVVET,
A7 O
NGINXD T Z Y2 1lE, APICGUIOEERTOBETE -V TEHY) XA, 12120,

NGINXOTZHFRON 2581k, TACSRICEHZL THWMLET, A7 EERIBFIEICOVT
[&. TACI Techsupport quides ZZBL T EE L,

DZAT 2 R SH—N\NDELEDHS

REZBERARODAST, I—TOUIOEENBTLETZBE. BERXIZATUN(TZY
H)ASH—/NAPIC)NDEETH D AN BV T,

cNSDIFIUATIRER, 779N SAPICADOT—R/N\NA (B IERH, VPNARLE ) ZHIEL
£9, WETHNIE., PBITIAPICERIUHMBERLET—R2E2—ICHDD v 7 —=)1\H
SOTIVEAZBEALTTANLET, O I —HOEBENERETHINESHERIELET

TZ20RRY IO "RYRNT—0, 827

ITRTDTZOHRE, 7TOHRY—ILFY N@EEENetworkZ 7)) EFEAL T, HTTPEXR
BLRUOREERIETEET,

COYV—ILEERATRE, RICRTELSIE, 72UV —ADEROEREICH D 2 KEZ R
TZEET,


https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14

Y Console [ Debugger T Network {J StyleEditer () Performance L Inspecter L Memery [E Sterage T Accessibility 332 Application @3 [J] e+
0] €pg @ Il Q ©® A1 HIML S5 IS XHR Fonts Images Media WS Other [ Disable Cache  NoThrottlings 3
Sta.. M.. D.. File Init.: T T.. Size Ly = Headers Cookies Request Response Timings Stack Trac =
@ GET @ .. epg-jup-epgjsoniquery-target=childrenédarget.subtree.class=fvE £19.. j.. T.. 67TB Queusd: 112.09 min Started: 112.09 min Downloaded: 113.19 min

@ GET i@ ... THCntsjson?subsoription=yesf de=18650484171128 £19. oo 1. 481B Request Timing

ED GET & . epg-jup-epgjsoniquery-target=childrendtarget-subtree-class=iF £19. j.. T.. 67TB . | ams

ED GET @. epgjup-epgjsoni_de=1650484171200 190 Jouo . T26E e o "'s

ED GET @ . fiintsjsontsubscription=yesd de=1650484171676 19 Jo. 1. 4816 j’_:

200 8 .. epgjup-epgjsoniquery-target=childrenitarget-subtree-clas: & £19. j. 7. T ) s

GET M@ .. epg-jup-epgjsoniguery-target=childrenidarget-subtree-class=ivE £19.. .. T.. B7B I 1.1 enin

GET @ .. epg-jup-epgjsoniquery-target=Cchildrendtarget-subtree-class=hF £19... J.. 7.. B7E ; D

GET @ .. epy-jup-epgjsoniquery-target=childrenstarget-subtree-class=vF £19... J.. 1.. 5666 @

GET @ .. epg-up-epgjsoniquerytarget=childrendtarget-subtree-cla £19. Jo. T.. BTH

GET @ .. epy-jup-epgjsoniquery-target=childrendtarget-subtree-class=vE £19.. j.. 1. 5276

BB cET &. epyjup-epgjsonlauery-target=childrenddarget-subtree-class=tF £19. L. T.. 67B

ERD GET & . epg-jup-epgjsoniquery-target=childrenddtarget-subtree-class=mF £19., j.. 7.. BTB

m GET @ ... epg-jup-epgjsoniquery-target=childrensaarget-subtree-class=ne £19.. j.. 7T.. BT B

B GET @. epg-jup-epgjsoniquery-target=subtrecitarget-subtree-class=fR £19.. j.. 6. 306

(E) 18 requests 486 KB/ 16.40 KB transferred  Finish: 114.01 min

APICH & TR ETI10FET DT IH DA
BEOUIR—T O#EER1{L
RUS—=TIN—=TR=

Cisco Bug ID CSCvx14621: T7 77Uy 4, 27 DIPGR S —THAPIC GUIOO— KAEBL &
WET,

AR NIR=TIDAVRZA—=TIAA:

Cisco Bug ID CSCvx90048: "L 1 V1B A > 2 —7 T4 AKE L BEX T ONHHFHIAKNE
<, 7V—X%Z5|ERZLET,

DZAT > —NBEICE T2 RN HRER

FirefoxBEDBENT TS IH TR, FT7FILRNTHRARNZEIZKY B OWebiEliZFRATEE
9,

« COREN, FAENTVR T ZOHON—JI D TREARNESH ZERLET
e ChlF, RUD—TN—TR=DBEODINFIIIR—ITRYEEILR)ET

VPNEAPICADIEEEHIZKY), 94T NTSOHOEREAPICIKEZEOBHFEICSLUT, &
HEHBUIOEREFAMELET., APICICRL THENICO—ALES Y TRY DRICKY) ., 75
DHOAPICEREIRFEAN KIEICERHENET,

RUWebER DR

Web1—/\ ( APICEDNGINX ) " KEDORWebERZMETBHE, WITLTZEEhBM0
ERONT XV ALLHEEZEZXD AN HVET,


https://tools.cisco.com/bugsearch/bug/CSCvx14621
https://tools.cisco.com/bugsearch/bug/CSCvx90048

chik, APICBEDDET—ER—AZEDIVATAICEICHTREEYET, 1DDAPIERT,
TJ7770Y 0RO/ —RIZHLUTEMNDEREILNY VT Y TREETIHLEN BB, b
BEBANKBICRSBDAEMN BV ET. COLDIBRVWebERFABEVEBRIC/N—ARNT
L, BEBVY—AOENEZX, BEREANFENMCRLSEDITEMEN BV ET, =512,
BULEERNIZRALTIONTS (0¥ ) gt HY), I—HOBERHNPSRDIEFHLAVI A
TLABENFNr BELET,

AT LSERE - —N—REREOHEZEMCTS

42(1)+TlE, REBBAEN > EAPIUIIANEEHL TRBARTTSE TYATFALANTF—X
VAFE, ZBAMICTEERT,

"c]||s'cllq;' APIC e @ o QW e @

00

FEREATAI-[ATALARE] - [ZATLANT A =XV AN SEMICTEEXT,

"SHELAEMCERE, A-FRIOMO—Z0TOREDAPICICEBEL T, BE300W LR
NDHREEVAPIERZERRTEXRT,

didy APIC - QOOUVOO

| Smartu Faums | Hmtory | Consig Zonos Active Sessions | Sacursy

SATA-ANO—Z -0 MO—=F7 7 )LA -APIC x - H—/NIEEBFHE



APIC APIOER LD EREE1E

AOUT RANGnXICIBEZEA BV E Z2BEBIT D OO —MBRHNBRSA X

« ZAPICIEIBE ONGINX DMEZZEITLE T,

- APIC 1ONGINXZE I A APIC INDERZME L £3, APIC 28 LK T3DONGINXIE, &
NSNERZVRELEE A,

s —MRIC, 1RBLVAONEQOAPIV DV TARNFRIBICDIZ D TRETD &, NGINXD#EE
FETFLERT,

- BON 2B ERE. EROTILYSTEEBSLET,
- BRIRARNEZZETERZRVIRESIE. APICONGINXL — hEIfEZE#EL TS EE V.,

AT VU7 N OB

s ZFAPIEROEICOTA2/AQFT7IRLBEVWTLSEETL,
1200742ty a oTF 7 AIINNRALATIORNII0DTY, CORLEYS 3
VEBEROERICERAL, BVWHBZERISILHICENTEXRT,
FCisco APICRESTAPITI> 7 4F¥1L—>3HA R -_RESTAPINOT7 V9t X -
APItY S a2 QFREEE MR, 2SR LTSEE L,
c AVVUTKNT, BEHEITIZLNODNERALTRHS, JIV—T7 1) REFHALTIT
DEADOWMEBERIIVICIHY RV IC,
FCisco APICRESTAPI> 7 4F¥1L—3HA R -_RESTAPIZT ) OERK -
DIV—ROA—77 1IN R2OER. #S5BLTLSEETL,
s FTPIVORNERERATDSIONDIVSAOEFNVERZEIE. BERAPIERORDV) I
websocketh 7 A VTS a > #REFLTLSEEV,

NGINXERAOY L

42(1)+THEATEET, 1—HRHTTPS KPHTTPSICH L CEBICERZAOY NLEBSICTE
£¥9,

N EACIN—T a6 12ME. COBEETHR—REhBBAL— 10,000 /mA 540
requests per second(r/s) = 7= (£2400 requests per minute(r/m)IZIE L E L 1=,


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html#id_41223
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/rest-api-config/b_Cisco_APIC_REST_API_Configuration_Guide_3x.html#concept_71EBE2E241C3442BA326273AF1A9B617
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/rest-api-config/b_Cisco_APIC_REST_API_Configuration_Guide_3x.html#concept_71EBE2E241C3442BA326273AF1A9B617

System  Tenants NSNS

Policies

I v Quick Start
B Pods
B Swiltches
= Modules
B Interfaces MName: defayl
B Policies
B Pod
[ Date and Time
[— T
= Management ACCess
E delaal o
B Switch
B Interface
B Giobal

= Monitoring

B Troubleshooting
o ehein Admin State: Enabled
[ Macsec i post: [

B Analytics

B Tenant Quota

B Annotations

Requests/Minute

T77DY 90777V Y ORI — RS —JA)NA -EBTIEARATANE -F7FI)b
ENEBE

s A2 74F1L—23 7 7ANOEEZEATAEOICNGINXABREEBENET
- #31L WY —>httpsClientTagZoneA'nginx configic EZIAFENE T
« AOY NLEE, Requests per Minute(r/m)& /= l& Requests per Second(r/s) TERETE R T

« EXRAOY ML, NGINXICEENS L —HMFIROEERICKFLET
- Japi/ URICE T BAPIERIZ, 1—HEEDAOY MLL—R+burst= (AOY RJLL
—Kkx2) +nodelayzfEALET,

- 2r/s + burst=4 + nodelay T® L — K %R T & % /api/aaalLogind & T
/api/aaaRefreshlZX U T, BREFHTEEZAOY NL(V —>aaaApiHttps) & )
£9,

cEBRAOY ML, 94T MNP RLAZEICEHFENET

. APIC self-ip(Ul + CLI)A S EE& NAAPIERIE. AOY MNLENANALET

- A—HYEZOAOQY RILL—K+N—AMLEWMEZBADVTA T NP7 RLAR
. APICH 55030 & ZZELET



https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting

- 250503k, TOEAOVATHEN TR CENTEXRT

- errorloglcld, ROY NUVIKTFTOTATENERAZI DT (V-2
httpsClientTagZone) 8 KV ED IV T AT RKRARMCRUTETEN A ZRI I
RUAEENTLVET

<#root>
apic#

l ess /var/log/dme/log/error.|og

ééé3/04/17 20:19:14 [error] ...
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", client: h.o.s.t, ... request: "GET /api/class/...", host: "a.p.i.c"
2023/04/17 20:19:14 [error] ...

limting requests
, excess: 40.292 by zone "

htt psd i ent TagZone

", client: h.o.s.t, ... request: "GET /api/node/...", host: "a.p.i.c"
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-
configuration-guide-release-52x/security-policies-52x.html
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1. Fabric - Fabric Policies —» Policies -~ Monitoring - Common Policy -~ Syslog Message Policies
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bash
icurl -k -sX POST -d '<fabricInst><monCommonPol><eventSevAsnP code="E4204939" sev="squelched"/></monCom

BEITBICE, AOINY RZRITLET,

bash
icurl -k -sX GET 'https://localhost/api/node/class/eventSevAsnP.xml' | xmllint --format -
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