TO XY FRADLEHD CGOS ZHEAL 1=
CGR 1000 O FEE

=PA

FELU®IC
Bl R SRt
EZ#®
FEAIBZAVR—F b
ERPEAY I3 BRI & B8R
EH|

_33

NSNS a—F142T

B=

CORFIXNTIE, Connected Grid ARL —F 149 AT A (CGOS) A 1=
Connected Grid JL—#%& 1000 (CGR 1000 ) &2, 7 14 —J)L R 7/X4 A& L T Field Network
Director (FND ) ICIEBICERITDLHICHELZEREFIEICOVWTHALET, IL—XZFND I
BT BHC, Public Key Infrastructure ( PKI ) O&EE, DARALRELRLE., W DD ORIREH
ER/ETHENHYET, ChICMAT, FELEBAIFBEVERESFrEENET,

&% : Cisco TAC T2 Z”7. Ryan Bowman

B &R4F

BH
ROEEICHT AR ERENET,

-Web Ul TF7IOEATESD, A1 VARN=IEHRTREITHDO CG-NMS/FND 77’V r—<a >
H—/\ 1.0 LAB&,

- A AN=ILiEHKTEITHD Tunnel Provisioning Server ( TPS ) Z7’O0F > H—/\,

cAVARM=IEN, ELKBREESNATWVWD Oracle F—XX—A H—/\,

. EEBAEO do_migrate Ik V), P EE 1 [E setupCgms.sh ZIEFEICEITLET,

-FNDWeb 1—% 422 —7 T4 A (Ul) ® [Admin] > [Provisioning Settings] XR—=> TRF
ENETOFRENDHD, BRZH THERATEES DHCPv4 3 KT DHCPv6 H—/\,

. device .csv 77 A A FND ICT TICA VR—RENTVBRENHY, FINA AN T
unheard; AT—ZRATHB @VENHVWET,

ATV R—F2 b

CORFIXVRNOBRIEF. ROYTRNIVITEN—RIITON-23VIZEIKENTT,



- FND 3.0.1-36

VT RNIDIT R—ADSSM ( Zh ¥ 3.0.1-36)

CT7TVT=23 H—=NIZA 2V ARN=)LENTLS cgms-tools /NY T—= (3.0.1-36 )

- RHEL 6.5 #2179 % 3 XT® Linux 3—/\

- Windows Server 2008 R2 Enterprise 232179 % 3 X T® Windows H—/\

AYRIVRII—=F2ELTVM TEITES NS CSR 1000v

. CG-0S 4(3) Zz1{m A 7= Fied Area Router ( FAR ) &L TfEAE % CGR-1120/K9

CORFIXNDERKFICIE, EBESNIZ FND SRIRENFEHAEhELE, TOMOEAR
BEYETH, 1A=L HIROIRXNTOBRNEFICHSIHBENF HVET,

TEDOERE. BEOFRRELHZTNAACETVTERENEEDOTT, CORFIXY
RTHERATDZINTOTFNARAR, A (FT7F)D ) REDREASBELTVXRT, HEHR
DY RNIT—OTHEZITSHBE, ANV ROREIODVTHHICERLIESATHEEL TLKE
=L,

BN ERE B

1. TFNAADKRANBERELET,
2. RAMVBZRELET,
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7. NZARKRARNEBEEGTO7 74N EERLET ( ik, RSAFREER (CA) @ Simple
Certificate Enrollment Protocol ( SCEP ) B Web R— DEZE URL TF, ERFEFHTS
6. COURLBEERYET ),

Rout er (confi g)#crypto ca profile enrollnent LDeviD Profile
Rout er (config-enrol |l -profile)#enrol |l ment url
http:// networkdevi ceenrol | ment server. your. domai n. conf Cert Srv/ nscep/ nscep. dl

8. NZARNKRAVNEHERL, TNIIBRTOV7AINENAVRLET,

Rout er (confi g) #crypto ca trustpoint LDevlD

Rout er (confi g-trust point)#enrol |l nent profile LDevliD Profile
Rout er (confi g-trust poi nt) #rsakeypair LDevl D_Keypair 2048
Rout er (confi g-trust poi nt) #revocati on- check none

Rout er (confi g-trust poi nt)#seri al - nunber

Rout er (confi g-trust poi nt) #fi ngerprint

XX:XXD XXD XXD XXD XXDXXD XXDXXD XXD XXD XXD XXD XXD XXD XXD XXD XXD XX: XX



9.SCEP H—NZHEALTRAZARKAY NERRAL X T,

Rout er (confi g) #crypto ca authenticate LDevlD

Trustpoint CA authentication in progress. Please wait for a response...

2017 Mar 8 19:02:00 % VDC-1 9% UCERT _ENROLL- 2- CERT_EN SCEP_CA AUTHENTI CATE_OK: Trust poi nt
LDevli D: CA certificates(s) authenticated.

NEAF—AVTZARNTIOF ¥ (PKI) CRTFAMRA N EZBRLULET,

Rout er (confi g) #crypto ca enrol |l LDevlD

Create the certificate request

Create a chal |l enge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Pl ease nake a note of it.

Chal | enge password:

Re-enter chal |l enge password:

The serial nunber in the certificate will be: PID CGRL120/ K9 SN: JAF####HHH###H#H
Certificate enrollment in progress. Please wait for a response...

2017 Mar 8 19:02:24 % VDC-1 % YCERT_ENROLL- 2- CERT_EN SCEP_ENROLL_OK: Trustpoint LDevl D
Device identity certificate successfully enrolled to CA

M. AEAEF I - 2#ELERY,

Rout er #show crypto ca certificates

12. Callhome ZEUL<KBMFEEH B - HICHERZ SNMP NTX—RZHRELE T,

Rout er (confi g) #snnmp- server contact NAME
Rout er (confi g) #snnp- server user adm n networ k- admi n
Rout er (confi g) #snnp-server comunity PUBLI C group networ k- oper at or

13. AT O E K Wireless Personal Area Network ( WPAN ) T2 1 —JLEREZITVE T,

Rout er (confi g) #i nterface wpan 4/1

Rout er (confi g-if)#no shut down

Rout er (config-if)#panid 5

Rout er (config-if)#ssid meshssid

Rout er (confi g-if)#i pv6é add 2001: db8::1/32

14. FND (& HTTPS Z /L = Netconf ICEDWT FAR ZEE$ 5 o8, HTTPS "T-/\'Eﬁi‘j]r
L. R—Kh8443 %Y AL, PKI TERZFLTEDELSICCO HTTPS H—NZHEYICHRE
£9,

Rout er (config)#i p http secure-server
Rout er (config)#i p http secure-server trustpoint LDevlD
Rout er(config)#i p http secure-port 8443

15. callhome Z7O7 7 A )L ZEREL £ 9,

Rout er (confi g) #cal | hone

Rout er (confi g- cal | hone) #enmuai | - cont act enai | @onai n. com

Rout er (confi g- cal | hone) #phone- cont act +1-555-555- 5555

Rout er (confi g- cal | hone) #st r eedaddr ess TEXT

Rout er (confi g- cal | hone) #desti nati on-profile nms

Rout er (confi g- cal | hone) #desti nati on-profile nnms format netconf

Rout er (confi g- cal | hone) #desti nation-profile nnms transport-method http



Rout er (confi g- cal | hone) #destination-profile nms http https://tpsproxy.your. domai n. com 9120
Rout er (confi g- cal | hone) #enabl e

16. REZREL X T,

17. CORRTEITIIVEN HD2ORIIN—2ZUO—RIBDZETIN, UO—REFICFH
TERERKIZER. cgdm ZRETEEXT,

Rout er (confi g) #cgdm
Rout er (confi g-cgdn) #regi strati on start trustpoint LDevlD
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version 5.2(1)C&4(3)
l ogging level feature-ngr O
host nane YOUR- HOSTNAME
vdc YOUR- HOSTNAME id 1
limt-resource vlan mninmum 16 maxi num 4094
limt-resource vrf mninmm2 maxi mum 4096
limt-resource u4route-mem mni mum 9 maxi mum 9
limt-resource u6route-mem mni nrum 24 maxi num 24
limt-resource ndroute-nmem m ni mum 58 maxi num 58
limt-resource nbroute-mem m ni mum 8 naxi mrum 8
feature ntp
feature crypto ike
feature dhcp
feature tunnel
feature crypto ipsec virtual -tunnel
usernane admi n password YOURPASSWORD rol e network-adm n
user nane Admi ni strator password YOURPASSWORD rol e network-adnin
i p donai n-1 ookup
i p donmi n-nanme your. donai n. com
i p nane-server X.X.X.X
crypto key paramrsa | abel LDevl D keypair nodul us 2048
crypto key paramrsa | abel YOUR- HOSTNAME. your. donmai n. com nodul us 2048
crypto ca trustpoint LDevlD
enrol l ment profile LDevlD Profile
rsakeypair LDevl D keypair 2048
revocation-check none
seri al - nunber
fingerprint Xx:XX:XX:XXIXXIXXDXXDXXDXXD XX XX XX XX XX XX XX XX XX XXD XX
crypto ca profile enrollnent LDeviD Profile
enrol I ment url http://x.x.x.x/ CertSrv/nscep/ nscep. dl |
snnp-server contact NAVE
snnp-server user Adm ni strator network-adm n
snnp-server comunity public group network-operator
cal | honme
enmi | -contact ciscotac@i sco.tac.com
phone-cont act +1-555-555-5555
street address Here
destination-profile nns
destination-profile nns fornmat netconf
destination-profile nns transport-nethod http
destination-profile nnms http https://tpsproxy.your.domain.com 9120 trustpoint LDevlD
destination-profile nns alert-group all
enabl e



ntp server X.X.X.X

ntp server X.X.X.X
crypto i ke domain ipsec
vrf context managenent
vlian 1

servi ce dhcp

ip dhcp rel ay

line tty 1

line tty 2

nterface Dialerl
nterface Ethernet2/1
nterface Ethernet?2/2
i p address x.Xx.x.x/30
no shut down
nterface Ethernet2/3
nterface Ethernet2/4
nterface Ethernet2/5
nterface Ethernet2/6
nterface Ethernet2/7
nterface Ethernet2/8
nt erface | oopbackO
ip address 1.1.1.1/32
i pv6 address 2001: x: x:: 80/ 128
nterface Seriall/1
nterface Serial 1/2
nterface Wan4/1
no shut down
panid 20
ssid austini ot
i pv6 address 2001:db8::1/32
interface Wfi2/1
clock timezone CST -6 0
cl ock sumer-time CST 2 Sun Mar 02: 00 1 Sun Nov 02:00 60
line consol e
line vty
boot Kkickstart bootflash:/cgr1000-uk9-kickstart.5.2.1. CH. 3. SPA. bin
boot system boot fl ash:/cgr1000-uk9.5.2.1. C&. 3. SPA. bin
ip route 0.0.0.0/0 x.X.X.X
f eature scada- gw
scada- gw protocol t101
scada- gw protocol t104
ip http secure-port 8443
ip http secure-server trustpoint LDevlD
ip http secure-server
cgdm
registration start trustpoint LDevlD
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