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<ffroot>

WAN_Router#

show runni ng-config | section flow exporter

flow exporter Netflow_Exporter
destination 203.0.113.10
source LoopbackO

transport udp 9996

template data timeout 60

ATYVT 24V B—TIA ART—RAZHAELE T,

GigabitEthernet2 A"B)EL TVWB & 2 HFELE T,

s AR —T7 T4 AFup/upTT,
s ELWIPZ7RLANFBEENTWVD
 BREIAIZ—ROY 7HKL

<#froot>

WAN_Router#

show i nterface gigabitEthernet 2 | include up|error|drop

GigabitEthernet2 1is up, line protocol is up

Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual

output flow-control is unsupported, input flow-control is unsupported
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
0 input errors, 0 CRC, O frame, O overrun, 0 ignored

0 output errors, 0 collisions, O interface resets

0 unknown protocol drops

ATYZ 3L IO EAREZEIALET,

EERAVE—TIA AN SOERETANLET,

<ttroot>

WAN_Router#



pi ng 203.0.113. 10 source Loopback 0

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 203.0.113.10, timeout is 2 seconds:
Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/5 ms
WAN_Router#

WAN_Router#

traceroute 203.0.113.10 source Loopback O nuneric

Type escape sequence to abort.

Tracing the route to 203.0.113.10

VRF info: (vrf in name/id, vrf out name/id)
1 X.X.X.X 2 msec 1 msec 1 msec

2 Y.Y.Y.Y 2 msec 2 msec 1 msec

3272.Z.Z.Z 2 msec * 2 msec

WAN_Router#

ATYT ATV AR— R ORHEREREL T

IL—ZHNetFlowL DV AR—BNTY h2ERL, REEALEILIVEZTRLACEFLTVS
CEEMRELET,

i
E=10]]
gf

s ERBICEFSEAENTY N

s TUTL—RMNEEBICEEEhELLE
- RIEEEEL

c YTYRIZ—%&L

<{froot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics:

Successfully sent: 41 (3780 bytes)



Client send statistics:
Client:

Fl ow Moni t or MONI TOR_|I NGRESS

Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750

Client:

Fl ow Moni tor MONI TOR_EGRESS

Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750

ATV 7570 R Z#ALET,

ZO—I2VRNUANABEN, JO0-FZROF VYV ICHRKBENATVRCEZRALET,

c POTAT7B70—E., JO—FEZROFY Y2 1ICFELET,

s FYYIATIDVRNIAEMLTVRT, Chid, RTZT714 Y IARBREATVREZRL
x9,

FHENLERALTONERRIC7O0-I NUABRYNIZESD (T2 TTIRTS

)o

~
EFYYIIRCTO-FEESABEVESEF. BEANLI AR—MBEICERLT
WEWATBEMA B D, 7JO-FEZXELI-ROREZAEBELTSLEET L,

<tfroot>

WAN_Router#

show fl ow nmoni tor MONI TOR_EGRESS cache



Cache type: Normal (PTatform cache)
Cache size: 200000
Current entries: 14
High Watermark: 27

Flows added: 3032

Flows aged: 3018

- Active timeout ( 60 secs) 200

- Inactive timeout ( 30 secs) 2818

IPV4 SOURCE ADDRESS: 198.51.100.200
IPV4 DESTINATION ADDRESS: 192.0.2.11
TRNS SOURCE PORT: 57188

TRNS DESTINATION PORT: 1967
INTERFACE OUTPUT: Gi2

IP TOS: 0x00

IP PROTOCOL: 17

counter bytes long: 80

counter packets long: 1

timestamp abs first: 22:09:34.067
timestamp abs last: 22:09:34.067

HACETVT, ROBEBZHBITEET,

« 7JO0—F_ZMONITOR_EGRESSH'EBELTHY ., F+¥v2a2ll7O0-TITNUNTIOT
1 7TICAAENRTWS,

s FYYIIDREBIEREAELLE, IVONJBEFHENEL—NTEMNSKTHIR (IT—
SUITIRN)ENTVET,

s EREELFEREEORNS 74 Y VICFRENDIEETHIHETITATRALTIRNIK
v, ZO0—0Oh7%V) DD (3018FEMNS 52818F KT ) AMFEIINICEYET,

« RRENTVBRF v 1T MNUR, #f578198.51.100.2000 7R — ~571887H 5 38 5%
192.0.2.11DR— MNIBTANDE—/N Yy NOUDP7O— (Z7ORNIJ7 ) KM R—T
41 AGigabitEthernet2 B TRET A TVBI EZRLTVET,

ATY T 6EZRDERERIELET,

JO0—FZEZAELVAE—TIAACERAENATWA L ZRABLET,

<tfroot>

WAN_Router#

show runni ng-config interface gi gabitEthernet 2

Building configuration...



Current configuration : 217 bytes
!

interface GigabitEthernet2
ip flow monitor

MONI TOR_EGRESS out put

ip address x.x.x.x 255.255.255.252
ip ospf network point-to-point

ip ospf 1 area O

negotiation auto

end

ATY T IACLEIERGEFIUT AR —ZHIELET,

BEERKDACLELREFIUFTARUZ—H, OLIXETONetFlowL Y AR—RNTY K
E7ANRITELBROYZLTVWAVWC EEHRBLET,

WAN_Router#show running-config | include access-group
WAN_Router#

ATYVTBIL—BDRZTAVIFYTFYLET,

« show ip route <collector_IP>NY > RZFITLT, AL IZANOIN—T1 T NAZHER
T L—FNNetFlowWLV AR—KN RS T4V O DEEICFERATIEIAEZ—TIAR
ERELERT,

« EETIPT RL ANREZF K DNetFlowL I AR—RDEFETA > X—T I 1A ARE—HL,
WEIPFRLANFILIVRE—HTBUDPNT Y NEFATBHACLZERLET, D
ACLZENT Y hF v 7 FrICEALT, BEITBIRNZ714Y0&TAINRIILET,

<tfroot>

WAN_Router#

show runni ng-config | sec fl ow exporter



flow exporter Netflow_Exporter

destination 203.0.113.10

source LoopbackO

transport udp 9996
template data timeout 60

<{froot>

WAN_Router#

show i p route 203.0.113.10

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 02:12:27 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 02:12:27 ago, via GigabitEthernet2
Route metric is 22, traffic share count is 1

WAN_Router#

show runni ng-config i nterface LoopbackO

Building configuration...

Current configuration : 87 bytes

!

interface Loopback0

ip address 198.51.100.10 255.255.255.255
ip ospf 1 area O

end

WAN_Router(config)#

ip access-1ist extended netfl ow

WAN_Router(config-ext-nacl)#

permt udp host 198.51.100.10 host 203.0.113.10

WAN_Router(config-ext-nacl)#end
|

WAN_Router#



nonitor capture netflow interface gigabitEthernet 2 out access-list netflow buffer size 10

WAN_Router#monitor capture netflow start
Started capture point : netflow

WAN_Router#show monitor capture netflow buffer brief

# size timestamp source destination dscp protocol
0 166 0.000000 198.51.100.10 -> 203.0.113.10 0 BE UDP
1 166 0.055997 198.51.100.10 -> 203.0.113.10 0 BE UDP
2 166 7.562019 198.51.100.10 -> 203.0.113.10 0 BE UDP
3 166 7.617024 198.51.100.10 -> 203.0.113.10 0 BE UDP
4 166 9.719009 198.51.100.10 -> 203.0.113.10 0 BE UDP
5 166 9.776013 198.51.100.10 -> 203.0.113.10 0 BE UDP

E o FYTFYENLETF—RE, pcapZ7 7AINELTT =K7YV 2ILRELEY,
TEARNT7AILNICI6EBI > 7ELTHELEY TEET, chsOT771LE,
WiresharkZREDNT Y MY —=ILICA 2V R— N U THMERIETEE T,
VIRNIITTOHEIIAKZNT Y ROBRESLVFXF Y TF ¥

<ffroot>

WAN_Router#

show nonitor capture netflow buffer dump

0000: AABBCCOO0 18005254 00B62209 08004500 ...... RT.."...E.
0010: 009863EA 0000FF11 F121C633 640ACBO0O ..c......!.3d...
0020: 710AC027 270C0084 F2E70009 0002086E qg..'"'.......... n
0030: 9B7A6A2F 2ED40000 07CE0000 01000102 .zj/............
0040: 0068C000 020BC633 64C80011 O7AFDCAL .h..... 3d.......
0050: 00000002 00000000 00000034 00000000 ........... 4....
0060: 00000001 0000019E C84E6CDC 0000019E ......... NT.....
0070: C84E6CDC C000020B C63364C8 0011007B .N1...... 3d....{
0080: DCA10000 00020000 00000000 002CO000 ............. .
0090: 00000000 00010000 019EC84E 6CFO0000 ........... NT...
00AQ: 019EC84E 6CFO ...N1.

NTYRFYTFYoMICEDIVT, NetFlowL P AR—KNT Y Kcflows) N IL—Z A SEREE
NEIALIRIZEFENTVET,
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FIE1: RZ 74V INFZBENhTVSR L ZHRT D,

EZEAANNTT74v0%2%2FEL, 7JO0-I2RMNJEERLTVR L ZHEFELET,

<ffroot>

WAN_Router#s

how fl ow noni tor MONI TOR | NGRESS cache

Cache type: Normal (PTatform cache)
Cache size: 200000
Current entries: 7
High Watermark: 9

Flows added: 65

Flows aged: 58

- Active timeout ( 60 secs) 4

- Inactive timeout ( 30 secs) 54

IPV4 SOURCE ADDRESS: X.X.X.X

IPV4 DESTINATION ADDRESS: 224.0.0.5
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: 0O
INTERFACE INPUT: Gi2

IP TOS: 0xCO

IP PROTOCOL: 89

counter bytes long: 100

counter packets long: 1

timestamp abs first: 01:54:53.144
timestamp abs last: 01:54:53.144

ATYT 2LV AR— NRFH2BEBLE T,

IOAR—ZOBEZRELE T,

<tfroot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics :

Successfully sent: 0 (0 bytes)



Client send statistics:

Client: Flow Monitor MONITOR_INGRESS
Records added: 0

Bytes added: 0

COHAE, 7JO0—FEZZMONITOR_INGRESSA 7O—F—ZXZEEICIRELTFrv a1l
TWHEZRLTVETHN, 7O0—IT U AKR—XNetflow_Exporterld IL I X ICL J— RZIX
FLTVWEEA,

ATYZ73ALVROREREEZEIL—T 1> I T—T I TEIELET,

AL RIP7 RLAANDIL— KA BRBL—FT A2 I T7—TIINCHEETD L ERIELET.
hig, XY hDO—2 R ROZICKHLUT, JO-NUN—F A2 IF—TIILKIZEVRFEEDIL—
TAVITT=TILECBYET,

<#froot>

WAN_Router#

show i p route 203.0.113.10

% Network not in table

WAN_Router#

show i p cef 203.0.113.10

0.0.0.0/0
no route

<ffroot>

WAN_Router#

show ip vrf

Name Default RD Interfaces
A <not set> LoO
Gil

Gi2



WAN_Router#

show ip route vrf A 203.0.113.10

Routing Table: A

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 00:37:34 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 00:37:34 ago,

via G gabitEthernet2

Route metric is 22, traffic share count is 1

WAN_Router#

ping vrf A 203.0.113.10 source | oopback0

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 203.0.113.10, tineout is 2 seconds:

Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/3 ns

WAN_Rout er

ATYVT 47O0-TI0AR—ZOREEHEILET,

TOAR—RDOFEZLELI—-LT, BYARVRFFAEEENATVWA I EZHEL., TVAR—X



AVRFZEZL TVWBRCE=#ERELET,

<{froot>

WAN_Rout er #

show runni ng-config | sec fl ow exporter

fl ow exporter Netflow Exporter
desti nation 203.0.113. 10

sour ce LoopbackO

transport udp 9996

tenpl ate data tineout 60
WAN_Rout er #

TITOAR—NERBMOBREARREEF, 7O—ITIAR—FOBREICVRFERN EEAhTVWAWNWIET
Fo VRERIER Y RD—4 T, TORAR—RNT Y RFELWL—F AV IF—TLEALT
OLYRCERENDLSIC, 7O-TYAR—RIBYEVRFEATRNICRET B HEN B
£,

TOAR—ZNBHFEESY ICHELTVD L ZRFBID-ODBEENERELEIBFIEZR
ICRLET,

<#froot>

WAN_ Rout er #

show runni ng-config | section flow exporter

fl ow exporter Netflow Exporter

destination 203.0.113.10 vrf A

sour ce LoopbackO
transport udp 9996
tenpl ate data tineout 60

ATYTBELOAR=—RNTY RHFIIL—EHSHIEThTVWBD L ZRELET,

HHAB—TIAATNTY "F YT Fr2FHIL., BEETSshowIN RZFEAL T,
NetFlowL 7 AR—hKNTY RAFIL I RIZEFEENRTVWA L ZHFELET,

<tfroot>



WAN_Rout er #

show noni tor capture netfl ow paraneter

noni tor capture netflow interface G gabitEthernet2 OUT
nonitor capture netflow access-list netflow

nonitor capture netflow buffer size 10

noni tor capture netflow linit pps 1000

<{froot>

WAN_Rout er #

show fl ow exporter statistics

Fl ow Exporter Netfl ow Exporter:
Packet send statistics :
Successfully sent: 7 (576 bytes)

Cient send statistics:

Aient: Flow Mnitor MONI TOR I NGRESS
Records added: 9

- sent: 9

Byt es added: 450

- sent: 450

WAN_Rout er #

show nonitor capture netflow buffer brief

#  size ti mestanmp sour ce destination dscp pr ot ocol
0 114 0. 000000 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
1 118 31. 873947 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
2 166 32. 955004 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
3 166 43.580963 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
4 166 53. 061993 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
5 114 62. 480978 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP

CiscoRAA Y FTONetFlowD N TN 1—F 429
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AA Y F L DNetFlow

70—FZRZAVE—TIAAICEATERL

Flexible NetFlow(FNF)Flow monitorZ H h AF@D A X —T7 T A AIZEKEL RS ETHE, IL—
RFBEZERL, IZ7—XvE—JZ2ERLET,

<tfroot>

WAN_Swi t ch(config-if)#

interface TwentyFi veG gE1/0/1

WAN_Swi t ch(config-if)#

ip flow monitor MONI TOR_I NGRESS i nput



% Flow Monitor: Failed to add nonitor to interface

ATY7T1: EZEORELEHIELET,

<tfroot>

WAN_Swi t ch#

show runni ng-config | section flow nonitor

fl ow nmonitor MONI TOR | NGRESS
exporter Netfl ow Exporter
cache timeout inactive 30
cache tinmeout active 60
record | NGRESS

Invalid set

of fields in nonitor

record for wired ir

ATY725EICEAED 74— )LRO7O—-LI—RBEEEZERLET.,. COMBORRELS
RE—MWET 4 —)L Ri&E, match application name T3,

<#froot>

WAN_Swi t ch#

show runni ng-config | section flow record

flow record | NGRESS
mat ch i pv4 version
mat ch i pv4 protocol

mat ch application nane

mat ch i pv4 destination address
mat ch i pv4 source address

mat ch transport destination-port
mat ch transport source-port

mat ch interface input

match flow direction

collect timestanp absolute first
coll ect timestanp absol ute | ast
col l ect counter bytes |ong
col l ect counter packets |ong



Flexible NetFlow(FNF) 7 O0—L J— R ®match application name(CNAME) 7 1 —JL R (&,
Application Visibility and ControlAVC) & AR TEAEh, JO—Z4ERTBD T 7 UTr—>3a2iC
BEIJVWTRS 714y 0 2RBIIBRT2ELET,

D714 —)L RiE., Network-Based Application Recognition(NBAR) L > ZFAL T, T4 —
TNTYRAVARTZS AV DPYEEFTL, E70—-CEEFHFShTVWA TS Ur—>3av%
BELET, cO71—=I)LRIE, R—KRBEFRIPPRLAEFICKETZOTREELS, IL—2H
T7D5—23a> B (LAYT) TRT 74V 0 R ETEDRRSICLET,

AVCH#REZ B IC T ICFlexible NetFlow(FNF) I (3 Z AT 2 EA TR, COT7 1= REFEA >
BT IAARECERMAN B, JTO-FZRZEZARNRAVE—T IARAILENHTRC
ENTEXRE A,

S

JE:Catalyst 9500H# & U'Catalyst 960075 Y N7 # — ATk, AVCHEERFFRHTEEE
ho AVCR—AMT7O—FZR YU Tk, Catalyst 93002 1) —AAHYR—KEhd 7
5 v I\ 7 z _A_C“j-o

3. HR—KREhTVWEREVWT 1—=)LRZT7O—LII—REREHNSHIBRL, 7O0—FZX%&4/4 03—
J7IAAICBHEALET,

<tfroot>

WAN_Swi t ch(confi g) #

interface twentyFiveG gE 1/0/1

WAN_Swi t ch(config-if)#

no ip flow nonitor MONI TOR_INGRESS in

WAN_Swi t ch(confi g) #
no flow nonitor MONI TOR_| NGRESS
WAN_Swi t ch(confi g) #

flow record | NGRESS



WAN_Swi t ch(config-fl owrecord)#
no match flow direction

<sni p>

o
¥:70-LO—KEZELE#, JO-TZXREEBEEAL. 7JO0-FEZR%ES Y
2—7 I AEHBLTREZEERT LTS LT,

ATY T AREOEENBAS R, 7JO-FZZFBELTVSR L Z2BFELET,

<tfroot>

WAN_Swi t ch#s

how fl ow rmoni tor MONI TOR_|I NGRESS statistics

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

WAN_Swi t ch#

show fl ow nmoni tor MONI TOR_I NGRESS cache

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

| PV4 SOURCE ADDRESS: X. X. X. X

| PV4 DESTI NATI ON ADDRESS: y.y.y.Yy
TRNS SOURCE PORT: O

TRNS DESTI NATI ON PORT: 0

I NTERFACE | NPUT: Twel/0/1

FLOW DI RECTI ON: | nput

I P VERSION: 4

| P PROTOCOL: 89

counter bytes |ong: 708

counter packets long: 7

timestanp abs first: 20:38:23.408
timestanp abs last: 20:39:12.408
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