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T7VTr—>32 T O0ARVIVAORE

T7VT5—2a> I 0ARVIVAR, RYRND—DO LTERITENBT7V5—>3a3a>oNT7#
—XVAZARUCTEAATSY N7 2 —LDOBEET T, Cisco Performance
Monitor(PerfMon)Z AL T, BIEE, NT Y MMBXR, AIN—TYRNBEOEFERXNIY V=
ELET, 173K EFDIOS® XEJ ) —ATIE, CiscolOS XEL—BRTFYRNTA—LLILT
TVr—23a N7 #—=X>A7 A7 74\ %ZEHT BEasy Performance Monitor(ezPM)7R 1) >
—REATRDET, CNNRBENEL L, 10S XE 17.3LA& Tk, Optimized Application



Performance Monitoring(Optimized APM)A"EREhET, chllkl), BFRHEOELE, CPUB &K
OCXEVUEHAEOHIR., &UB<O7O0—&F77VTr—3 > z2BER195 200 REOE L,
KV ERBRBNT A—XARENAREICEYET,
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FT7OT5r—2a>FLANIZBRHICTRICE, XRO220EENHYET,

1. RRODERFVIR—AOTIINIAVAL : =B BT VAR—NTIARX—T I A AIC
lan¥—7—RZEBMULET, RIZ, CatalystCenter 5F7 7V —>a>FLANUER
MICLET, P7VT—2a FLANIZBMITRDA U EZ—T I AN EBAX—T
ITAATREL, IPPRLANEYH TSN TVWDR L ZBRELET,

2. BBERTZIIAVAL  F—D—RZFALTAVER—TI( AZEMTIXEEHEE
ho TTZVT—=232FLXN)ZBMIITRDA U R—T ITAANIPT RLAZES,
WANA 2 B—T IA R, W—TNYIA42VB—TIARA, IREBAVEZ—TI(A
( GIGABITETHERNETO, GIGABITETHERNET0/0, MGMTO, FASTETHERNETO, X7 &
FASTETHERNET14A& & ) TREWZ & Z2HEBIBIET T,

HROEFVIR—AOTLIVZ LG, HLVABERTILIVZIALY EBEENET,
F7Vr—=2a>FLANIZBMICTDFIE

Inventory >DJEIZBE L, 7 #—HA%ZInventory >T7 /N4 A%&R> 7 U< 3> Telemetry >
Enable Application Telemetry®JEIC 1Y VL& T,

1 Selected Tag (¥ Add Device Actions ~ @
-] Tags Device Name = nventory > 2ss Vendor Reachability () EoX Status (i) Manageability
Software Image
[} & C8500-12X4C .234.15 Cisco @ Reachable 2 alerts @ Managed ¢
Prowvision b
Telemetry >
Enable Application Telemetry
Device Replacement

Disable Application Telemetry

Switch Refresh
Update Telemetry Settings

Compliance

Catalyst Center" B A 9 % & EHI

performance monitor context tesseract profile application-assurance
exporter destination



source

transport udp port 6007

traffic-monitor assurance-dns-monitor
traffic-monitor assurance-monitor
traffic-monitor assurance-rtp-monitor
exit

interface

performance monitor context tesseract
exit
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—

L RY ND=0F N4 A&, NetFlowT—XZUDPR— K6007ICIAELE T,

N

. Collector-netflowld Z DUDPR— KR TUY A LET,

3. Collector-netflowld., netflow-generic KatkahE'Y JICTF—RZEEAKET,

N

.netflow®RBANA 754 &, netflowlC A A X ZZKafkahE Y VICTF—REEZIAKET,

5. Graphwriterl&Kafka® REY V&AL, =227 57 F—FR—AICEERAALET,
6. Elasticsearchld F— 2 Z®RFLE T,

FTULAMNIZT—RADHER

Inventory >ICBE) L, 7 #—7 A %ZProvision > Check the Application Telemetry column > It
should show EnabledIiZZE L £,

Devices (1) Provision Take a tour t, Expart
Q1 mmanageability: (managed)
ted Tag () Add Device Actions
Device Role MAC Address Associated WLE IP AP COP MNelghbars AP Group Name Flex Group Name Manageatiiity Application Telemetry AP Ethernet M
BEORDER ROUTER J 10:4a:02:2a:1a:80 A M MA& M @ Managed Enabled A
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COFINAARRE, BEARX—T7 T4 A%ZN L TCatalyst CenterTHRIEENTVET, COEH
&, MEBAVER—TIAATREL, L—BFLETHREETNER—KNF ¥ XILZN L TNetFlowT
—RZ2IVAR—NTBIETT,

BRIRTE
1. F—BOIIAR—KNERTD A R2—7 T4 ADNetflow-SourceStBHZRELET, |

2. Catalyst Centerh? 5 /N1 AZBREMLE T,
BTV —23a>FLAN) ZEMIZLTASEMICLET,

1R
« JL—ZH SCatalyst CenterNDR— RGOO7TAFAENTVD L ZHRLE T,

* Netflow-Source DA BMENTZIL—Z DA > Z—T7 T 4 AH SCatalyst CenterlZ E|IET
EBHEEHBRLET,

+ ping <dnac_ip> source <Netflow-Source Configured _interface _ip>

(8500-12X4QC#ping I EMNEENS source SEEEEENEE—D

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to GEingSal® 6 timeout is 2 seconds:
Packet sent with a source address of RGNS

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
cgs5e0-12x40c#]

« FNNAAU0OY U HCatalyst CenterE BHIL TWA & &#HBRBLET,
« F)\A AN Catalyst Centerl_NetFlowTF— X ZEFEL TWB A ESH EZERELE T,

show flow exporter <exporter_name>® #5115k



CB50@-12X40C#sh flow exporter tesseract-1 statistics
Flow Exporter tesseract-1:
Packet send statistics (last cleared @0:39:59 ago):
Successfully sent: 3136 (4199784 bytes)

Client send statistics:
Client: Option options interface-table

Records added: 136
— sent: 136
Bytes added: 14416
- sent: 14416
Client: Option options vrf-id-name-table
Records added: 16
- sent: 16
Bytes added: 784
- sent: 784

Client: Option options sampler-—table

Records added: 5]
Bytes added: (5]
Client: Option options application-name
Records added: 12008
- sent: 12008
Bytes added: 996664
- sent: 99a664
Client: Option options application—attributes
Records added: 11768
- sent: 11768
Bytes added: 3836144
- sent: 336144

Client: Flow Monitor tesseract-app_assurance_dns_ipv4d

Records added: 3
- sent: 3
Bytes added: 248
- sent: 248
Client: Flow Monitor tesseract-app_assurance_dns_ipvG
Records added: a
Bytes added: 8

CB50@-12X40C#sh flow exporter tesseract-1 statistics
Flow Exporter tesseract-1:
Packet send statistics (last cleared ©88:48:81 ago):
Successfully sent: 3526 (4723324 bytes)

Client send statistics:
Client: Option options interface-table

Records added: 153
- sent: 153
Bytes added: 16218
- sent: 16218
Client: Option options vrf-id-name-table
Records added: 18
— sent: 18
Bytes added: 882

- sent: 882



$ sudo tcpdump -i any -n "host <Netflow-Source_configure_interface IP> and udp port 6007"
« collector-netflowty —EAANRNZ 71V 0 ZZFANTVWR L Z2HBRALET,

$ magctl service attach collector-netflow

# tcpdump -n udp port 60073 & U'src <Netflow-Source_configured_interface IP>

« AL VAN TF—RZBLTVD ZE2HELET,

22 General / Assurance - Netflow Overview = sl B @ O LastSmindes

~ Summar ¥
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« SD-FLOW Metrics
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s WATSAHNEETHD L Z2BELET,
GUI > Menu > System > Data Platform > Pipelines® JEIZBE L £
« F—Z N ElasticsearchiCEERAENTVBD EZRIALET,

BEDIVAR—ROFZEDI0ENOL A— RZIPTHEFELET (AN RTIVAR—XDIPE
BEMAET ),

curl ‘elasticsearch.ndp:9200/*flowmetrics*/_search?q=\~label:nfMetricAggregation_5_min+AND+exporterlpAddres:
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