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CORFIXVNTR, ROFJEZFEALET,

. 2611 )L—24&
. Cisco DSL 827 JL—%&
. Cisco 6400 JL—2&

2611 IL—%&

host nane pooh

i p host rund 172.17.247.195
!

i p subnet-zero

no i p domai n-1ookup
!

vpdn enabl e

no vpdn | oggi ng

!

vpdn-group 1
request-dialin

prot ocol pppoe

interface Ethernet0/0

i p address 10.200.56.22 255.255.255.0
ip nat inside

no i p nroute-cache

interface Ethernet0O/1

no i p address

pppoe enabl e

pppoe-client dial -pool - nunber 1

|

interface Dialerl

i p address negoti at ed

i p nat outside

ip mu 1492

encapsul ati on ppp

no i p nroute-cache

dialer pool 1

dialer-group 1

ppp aut hentication pap

ppp pap sent-usernanme ci sco password ciscol
|

i p classless

no ip http server

|

dialer-list 1 protocol ip permt

ip nat inside source list 1 interface Dialerl overload
iproute 0.0.0.0 0.0.0.0 dialer1
access-list 1 permt 10.200.56.0 0.0.0.255
|

line con O




exec-tinmeout 0 O
transport input none
line vty 0 4

| ogi n

password ww

|
end

Cisco DSL 827 Jl—#&

Bui | di ng configuration..
Current configuration : 821 bytes
!
version 12.2
no service pad
service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
!
host nane Chansey
!
!
i p subnet-zero
no i p domai n-1ookup
!
!
!
interface EthernetO
no i p address
bridge-group 1
!
interface ATM
no i p address
no atmil m -keepalive
bundl e- enabl e
bridge-group 1
dsl operating-nmode auto
!
interface ATMD. 1 point-to-point
pvc 53/53
I--- vpi/vci given by the ISP
!
!
ip classless
ip http server
!
bridge 1 protocol ieee
!
line con O
exec-timeout 0 O
stopbits 1
line vty 0 4
exec-timeout 0 O
password ww
login | oca
!
schedul er nax-task-time 5000
end

Cisco 6400 JL—2%

Current configuration : 3231 bytes
!




version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptinme
service tinmestanps | og uptine

no service password-encryption

|

host nane al yssa_nrpl

|

logging rate-linmt console 10 except errors
aaa new node

aaa aut hentication ppp default |oca
enabl e password ww

|

usernane cisco password ciscol
redundancy

mai n- cpu

aut o- sync standard

no secondary consol e enabl e

i p subnet-zero

ip cef

vpdn enabl e

no vpdn | oggi ng

|

vpdn- group cisco

accept-dialin

prot ocol pppoe

virtual -tenplate 2

i nterface Loopback5

i p address 212.93.195. 100 255. 255. 255.0
!

!

interface ATM)/ 0/0

no i p address

no i p nroute-cache

| oad-interval 30

atmpvc 16 0 16 ilm

no atmilm-keepalive

pvc 10/ 100

!

hol d- queue 1000 in

!

interface ATMD/ 0/ 0. 60 mul tipoint

pvc 6/ 60

encapsul ati on aal 5snap

prot ocol pppoe

!
!
interface Ethernet0/0/1
no i p address

!
interface Ethernet0/0/0

i p address 10.200.56.8 255.255.255.0
!
interface FastEthernet0/0/0
no i p address

full -dupl ex
!




|
interface Virtual - Tenpl at e2

i p unnunbered Loopback5

ip mu 1492

no i p route-cache cef

peer default ip address pool nrpl
ppp authentication pap

|
ip local pool nrpl 212.93.198.1
ip classless

|
!
line con O
exec-timeout 0 O
password ww
transport input none
line aux 0

line vty 0 4
exec-timeout 0 O
password ww

|
1
end

j 2

cOEV>a>TR, RENELKEELTWR L Z2HRIDLHOICHEATEDFEWMERMEL
TVEY,

B ED show IV Rk, Output Interpreter Tool ( BEI—HER ) L& > THR—KrEhTV
£, COVY—IIZEFERATDE, show AN REID ST ERRTEET,

- show vpdn session all —VPDN =Y 2 38 ERTRLET, cOBHREA>X—TI(A
 ROFRIL, A—H—FR, NTYDN, AT—BZABRTTV 12 RURFEBFfr€EhTVLE
E

- show interface ethernet 0/1 —)L—Z DA —H XY N A1 2 X—T I A AL DV TOEHRZERT
LET,

. show interfaces dialer 1 —)L— X DX A Y Z IOV TOREHRERRLET,

. show ip local pool nrpp1 — IP O—AJ 7=)LIC2VWTOEHRZERRLE T,
. showiproute —)L—Z®O IP)L—KIZOVTOREHRERTLE T,

Zhld Cisco 2611 ® show vpdn session all AN¥ > RH AT,

pooh#show vpdn session al

9%No active L2TP tunnels

9%No active L2F tunnels

%No active PPTP tunnels

PPPoE Session Information Total tunnels 1 sessions 1

session id: 1

1--- Local MAC address. |ocal MAC address: 0030.9424.af21, renpte MAC address: 0050. 736f. 4c37
virtual access interface: Vil, outgoing interface: Et0/1 599 packets sent, 599 received 9202

bytes sent, 8154 received !--- Verify that the outgoing interface for the PPPOE session !--- is
Et hernet0/1 and the |l ocal MAC address that displays is the !--- MAC address of Ethernet0/1l. The
renmote MAC address that displays !--- is the MAC address of the Aggregator device (6400). !---

You can see it on the 6400 as the | ocal MAC address in the !--- show vpdn session on the 6400.
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Z & Cisco 2611 @ show interface ethernet 0/1 X R HAHT9,

pooh#show i nterface ethernet 0/1

Ethernet0/1 is up, line protocol is up

Hardware is AnmdP2, address is 0030.9424.af21 (bia 0030.9424. af 21
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set

Keepal i ve set (10 sec)

ARP type: ARPA, ARP Tineout 04:00:00

Last input 00:00: 40, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo

Qut put queue 0/40, 0 drops; input queue 0/75, 0 drops
5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

739 packets input, 64127 bytes, 0 no buffer

Recei ved 57 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frane, 0 overrun, 0 ignored

0 input packets with dribble condition detected

1153 packets output, 89766 bytes, 0 underruns(1/0/0)

0 output errors, 1 collisions, 1 interface resets

0 babbles, 0 late collision, 2 deferred

O lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

Z Nl Cisco 2611 @ show interfaces dialer 1 AY > REH T,

pooh#show i nterfaces dialer 1

Dialerl is up, line protocol is up (spoofing)

Har dware i s Unknown

Internet address is 212.93.198.1/32

MIU 1500 bytes, BW56 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

DTR is pul sed for 1 seconds on reset

Interface is bound to Vil

Last input never, output never, output hang never
Last clearing of "show interface" counters 01:38:43

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops:

Queuei ng strategy: weighted fair

Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/0/16 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max al |l ocat ed)
Avai | abl e Bandwi dth 42 kil obits/sec

5 mnute input rate O bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

403 packets input, 6082 bytes

403 packets output, 6978 bytes

Bound to:

Virtual - Accessl is up, line protocol is up

Hardware is Virtual Access interface

MIU 1500 bytes, BW 100000 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set

Keepal i ve set (10 sec)

Interface is bound to Dil (Encapsul ati on PPP)

LCP Open

Li sten: CDPCP

Qpen: | PCP

Last input 00:00: 09, output never, output hang never

0



Last clearing of "show interface" counters 00: 35:16
Queueing strategy: fifo

Qut put queue 0/40, 0 drops; input queue 0/75, 0 drops
5 mnute input rate 0 bits/sec, 0 packets/sec

5 mnute output rate 0 bits/sec, 0 packets/sec

430 packets input, 6453 bytes, 0 no buffer

Recei ved 0 broadcasts, 0 runts, O giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, 0O abort
430 packets output, 7400 bytes, 0 underruns

0 output errors, O collisions, O interface resets

0 output buffer failures, O output buffers swapped out
O carrier transitions

— NE Cisco 6400 @ show vpdn session all AN RHE LTI,

al yssa_nrpl#show vpdn session al

9%No active L2TP tunnels

9%No active L2F tunnels

%No active PPTP tunnels

PPPoE Session Information Total tunnels 1 sessions 1

session id: 1

| ocal MAC address: 0050.736f.4c37, renpte MAC address: 0030.9424. af 21
virtual access interface: Vi3, outgoing interface: ATO/0/0, vc: 6/60
495 packets sent, 494 received

7369 bytes sent, 7346 received

Zhi Cisco 6400 ® show ip local pool nrpp1 A > RHEHT T,

al yssa_nrpl#show i p | ocal pool nrpl

Pool Begi n End Free |In use
nrpl 212.93.198.1 212.93.198.1 0 1
Avai | abl e addr esses:

None

I nuse addresses:

212.93.198.1 Vi 3 nrpl

Zhld Cisco 6400 M showip route ¥ REHTT,

al yssa_nrpl#show i p route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP

D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - ISI1S L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS I1Sinter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downl oaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

212.93.198.0/32 is subnetted, 1 subnets

C 212.93.198.1 is directly connected, Virtual-Access3

l--- You have to see the installed route for the renote PPPOE session. C 212.93.195.0/24 is
directly connected, Loopback5 10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmasks C
10.200.56.0/24 is directly connected, Ethernet0/0/0

ST aA-F142T

TR REORS TS 1—FT 4 TICRIDBHRICOVTHALE T,

RSTLNS1—F4>2F0EHOIAIV KR




HED show IY > Rid, Output Interpreter Tool ( BT I—HER ) IC&K2>THR—FEhTL
T, COV—IILZ2FEATRHE, show AN RE IO DM ERRTEET,

H:debug AN RZFEATHHEIC. Tdebug AN ROBERER. 2SBL T LEEV,

. show debugging —/L—2 O F/\ v JEHEXRRLET,
Z 1k Cisco 2611 @ show debugging AN RH AT,

pooh#show debuggi ng

PPP:

PPP protocol negotiation debugging is on

VPN:

PPPoE protocol events debugging is on

PPPoE control packets debugging is on

01:54:21: Sending PADI: Interface = Ethernet0/1

01: 54: 21: pppoe_send_padi

FF FF FF FF FF FF 00 30 94 24 AF 21 88 63 11 09

00 00 00 0C 01 01 00 00 01 03 00 04 82 2E 39 FO

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..

01:54:21: PPPoE 0: | PADO L:0030.9424. af 21 R 0050. 736f. 4c37 Et0/1
00 30 94 24 AF 21 00 50 73 6F 4C 37 88 63 11 07

00 00 00 2F 01 01 00 00 01 03 00 04 82 2E 39 FO

01 02 00 0B 61 6C 79 73 73 61 5F 6E 72 70 31 ..

01:54:23: PPPCE: we've got our pado and the pado timer went off
01: 54:23: OUT PADR from PPPoE tunne

00 50 73 6F 4C 37 00 30 94 24 AF 21 88 63 11 19

00 00 00 2F 01 01 00 00 01 03 00 04 82 2E 39 FO

01 02 00 0B 61 6C 79 73 73 61 5F 6E 72 70 31 ..

01:54:23: PPPoE 1: | PADS L:0030.9424. af 21 R 0050. 736f. 4c37 Et0/1
00 30 94 24 AF 21 00 50 73 6F 4C 37 88 63 11 65

00 01 00 2F 01 01 00 00 01 03 00 04 82 2E 39 FO

01 02 00 0B 61 6C 79 73 73 61 5F 6E 72 70 31 ..

01: 54: 23: I N PADS from PPPoE tunnel

01:54:23: Vil Debug: Condition 1, interface Dl triggered, count 1
01:54:23: 9% ALER-6-BIND: Interface Vil bound to profile D1

01: 54: 23: PPPoE: Virtual Access interface obtained.

01:54:23: 9% . NK-3-UPDOM: Interface Virtual -Accessl, changed state to up
01:54:23: Vil PPP. Treating connection as a call out

01:54:23: Vil PPP: Phase is ESTABLI SH NG Active Open [0 sess, 0 | oad]
01:54:23: Vil PPP: No renote authentication for call-out
01:54:23: Vil LCP: O CONFREQ [Closed] id 1 len 10

01:54:23: Vil LCP: Magi cNunber O0x30FCDE42 (0x050630FCDE42)
01:54:23: Vil LCP: | CONFACK [REQsent] id 1 len 10

01:54:23: Vil LCP: Magi cNunber O0x30FCDE42 (0x050630FCDE42)
01:54:25: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 18

01:54:25: Vil LCP: MRU 1492 (0x010405D4)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)

01:54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)
01:54:25: Vil LCP: O CONFNAK [ACKrcvd] id 2 len 8

01:54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: TlIMeout: State ACKrcvd

01:54:25: Vil LCP: O CONFREQ [ACKrcvd] id 2 len 10

01:54:25: Vil LCP: Magi cNunber O0x30FCDE42 (0x050630FCDE42)
01:54:25: Vil LCP: | CONFREQ [REQsent] id 3 len 18

01:54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)

01:54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)
01:54:25: Vil LCP: O CONFACK [REQsent] id 3 len 18

01:54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)
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01:54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)

01:54:25: Vil LCP: | CONFACK [ACKsent] id 2 len 10

01:54:25: Vil LCP: Magi cNunber Ox30FCDE42 (0x050630FCDE42)

01:54:25: Vil LCP: State is Open

01:54:25: Vil PPP: Phase is AUTHENTI CATI NG, by the peer [0 sess, 0 | oad]
01:54:25: Vil PAP. O AUTHREQ id 4 len 18 from "ci sco"

01:54:25: Vil PAP: | AUTHACK id 4 len 5

01:54:25: Vil PPP: Phase is UP [0 sess, 0 |oad]

01:54:25: Vil IPCP: O CONFREQ [Closed] id 1 len 10

01:54:25: Vil | PCP: Address 0.0.0.0 (0x030600000000)

01:54:25: Vil CDPCP: O CONFREQ [Closed] id 1 len 4

01:54:25: Vil IPCP: | CONFREQ [ REQsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.195.100 (0x0306D45DC364)

01:54:25: Vil IPCP: O CONFACK [ REQsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.195.100 (0x0306D45DC364)

01:54:25: Vil IPCP: | CONFNAK [ACKsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)

01:54:25: Vil IPCP: O CONFREQ [ ACKsent] id 2 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)

01:54:25: Vil LCP: | PROTREJ [Open] id 4 len 10 protocol CDPCP
(0x820701010004)

01:54:25: Vil CDPCP: State is O osed

01:54:25: Vil IPCP: | CONFACK [ACKsent] id 2 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)

01:54:25: Vil IPCP: State is Open

01:54:25: Di1l IPCP: Install negotiated IP interface address 212.93.198.1
01:54:25: Dil IPCP: Install route to 212.93.195.100

01:54:26: 9% NEPROTO 5- UPDOMAN: Li ne protocol on Interface Virtual - Accessl,

changed state to up

Z 1k Cisco 6400 @ show debugging N> RH AT,

pooh#show debuggi ng
PPP:

PPP protoco
VPN:
PPPoE
PPPoE
01: 54:
01: 54:

negoti ati on debugging is on

protoco
control

21:
21:

events debugging is on

packets debugging is on
Sending PADI: Interface =
pppoe_send_padi

Et hernet 0/ 1

FF
00
00

01:

00
00
01

01:
01:

00
00
01

01:

00
00
01

01:
01:
01:
01:
01:
01:
01:

FF
00
00

54.

30
00
02

54.
54.

50
00
02

54.

30
01
02

54.
54.
54.
54.
54.
54.
54.

FF
00
00

21:

94
00
00

23:
23:

73
00
00

23:

94
00
00

23:
23:
23:
23:
23:
23:
23:

FF FF FF 00 30 94 24 AF 21 88 63 11
0C 01 01 00 00 01 03 00 04 82 2E 39
00 00 00 00 00 00 0O 00 00 00 00 00
PPPoE 0O: |
24 AF 21 00 50 73 6F 4C 37 88 63 11
2F 01 01 00 00 01 03 00 04 82 2E 39
0B 61 6C 79 73 73 61 5F 6E 72 70 31
PPPCE: we've got our pado and the
QUT PADR from PPPOE tunne
6F 4C 37 00 30 94 24 AF 21 88 63 11
2F 01 01 00 00 01 03 00 04 82 2E 39
0B 61 6C 79 73 73 61 5F 6E 72 70 31
PPPoOE 1: |
24 AF 21 00
2F 01 01 0O
0B 61 6C 79
I N PADS from PPPoOE tunnel
Vi1 Debug: Condition 1,
90l ALER- 6- Bl ND:
PPPoE: Virtua
%1 NK- 3- UPDON

50 73 6F 4C 37 88 63 11
00 01 03 00 04 82 2E 39

PADO L: 0030. 9424. af 21 R

PADS L: 0030. 9424. af 21 R

interface Dil triggered
Interface Vil bound to profile D1
Access interface obtained.
Interface Virtual - Accessl

09
FO

0050. 736f. 4c37 Et0/1
07
FO

pado tiner went off

19
FO

0050. 736f. 4c37 Et0/1
65
FO

73 73 61 5F 6E 72 70 31 ...

count 1

changed state to up

Vil PPP: Treating connection as a call out

Vi1l PPP: Phase is ESTABLI SHI NG, Active Open [0 sess,

0 I oad]



01:54:23: Vil PPP: No renote authentication for call-out
01:54:23: Vil LCP: O CONFREQ [Closed] id 1 len 10

01:54:23: Vil LCP: Magi cNunber Ox30FCDE42 (0x050630FCDE42)
01:54:23: Vil LCP: | CONFACK [REQsent] id 1 len 10

01:54:23: Vil LCP: Magi cNunber Ox30FCDE42 (0x050630FCDE42)
01:54:25: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 18

01:54:25: Vil LCP: MRU 1492 (0x010405D4)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)

01:54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)
01:54:25: Vil LCP: O CONFNAK [ACKrcvd] id 2 len 8

01:54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: TlIMeout: State ACKrcvd

01:54:25: Vil LCP: O CONFREQ [ACKrcvd] id 2 len 10

01:54:25: Vil LCP: Magi cNunber Ox30FCDE42 (0x050630FCDE42)
01:54:25: Vil LCP: | CONFREQ [REQsent] id 3 len 18

01:54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)

01: 54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)
01:54:25: Vil LCP: O CONFACK [REQsent] id 3 len 18

01: 54:25: Vil LCP: MRU 1500 (0x010405DC)

01:54:25: Vil LCP: Aut hProt o PAP (0x0304C023)

01: 54:25: Vil LCP: Magi cNunber 0x5C799D85 (0x05065C799D85)
01:54:25: Vil LCP: | CONFACK [ACKsent] id 2 len 10

01: 54:25: Vil LCP: Magi cNunber Ox30FCDE42 (0x050630FCDE42)
01:54:25: Vil LCP: State is Open

01:54:25: Vil PPP: Phase is AUTHENTI CATI NG, by the peer [0 sess, 0 | oad]
01:54:25: Vil PAP. O AUTHREQ id 4 len 18 from "ci sco"
01:54:25: Vil PAP: | AUTHACK id 4 len 5

01:54:25: Vil PPP: Phase is UP [0 sess, 0 |oad]

01:54:25: Vil IPCP: O CONFREQ [Closed] id 1 len 10

01:54:25: Vil | PCP: Address 0.0.0.0 (0x030600000000)
01:54:25: Vil CDPCP: O CONFREQ [Closed] id 1 len 4

01:54:25: Vil IPCP: | CONFREQ [ REQsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.195.100 (0x0306D45DC364)
01:54:25: Vil IPCP: O CONFACK [ REQsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.195.100 (0x0306D45DC364)
01:54:25: Vil IPCP: | CONFNAK [ACKsent] id 1 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)
01:54:25: Vil IPCP: O CONFREQ [ ACKsent] id 2 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)
01:54:25: Vil LCP: | PROTREJ [Open] id 4 len 10 protocol CDPCP
(0x820701010004)

01:54:25: Vil CDPCP: State is C osed

01:54:25: Vil IPCP: | CONFACK [ACKsent] id 2 len 10

01:54:25: Vil | PCP: Address 212.93.198.1 (0x0306D45DC601)

01:54:25: Vil IPCP: State is Open

01:54:25: Di1l IPCP: Install negotiated IP interface address 212.93.198.1
01:54:25: Dil1 IPCP: Install route to 212.93.195.100

01:54:26: 9% NEPROTO 5- UPDOMAN:  Li ne protocol on Interface Virtual - Accessl,
changed state to up
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