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Cat-3560

Swi t ch#configure terminal

Swi t ch(confi g) #hostname Cat-3560

!--- Sets the hostname for the switch. Cat -

3560( confi g) #vlian 2

Cat - 3560( confi g- vl an) #name SERVER

Cat - 3560( confi g-vl an) #vlan 3

Cat - 3560( confi g- vl an) #name VOICE

Cat - 3560( confi g-vl an) #vlan 4

Cat - 3560( confi g- vl an) #name MARKETING

Cat - 3560( confi g-vl an) #vlian 5

Cat - 3560( confi g- vl an) #name SALES

Cat - 3560( confi g-vl an) #vlian 6

Cat - 3560( confi g- vl an) #name GUEST_and_AUTHFAIL

! -—— VLAN should already exist in the switch for a
successful authentication. Cat-3560(confi g-vlan)#exit
Cat - 3560( confi g) #interface vlan 2
Cat-3560(config-if)#ip address 172.16.2.1 255.255.255.0
Cat - 3560(config-if)#no shut

!-——- This is the gateway address for the RADIUS Server.
Cat-3560(config-if)#interface vlan 3
Cat-3560(config-if)#ip address 172.16.3.1 255.255.255.0
Cat - 3560(config-if)#no shut

!--—- This is the gateway address for IP Phone clients in
VLAN 3. Cat-3560(config-if)#interface vlan 4
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Cat - 3560(config-if)#ip address 172.16.4.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for PC clients in VLAN
4. Cat-3560(config-if)#interface vlan 5

Cat - 3560(config-if)#ip address 172.16.5.1 255.255.255.0
Cat - 3560( confi g-if)#no shut

!--- This is the gateway address for PC clients in VLAN
5. Cat-3560(config-if)#exit

Cat - 3560( confi g) #ip routing

!--- Enables IP routing for interVLAN routing. Cat-
3560( confi g) #interface range fastEthernet 0/1 - 4

Cat - 3560( confi g-i f-range) #shut

Cat - 3560( confi g-i f-range) #exit

Cat - 3560( conf i g) #interface fastEthernet 0/24

Cat - 3560( confi g-i f) #switchport mode access

Cat - 3560( confi g-i f) #switchport access vlan 2

!--- This is a dedicated VLAN for the RADIUS server.
Cat - 3560( confi g-i f) #spanning-tree portfast

Cat - 3560( config-if)#exit

Cat - 3560( conf i g) #interface range fastEthermet 0/1 ,
fastEthernet 0/4

Cat - 3560( confi g-i f-range) #switchport mode access

Cat - 3560( confi g-i f-range) #switchport voice vlan 3

!--- You must configure the voice VLAN for the IP phone

when the !--- host mode is set to multidomain. !---
Note: |If you use a dynamic VLAN in order to assign a
voi ce VLAN !--- on an MDA-enabl ed switch port, the voice

device fails authorization.

Cat - 3560( confi g-i f-range) #dotlx port-control auto

!--- Enables IEEE 802.1x authentication on the port.

Cat - 3560( confi g-i f-range) #dot1lx host-mode multi-domain
!-—- Allow both a host and a voice device to be !---
authenticated on an IEEE 802.1lx-authorized port. Cat-
3560( config-if-range)#dotlx guest-vlan 6

Cat - 3560( confi g-i f-range) #dotlx auth-fail vlan 6

!--- The guest VLAN and restricted VLAN features only
apply to the data devices !--- on an MDA enabled port.
Cat - 3560( confi g-i f-range) #dotlx reauthentication

!--- Enables periodic re-authentication of the client.
Cat - 3560( confi g-i f-range) #dotlx timeout reauth-period 60
!I--- Set the number of seconds between re-authentication
attempts. Cat-3560(config-if-range)#dotlx auth-fail max-
attempts 2

!--- Specifies the number of authentication attempts to
allow !--- before a port moves to the restricted VLAN.
Cat - 3560( confi g-i f-range) #exit

Cat - 3560( conf i g) #interface range fastEthernet 0/2 - 3
Cat - 3560( confi g-i f-range) #switchport mode access

Cat - 3560( confi g-i f-range) #dotlx port-control auto

!--—- By default a 802.1x authorized port allows only a
single client. Cat-3560(config-if-range)#dotlx guest-
vlan 6

Cat - 3560( confi g-i f-range) #dotlx auth-fail vlan 6

Cat - 3560( confi g-i f-range) #dotlx reauthentication

Cat - 3560( confi g-i f-range) #dotlx timeout reauth-period 60
Cat - 3560( confi g-i f-range) #dotlx auth-fail max-attempts 2
Cat - 3560( confi g-i f-range) #spanning-tree portfast

Cat - 3560( conf i g) #ip dhcp pool IP-Phones

Cat - 3560( dhcp- confi g) #network 172.16.3.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.3.1

Cat - 3560( dhcp- confi g) #option 150 ip 172.16.2.201

!--- This pool assigns ip address for IP Phones. !---
Option 150 is for the TFTP server. Cat-3560(dhcp-




confi g)#ip dhcp pool Marketing

Cat - 3560( dhcp-confi g) #network 172.16.4.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.4.1

!--- This pool assigns 1ip address for PC clients in
Marketing Dept. Cat-3560(dhcp-config)#ip dhcp pool Sales
Cat - 3560( dhcp-confi g) #network 172.16.5.0 255.255.255.0
Cat - 3560( dhcp- confi g) #default-router 172.16.5.1

!--— This pool assigns 1ip address for PC clients in
Sales Dept. Cat-3560(dhcp-config)#exit

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.3.1

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.4.1

Cat - 3560( confi g) #ip dhcp excluded-address 172.16.5.1

Cat - 3560( conf i g) #aaa new-model

Cat - 3560( confi g) #aaa authentication dotlx default group
radius

!-—- Method list should be default. Otherwise dotlx does
not work. Cat-3560(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Cat-3560(config)#radius-server host
172.16.2.201 key CisCol23

! -—-- The key must match the key used on the RADIUS
server. Cat-3560(config)#dotlx system-auth-control

!--- Globally enables 802.1x. Cat-3560(config)#interface
range fastEthernet 0/1 - 4

Cat - 3560( config-if-range)#no shut

Cat - 3560( config-if-range)#+z

Cat - 3560#show vlan

VLAN Nane St at us Ports
1 default active Fa0/1,
Fa0/2, Fa0/3, Fa0/4

Fao0/ 5,
Fa0O/ 6, FaO/7, FaO/8

Fa0/ 9,
Fa0/ 10, Fa0O/11, Fa0/12

Fa0/ 13,
Fa0/ 14, Fa0/15, Fa0/16

Fa0/ 17,
Fa0/ 18, Fa0/19, Fa0/20

Fa0/ 21,
Fa0/ 22, Fa0/23, GO0/1

G0/2
2 SERVER active Fa0/24
3 VOICE active Fa0/1,
Fa0/4
4 MARKETI NG active
5 SALES active
6 GUEST_and_AUTHFAI L active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddi net-default act/unsup
1005 trnet-defaul t act/unsup
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ﬁ Gonfigation IETF RADIUS Attributes 7|
%‘I et i M [084] Tunnel-Type
| Interfacs Tag |1 "I Valua | VLAN =
Hl Gond bguration i _
Iw [OBE] Tunnel-tedium-Typs
%l Sdmvintet adion
Control Tao |‘_ -rl Valua |B|:|E ;l
jl Extornal User [ [081) Tunnel-Private-Group-10
55—5 Databacies
e Foztore Tagll 7l value [MeRKETING
| 410 ation

‘:ﬁlﬂehﬂurk B l:tnl
Frofiles
L4 | Reparts and
@ Aelintify
@ | Ondine
D umestation ? Black ta Help

| Submit | Submit + Restart Cancel

¥: Zhso
IETF BMEOFMICDOVWTIE, TRFC 2868:IETFEMDFFMIC DWTIE, TRADIUS
Attributes for Tunnel Protocol Support 4 ZZBL T<EE VW, F : ACSH—/NDOWHRET
(&, IETF RADIUSEMA 1—9RETCKRRENBEVEENf&VET, I—FREOCEET
IETF 7 NUEI1I—RNZBEMICTSICIE. Interface configuration > RADIUS (IETF) O JEIC &
DYy OL&ET, RIC. [Userand Group] I TEM 64, 65, RV 81 ICF IV I ZFTE
T, X IETFEM81ZERBET. R—KAFTIVERAE—RORAMYFR—NTHBIEE,
DZAT7 2 NER—BNOT I EAVLANIZEI) HTE5NET, XA FZIY T VLANEWEHT
NDEHIZTRIELI—F 81 ZRELTVBRFET, R—MT7IOELAE—RORAMYF R
—NTHBBE. A4 Y F T aaa authorization network default group radius 1< > R %& 317
FTRIMENHYET, COINVRIZK2T, R— KN RADIUS H—/\Hh SRt hD
VLAN ICBIY) HTonE T, ThUADEFEE, 802.1xlk I—H ORI RICKR—K%Z
AUTHORI ZEDIREEICBITLE T, L. R—RNER—MOF7 7 )L NVLANRIZH V), #EfHEDS
KBTHAEMN HYET, X : ROFIEE. IPPhones IL—TICOXKBEHTEEXT,
BETFNAARRATEDEHIC, Cisco AVART7 PRUE1I—RNERXETSKSIZ RADIUS
H—NEZBELET, ChZefThbiVWe, RAMYFTREEFETNAANT—2 FINA A&
TRBENE T, CiscoAVRT P RhUE1—NDE%R device-traffic-class=voice \Z5&E
L. Submit+ Restart 22y JL%E7T,
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Cisco SsTems Group Setup

NI AccEss Restrictions -

| Uger
Sekup
IP Assignment '%
. | Eroup
Sefup

L Wo IF address assignment

& [Brgats | | ©  ssigned by Giop ciont
i =i fi I li [y
Nelwrc Assigned fram ass Client pool
ﬁ Canfiguraticn l1P-Phones

1
v | Configuration

Irit et f 2t
Canfiguration

%l fdministrafion
Canteal

7 | Esternal Uger device-tratffic-clags=volcoe =
5H Dalﬁusrs _[

E Fozhars
SEiE| walidation

= Mo fLoces —[
Finfilas

[T [o0%4101] cisco-h323-cradit-amount
,:; | Reportsand |
Aakiwity

1 Online ™ [oos4102] cisco-h323-cradit-time
[ocurnentation |

[T [00%%103] cisco-h323-raturn-code

| Submit Submit + Restart Cancel

Cisco IDS/PI¥ 6.4 RADIUS Attributes @

¥ [D094001] cisco-av-pair

1 —YEE
A—YZEMLTRETSICE. ROFIEEZRITLET,

1. 1—H%EBML TERETSDICIE, UserSetup ZiBIRLFET, 1—HEZ ANL T, Add/Edit



Cisco SvsTems

User Setup

Select

Erow
_@ | Eelu;F-' LISE-l':“mkt-manage" |

% | EL‘;‘L'EE??" Fircdl [ Add/Edit

et wark
Cantigurallon

List users beginning with letter/number:

i AECDEFGHIJELH
= Configuration

o112 54567849
Imtepfaze (| | 000 == === == ===
Configration

> List all users |
% adminkstrafion
| Canfral

i) Extternal User

ﬂ{j Eemove Dynamic sers |
EOUYOLET, e
2. I-¥01—HE. NAT—K, BLEIN—TERELET.




Cisco Svstems User Set up

Edit
@ Uzar
Setup
User: mkt-manager (New User)
Gr
Satup
gy [Barearrans _ ™ Account Disabled
Components
Metwatk
ia Configurelion .
| Syst [ '
@I_%' Canfiguration . User Setup ﬂ
[T_ii-| Inderface Password Authenticztion:
Comfaguration
IILC‘E. [nternal Database j
E‘%l Adreiist ration .
Cortral CiscoSecurs PAP (Also used for CHAR/MS-
T —— CHAPSARAP, if the Separate field is not
- Fina or .
EJL-J Databazes checked.)
- ) RN R S NN R
Paosdure Password |
oo Walidatiom -
Confirm |-1|-1'\-t-1|-t\-1'|
i ﬁ Netmatk B ety Password
Frofiles
_ feian _
| o Tltation [ Separate (CHAP/MS-CHAP/ARAP)
El% Canfral Password |-+~+¢-++-+-u~+~+4t
=
ﬂulx:ﬁigw ':-I:Ir'lﬁr'l'l'l |-+~+-+i+~+-+-l+~++.+i-
Password
om0 Fashy i = i ati
; ,,E T WWhen 3 token server is used for authentication,
supplying a separate CHAP password for a token
-‘-.,ﬁ Hebwork Aeesd card user allows CHAP authentication, This is
LR especially useful when token caching is enabled,
@ Raparts and
wlilidl, Group to which the user is assigned
!ri'_‘l Eﬂiuﬂ_:mmm |I'n'1:=|rkr=|linl._.1 ﬂ
Callback

v Lsa group setking

I Submit || Celate Cancal

.IPPhone &, BEODFNAAIDZ#1—HYRELTHERL, HEWZRREZRIEAO/NAT—
RELTEALET.,. chSDERE., RADIUS H—NET—HBITBDHBEHNHYVET, P18
LT P-2® IPPhone Tk, FNAAID E—HTHI—HYEEZERL., REBZHOLER

REE —HITBD/NAT—REERLET, IPPhone TOF/NA A ID & HEMZEBOFMIC
DVTE., 802 1x R FEHT A6 IP Phone NEBEL U3 A2SRBLTILKESE




Cisco Svsrems User Setup

Edit

User: CP-7961G-SEPOD1A2F80381F|

[ secount Disablad
% Shared Prafis

Companents

Mat winrk
Configurakicn

1 3 2
%Tmm“ User Setup

briterface Pazsword Authentication:
Canfiguration

|m:3 Internal Databasa j

"1%| Bengy Tovien CiscoSecure PAP (Also used for CHAR/MS-
CHARSARAPR, if the Separate field is not
4. | Exkernal Usst checked,
a{j | Dalabazes I :l
pasgwurd [#*wvtﬂlwv#*wvtﬂl
E:d F'n:r_l:um_
— Walid stizn EI:II'Iﬁer'I [#*wvtﬂlwv#*wvtﬂl
a‘ﬁwm""‘m"’l Password
Puolllas [T Separate {CHAP/MS-CHAPSARAR)
%l R?Pm‘"#*ﬂ pas&wuru [#*wvtﬂlwv#*wvtﬂl
Aakiuiby
online |:|:||'|ﬁ|m [#*wvtﬂlwv#*wvtﬂl
@l [meunendation Password
When a token server is used for authentic ation,
supplying a separate CHAP password for 2 token
card user allows CHAP authantication. This i
especially uzeful when token caching is anabled.
Group to which the user is aszigned:
[ Phores j
| Submit Delets Cancel
(A

802.1x BAEZ A TR LEODPCIUTA T MDRE

==

C DEREHIE. Microsoft Windows XP @ Extensible Authentication Protocol ( EAP ) over
LAN (EAPOL ) 95472 NEEDEDTT,

1L.[AZ—=RN]>[A> A= NRIL] > [RY NO—=28KIOEIZSoUY SL, [A—AILIV
FERE 257V oL T [FONT 1] ZBIRLET,
2. General 27 T. Show icon in notification area when connected ([CF T v U Z{F(TE 7,

3. [Authentication] 2 7 T, [Enable IEEE 802.1x authentication for this network] [cF T ¥ U %
FHET,

4. XOBlOKSIC, EAP OFEHEIZ [MD5-Challenge] Zi#IRL £ 9,



L Local Area Connection Properties | 1] x|

Gereral  Authenbcstion IAdm'mcll

Eelect Fhiz ophion To provide suthenticsted nebwork sccess fon
Elhenmet sl

¥ Ensbis [EEE 802 1% aulherfication for this netwerk,

EAP type: |HD5-D1¢IH19¢ ﬂ

Erooeties

r . m - . -
Authenticate 85 oMt compibel Infoimnation &

™| Authenticate as quett when wser of computer infoumation i
unavalabls

1,3 Cancel

RDFIBIZEL>T, 94T DHCP H—NAS IP 7 RLAZEETESDLSICKREL K
EE

1.[AZ—N]>[AY bO—-LNAXIL]> [FY NO—JEG OBV Y L, [A—ALTIY

FERK 2V OLT[Z7ONT 1] ZERLET,
2. [General] 2 7 T. [Internet Protocol (TCP/IP)] 2% ') Y ~ L. [Properties]Z2'JY L ET

3. [Obtain an IP address automatically] Zi&iRL £ 9,



Intermet Probocol (TOPSIP) Properties 2l
General |
'ou can gel IF zethings assigned automabcaly § pour nebaark, zuppoits

thiz ceapabiity. Otherwse, pou reed b ask your netwoilk administistor for
the epprapeiale P s=llirgs

— Uga the following IP address: -
Fledrese |
AT |

" o |

+ Ohtan DNS server address automaticaly
T Usa Ihe fellawing DNS serves addiesses:

Schvanced ., |

K Carce!

802.1x BREIE AT B - D IP Phone DEEE

802.1x FRELZFEH T AL DIZ IPPhone R ET DK, ROFIBEIZRHVET,

1. Settings R X > Z# L T, 802.1X Authentication 52 77 A L. Security Configuration
> 802.1X Authentication > Device Authentication @ JEIZi#IRL £,

2. Device Authentication 7S 3> % Enabled ICEREL £ T,

[Save] V7 hF—ZHLET,

4. 802.1X Authentication > EAP-MD5 > Shared Secret M JEIZ&IRL T, EFFE#EIC/NAD—R%E
HELET,

5 HEMZEEANL T, Save ZHLE T, F : NAD—RIF6 ~ 2XFET, BFFRLRX
?—@1&%@%&&%@&1%&?6%;73‘5")353'0 That key is not active here ;I

: 802AXFREL ZEMNICT B A, EBFEMTIBEHAERFOV Y h2RTTD L. UEIICEREL

EMDSHEMBENBIBRENE T, 3E : TOMDF TS 3> THh B[Device ID] & [Realm]ld &
ETEEXEEA. FINA1AIDE, 802IXxRIAANCI—HRELTFEAETIhET, chilFk. B
AEOBELE —EBOMACT7 RLANMSIKELEEDT, XROEXTERRENET, CP-
<model>-SEP-<MAC>, =& ZI¥. CP-7970G-SEP001759E7492C &7 V) £, FFMIC DL
Tk, T802AX BREEMDEXE S E*ﬁbf(?"‘éb‘

RDFIEZHE> T, IPPhone A" DHCP H—/\AS IP 7 RLAZMBTEDRSICKREL XTI,

w

1. Settings R X > & # L T, Network Configuration 527 2t AL . Network Configuration
ZEBRLET,

2. Network Configuration 77’ 3> 00Oy VZ@BRLET, OV IV EHERTDICEK, “# Z2#H
LET, F: #7300V Is2@BRIzEHIC*#EZ2RLEERIC, 723> %E0
VOFTRLEOICBE " ZHETRBRVTLKEZY, EFMBTRE IO —TANFN*#* LT
BIREn, SEHEIVEY RENFET, A7>a>o0v 0 2FRLERICAT 3> zEO


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041323

VIR, PBLSEELE 10 VEFHLTHS " ZBEHLET,
3. DHCP Enabled #7723 > &TAVO—J) L., Yes V7 hF¥—%Z#H L TDHCP ZBMICL

7,
4.[Save] V7 hF—ZHLZET,

2

CCTR, BRENEEICHBEL TVR A ESHEREFELET,

PCOZATF>b
ELSBENTONBE, PCUTATYRNCRY TTY THRREN, I—HHE/NRDT—K
DANEI—FIBERLET,

1.ROBITRITOTRNEZI)YILET,

.;,.u' Local Area Connection
Ll bheere: ko enber your user name: and passwond for thcr
netvaork,

S PER g B NAT—REANTEDY

12V RINFRRENET, F : MDART/NA AN IEFZ2BEH L ER A, LEL, RER
BREBZICE. MDARIEDR—BNEDT—F FNAALNERICEET/NA AZFEAT

BDLEEHRLET,

Local Area Conmection

Ussrmme:  mbbmensger |

Fazamond aesnsansl |

logondomeirc |
Enamn sl pad 2]

2. I—HBENAT—KREADLET,

3.I5— Xvb—IFRRENBEFIE. ZYRT—9 UY—RIZTFIEALEY., ping %
RITLIEYTBHE, BEOSECEAERILET, X : COIS—HETENEBAR
L A—HBENAT—RAELWC E#BBLTIEEL,



i/ Local Area Connection

x

Windows veas unable to log you on to the network

P 7#>

IP Phone @ 802.1X Authentication Status X —1—% AT 3 &,

x5

1. Settings R X > Z# L T, 802.1X Authentication Real-Time Stats (Z7 2 A L. Security
Configuration > 802.1X Authentication Status D JE(ZEIRL £9,

2. Transaction Status (. Authenticated TH 3L ENf H V) EFT., FMAIC DV TR,
AL TN EA L AT—B A1 Z2ZRLUTLKEETV, X BREEOAT—XAlF. [Settings]

> [Status] > [Status Messages]h STHEIT D EETEFET,

LAY3IRAYTF

NAD—=RED—YENELKANETNTVWRIFERF., AM Y FO 802.1x R— b DIREEZ T

xY,

1. AUTHORIZED 2RI R— NMNREZERL KT,

Cat - 3560#show dotlx all summary

Interface PAE
Fa0/1 AUTH
Fa0/2 AUTH
Fa0/3 AUTH
Fa0/4 AUTH

die

nt St at us

AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED

Cat - 3560#show dotlx interface fastEthernet 0/1 details

Dot 1x Info for FastEthernet0/1

PAE

Por t Cont r ol
Control Direction
HostMode

ReAut henti cati on
Qui et Peri od

Ser ver Ti neout
SuppTi neout

ReAut hPeri od
ReAut hivax

MaxReq

TxPeri od

Rat eLi m t Peri od
Aut h-Fai | - VI an
Aut h- Fai | - Max-attenpts
Guest -Vl an

DN OO W

AUTHENTI CATOR
AUTO

Bot h
MULTI_DOMAIN
Enabl ed

10

30

30

60 (Local ly configured)
2

2

0

Dot 1x Aut henticator Cient List

RALDAT—RAZERTE


//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041440
//www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7961g_7961g-ge_7941g_7941g-ge/5_1/english/administration_sccp/guide/7961net.html#wp1041440

Domain = DATA

Supplicant = 0016.3633.339c
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

Port Status = AUTHORIZED

ReAut hPeri od = 60

ReAut hActi on = Reaut henticate

Ti meToNext Reaut h = 29

Aut henti cati on Met hod = Dot 1x

Aut hori zed By = Aut hentication Server

VI an Policy =4

Domain = VOICE

Supplicant = 0017.59e7.492c
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

Port Status = AUTHORIZED

ReAut hPeri od = 60

ReAut hActi on

Ti meToNext Reaut h

Aut henti cati on Met hod
Aut hori zed By

Cat - 3560#show vlan

VLAN Nane St at us Ports

1 def aul t active Fa0O/5, Fa0O/6, FaO/7, FaO/8
Fa0/ 9, Fa0O/10, FaO/11, Fa0O/12
Fa0O/ 13, FaO/ 14, Fa0O/ 15, Fa0O/16
Fa0O/ 17, FaO/ 18, Fa0/19, Fa0O/20
FaO/ 21, FaO/22, Fa0/23, GO0/1
GO0/2

2 SERVER active Fa0/24

3 VOICE active Fa0/1, Fa0/4

4 MARKETING active Fa0/1, Fa0/2

5 SALES active Fa0/3, Fa0/4

6 GUEST_and_AUTHFAI L active

1002 fddi-default act/unsup

1003 token-ring-defaul t act/unsup

1004 fddi net-defaul t act/unsup

1005 trnet-default act/unsup

-

Output suppressed.

= Reaut henticate

= 15

= Dot 1x
= Aut hentication Server

FORLICEXZh L 12, VLAN AT — R A ZH#FEL X7,

. wunIE(m-ﬁkIle/rc_‘fﬁ DHCP /\’r/T’f /7 AT — QXEEEWUL/i?o

Rout er #show ip dhcp binding

| P address Har dwar e addr ess Lease expiration Type

172.16.3.2 0100. 1759. e749. 2c Aug 24 2007 06:35 AM Aut omati c
172.16.3.3 0100. 1a2f. 8038. 1f Aug 24 2007 06:43 AM Aut omati c
172.16.4.2 0100. 1636. 3333. 9c Aug 24 2007 06: 50 AM Aut onati c
172.16.4.3 0100. 145e. 945f. 99 Aug 24 2007 08:17 AM Aut omati c
172.16.5.2 0100. 166F. 3CA3. 42 Aug 24 2007 08:23 AM Aut omati c
172.16.5.3 0100. 1185. 8D9A. F9 Aug 24 2007 08:51 AM Aut omati c

TIORTYINAR=7TD)RY—=), (BEHEI—YEH) (OIT) E. BE®D show I R

ZHR—KLET, show I ROHNOEMERTIBICE, OT Z2FALET,

7L 1—b

IP Phone BREE®D %k B



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

802.1x FRREIC KM T B /A, IP phone AT —2R AIZ Configuring IP & 7z I& Registering A RRE
nET, COBBORNS TN 1—FT12T%2T351CK. ROFIEZXRTLET,

. IP Phone T 802 Ix " EMTHB & ZHRAELET,
. 808 (RADIUS ) H—NNTABDLEFNAAD A I—HFRE—BLTVWREZBRELET

. IP Phone THARBRABEENTWAHEERRLET,
 HERBRABEENTVZES, BIY—NCERAURERBRBAREEATVD LS
BALET,

MOBERTINAR (A Y FRRIH—/ABE ) #BYCRELTVDCEERRELET

(o]

BYE 15 $§

- |EEE 802.1x R— M AR —A R D ERXTE

- 802 1x R EFHTS %D IP Phone NDERTE

. Cisco Catalyst A4 ¥ F#3E T Windows NT/2000 Server f Cisco Secure ACS ZBA TS
QHAL RSAL>

- RFC 2868:RADIUS Attributes for Tunnel Protocol Support

. CiscolOS V7 b I TP KA EEIT S Catalyst 6500/6000 T®D |IEEE 802.1x BBIE D & EHI

. CatOS Y 7 MO I P K E&EIT S Catalyst 6500/6000 T ? IEEE 802.1x SREE N & EHi

LIANBRECHRTIYR—N =D

AN ALY FOTCBTRHR—N R—=D

cTOZHhIL HR—bE RFI XD - Cisco Systems



//www.cisco.com/en/US/docs/switches/lan/catalyst3560/software/release/12.2_37_se/configuration/guide/sw8021x.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a0080088890.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a0080088890.shtml?referring_site=bodynav
http://www.ietf.org/rfc/rfc2868.txt?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_example09186a00801d11a4.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_example09186a00808066ba.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/tsd_products_support_category_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk389/tsd_technology_support_category_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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