& EiE

s

EAP 7590 X>F57—>3a>mnE

2

BLoic
oL
gL
-4
=N L2 TRENBFAEF I —>
HZVAVBCEO2TIRENDIHFEF T —>
Microsoft Windows A4 74 7 7V AHV b
AnyConnect NAM
Microsoft Windows X4 F 4 7 #7°1) A~ h & AnyConnect NAM

259X F=23>

PETOI7SIXT—23 >

RADIUS TO 7 STXRTF—23>

EAP-TLS TQRI7SIXTF—=23 >

EAP-TLS 75 X b D#EFR

EAP-TLS7 59 X2 5% (T
RADIUS @ Framed-MTU
EAP 7SUXURERELEEED AMH—NEHTUHV NOEE
ISE
Microsoft &Y h I9—%2 RS — H—/Y (NPS )
AnyConnect
Microsoft Windows XA T4 7 47U H K~

BEEHR

FL®IC

CORFIXNTIE, ILRAEERAZ7ONIL (EAP) Y>3 2BBLTNS TN 1—
NTBDFEICOVWTHBALET,

e
CORFIXNODEIZIVE, ROBHZA/N-LTVWET,

o BREE. BFEI. BROTHI T4 (AAA) H—/\H Extensible Authentication Protocol-
Transport Layer Security (EAP-TLS ) v > a> o4 —/N\JIAEZRITHE O EE

« YTUAD KN EAP-TLS Y2 a> 0 U4 T NEAEZRTHEOEE

« Microsoft Windows &4 74 7 #7°1) 1> K & Cisco AnyConnect Network Access
Manager (NAM ) OMAFZFEAL -BEOHEEER Y

« IP, RADIUS, BKRTEAP-TLS TO 75X T7—232EXRY ND—=D TORA FINA



ATETEN3BER7OEA
« RADIUS O 7L —ALfbenEgREEIZY I\ (MTU ) Bt
« AMAAHY—NHFEAP-TLSNNTY NDT7SIX D T—2a 0 &2ERTITHHE0EE

Al RS

=2
ROBEICETDABI B2 ENFERENET,

« EAP 77OKRJJLE EAP-TLS 77O K3
=5 e

 Cisco ldentity Services Engine ( ISE ) D EXE
- Cisco Catalyst A1 ¥ F® CLI i%7E

CORBZEMIZI-OICIE. EAP & EAP-TLS ICEEBEL TV AENHVYET,

B—NICK 2 TRENBFAAEZTF T —

AAA H—/\ ( Access Control Server (ACS ) & ISE ) X EIZ, H—/\ Hello e H—/\iIAE RS
CEAP-TLSNTY NOFI—224kZIRLULET,

438 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done

TN Lo B b LR TETTE o Coo Y Ll e B p i L e e B e e N iy o

= Secure Suckets Layer
b TLSvl Record Layer: Handshake Protocol: Server Hello
= TLSv1 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Yersion: TLS 1.0 (0x0301)
Length: 2239
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2235
Certificates Length: 2232
= Certificates (2232 bytes)
Certificate Length: 1363
¢ Certificate (id-at-commonName=Llise.example.com)
Certificate Length: B63

+ Certificate (id-at-commonName=win2812, dc=example,dc=com)

CN=win2012,dc=example,dc=com ([CEH& U =583/ (CA) & —#(C. ISET7AF> T 1T 13L
BE ( Common Name ( CN ) =lise.example.com ) AIRENET., < DENEIF ACS & ISE O
FTRUTY,



B7)AMNIE2TIRENDEEHEF T —
Microsoft Windows X4 574 7 77U H> K

EAP-TLS AT 2 &S IZREE N = Microsoft Windows 7 A T4 7 47 UAKNE, T
Simple certificate selectiony N BREICERLZL, ITFA TV NIBAEOFI—224KZEFELE
tA.

COBERF., VTAT NEAEN Y —/NIIAEEREEBD CA(BDOFI—2 ) ICLK>2TER
ENEBETERELETD,

ROBlE, ORI —>23Y NTRUEY—/V Hello EEIASICEELTVET,

CDIFUATIE, ISEFREN YT I U ME CN=win2012,dc=example,dc=com Z AL T
CAIZK>TERENET,

= L. Microsoft ANTFICA 2V ARN=)Len i1 —HIERER. B0
CA ( CN=CA,C=PL,S=Cisco CA,L=Cisco CA,0=Cisco CA ) Ik 2 TEBEEENhZET,

T

Certificate @

General | Details | Certification Path

Show: | <All = -
Field Value i
B'l.-'ersiun V3
Bﬂerial number 00 fe9c 3delel 31 cd ds =
BSignamrE algorithm shalRSA
|:|5igna1ure hash algorithm shal bl

CA, PL, Cisco CA, Cisco CA, Ci...
B'l.-'alid from Saturday, September 13, 201...
=] valid to sunday, September 13, 2015 ...
|-_']c:| thisrt Wim7 Bl Ma7r Kralow Ciern -
CN = CA
C=PL
o = Cisco CA
L = Cisco CA

0 = Cisco CA




Z D7z, Microsoft Windows Y 7U A NEITA T MEAEBLETTRELET, THhIZB
#& L = CA ( CN=CA,S=PL,S=Cisco CA, L=Cisco CA, O=Cisco CA ) R fFEehFEt A,

Lengih: 481
Type: TLS EAF (EAP-TLS} (13}
* EAP-TLS Flags: 8xésd
b |2 EAP-TLS Frageents [15%% br'l.r'b-]: U190 1402 ), SHA04{A7T))
= Secure Sackels Layer
= TLS¥ ] Recard Layer: Handshake Protocsl: Multiple Handshake Messages
Comtent Type! Mandshale (37}
Versiom: TLS 1.8 (B6x@®E1)
Lemgth: 1895
= Handshake Profocol: Certificale
Hardshalke Type: Ceriificate (01)
Lemgth: 1110
Certificates Length: 1168
= Cerlificates (1108 byles)
Cortificate Length: 118%

c Corlilicate (Bd-at-¢cancrdiane=iin?, d-at-comiryNase=PL , [d-at-slatedrProy ind elese=maz, id-al- legal ilyNane=Krakow, §d-al -orgen Lral bordase=C ivio)

COEEDES, A A AYH—NNDOSA T NIHEZRIITDEEICHABEN RETHTEENSD
WET, ZOFlE. Microsoft Windows 7 SP1 Professional ICESEL TWE T,

RIRTT %

REBITHEF I — 2 FAACSBLFISEQIAEARNT ( TNTDCAB LT Y TCABRISAT
VREBEE) LAV AR—ILEnET,

SEBAEMREEICAHESEIREE, ACSELI ISE THBICRETEET, EETELEVIIAESICETS
BEAIRREN, ISELSKDKLSICHEENET,

12514 EAP-TLS failed SSL/TLS handshake because of an unknown CA in the client
certificates chain

H7U)A NTOAERIIICHSEABEEECERETERLA, BEE. AAAY—=/HT
Endpoint abondoned EAP session; TXO XS ICIHELE T,

[i] show Live Sessions {55 Add or Remeve Columns = 45 Refresh  §9 Reset Repeat Counts

. : ‘-:iﬂi Det.. g Identity * | lEndpolnt ip ' | Event

2014-09-13 22:29:50... @ a Wwin7 0030851 1:ED: 31 Endpeint abandoned EAP session and started new
2014-09-13 22:29:45... @ a win? 00:50:86:11:E: 31 Endpoint abandoned EAP session and started new
2014-08-13 22:25:40... € a Win? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started naw
2014-09-13 22:29:35... & a Wins O S0eEe 1 LED: 2l Endpoint abandoned EAP session and started new

AnyConnect NAM

AnyConnect NAM IZ[F COHIRNF BV ER A, AU FVAT, V9TA4T 2 NIBEOFI—>
SENREFENRET (ELV CANPRENET ),



.'I'."_'. il I. i ieriificate. '.'.i.I ent Key Exchange, Lert] I.l icale Yer I.! [« Lhange Lipher Sped. bnd ryple ..“__.__'..l_..-. -

T TRFTTL Y Ty TS ONT UF TN T T I [T S T EPR T ]
= Sadiire Sockats L-’l!'l'.ll
* TL%¥1 Record Layer: Mandshake Protocol: Certificate
Content Type: Handshake [22)
Vorsion: TLS 1.0 (DzO®0l)
Lengih: 1978
= Handshake Protocols Certificate
Handshake Type: Certificate (11K
Lengih: 1974
Cortificates Length: 1971
= Cortiflcates (1971 bytes)
Certificate Lemgih: 110%
b Certiflcate [id-at.connondlansshl ind, id-ats countrgblanesil , id-at s taleOo row indcellamesfar  Ld-als Lo dllt'll-l."lu*“. ids af=organ Lzat lonflssesC o)
Certificate Length: 8BGO
Coertificate [id-al-¢onnordlanesCl, id-at-countryltmesPL, Id-at-statedrPoov indelanesd isco CA, id-at-local ityNane=Cisce CA, id-at-orgen et lonianesC isco

Microsoft Windows &4 74 7 ¥ 71U > k& AnyConnect
NAM

WHEOHY—EANFBEBL TWBEEE. AnyConnect NAM A"BEENET,

NAM H—EAXAZZEZTLTVWEWEREESTE. Microsoft Windows APl Z ' L T EAP N7 Y K
ZEIAT D=8, Microsoft Windows XA T4 7 H77UAY NOBBENARETDAREENI BV F
9,

CDESBEEOHZRICRLERT,

RO RZEMEAL T, Microsoft Windows EORNL—AZBRICLET,

C:\netsh ras set tracing * enable

N L —2A& ( c:\\windows\trace\svchost_ RASTLS.LOG ) ICIFIRD XS ICEKRRENE T,

<tfroot>

[2916] 09-14 21:29:11:254: >> Received Request (Code: 1) packet: Id: 55, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[2916] 09-14 21:29:11:254: << Sending Response (Code: 2) packet: Id: 55, Length:
105, Type: 13, TLS blob length: 95. Flags: L

[1804] 09-14 21:29:11:301: >> Received Request (Code: 1) packet: Id: 56, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[1804] 09-14 21:29:11:301: << Sending Response (Code: 2) packet: Id: 56, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:348: >> Received Request (Code: 1) packet: Id: 57, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[1804] 09-14 21:29:11:348: << Sending Response (Code: 2) packet: Id: 57, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: >> Received Request (Code: 1) packet: Id: 58, Length:
344, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: << Sending Response (Code: 2) packet: Id: 58, Length:
1492, Type: 13, TLS blob length: 1819. Flags: LM



[3084] 09-14 21:31:11:203: >> Received Request (Code: 1) packet: Id: 122, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[3084] 09-14 21:31:11:218: << Sending Response (Code: 2) packet: Id: 122, Length:
105, Type: 13, TLS blob length: 95. Flags: L

[3420] 09-14 21:31:11:249: >> Received Request (Code: 1) packet: Id: 123, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[3420] 09-14 21:31:11:249: << Sending Response (Code: 2) packet: Id: 123, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 124, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[3420] 09-14 21:31:11:281: << Sending Response (Code: 2) packet: Id: 124, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 125, Length:
344, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:296: <<

Sendi ng Response (Code: 2)
packet: Id: 125, Length:
1492

, Type: 13,

TLS blob I ength: 1819. Flags: LM

BEOINTY N, Microsoft Windows X474 7 H 7 UHY KA SEEEhEISATUN
BIE ( EAP 4 XA 1492 O EAP-TLS 759 XY M 1) TF. BSAHN S, Wireshark k2D
INTY RHFRRENFBA

ZLT, ZONTY NEEBICEEBEhE LA, REONT Y NE. EAP-TLSZZE TR Y —
NFEFAEDIFEED 7 ZIAX KT,

Z k. Microsoft Windows API & BT 3 AnyConnect NAM B2 1 —)LICK 2 TEF TISHES
hTLVET,

ZM7=&%. AnyConnect Z Microsoft Windows X474 7 47U AV Ne—RICERATRD LR
BEIOHTEEFEHEA,

AnyConnect Y —E A& FEH 3 2H A&k, Microsoft Windows X4 T4 7 H 77U A NTREAEL
. NAM (802 1x H—EANVEREES ) Z—RBICEATEI L ZHEHLET,



759XV F—vay
720X T—=232V3EBOLAVYTRETD ARSI HYNET,

[
+ RADIUS EHERT (AVP)
. EAP-TLS

Cisco IOS® A1 Y FREVAERENZRATVET. EAP EX & EAP-TLS EREMIRTE £,

CHDAAYFIFTLS R ZRILZETHTBHEFETEEE AN, Extensible Authentication
Protocol over LAN ( EAPoL ) £ (& RADIUS TO A7 EJLILEE®D EAP NT Y N DOEK & BEK
BROTZIAT—=2a 02K VET,

EAP 7ORINR7SIX 0 F—2 3> EHR—NLUER A, RFC 3748 (EAP ) ORKE%ERIZ
R~UET,

P720X2 7= 32 BEAPEBRBRTRYR—RENREAY, B2 DEAPEXTREYR—KE
hB3EENHYERT. |

EAP-TLS " ZND & 5%l TF, RFC 5216 ( EAP-TLS) % 2.1.5 3 ( fragmentation ) DIR¥:% X
ICRLULET,

"When an EAP-TLS peer receives an EAP-Request packet with the M bit set, it MUST respond
with an EAP-Response with EAP-Type=EAP-TLS and no data.

This serves as a fragment ACK.The EAP server MUST wait until it receives the EAP-Response
before sending another fragment."

BHEDIE AM F—/NOEBICEEMECETBHATT, B0 EAP 75U XY NERET
BEHICE. TOHCACK EZOABEFBYET. BEOL—ILAYTUDY NCERENE
P

"The EAP peer MUST wait until it receives the EAP-Request before sending another fragment.”
PETOD7ZX>F7—=>3>

720X 7—=>32@, RYRND—=O FIOEATFNAA(NAD) & AAAY—=/N ( RZ VAR
—hMELTHEAE TS IP/UDP/RADIUS ) DEITOHFKLET D AIREMEN B ET,

CDRBIE, NAD (CiscolOS RA Y F ) A, A2 FZ—T I A4 AD MTU &) &R\ EAP R4 O—
RZEE RADIUS ERZEFLELSELIEEEZICERIVET,



RADIUS 1514 Access-Request (1) (id=118, 1=1819) [Unreassembled Packet]

18 18.62.71.148 10.62.97.48 IPwvd 331 Fragmented IP protocol (proto=U0F 17, off=1480, I0=9&657)
11 18.62.97. 48 18.62,71. 148 RADIUS 162 Access-Challenge{11) (id=118, 1=12a)
12 18.62.71.148  10.62.97.406 RADIUS 1514 Access-Request (1) (id=119, 1=1675) [Unreassembled Packet]
13 16.62,.71.148  169.62.97.40 IPv4 237 Fragmented IP protocol (proto=UDP 17, off=1480, ID=9658)
14 18.62.97. 48 18.62.71.148 RADIUS 221 hccess-Challenge (11) (id=119, 1=179)
15 18.62.71.148  18.62.97.48 RADIUS 361 Access-Request (1) (id=128, 1=319)
16 18.62.97. 48 18.62.71. 148 RADIUS 434 hecess-Accept(2) (id=128, 1=392)
|
P Frame 9: 1514 bytes on wire (12112 bits), 1482 bytes captured (11856 bits)
¢ Ethernet IT, Src: Cisco 18:fé:cd (00:23:04:18:f6:c@), Dst: Vmware 9c:3f:ed (80:50:56:9c:3f1ed)
¢ Internet Protocol Yersion &4, Src: 10.62.71.140 (10.62.71.140), Dst: 18.62.97.40 (10.62.97.40)
¢ User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
= Radius Protocol
Code: Access-Request (1)
Packet identifier: Bx76 (118)
Length: 1819

FEAED CiscolOS /N—2 3+ o BABELZRAITVWEVWESD, EAPoL BHTEEET 1
D2EAPNNTY RZBRLT, AAAY—NBTOYEAS > Z—T I 4 AD MTU ICIXED
RADIUS NT Y NICEEDHEISERFRLEE A,

AAAH—NB I BVALER N ZHATVWERT (ROEIZ3AVESR),
RADIUS TO 7 Z X F7—23 >

ChEFEBICIET7SIXFT—2a>TlEHBY) FHA RFC 28651 & i, 1D NDRADIUSE %
ICERR253NA RDF—RERIMNTEERT, TDLH, EAPRAO— R EICEHDEAP-
Message RADIUSEM TEFEENET,

410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

aaaaaaa

T T I T T R Ty

Length: 1132
Authenticator: 31b820ff299ca5af90c659464123F791
[This. i fire 3]
[Time from request: ©.805952000 seconds]

= Attribute Value Pairs

BOAVP: 1=74 t=State(24): 333743504d53657373696T6249443d304130313030304330., ..
¥ AVP: 1=255 t=EAP-Message(79) Segment[1]
» AVP: 1=255 t=EAP-Message(79) Segment[2]
P AVP: 1=255 1{=EAP-Message(79) Segment[3]
t=EAP-Message (79) Last Segment[4]

[Length: 253]
EAP fragment
=~ Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1812
Type: TLS EAP (EAP-TLS) (13)
* EAP-TLS Flags: ©xc@
EAP-TLS Length: 2342
b [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer



Z D& >7x EAP-Message Bk, Wireshark IC& > TBEREh, BREINET ( "HEOE
TXN BEREAPNTY h2EORAO—RZL2BALET ),

EAP N7 Y RA® Length AY A —IE 1,012 IZEL L, ChZELETDLEHIC 4 DO RADIUS
AVP " RLETTY,

EAP-TLS TO 757X T—=232
RAURIU—23y hAS, ROZENFDHYET,

« EAPNNTY REE 1,012 T,
« EAP-TLS k& 2,342 T,

chik, ThHRIDODEAP-TLST7ZIXNTHY), HT7UAMNFEMZEHFLTWVWSD LR
RELET, chilk, EAP-TLST7 ST &2FAXNDEHEIETEEXT,

Length: 1012
Type: TLS EAP (EAP-TLS) (13)

- EAP-TLS Flags. OxcO

1... .... = Length Included: True
.1.. .... = More Fragments: True
..0. .... = Start: False

EAP-TLS Length: 2342

COEBDTIZIXT—23BROESIBHECHREHBICRELET,

c AAAH—NHS, EF1T7 VYTYRNLAY (SSL) H—NIIAEETFI— 24280
EAP-Request Z1zi%x 9 % RADIUS Access-Challenge A" EfEE n B &,

« NAD A5, SSLYZA T NEHELF I —2£4% 8T EAP-Response Z{5iE T %
RADIUS Access-Request A" A& ni-BE,

EAP-TLS 759 X> N DR

ARL =k SIC, BFEAP-TLS 75U XU N, BEDTZI X M EFENBEICHEE h
PUBNBINET,

RIZBlZRUET (BT UAYME NAD EO EAPOL BONTY N F4¥7F v ),



No. |Protocol| Length | info

GO Response, TLS EAP (EAP-TLS)

b Frame 9: 68 byles on wire (488 bils), 60 byles caplured (488 bils)
b Ethernaet IT, Src: GoodWayD 1l:ed:31 {(08:58:b6:11:ed:3¥1), Dst: Mearest (BL1:B0:c2:00:08:03)
- B2, 1% authentication
Version: 802, 1X-2018 (3)
Type: EAF Packet (@)
Length: &
= Extensible Auwthentication Protocol
Code: Response {2}
Id: 176
Length: &
Type: TLS EAP (E&P-TLS) (13)
b EAP-TLS Flags: Dzan

EAPoL 7L —A& AAA B =AY —/NFIAEZIRL £,

« COREBAEE EAP-TLS 759X RTEBEhET (NTYRN8),

s YT UAVKRNFZFOTSIX D NEBBISEZELET (NTYKR9),

« 2EZHDEAP-TLS 759 X M NAD L&k 2 TEikEnET (/N7 Y K 10) .

s YTUARNFZTOT7ZIX N EBRBISELET (NTYHM11),

« 3BBDEAP-TLS 75X RANAD IC& 2 TEEEIAET (NNTY M 12),

s BTUAVRNRINERRBIDIXERFLL, NTYNIDPSHED VAT NEAEIC
HEAET,

RIZ, NTY M 12 DFFZETRLET,

12 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done

* Frame 12: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits)
v Ethernet II, Src: Cisco_el:d8:11 (d4:a@:2a:el:d8:11), Dst: Nearest (©1:80:c2:00:00:03)
= 802.1X Authentication
Version: 862.1X-2010 (3)
Type: EAP Packet (@)
Length: 344
= Extensible Authentication Protocol
Code: Request (1)
Id: 178
Length: 344
Type: TLS EAP (EAP-TLS) (13)
» EAP-TLS Flags: 0x00
+ [3 EAP-TLS Fragments (2342 bytes): #8(1002), #10(1002), #12(338)]
= Secure Sockets Layer
» TLSv1l Record Layer: Handshake Protocol: Server Hello
» TLSv1l Record Layer: Handshake Protocol: Certificate
» TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages




Wireshark 2"/ Y K 8, 10, LT 12 ZBEBHR LA TRENTVET,

EAP7 ST XY MDA XiE1,002, 1,002, HKV33BT, EAP-TLSX Y E—TDEFH 1 Xid
23421213V ET,

EAP-TLSX Y E—2ORE DAY, IXNTDTTZIXRNTTFIVAENET, T hidk,
(NAD & AAA H—/YDORE® )RADIUS NTY NERETZEBIETEET,

410.62.97.40 16.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

510.62.71.140 10.62.97.40 RADIUS 361 Access-Request (1) (id=116, 1=319)
6 10.62.97.40 10.62.71.140 RADIUS 1170 Access-Challenge (11) (id=116, 1=1128)
710.62.71.140 10.62.97.40 RADIUS 361 Access-Request (1) (id=117, 1=319)
8 10.62.97.40 10.62.71.140 RADIUS 502 Access-Challenge(11) (id=117, 1=460)

[Length: 253]
EAP fragment
= Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1012
Type: TLS EAP (EAP-TLS) (13)
» EAP-TLS Flags: 0xcO
EAP-TLS Length: 2342
* [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer

RADIUSNTY R4, 6, BKRL'B8TZM 3 DN EAP-TLS 75T X A RIEAEhET., RO
2207 ZTAXY N EBREENET,

Wiresharkid, EAP-TLS7 U X MNCET2EHRERRTEET (Y4 X : 1,002+ 1,002 +
338=2,342),

CDIFI)AEBITESFTL 7=, CiscolOS AA Y Fik, EAP-TLS 75T XN A X %LET
DYBENHVEBATLLE,

BOY A XTEEBRENE EAP-TLS 759X K

AAA H—/N3ET D NAD MTU #° 9,000 NA K (¥R 7L—L4) T, AAA H—/\AT v 2K
7L—LZYR—RNTEDA U EZ—TIA AZFEALTERENTVIBEEO0EBEEZEZEAETT,

— BB TIOAROBEEAEN 1500 D MTU ZEE 1Ghit UV ZFERAL TIESKENET

o

CDRSBIF AT, CiscolOS A4 Y FAH EAP-TLS O "IEXHHR, BREBBRZERITL,
EAP-TLS 720X N A XZZEEL&ET,

RIZ, ADAA S —NASEBENLRVWEAP XY £&—2 (SSL H—/NGEHE ) 0flZRLET,

1. AAA ' —/NlE, SSL H—/N\FEHEEZ ST EAP-TLS XV E—J REETIHLENHYET
o EAP N Y NOEFHH 1 Xl& 3,000 ©F, RADIUS Access-Challenge/UDP/IP TH7 &



Mtz TE, A AY—N A2 RZ—TIAAOMTU ZTEYET, E—DIP/NT VY
KA 12 8D RADIUS EAP-Message Bt & —#EICEBENET, IP 750X F7—>3 >
£ EAP-TLS 739X F7—23a>EdhV)EE A,

2.CiscolOS AM Y FRZDEDIBNTY hN2ZEL, ThEaH7EILLEKRL T, EAP %
EAPoL A TH 7 UA NIEBZIMEN HDEHMLET, EAPOLIZF 759X F7—> 3
EYR—RNLEBEVED, AMYTFA EAP-TLS 759X F—23 227330 END
VWVET,

3.Cisco 10S RA Y FH, HTUAYRBTOAUR—T I L AD MTU (1,500 ) ICIRE D H
¥DOEAP-TLS 759 X NEEBLET,

4. CDTZIRXRV RN TIAY NI > THEREBENET,
5. BREREBEDZFERIC, BIO EAP-TLS 750 XY NIFEBFEIET,
6. COTTIXYRNABTIAYNIK>THBEIET,

7. RED EAP-TLS 75U XV R AAY FILK 2> TEFENET,
COIFIATR, ROZENFPSHIZBY)ET,

« IRIEIZK2TIE. NAD AN EAP-TLS 750X NZERTIHBEN HVY)ET,
« NAD &, ChsoD 759X NOREMBBEZRSVEN HYET,

YR TL—LZYR—NIDIIOBATEBEALES T VA NTERURREAEES T
BEMABNETH. AAAH—NTRIYPEVMTUAERAEINET ( ZTDHR. CiscolOS AA
YFNAAA Y —NETICEAP NT Y NEIEEITDEEICEAP-TLS 750X N EHERLET
) o

RADIUS B ® Framed-MTU

RADIUS M3/ 4& k. XD&LSIZ, RFC 2865 T Framed-MTU BMEAERENTVET,

"This Attribute indicates the Maximum Transmission Unit to be configured for the user, when it is
not negotiated by some other means (such as PPP).It MAY be used in Access-Accept packets.

It MAY be used in an Access-Request packet as a hint by the NAS to the server that it would
prefer that value, but the server is not required to honor the hint."
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<#root>
Switch(config)#

system mtu junbo 9000

chiZ& 2T, ALY FAHATNTOH RADIUS Access-Request THHIAY IZ Framed-MTU = 9000
ZEFTREICBNET, DY R TL—LZEFRBEVIATAMIUDBEFERLUTT,

<#root>
Switch(config)#

system mu 1600

& 2T, A Y FHTXTD RADIUS Access-Request TH#FIHY I Framed-MTU = 1600
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" Configure the EAP Payload Size on Microsoft NPS; “® 2= Zicid. ©NPS RADIUS ©
*7“—/\"3@37|/ AP et PMIU S0 P F 72N T EC 1500 2 CRBSE
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