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CPUICIEELE Y,
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B2IXNTOTCPRZ 714 Y IHCPULNY RENET,

RIZCPUIRMSSIEZZEL ., ZOTCPNT Y RFIEBENIEBEBRA UV E—T I AILRT T4
VOREELERT,

SOz, MSSOREIZL>TRENDTCPRZ 74 Y IUNFRETHE, CPUFI—ABARICK
WERT,

CPUF 1 —ABAMREICED L, O O—-LTL—2RUHY—(COPP)E, F1—RUH—
L—RNEZ#MBFITRIEDHIC, TORNZ T4V IZRIZIL, NTYy RZROYTLET, h
IZ&V), TCPXTY RAROYTENET,

LENF>T. 77 AEEDEEET. SSHEY > 3> OER. Cirix77UT—3 3> OEER
T (TCPEEALTVREE ) AEOHBARELET,

COEEDRFZRICRLET,

PAROY

44— OSPF < OSPF —p
192.168.1.1/30 192.168.2.1/30
I Tel/0/9 | L |Tel/o/2
Tel/0/9 Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200
int vl 10 : 10.10.10.1/24 int vl 10 : 10.10.20.1/24
~
vFHUF

C9500-1A 5C9200I- SSHiE#EL £,

C9500-1MVLAN 10(10.10.10. )& #ExE LTHEA L TSSHLE T,

SSH®M 38 % |+ C9200MVLAN 20(10.10.20.1/24) T 5 »

SSHETCPR—ATH B =%, TCPOEEETEINSSHEY IV DERICHELET,

C9500-1&C9200M I RS> Y RL3AA ¥ F(C9500-2)H' & V) £F

22O RSTY NBOLIUIA®HY), 121dC9500-1&£C9500-2MR, €512 C9500-2&
C9200DEIcH ) E£T,

OSPFIF3DITXNTHARA Y FEOEETMREMICFEAE N, IXTH/BOYTZY NESVIH
OSPFIC7 RNZRA X&ENhET,

FIZRLETXNTOIPIK, HEICEETRETT,

C9500-2 Te1/0/9T ik, TCP MSSEQZEEN TTHhhE T,



C9500-1H SSSHARKEND &, TCPIVIANY RIIAIVHFKELET,
SYN/NT ¥ N &C9500-2 Te1/0/9 ( AN ) ICEIEL, T TTCP MSSEEANRITENET,

FIEAERE & EfF

C9500-2 Te1/0/9 ( W5 @ ) DEPCH + 7*F ¥+ AEEE h,. C9500-1A S5 CI200\ DSSHA Bl &
nhEL I,

EPCEREZRICRLET,

C9500-2#show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: TenGigabitEthernetl/0/9, Direction: BOTH
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)

Packet Capture duration: 0 (no Timit)

Packet Size to capture: 0 (no Tlimit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

C9500-2#

EPCOEHE :

C9500-2#monitor capture mycap start
Started capture point : mycap
C9500-2#

C9500-1%* 5 C9200\ DSSHD Bt :

C9500-1#ssh -1 admin 10.10.20.1
Password:

EPCOEL :



C9500-2#monitor capture mycap stop
Capture statistics collected at software:

Capture duration - 6 seconds

Packets received - 47
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Capture buffer will exists till exported or cleared
Stopped capture point :

C9500-2#

mycap

EPCTEx Y 7FyvEhi=NTY RERICRLET,

C9500-2#show monitor capture mycap buffer brief
Starting the packet

1 0.000000
.001307
.001564
.003099
.003341
.003419
.003465
.003482
.003496

O ooONOOUUVIA WN
O OO OO OOoOOo

10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
20.
10.
20.
10.
10.
10.
10.
10.

display

RPRRPRRPRRPRRPRRRR

->

10.
10.
10.
10.
10.
10.
10.
10.
10.

........ Press Ctrl + Shift + 6 to exit

10.

.20.
.20.
.20.
.20.
20.

TCP 60 44274 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

TCP 60 22 -> 44274 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=536
TCP 60 44274 -> 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0

SSH 73 Server: Protocol (SSH-2.0-Cisco-1.25)

SSH 73 Client: Protocol (SSH-2.0-Cisco-1.25)

TCP 118 [TCP segment of a reassembled PDU]

TCP 118 44274 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
TCP 118 44274 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme
TCP 118 44274 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segme

RPRRPRRPRRPRRPRRRR

10 0.003510 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
11 0.003525 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm
12 0.004719 10.10.20.1 -> 10.10.10.1 TCP 60 22 -> 44274 [ACK] Seq=20 Ack=84 Win=4045 Len=0

~ Qutput Cut ~

INTY REF1, 2, STTCPN\ R IAOFRELTVDENF DAY KT,

INTY MNoAESYNNT Y R T,

536 DMSSIEANRREENT VD e bAYET,

SYN., ACK/NTY N (/N y RES2) £, MSSIE536TCI2007 SEFENTVBD ZEHNHRT

EFXT,

CCTE, MSSERZDERFEREY ., AAMYTFILL>TEEEThBERERHYEEA,

TCP MSSFIEE1& o Eh{E

C9500-2 Te1/0/9TMOTCP MSS®

C9500-2#sh run int tel/0/9

Building configuration...

Current configuration :

119 bytes

interface TenGigabitEthernetl/0/9
no switchport
ip address 192.168.1.2 255.255.255.252
ip tcp adjust-mss 512

EIIEII
i
S

REZKXIZRLETD,

—————————————————— > Here we are changing the MSS value to 512.



22T, C9500-2 Te1/0/9 (A5 ) PEPCH + 7'F + ZEUEL . C9500-17 5 CY200\ DSSHE
FRIELET,

EPCEREZRICRLET,

C9500-2#show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: TenGigabitEthernetl/0/9, Direction: BOTH

Status : Inactive

Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 80
File Details:
File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)

Packet Size to capture: 0 (no Timit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

C9500-2#

Fy¥7FrEBKBRL. CI500-1A'5C200(CSSHERL T, FY 7 F v ZEFELLET,

CPUICK 2> THFYTFyvEahi/NTY R ERICRLET,

C9500-2#show monitor capture mycap buffer brief
Starting the packet

1 0.000000
.636138
.637980
.638214
.639997
.640208
.640286
.640341
.640360

O oo NOYUVT A WN
O OO OO OOoOOo
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Press Ctrl + Shift + 6 to exit
ec:ba:f7 -> 01:00:0c:cc:cc:cc CDP 398 Device ID: (C9500-1.cisco.com Port ID: TenGiga

TCP
TCP
TCP
SSH
SSH
TCP
TCP
TCP

60 53865 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

60 22 -> 53865 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=512

60 53865 -> 22 [ACK] Seqg=1 Ack=1 Win=4128 Len=0

73 Server: Protocol (SSH-2.0-Cisco-1.25)

73 Client: Protocol (SSH-2.0-Cisco-1.25)

118 [TCP segment of a reassembled PDU]

118 53865 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
118 53865 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme

10 0.640375 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segm
11 0.640390 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
12 0.640410 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm

~ Qutput Cut ~

NTY NES2, 3. 4TTCP\ R IAIARELTVWBRCEANDLY KT,
INTY BNo.2lESYNNNT Y R TT,
536DMSSEANBREENTVWARZENfDHNET,

LAL. SYN, ACK/INTY K~ (/X7 Y KNo.3 ) A'512MMSSETC9200A SEFEL TWA &
BEEIhTVWET,



chik, SYN/NT Y KH'C9500-2 Te1/0/QICEIZET D &, 536D S5512ANDTCP MSSEED 12 I
C9500-2MCPUICIAEE D TT,

C9500-2M CPUIEMSS%ZS512ICZE L., Te1/0/2A 5C9200l_@ T TSYNNNT Y R EZEEFELE T,
TOEDTCPRZ YU a2 EINT, ALEFEROMSSEZFERLET,

RIZ, SYNNTY RFARALY FZBBL, MSSOZEENEDRSICITODIhENICOVWTEHLLEH
BHLEI,

ZDSYN/NT Y RA'CO500-20 A4 B —T7 I A AICEET S &L, MSSOEED - IZCPUICEE
EhET,

EYIICFEDZBBL (Fv7F vy HgE ). RICCPUILIESNET (FY7Fvalgg),

Y. C500-2THOFEDN RF ¥ 7 F v ZH) LT E T,

FEDN RFY T FYDOEREZRICRLET,

C9500-2#debug platform software fed switch 1 punt packet-capture buffer 1imit 16384
Punt PCAP buffer configure: one-time with buffer size 16384...done

FEDNN> RF ¥ TF Y ZBHBLET,

C9500-2#debug platform software fed switch 1 punt packet-capture start
Punt packet capturing started.

C9500-1%* 5 C9200\DSSHMD Bt :

C9500-1#ssh -1 admin 10.10.20.1
Password:

FEDNY RF YT F v Z2EFLLET,

C9500-2#debug platform software fed switch 1 punt packet-capture stop
Punt packet capturing stopped. Captured 3 packet(s)

FEDNRTEFYTFyvEahiz/NTY R ERICRLET,

C9500-2#show platform software fed switch active punt packet-capture brief
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 3 packets. Capture capacity : 16384 packets



—————— Punt Packet Number: 1, Timestamp: 2024/07/31 01:29:46.373 ------

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 55 [For-us control], sub-cause: 0, g-no: 4, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0100.5e00.0005, src mac: b8a3.77ec.baf?

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 224.0.0.5, src ip: 192.168.1.1

ipv4 hdr : packet len: 100, ttl: 1, protocol: 89

—————— Punt Packet Number: 2, Timestamp: 2024/07/31 01:29:47.432 ------

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tinktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 00a3.d144.4bf7, src mac: b8a3.77ec.baf?

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 10.10.20.1, src ip: 10.10.10.1

ipv4 hdr : packet len: 44, ttl: 254, protocol: 6 (TCP)

tcp hdr : dest port: 22, src port: 35916

—————— Punt Packet Number: 3, Timestamp: 2024/07/31 01:29:48.143 ------

interface : physical: TenGigabitEthernetl/0/1[if-id: 0x00000009], pal: TenGigabitEthernetl/0/1 [if-id:
metadata : cause: 96 [Layer2 control protocols], sub-cause: 0, g-no: 1, Tinktype: MCP_LINK_TYPE_LAYER2
ether hdr : dest mac: 0100.0ccc.cccc, src mac: 78bc.1a27.c203

ether hdr : length: 443

INT ¥ KNo. 2£10.10.10.14' 510.10.20.1NDTCP SYN/ST Y R TH V), Tel/0/9Hh 5B EL TV
BLENFDHYET,

ZZT., Tg-noy FEETT, FEDASCPUILBE TR LHICF I —FES14HBIRENTVS
CENFDAYERT,

ZCTR. FEDASCPUCHAAS NS 74 v VRICEETB2ENF 1 — 2 INTHRBETEET

o

C9500-2#show platform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId P1cIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
11 DOT1X Auth Yes 1000 1000 0 O

1 L2 Control Yes 2000 2000 0 O

14 Forus traffic Yes 4000 4000 0 O

0 ICMP GEN Yes 600 600 0 O

2 Routing Control Yes 5400 5400 0 O

14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 0 O

16 Inter FED Traffic Yes 2000 2000 0 O

4 L2 LVX Cont Pack Yes 1000 1000 0 O

19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 0 O

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 13000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

coNOYUVTI A~ WNE O

o



17 6 DHCP Snooping Yes 400 400 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 200 200 0 O

20 15 MCAST END STATION Yes 2000 2000 0 O

21 13 LOGGING Yes 1000 1000 0 O
22 7 Punt Webauth Yes 1000 1000 0 O

23 18 High Rate App Yes 13000 13000 0 O

24 10 Exception Yes 200 200 0 O

25 3 System Critical Yes 1000 1000 0 O
00

26 10 NFL SAMPLED DATA Yes 200 200
27 2 Low Latency Yes 5400 5400 0 O
28 10 EGR Exception Yes 200 200 0 0

29 5 Stackwise Virtual O0B Yes 8000 8000 0 O

30 9 MCAST Data Yes 400 400 0 O
31 3 Gold Pkt Yes 1000 1000 0 O

F—N—AY RZHERTEDLDIZ, F1—FF14F "Swforwardings ¥F1—TT,
CDBE, COFI1—W@FTCPRZ 74 Y UNCPUILNY RNTBEDICERAENET,

R, C9500-2MCPU (Y RA—LTL—2 ) F+ TF¥ICD2WT

CPUX ¥ 7’FYDREZXICRLET,

C9500-2#sh mon cap test

Status Information for Capture test
Target Type:

Interface: Control Plane, Direction:
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)
Buffer Size (in MB): 80

File Details:

File not associated

Limit Details:

BOTH

Number of Packets to capture: 0 (no Timit)

Packet Capture duration: 0 (no 1imit)

Packet Size to capture: 0 (no 1limit)

Packet sampling rate: 0 (no sampling)

C9500-2#

HALET,

Fv7FvEBBL. CI500-1H 5CI200IZSSHERL T, F+¥ 7 F v ZEFELLET,

CPUICK 2 TF ¥ T FyENLNTY RERICRLET,

C9500-2#show monitor capture test buffer brief

Starting the packet display ........

Press Ctr1l + Shift + 6 to exit

1 0.000000 00:a3:d1:44:4b:81 -> 01:80:c2:00:00:00 STP 60 RST.
2 0.000010 00:a3:d1:44:4b:a3 -> 01:80:c2:00:00:00 STP 60 RST.
3 0.000013 00:a3:d1:44:4b:a4 -> 01:80:c2:00:00:00 STP 60 RST.
4 0.000016 00:a3:d1:44:4b:a6 -> 01:80:c2:00:00:00 STP 60 RST.

Root
Root
Root
Root

32768/1/00:
32768/1/00:
32768/1/00:
32768/1/00:

a3:d1:44:4b:80 Cost
a3:d1:44:4b:80 Cost
a3:d1:44:4b:80 Cost
a3:d1:44:4b:80 Cost

O O OO



000019 00:a3:dl:44:4b:a7 -> 01:80:c2:00:00:00 STP 60 RST. Root 32768/1/00:a3:d1:44:4b:80 Cost 0
000022 00:a3:d1:44:4b:a8 -> 01:80:c2:00:00:00 STP 60 RST. Root 32768/1/00:a3:d1:44:4b:80 Cost 0
055470 c0:8b:2a:04:f0:6c -> 01:80:c2:00:00:0e LLDP 117 TTL = 120 SysName = bgl118-cx-amx-b02-2.cisco
220331 28:63:29:20:31:39 -> 00:01:22:53:74:20 0x3836 30 Ethernet II

0 0.327316 192.168.1.1 -> 224.0.0.5 OSPF 114 Hello Packet

11 0.442986 c0:8b:2a:04:f0:68 -> 01:80:c2:00:00:0e LLDP 117 TTL = 120 SysName = bgl18-cx-amx-b02-2.cisc
12 1.714121 10.10.10.1 -> 10.10.20.1 TCP 60 23098 -> 22 [SYN] Seqg=0 Win=4128 Len=0 MSS=536

13 1.714375 10.10.10.1 -> 10.10.20.1 TCP 60 [TCP OQut-0f-Order] 23098 -> 22 [SYN] Seq=0 Win=4128 Len=0 M
14 2.000302 00:a3:d1:44:4b:81 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost =
15 2.000310 00:a3:d1:44:4b:a3 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost =
~ Qutput Cut ~

5 0.
6 0.
7 0.
9 0.
1

N KNo. 121&, CPUICEETSTCP SYNNNT Y Mpun) TH Y, F7 # )L M OMSSHE IE
536 T,

INTY RNo. 131k, MSSEAS512ICEEL =#&ICCPU (3EA ) IC& 2 TREEETNBTCP SYN/NY
Y RTY,

R, COXREZEREITDLEDHIC, CPUDTA Y IFNY T ERITIBDEETERT,

CPUDT/NY JEREZRICRALET,

C9500-2#debug ip tcp adjust-mss
TCP Adjust Mss debugging is on

C9500-1%A' 5 C9200\ DSSHD Bt :

C9500-1#ssh -1 admin 10.10.20.1
Password:

CPUFN\NY F DOEL -

C9500-2#undebug all
A1l possible debugging has been turned off

OJTFNY JZHRBLET,

C9500-2#show logging

Syslog logging: enabled (0 messages dropped, 2 messages rate-limited, O flushes, 0 overruns, xml disabl
No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: Tlevel debugging, 0 messages logged, xml disabled,

filtering disabled



Buffer logging: level debugging, 230 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp Togging messages: disabled

File Togging: disabled

Persistent Togging: disabled

No active filter modules.

Trap logging: level informational, 210 message lines Tlogged
Logging Source-Interface: VRF Name:

TLS Profiles:

Log Buffer (102400 bytes):

*Jul 31 01:46:32.052: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:32.893: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:36.136: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:41.318: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:42.412: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:43.254: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:43.638: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:45.783: TCPADIMSS: Input (process)

*Jul 31 01:46:45.783: TCPADIMSS: orig_mss = 536 adj mss = 512 src_ip = 10.10.10.1 dest_ip = 10.10.20.1
*Jul 31 01:46:45.783: TCPADIMSS: paktype = 0x7F83C7BCBF78
*Jul 31 01:46:50.456: TCPADIMSS: process_enqueue_feature
*Jul 31 01:46:51.985: TCPADIMSS: process_enqueue_feature
C9500-2#

536D TTOMSSEAS12ICHABENATVWER CEADALYET,

R&IC, TCP SYN/XT Y RA'ERBRIC512OMSSTERFL TWA 2B TH I, C9200
Gi1/0/3MEPCHF ¥ 7F v ZMBTEXT,

EPCEREZRICRLET,

C9200#sh mon cap mycap

Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/3, Direction: BOTH
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no 1imit)
Packet Size to capture: 0 (no 1limit)
Packet sampling rate: 0 (no sampling)
C9200#

Fv7FvEBKBL. CI500-1H S5CI200IZSSHERL T, F+¥ 7 F v ZELLET,

CPUICK 2 TF ¥ T FyENLNTY RERICRLET,



C9200#sh mon cap mycap buff br

118 0.000000 192.168.2.1 -> 224.0.0.5 48 CS6 OSPF
64 0.721023 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
64 0.722015 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
77 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
10 122 0.730025 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
~ Qutput Cut ~

O oONOOUVIA WN RO
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PR R R R
PR R RRR

C9200 Tk, Wireshark DR SIC/NT Y NOFEMZRTID LW TEFREA, BEVERE16HEF
RNOFMHOANRTRENET,

LEN2T, 7292 1RDpcap7 ZAIWICEBIONT Y RETOAR—RNTEEXRT,
C9200#mon cap mycap export flash:Gi1-0-3-Both.pcapng

EEICIVAR—K

R, COT77AI)NETFTPEHBETO—ANIPCICOE—L., WiresharkTHRZ £9,
Wireshark¥ ¥ 7’F ¥ ZRIZRLUET,

e e M Gi1-0-3-Both.peapng
®mRE Res=EzFsJE aaatd
] =3
Mo, Time Source Destination Pratocal  Lemgth B0 Message type  Info
1 2024-07-31 05:21:46. !1593? 192.168.2.1 224.0.0.5 05PF 118 Hello Packet
- #.1 3 Seqed Winsd128 Lens@ M55=512 [Packet size Uimited during capture
3 2024-07-31 85121147, 10.18.18.1 18.18.28.1 TeP 4 37085 = 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0[Packet size Limited during capturel
4 2024-07-31 05:21:47.643963 10.10.18.1 10.18.26.1 S5HW2 77 Client: Protocol (55H-2.8-Cisco-1.25)
5 I024-07-31 05:21:47.643963 18,10.18.1 10.10.28.1 TP 12 37285 - 22 [ACK] Seq=i@ Acks28 Win=4189 Len=G4 [TCP segment of a reassembled POU]
6 2024-87-31 85:21:47.643963 19.18.18.1 19.1@.28.1 TP 122 37085 - 22 [ACK] Seq=84 Ack=28 Win=4183 Len=64 [TCP segment of a reassembled PDU]
7 2824-97-31 85:21:47.643963 12,18.18.1 18.18.28.1 TP 122 37885 - 22 [ACK] Seq=148 Ack=20 Win=4120 Len=54 [TCP segment of a reassesbled POU]
B 2024-07-31 05:21:47.643963 19.18.18.1 18.18.26.1 Tee 122 37085 - 22 [ACK] Seq=212 Ack=28 Win=4189 Len=64 [TCP segment of a reassesbled POU]
9 2024-07-31 85:21:47.643963 10.10.18.1 10.18.28.1 TP 122 37085 - 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segment of & reassesbled POUI
19 2024-87-31 05:21:47.643963 10.10.18.1 19.10.26.1 TR 122 37085 - 22 [ACK] Seqs34@ Acks20 Wins4109 Lenst4 [TCP segment of a reassesbled POU!
11 2024-97-31 05:21:47.645962 10.10.18.1 10.18.20.1 e 122 7085 - 22 [ACK] Seq=484 Ack=20 Win=4189 Len=64 [TCP segment of a reassesbled POUI
12 2024-87-31 @5:21:47.645062 10.10.18.1 10.10.28.1 TP 122 37085 = 22 [ACK] Seq=168 Ack=20 Win=d100 Len=64 [TCP segment of a reassesbled POUI
13 2024-87-31 05:21:47.645062 18.18.16.1 18.10.26.1 S5Hw2 114 Client: Key Exchamge Init
14 2026-07-31 95:21:47.648953 19.10.10.1 10.10.20.1 TCR 64 37085 = 22 [ACK] Seq=588 Ack=524 Win=4128 Len=d[Packet cize linited during capture]

Frame 2: 64 bytes on wire [512 bits), 68 bytes captured (488 bits)
Ethernet II, Src: Cisco_44:4b:db (09:a3:d1l:44:4b:d6), Dst: Cisco_fd:72:d8 (Sc:Sa:c¥:fd:72:48)
Internet Protocol Version 4, Sre: 10.10.18.1, Dst: 18.18.29.1
Transaission Comtrol Protocol, Src Port: 370685, Dst Port: 22, Seq: @, Len: @

Source Port: 37085

Destination Port: 22

[Stream index: @]

[TCP Segment Len: 8]

Sequence Number: 8 (relative sequence nusber)

Sequence Number (row): 3239154205

[Next Sequence Nunhcr- 1 (relative sequence nusber)]

Acknowledgment Mumber: I}

Acknowles llg'w,' nt number (

8118 .... = Header '|.E|g\| 24 bytes ()

Flags: m [E3]

Window: 4128

[Calculated window size: 4128)

Checksum: Bu7582 [unverified)

[Checkeum Status: Uaverified]

Urgent Pointer: @

Options: (4 bytes), Maximum segment size

TCP Option - Maximum Segment sire: 517 bytes
Kind: Maximum Segment Size (20

Length: 4
HS5 Value: 512
[Timestamps

|Packet sizre limited during capture: Ethertype truncated]
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ST, RYRNDT=UIZTCPRZ 71V V0 2ERATRIEBOTFNA AN BB ERELET,
ez, 774N EEELEY), TCPR—ADT )4 —> 3> (Citrix Server’Z & ) ICT7 Ut
ALEVWTEERT,

2Za1L—23a>TR,. XIA(KNZ 74V 9D TXL—2R ) ZC9500-2 Te1/0/37\_ L. TCP
SYNNTY hZ2@RTEEFELEL L,

COIXIAFNA Ak, BROI—YHNTCPR—ADT7Ir—>3a = ERATHRYND—0
TXRNELTH#BELET,

Te1/0/37 Tip tcp adjust-mss CLIZEREL TW 3,

chiCkY), Tel/OB7TTEEFEENBDINTOTCPRNT 7 1Y A CI500-2MCPUIC/N hEAhF
ED

COFER, BIIRL 2K SIC, C9500-2MCOPPR L H—® "Swforwardings F1—NFILELET

ZDHER. C9500-15 5C9200\DSSHEY > a > OBIUNIFZEEZZTET,
SSHEY > asHERENT. RALTINIBRDH, BEORTHEIUEIAET,
RARODPRERXDLSICHEY)ET,

4—— OSPF P« OSPF ——

192.168.1.1/30 192.168.2.1/30
Tel/0/9 mTel/OIZZ %
Tellofgm Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200

int vl 10 : 10.10.10.1/24 Tel/0/37 int w1 10 : 10.10.20.1/24
10.10.40.1/24

TCP Traffic

=

Traffic Generator

KBRICT>THFELES,

C9500-2 Te1/0/37TDEREZRICRLEX T,

C9500-2#sh run int tel/0/37
Building configuration...

Current configuration : 135 bytes
interface TenGigabitEthernetl/0/37
no switchport

ip address 10.10.40.1 255.255.255.0
ip tcp adjust-mss 500

Toad-interval 30

end



CCT, IXIADSTel0RB7TAVBZ—TIAARICKEDNZ 71V VZEELHBEHET,
BENZ 74V IL—RERTHTL LS,

C9500-2#sh int tel/0/37 | in rate

Queueing strategy: fifo

30 second input rate 6425812000 bits/sec, 12550415 packets/sec » We can see the enormous Input rate.
30 second output rate 0 bits/sec, 0 packets/sec

C Z T, C9500-145C9200\NMDSSHZFAITL THEL &3,

C9500-1#ssh -1 admin 10.10.20.1
% Connection timed out; remote host not responding
C9500-1#

C9500-14"C9200I_SSHIERI TE RN 2 I EFASH T,
ik, C9500-1IC k> THEFBENTVABTCP SYNNT Y M TSw forwardings F1—IC&2T
ROY7&Eh, Tel/0B7TASDODRZ T 1Y INKREBICESNhTWR-HTT,

RIZ, F1—ZDOVTHHHALET,

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer
CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
11 DOT1X Auth Yes 1000 1000 0 O
1 L2 Control Yes 2000 2000 0 O
14 Forus traffic Yes 4000 4000 0 O
0 ICMP GEN Yes 600 600 0 O
2 Routing Control Yes 5400 5400 0 O
14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 0 O
16 Inter FED Traffic Yes 2000 2000 0 O
4 L2 LVX Cont Pack Yes 1000 1000 0 O
19 EWLC Control Yes 13000 13000 0 O
16 EWLC Data Yes 2000 2000 0 O
13 L2 LVX Data Pack Yes 1000 1000 0 O
0 BROADCAST Yes 600 600 0 O
10 Openflow Yes 200 200 0 O
13 Sw forwarding Yes 1000 1000 39683368064 620052629 - We can see the huge number of dropped packets in t
8 Topology Control Yes 13000 13000 0 O
12 Proto Snooping Yes 2000 2000 0 O
6 DHCP Snooping Yes 400 400 0 O
13 Transit Traffic Yes 1000 1000 0 O
10 RPF Failed Yes 200 200 0 O
15 MCAST END STATION Yes 2000 2000 0 O
13 LOGGING Yes 1000 1000 0 O

coNOYUVT A WNREO

NNRREPRRRRERRRERRO
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22 7 Punt Webauth Yes 1000 1000 0 O

23 18 High Rate App Yes 13000 13000 0 O
24 10 Exception Yes 200 200 0 O

25 3 System Critical Yes 1000 1000
26 10 NFL SAMPLED DATA Yes 200 200
27 2 Low Latency Yes 5400 5400 0 O
28 10 EGR Exception Yes 200 200 0 O
29 5 Stackwise Virtual OOB Yes 8000 8000 0 O
30 9 MCAST Data Yes 400 400 0 O

31 3 Gold Pkt Yes 1000 1000 0 O

00
00

BERERCEZENDVIEBNLTVR L ZBFEIDLHIC, HOZEHEREL THEL
&3,

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47046906560 735107915

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

|

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47335535936 739617752

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

|

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47666441088 744788145

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

ROY Z7EAEML, SSHRS74v 49 (TCPSYNAT Y K )RS ZTRAOYZEhTWB &
AhhV)ET,

EQDAVBZ—TIAASVIZBALTRNZ 71V IDORAZZTTVEI LI FDASKEVESRE.
BEODINY RZHERAL TRHARLET,

C9500-2#show platform software fed switch active punt rates interfaces
Punt Rate on Interfaces Statistics
Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Recv | Recv | Recv | Drop | Drop | Drop
Interface Name | IF_ID | 10s | 1min | 5min | 10s | 1min | 5min

TenGigabitEthernetl/0/37 0x00000042 1000 1000 1000 0 0 O

C9500-2#



show platform software fed switch active punt rates interfaces 1Y > RZE1T95 &, CPUIC/\>
RENTWVWBRREDRNS 71V IDZFEZEBILTVWBRA UV EZ—TIAAD)ARNKRRENTE
9o

Tel/0/37TATCPRZ 74V U ZZEFELTVRA U E—TIAATHDENDAYET,

FTXTOCOPPRUH—F1— (HUBIOAVE—TIAATERF)ICEYNTDRZ 71V IE
ZHREITBICE. ROOX REFEHALET,
show platform software fed switch active punt rates interfaces < E52® tH h D IF_ID>

RDORZEWELET,

C9500-2#show platform software fed switch active punt rates interfaces 0x42
Punt Rate on Single Interfaces Statistics
Interface : TenGigabitEthernetl/0/37 [if_id: 0x42]

Received Dropped

Total : 2048742 Total : O

10 sec average : 1000 10 sec average : O
1 min average : 1000 1 min average : 0

5 min average : 1000 5 min average : 0

Per CPUQ punt stats on the interface (rate averaged over 10s interval)

Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |

CPU_Q_DOT1X_AUTH 0 0 0 O
CPU_Q_L2_CONTROL 7392 0
CPU_Q_FORUS_TRAFFIC 0 O
CPU_Q_ICMP_GEN 0 0 O O
CPU_Q_ROUTING_CONTROL 0 0 O
CPU_Q_FORUS_ADDR_RESOLUTION
CPU_Q_ICMP_REDIRECT 0 0 0 O

00

00

o o
o o

CPU_Q_INTER_FED_TRAFFIC
CPU_Q_L2LVX_CONTROL_PKT

9 CPU_Q_EWLC_CONTROL 0 0 0 O
10 CPU_Q_EWLC_DATA 0 00O
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 O

12 CPU_Q_BROADCAST 0 0 0 O

13 CPU_Q_CONTROLLER_PUNT 0 0 0 O

14 CPU_Q_SW_FORWARDING 2006390 1000 0 0 ----- > We can see high amount of traffic hitting the Sw forward
15 CPU_Q_TOPOLOGY_CONTROL 0 0 0 O

16 CPU_Q_PROTO_SNOOPING 0 0 O O

17 CPU_Q_DHCP_SNOOPING 0 0 0 O

18 CPU_Q_TRANSIT_TRAFFIC 0 0 O
19 CPU_Q_RPF_FAILED 0 0 0 O

20 CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 O
21 CPU_Q_LOGGING 34960 0 0 O

22 CPU_Q_PUNT_WEBAUTH 0 0 0 O

23 CPU_Q_HIGH_RATE_APP 0 0 0O O

24 CPU_Q_EXCEPTION 0 0 0 O

25 CPU_Q_SYSTEM_CRITICAL 0 0 0 O

26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 O

27 CPU_Q_LOW_LATENCY 0 0 0 O

28 CPU_Q_EGR_EXCEPTION 0 0 O

coNOYUVI A WN = O
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29 CPU_Q_FSS 0 00O
30 CPU_Q_MCAST_DATA
31 CPU_Q_GOLD_PKT 0O

FECEVERTEHREE L ZINELET,

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2126315 1000 0 0

C9500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2128390 1000 0 0

C9500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2132295 1000 0 0

C9500-2#

chik, V7RI IT7EHEEFI—NAEFELELTVREZHBEICRLTVET,
Te1/0/37h Siptepadiut-mss AN > RZHIBRT S A, COTCPRZ 714 v U %EFEILTSE, CI500-
15 5C9200\NDSSHT7 VAN IEBICBRIEIE T,

C9500-2 Te1/0/37&> v ¥ RA TV LIzEDSSHEY 232> ZRTHEL &5,

C9500-1#ssh -1 admin 10.10.20.1
Password:

SSH7 VAN BUREREhLEZENMDAYET,
LEA2T, Y RT—IROKEBOTCPRS 714V IICkBTCPOEEET (SSHF 7 EAD
JOv%Y )%, TCPMSSORBEBEENHBENTEET,

BEERRATB

1. 77 A NEEORERERT. TCPEEF VIS —2a > A0OTFT oI E)TA4RE, XY RD
—JIZTCPOEEETA V). CatalystAA4 Y FTTCP MSSORBEAZREL TVBBEEE
IZ., COPPARUH—O ROYZ7ZFIVILT, XYRNIT—TJICKREDTCPNZ 71 YO
FETIDESHZHERL TS EEL,

2. CatalystA 4 Y FTTCP MSSTHEBZREL TLVRHERK, XY RNT—UDTCPRZ 714 v
HFCOPPRUB—L—REAFA—N—BTRISA4TLTVEVWC L EZBRBLTLES VY, F
—N—HBTRAIZA4T LTVBEVEE, XY ND—JTTCPEENOREE (ERERT. N7V
NROYZ7)ARELET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



