FTD T O VRFX{tsyslog D &% E

2

BUdic
sh14m
Bt

EATBIVR=—ZV b

BRBROVINIITFELION=RIIFTTISYRT A=A

Snort3, XNFAVARA/AVTHAN, BLTHAVS AR T OHR—K

B

BXJE
=9 RO—4 R

v 74FalL—vay

18
FEN—2DRE

dv74F3L—>32
B

741k VW EH]

7410

FTPH—/\Q#EE

741KV EH]

74108

FL®IC

CcORFIXDNTIE, FTIDTOVRFXbsyslogDEREFIBIC DOWTEHRBAL E T,

Al R SR

EH
ROEBCET AN B N ERENET,

» Syslog
» Firepower Threat Defense ( FTD )

FERTBIAVR—ZT K
CORFIXNOBEREE, ROVIRNIITEN—RIITON=23aVIZEIVWTVET,

s EFXATTTFATIOA—I)IEE LY X—(FMCv)v7.4.2
s VX ATTFAT IO A=) EBRBNFERE(FTDV)V7.4.2



CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY RD—ITR, BANVV RICKDTREDAEMNHIEEE +TIHIEL T
<EZEW,

REROYVIRNIITHELIRON—RIITTSIYRNTA—LA

« F7UT—23 0BLUBIMNN—232  wFATTIFATOF—ILT.41
e HR—KRENTWBIZ—IRTSYRNTA—LEN—23 FTID7412HR—KNL T
WBFANT
s NR—D V!
1)FMC# > /N\—<+ FMC REST API
2)0 27 REEDFMC
3) FDM + REST API

Snort3, YIWFAZVAZVAIAVTFAN, BLVPHAVZ ARV TOYR—b




FEIPvAEIPVE Dl Dsyslogh —/NTEMEL £9, IPv6IE, Syslog ftph—/NTRRELEY
ﬁ_héhfb\ﬁﬁho

c NIWFAVABRVATHR—hK
« HARIST/INA ATHR—K
« DIARBENLT/INAATHR=—bK

S

AX &

XY RI—=UK

TAK)BEHBOZRY ND—IRHEE,
d>74F21L—>3>

Virtual Routing and Forwarding(VRF)l&, &Y RO —J TERAE NS FTO /02 —T9, VRFZE
A2, L—TFTAIT7—TILOEBOA VARV AZRUIL—RZRNICHEEEDENTE
EBRRERYND—VBTRYND—DVZSBTEERY, BEVRFA VAR ARFRMEEICIHIL
LTHY, 1AV ABORNZ 74V VR TRENTVWET, YILFVRFE, IPTRLANE
BLTVWTE, H—ERATONM A —NFEBOVPNE Y —ERZEYR—RNTED LS ICT D HEE
TTo ADA UV BR—TIAAZFEALTEEETERBRT—EADI—IZIEEL., FVRFICL AV
BAVBR—TIAARZE)ETHETRENT Y NIEET—T L ZERLET, EBH—ER
(Syslog. NetFlow)l&k, 7 #JI ML TIO—-NIVRFZFERALET, IXTOT7Y7TO—R%
CYO—/NILVRFRBATEETEZ DI TRERAVEY, I—HRFIO-NIVRFEFTELS, &
BH—EACEI—YVRFZFERALLEVEEZATVET,

CORFIXMTR, JO0-NIL+1—HVRF =X ILFVRFTT,
J1—H%VRF®MsyslogZ BRICLE T,

« SysloglF YL FVRFOATHFANTipH—ERAZFERATEXT,



48 &

A2VE—TIAALI—HFVRFAREENTVEHEE, L—NLYITYTE, F72ILKDT
O—NWIL—TFT AT RXLDTREL, VREIL—FT AT RXLTRELET,

« RO2BEOHY—NBENFYR—PEATLET,

1LOF> I XY =T %Syslogh —/NICREL T, KYRT—I RS T4V IQERENTT
MY 1—F 427 &FVET,

2.09NKY 77 ORBETFART 7 AL ELTFTPY—NIZREE TS

« syslogld, TNDVRFROEUDP/TCPH—NICOJZEELET,
« NV T 7TV TsyslogNZE. OV ETDVRFAICEREE NIEFTPH—NICEFEIhET,

7E:Syslogtt—/NEFTPHY—/NE, BEBBVRFICE TR ENTEXRT,

RBIL—2DRE



ATFY 7 1: VRFOER

« FMCIZO% 4 > L, Device > Device Managementl_BE L £7,

s PNAARZERL, hETAO0Z2V )Y IO LTHELET,

« Routing> Manage Virtual Router > Add Virtual RouterD JEICBE L £ 9,
« VRF NamelZBRIZADLET,

« interfaceZi&R L, Add&Savez2 VY I LET,

Virtual Router Properties

These are the basic details of this virtual router.

VRF Name:

Description:

syslog

Select Interface:

3, Search
Available Interfaces Selected Interfaces
inside
Outside
dmz ‘ Add ‘
inside2

VRFADA R —T T4 ADEM
ATFTYv72:O0F 0y NTY T EZERELET,

« Devices > Platform SettingsDJEICEE L £,

c ILLWRUS—ZEKTRH, BEFEORIV—OHRETA AV EHRELET,

o/



ewpolcy Theeat Detense L]
T2V N7 A —LBREDER
+ Logging Setup%i#R L. Enable loggingZiZRL £,
Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers
Basic Logging Settings
Enable logging
Enable Logging
« Logging Destination Z#iRL ., AddzV UYL &7,
e syslogr—/NeLTOF TR EZRELE T,
Logging Setup Logging Destinations Emadl Sedup Event Lists Rate Lirmnit Syslog Settings Syslog Servers
+ Add
Syslog Servers Filtar on Severity:6 - informational auth:0 - emergencies s
syslogh—/N&LTnOFxF > Jm%k
« Syslog Servers > Add®D JEIZEIRL £9,
Logging Setup Logging Destinations Email Setup Event Lists Feate Limit Syslog Settings Syshog Servers
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Test

Enter Deseription

Policy Assignments (1)

Logging Setup Legging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers
Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)
Message Queue Size(messages)*
;2
+ Add
Interface IP Address Protocol Port EMBLEM SECURE
oME 2 [ 514 true false S
in FRrE] uop 514 false false A

7.0.5 FMC T ®syslogt—/\DERE

CLI ZfERA L 1-#5%

> show Togging
Syslog logging: enabled

Facility: 20

Timestamp logging: disabled

Hide Username logging: enabled

Standby logging: disabled

Debug-trace logging: disabled

Console Togging: disabled

Monitor Togging: disabled

Buffer Togging: disabled

Trap Togging: Tevel informational, facility 20, 1193 messages logged
Logging to inside 4.x.x.x, UDP TX:52

Global TCP syslog stats::
NOT_PUTABLE: 0O, ALL_CHANNEL_DOWN: 0O
CHANNEL_FLAP_CNT: 0, SYSLOG_PKT_LOSS: 0
PARTIAL_REWRITE_CNT: 0O

Permit-hostdown logging: enabled

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM Tlogging: disabled

FMC logging: Tist MANAGER_VPN_EVENT_LIST, O messages logged

> show vrf

Name VRF ID Description Interfaces
VRF-1 1 dmz
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ftdl# show vrf

Name VRF ID Description Interfaces
VRF_1 1 syslog inside

td1l# show logging



Syslog logging: enabled

Facility: 20

Timestamp Togging: disabled

Hide Username logging: enabled

Standby logging: disabled

Debug-trace logging: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

Trap Togging: Tevel informational, class auth, facility 20, 19284 messages logged

Logging to inside 192.x.x.x tcp/1470 Not connected since Thu, 20 Mar 2025 01:53:17 UTC TX:0

TCP SYSLOG_PKT_LOSS:0
TCP [Channel Idx/Not Putable counts]: [0/0]
TCP [Channel Idx/Not Putable counts]: [1/0]
TCP [Channel Idx/Not Putable counts]: [2/0]
TCP [Channel Idx/Not Putable counts]: [3/0]

Global TCP syslog stats::
NOT_PUTABLE: 0, ALL_CHANNEL_DOWN: 1584
CHANNEL_FLAP_CNT: 1584, SYSLOG_PKT_LOSS: O
PARTIAL_REWRITE_CNT: O
Permit-hostdown logging: enabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM Togging: disabled
FMC Tlogging: Tist MANAGER_VPN_EVENT_LIST, class auth, O messages Tlogged



7E:syslogt —/NRA 192 x X XEVRFRIBDOAZA > RX—T T4 AZFEALTVET,

FTPH —/NDH&EE
741KV &H

« FMCTWR., FTPHY—NDOREIC, BRATD AV E—TIA AZERIZDAFT7>3a2R3HYEK
BA, syslogh—N\NF72a>OIP7 RLAEFAERAETT,



Specify FTP Server Information

FTP Server Buffer Wrap

IP Address*®

Username®

Path*

| |

Password*

Confirm*

Specify Flash Size
| Flash

Maximum Flash to be used by Logging(KB)
| 3076 |

Minimum free Space to be preserved(KB)

1024 |
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