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(Top Level)
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Camera
Cameras
Capabilitics ﬁ Security Fips Moda
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« SNMPv2-MIB::sysDescr ( #t&ELY) ) |

+ SNMPV2 -MIB::sysObjectlD ( & ER) ) .

« DISMAN-EVENT-MIB::sysUpTimelnstance ( & &E) ) .
« SNMPv2 -MIB::sysContact ( ek EV) /EEIAHK ) |

« SNMPv2 -MIB::sysName ( 8t EUV) /EEIAHK ) |

« SNMPv2 -MIB::sysLocation ( FcH#EUV) /EEAHK ) |

« SNMPv2 -MIB::sysServices ( & HLV) ) o


https://roomos.cisco.com/xapi/Configuration.NetworkServices.SNMP.Mode/?search=snmp
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(7 Home

S Call

s
£ Settings
& Usais

& Security

CUSTOUATON
3 Porsonalization

& Wl Extensions Editor
B Macro Editor

€ Developer AP

R ———
(& Soltware

< lssues and Diagnostics

2 Backup and Recovery

Developer API

WML AP| Cverview  The XML les below are a part of the dévice's AP, snd can be used by sxtermal sendces 1o inspect the state and configuration of the device. The Rles
are protécted using Basic Authentication, thus you may be prompled for a user name and

File Mame Description
Leondguration uml ‘Configuration settings
Is1aiys wmil Encipoint status paramelers
Igemmane] xmi Aorailabie AP| commands
halesspace.aml Valye spaces of the XML files
Execute Irs the Hiald below you can enter AP| commands (sCommand and xConhguration) directhy.
Command.sand Exampie command:
Canfgurations

wiosmang Disl Musber: “sersonfiexamsle.con™ Protecel: Sip

Comenand Netwark SNMP LISM User List I

-

7 1of 1 applied successhly

I RAKRA > RGUIDDeveloper APIZY < 3>
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727U, SNMPV3TIlE, REAZRIESEDEHICUSMA—HOEREN DETT, CcOBHOLE®D
(Z, Network SNMP USM UserdN > RZFEATBIXENHYVET, chld, FNA AICEE
SSHZZE1TT 3N, Developer APIZO> 3> OF/NA AGUIZERAL TEITTEET, FhiF.
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webex Contral Hub

Devices
- & Devices [=] Templates & XOD Devices ¥ Settings 1l Software @ = Resources
MONITORING i 60 devices
o Filter by Online (39) Expired (5) Offiine (9) Issues (7) offline (Deap Sl...

Sedect one or more devices for bulk actions

Type Product Status Platform Belongs to
MARAGEMENT I
o Users Rooms & Dasks D Cisco Wabex DX80 * Offline E—
B Group: . i
Rooms & Desks == Cisco Room Kit ® Issues i
| Rooms & Desks Cisco Room Kit Pro ® Online t=
Rooms & Desks - Cisco Desk ® Issues £
Nt Rooms & Desks mem  Cisco Room Kit Mini & Online ais
Rooms & Desks === Cisco Room Bar Pro ® Issues £
= i
i Rooms & Desks Cisco Webex Share ® Onling il =

A RO—=UNTFNA A3

AW F L W Control HUbR—Z T, F/NA ADOFM O T IZ & % Configurationstz o> 3 2 ICBE
L T. All Configurationsz2 2 Y VL&,

= webex control Hub

¢ Cisco Room ...

MONITORBNG

MNone
ting
Configurations
Software &
@' All gonfigurations 195 >
MANAGEMENT ?table
-
| E] Configuration templates >
- (2 pigital signage Disabled >
e
@ Location X . A
m Mavigator persistent web app Disabled >
i
Alerts 85 Macros 1y
l = Devices ens
1 Aceount Mot Maonitorad Support
acurity o ules set s device.
B Device Logs (D Manage
& Create Rule
Remaote access (O ® Available (D « Open >
e ' Local Device Controls (3 Launch
Tags

Room Kit Pro® > NO—=I)L/\NT7 FIN 4 AD5E4

¥E/N—Tsnmp& A L. NetworkServices > SNMP > Mode D JEIZiZIRL £,



Device configurations

© Configure — O Review — O Summary

Select configurations

Select one or more configurations to apply to the selected device,

[ Q. snme
MetworkServices > SNMP > Community Name
I MetwarkServices > SNMP > Mode I
MetworkServices > SNMP > SystemContact
MetworkServices > SNMP > SystemLocation

® } 1196 configurations

T TR

Audio DefaultVolume S0 (Device) W
Input >
Microphones >
Cutput ConnectorSetup: Auto (Device) >
SoundsAndAlerts RingVolume: 50 (Device) >
USE > VolumeControl »
Ultrasound > MaxVolume 70 (Device) %

Next

Control Hub All Configurations™ 1 > R

RETEVWCIZHBENHBDE—RZERLET, RO3IDOAT IV EFATEET,

1. 247 : SNMPXRY KD —UH—ERZE&MIZLET,
2.ReadOnly : 7TVIZR L TOHOARSNMPRY NDO—IH—ERXZEBMICLET,
3.ReadWrite : VTUEONY ROMHICKH L TSNMPERY RD—OH—ERZEBMICLET

o

ZDHITlE, ReadWrite M BIRENTVWET, RIZ, RICRTLSIC, REFES—Tarty
3ATSNMPZO V)Y ILET, ChiZkl), BENDI1IATY ZICEY) . Control HubZ5 L T
FNAATEETEDINTOSNMPREENRELREIETEET,



e — = ciscoroonieo - [

© Configure — O Review — O Summary

Select configurations
Select one or mere configurations 1o apply to the selected device.

) NetworkServices SHMP Mode
Mode Supported device Lypes Configuration value Default (O Undo
Gisco Room Kit Pro [ Off (Default) " ] (} Factory @
aff
o]
ReadOnly

Nt

Control Hub®All Configurations|Z & (% SNMPE— R D& E

SNMPEI DY VFBE, RORIZRTELSIC, FAAEEITNTOSNMPA TS I UARRE
NET, SNMPV2EEFEICEY NTYZI2ICE, 171822V NTYTITRILEND
WET, 1718k, SNMPH—NETIY RAKRA 2 NEICEETSDISNMPTI—> I NG
DRIEICERAETNET, COHITRE, JZ21 -7 1 Bltest123ICREESNTVET, ETRED
Nextz 7)Y I LET,

Select configurations

et 5 F Mot SERAGUISRSIY 53 SOEH ) 1 LIRS SICE

= CommunityMame

I I D Factory 0

* Mode P
SR I s -~ I (I Factory ©

SystemContact Datacin
& Fcioy ©

SystemLocation Datan
@ Feoy ©

.

Control Hub®All Configurations|Z & [+ % SNMPEZE

TINAADRE=ZHFEL., ATRICHSApplyz 7)Y ILET,



Device configurations

® Configure — © Review — O Summary

Review configurations
Review selected configurations.
Configuration Value Actions
MetworkServices > SNMP > CommunityMame test1234 - test123 g0
NetworkServices > SNMP > Mode Off =+ ReadWrite &0
 Previous |

TEZERAITREICREEZERTS

REXENERCEAESNESEZRBALET. RIS, CloseZ2UY ILET,

Device configurations Cisco Room Kit Pro » +  Onling

O Configure — @ Review — O Summary

Configurations applied " Actions |
The fallowing configurations are applied to the selected device,

All configurations

2 2@ De

Success Errar

Caonfiguration Walue Status (1)
MetworkServices > SNMP > CommunityMamea test123 &S]
MetworkServices > SNMP > Mode ReadWrite &

I RARA> NEREA Control HUbTEEICERAEWEL -
COEBET, I RARANTSNMPV2CH EEICER L, S 1571 BN EKEENET,

Control Hub T DO SNMPV3E— RO EZNL



SNMPV3IESNMPv2cE EBL TEF I U T A AE<, IV RRANICRBDIRENVETT,
Control HubTManagementtz 2> 3> O R IZ& % Deviceslc BE L £, DevicesZF7 D TFICHEY)
. SNMPV3ZFERALTRETAI RRAINOVThAZBIRLET.,. COFITIE, Cisco
Room Bar ProzZfEA L £ 9,

TINA ADOFMD T T, Configurationstz2 2 3 > ICEE L. All ConfiguratonsZ 2 )YV LET
o TFNARREI R—DHFHAEET, BR/N—IZsnmp& AL L. NetworkServices > SNMP >
Mode®DJEIZBIRL £, COHITIE, SNMPE— RIEReadWritelCEREENET, SNMPZ Y 1)
vOgBRE, FNAALOBREAMBEBESNMPREREN TN THRRENET,

FESNMPVIICEEL TCNETHBLEFIEEIANT, BIOHFITSNMPV2cZREL L&
CHBEAETNTVET, O, FIEORV -3y NER#EEhEE AL, Control
HUbERENFES — NFEICEBN HBFSEE. "Control HUb TSNMPV2cE— RZBX
L% ODEZSRLTLEZY,

SNMPV3D &2 HR—KNTBIZEKE, D1 -7 1225 THFEFNLEZOXFEIELTERET
DRENFHYET, "



Device configurations Cisen Room Bar Pro

© Configure — O Review O Summary
. CommunityName Supported device types Configuration value Default @ Undo
Cisco Room Bar Pra 5 \A b Factory @ O
Empty
chal
* Mode Supported device types Configuration value Deafault @O Unda
Cisco Room Bar Pro ReadWrite (x1 ) Factory © )
off
SystemContact Supported device types Configuration value Default & Undo
Cisco Room Bar Pro Empty (Default] D Factory (0]
Empty
..... cter
5‘}' stemLocation Supported device types Configuration valug Default & Unido
Cisco Room Bar Pro Empty (Default] ‘D Factory [
Empty

Control Hub®All Configurations|Z & (7 % SNMPE&E

NextZ 7Y I LTHSERENEEZMIRL., ApplyE VUV I LET, ClosezZUY LT,
FNAABRER—TEBALET,

CNhT, Control HUbTETTERERTERKRTTT, CORETIE, SNMPV3ETFHAEMICE2T
WET,

T2 RRA 2 RGUITDHOSNMPERE D &R

FNAADGUIN SEILREZRITTERT., 77V HRTEZHE, IV RKRSAVKNDIPFRL
AZABLET (I RRAVPMNERBURY RTD—VRICFETDHXENFHYVET ), BEEEI
—fHeLTAOd1>L, IV RRAMNOGUIT, SETUPEYS 3> O T MSettingsiCBEL &
¥, Configurations X 7 IZHBRENKRE/N—IZ, snmpEAZLET, KROREF, giotv 3
>~ MRoom Bar ProTR{T L 7=SNMPV3E&ENDSNMPEREND KRR AEZRLTVET,



Cisco \Webex

Local Device Controls

=== Room Bar Pro Settings
@ Configurations | B Statuses & Room Types @ Audio and Video
() Home
% Gal Configuration Collapse All  Expand All
Apps -~ A
uuuuuuu CiNetworkServices [ SNMP -
I & Settings Audi
CommaunityName (6] {0 to 50 characters)

5 Users Bl Mode @ ReadWrite ~

Security Bookings SystemContact (6] (0 to 50 characters)

) SystemLocation (0] I

CUSTOMZATION IHist
E8 Per lizat AMEras

Macro Edi
. Developer
File
e HitpClient
% Soft HitpFeedback
Issues and Diagnostics .
Logging
Bac! and R W
Croe

I RAKRA NOGUITHSNMPVIDERE
SNMPv3OUSMI1—Y DERE

SNMPV3ZERTESLSICTSICE, USMIA—YZERTIHBENHYET, cOTFTI>3a>
BETITHEHICHERATERINV RIEE, CZICHBDRoom OSSO RFIXINOUD U THIET
FFXT, SSHEFERALTTFNAARILERLETT, TOLEHIZEK, FNNAAlZadmin7HT > KD
PBETT, TOTHRVEESEK, BBETHV N EZERTIVLEN HYET, Ot a>T
., Co7O0tRAeHEZHBALET,

Control HubTManagementtz 23 3> O T IZ&% % Devices\C BB L £3, DevicesZ7 D TFIZHKY)
 BEEI-HYEERTDIIRRSAMEIDBIRLET, COHITIEE. Cisco Room Bar
Pro&ﬁﬁﬁ b*?o

TINA ADFMDO T T, Supporttzo> 3 ICHEEL, Local Device ControlsZ V)Y J LET
(ChABETAICR. TYREAYRERURY NT—YACHIBEFBYET ). F/NA
ANDGUINBEE T, SETUPEYS 3 IHBUsersICBEIL, Create User2 V7)Y UV LET,


https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

(n) Home

% Call

SR

@ Settings

8 Security

CUSTOMIZATION
Personalization

=
£ Ul Extensions Editor

Macro Editor

# Developer AP

SYSTEM MAINTINANCE

(= Software

“ Issues and Diagnostics

T Backup and Recovery

Users

Username

min

pchpane|

Remote Support

Status Admin() AuditTy RoomControkT) Integratanl) Usen)
Inactive w e '
Active w ' ~ s w
Active W w e ' '

The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
log into the device to troubleshoot system issues, such as problems with the device's operating system,

This remote support user on this system is managed by Gisco Webex Contral Hub.

This user is valid until

Token

I RERANOGUIDOUserstEo> 3>

A—HBENATL—X (NAT—R)ZAHDLET,

1-YrEezEREEREES. 7V

FATTHBDEEEBELET,

) Home

% Call

S
& Settings
I £ Users

& Security

CUSTOMIZATION

B Personalization

& Ul Extensions Editor
= Macro Editor

% Developer API

SYSTEM MAINTENANGE

(& Software

+- |zsues and Diagnostics

) Backup and Recovery

Add New User

Q) Find page @

« Back

Usemame  gagyser

Roles@) Admin(D)
B AuditD
RoomContralD)
B Integraton®y

@ User®

Inactive
Client Certificate DM
If using client certificates for authentication, enter the client certificata’s full Distinguished Nama.

Both the /CHealice/DCeexamplef/DC=com and the CNealice, DC=example, DC=com formats are supported,
£ rage change on rext user Sign in

MNew passphrase

Confirm passphrase

IVRKRANOGUIASDI—HDER

I—HHFEREN, UsersR—JTTIT 147 ICHB>TVBRZEEZERELET,



O

{n] Home

% Call

SETUR

& Settings

8 Security

CUSTOMIZATION
& Personalization
£ Ul Extensions Editor

= Macro Editor

®

Developer AR

SYSTEM MAINTENANCE
(& Software
4 |zsves and Diagnostics

) Backup and Recovery

Users
Username Status Admind) AuditTy RoomGontrodT) IntegratorQ) UsenT)
admin Inactive vy o N
Active o W W W b
testuser Active J o w o w
louchpane! Active v v v o v
Remote Suppgr[ The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to

log in to the device to troubleshoot system issues, such as problems with the device's operating system,

This remote support user on this system is managed by Cisco Webex Control Hub.

This user is valid until

Token

FLOWI-—¥HMEREh, BOI—FDFICVAREID



A FHUSERLEI—VIERLTHOTSSHOT A > 2H1TI2 &, NAT—ROZE
BERHSNET, ROXSBTOVTMAIKRTENET,

ou are required to change your password.
Enter current password:
Enter new password:

Enter new password again:

NAD—RZZEITHEISICUHEND 128, HILVSSHERZRKITIHEN HY)
£9,

EEEI-THAERCERENZS, FEDSSHIZA T N EFERALTIY RRA D MIER
LET, EBEILTFOOVITOTAVLET, ROTOVT IHFRTRENET,



Welcome to

Cisco Codec Release RoomOS 11.23.1.8 3963b07b5c5
SW Release Date: 2024-12-12

*r Login successful

OK

CDEREDFHAIZHE>S T, Network SNMP USM User AddAX > RZEFEHALET, COTFEVA
NL—>3a>TEATAON REXOEHY)TT,

xCommand Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256

CHOOAXRV RARILEBE, BREIRXRDODKSICEYYET,

Command Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256

*r UserAddResult (status=0K):

** end

ONYVREZIZ—BLTRITIDICEK, COUITHAEEATVAIOYY RRFIXDMIRE
HENTLWRIREDI—IINICHSHBENHYET, FHELE, COONVRICETDZDORFIX
YrROERBIATHORENEHBFCORICEYNFIFSATVRIN, I-—HVZ2EXTIRICEL
FIONI%#SRLTKEZV, ROKFRIC, OV ROERBBZBXNF B EICEELTL
2EW,


https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

Creates a user (usemame and passwords) that a network management system can use 1o communicate with the video device using SNMP v3, User-based Secunity Model
(USM). All USM users have equal access rights (read, read-write, or none), refer wo the NetworkSenvices SNMP Mode sewing. Authentication and privacy are always on. That is,
the device supponts only the authPriv security kevel and the privacy protocol is always AES (Advanced Encryption Standard). This command has no effect on SNMP v2c;
authentication for SNMP vZc is configured with the NetworkServices SNMP CommunityName setting.

Read less...

RuthenticationPassword
<B - J55h>
The: authentication password for this LISM user. It is used when authenticating the network management system. The authentication password is stored as a localized hashed value on the device (refer

10 the AuthenticationProtocol parameter).

ButhenticationProtocol
SHA-224, SHA-256, SHA-284, SHA-512
The authentication hash function that will be apphad before storing the authentication password on the device. The device only suppons the isted hash functions (from the SHA-2 Tamily); neither MD

nor SHA-1 is suppored.

<0 - 32>

The name of the USM user.

PrivacyPassword
<8 - 255>
The privacy password for this USM user. It is used for the data encryption. The privacy password is stored as a localized hashed value (AES-128) on the device. If a privacy password is not set

explicitly in this parameter, it will be the same as the authentication password (with hash lunction as specified in the Authentication Protocol paramier).

Back-end Any
User roles Admin

Board Senes, Desk, Desk Mini, Desk Pro, Room Series
Privacy impacting Mo

Microsoft Teams  Yes

Rooms (MTR)

Code: JavaScript  SEOmMMERINEN Webex Cloud

Invoke

xCommand Network SNMP USM User Add AuthenticationPassword: value AuthenticationProtocol: value Name: value PrivacyPassword: wvalue

XAPIRF 1 XY NASOUSMIA—H—ERIN > REX




B  ANZIANHRD, ERFFBLEEATVEVES, OV REIZ—%2&RL, 1
—FRERENELA, BXFULEDTTANS—NAD—RZADTEIRDIZ, 7TX
FUEOEVWNARAD—RZADTSBHZERLET,

Privacy Password must be at least 8 characters long. A

shorter password returns an error and is not going to
create the user.

A—HYHFEREhEAESI A ZTARNTBIZIE, Network SNMP USM User List N> RZFEAL
£F9, COONRIEFE, FNAAICREENATVWEDRINTOUSMI—HE2 —EXRRLET,



XCommand Network SNMP USM User List

0] 4
*r UserListResult (status=0K):

UserListResult User 1 AuthenticationProtocol: "SHA-256"
UserListResult User 1 Name: "psitaras"
“ end

CORMET, 1—Y —psitarasHF EEICERE N ENBBENEL =, SNMPV3DRENTT
LEL L,

E:USMI—Hpsitarasld, T RRA > MOGUIOUsersEI> IV ICERRENELA
o CRIFFREBYDERTT,



Cisco 3
—F d page
Local Device Controls Q, Find page @
Room Bar Pro Users

Usemame Status AdminD) Audit@ RoomControlT) Integraton) UsenrT)
(r) Home
% Call admin Inactive 4 v i
SETUP am 1) Active v v v v v
£ Settings
o = lestuseri Active v ~ ~ " L
£ Users
B Koy louchpanel Active " R \/ v w
& Security
CUSTOMZATION
Remote Support The Remate Support User is a special user account that has wider access rghts than regular admin accountd, It is used by Cisco technical support to
B8 Parsonalization log in to the device to troubleshoot system issues, such as problems with the device's operating system.
£ Ul Extensions Editor This remate support user on this system is managed by Cisco Webex Control Hub,
USM user "psitaras” is not visible
= Macro Editor This user is valid until under the user list.

# Developer API

Token
SYSTEM MAINTENANCE

(% Software
“ lasues and Diagnostics

2} Backup and Recovery

USMI—HAITY RRANOGUIND I—HDOTICRRE NV

SNMPVv2c# & U'SNMPV3EEED T A B

COBBT, XY NI—IBESZT ANMS)EER L =SNMPV2cX® SNMPV3DRED T A kI
HBOENTEEXET, COREOTREEICIEK. SNMPH—ERXAZETTHANMSH—/1%
SNMPH—=NEEFEFNTVWELBA, REZTANTBICIE, snmpwalk&E WS 1—FT 1 UF 1 & fE
ALET, cOI—FT1 )T 4 ELinuxH—NICA2AM=ILehET,



AEE:Snmpwalkldk, AZRL—>3 I RERA2NTSNMPREREZTARNT S HDHE
BY—ILTREHVEBA, TACTIOZZTFR OV —=I)LZHR—NLTVEVED, T
ANCEDRICY—IILOFERFEICEBL TVBRXEN BV ET, snmpwalkD b ) (C
. EOEEDOSNMPY —)LELRENMSZERAL THREZTANTEE T, CORETRE
. snmpwalkZBlELTHEALTVWET (FERICEREZTARNTDICEKY —IIHFBET
T)o cOY—IOFERICEATRIHEAX7OT—3aR@HYVELEA,

snmpwalkD A4 AR —=)LEZOHA RICEEENTHS T, EREINTVET, TAK
ICERTANVOFARL—FT AT ATALAOSICE > TR, 1 VAN —ILEH#NE
BAEENHYNET, TAMETIHEIIC, ELKAVARN—ITEDLSICHEETIH
ENFHYET,

Snmpwalkik, SNMPEREDHERICFEATESDY—ITT, IV RRANOMBZEIA—U AL
—LU, FATEEBEREZERTIVSIREEI RRAUNE, RO7TOOAT T NERBIF
(OID)EABLET,

« SNMPv2-MIB::sysDescr ( & HEY) ) |



« SNMPv2 -MIB::sysObjectlD ( Bt&EY) ) .

« DISMAN-EVENT-MIB::sysUpTimelnstance ( §t&EY) ) .
« SNMPv2 -MIB::sysContact ( ZtkEV) /EEAHK ) |

« SNMPv2 -MIB::sysName ( 8t HUV) /EEAHK ) |

« SNMPv2 -MIB::sysLocation ( #HEV) /EEAHK ) .

« SNMPv2 -MIB::sysServices ( & HLV) ) o

E . EEOsnmpwalkT ANCERAENBDABIPE T ZARX—KNPTHY, BEFEAE
NTVEHA, COHARTHERAEATVSRISRERELEEN, N ARRISHEED
REICUEY REhTVWET,

Cisco Room Kit ProT> RARA > MESNMPV2c TCRREETENE T, RBAFE T2 =ZF 1 AN Y
ZEEALTITIOHONET, XROON RERITLET,

# '-c' option 1is used to provide the community string
# '-v' option is used to provide the SNMP version used



# The IP provided is the endpoint's IP
snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD0270631G49"

is0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (106770681) 12 days, 8:35:06.81

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

Snmpwalkld, BGEBWICTODHERZERLET. ZOMBA3IHYET,

1. SNMPV2 -MIB::sysContact ( S EX V) /ZEE Ak ), (is0.3.6.1.2.1.1.4.0)
2. SNMPV2 -MIB::sysName ( S5 & HUV) /BEIAHK ) | (is0.3.6.1.2.1.1.5.0)
3. SNMPv2 -MIB::sysLocation ( 5i&HUV) /EEAHk ) . (is0.3.6.1.2.1.1.6.0)

NS OMBICEZERET S S ICFEHTE BxConfiguration AN > RIE32H VY ET, T KRR
A2 MNISSHT#EHL, XROOAN RZERITLET,

xConfiguration NetworkServices SNMP SystemContact: testuserl
xConfiguration NetworkServices SNMP SystemLocation: Rooml
xConfiguration SystemUnit Name: My_Room_Kit_Pro



EF:ZO3DOIAXR REMFERAITS DY) IZ, ControlHub, T RAKRA 2 MNGUI, £i&
Webex APINS, CNSDRENEEEZERITTEET,

EROONRZERITLES, UL RARA 2 M TsnmpwalkzBEFRALE T, £EFEEL-
=MiBIC 1. xConfiguraton N> RTEEENEBNMADTENATVET,

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (107047446) 12 days, 9:21:14.46
1i50.3.6.1.2.1.1.4.0 = STRING: "testuserl"

1s0.3.6.1.2.1.1.5.0 = STRING: "My_Room_Kit_Pro"
1s0.3.6.1.2.1.1.6.0 = STRING: "Rooml"

150.3.6.1.2.1.1.7.0 = INTEGER: 72



150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

C DB T, RoomKit Pro7 /N4 AL THERE NESNMPV2cEREN EEL TVWB Z ENEREE L
x£9,

Cisco Room Bar ProL> RAR4 > NESNMPV3TREENE T, SNMPV3TIE, BEYI AR =&
ALTWVWAB L ZERITHDHBENHYET, A2 T4 AN TRERThEEA, KDYV)
(2. SNMPV3E1—HRBENAD—REFEALET,

-v3' option selects SNMPv3.

-u' option provides the USM username configured.

-x' option provides the privacy protocol (encryption algorithm). Options are DES and AES. Cloud-regi
'-1' option specifies the security level. Options are 'noAuthNoPriv', 'authNoPriv', and 'authPriv'. C
'-a' option specifies the authentication protocol. Cloud-registered endpoints support only SHA-2 prot
'-A' option specifies the authentication passphrase.

'-X' specifies the privacy pass phrase for the encrypted SNMPv3 messages.

H OH H W W KR K

snmpwalk -v3 -u psitaras -x AES -1 authPriv -a SHA-256 -A testuserl23 -X testl234 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1VU"

is0.3.6.1.2.1.1.2.0 = 0OID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112579044) 13 days, 0:43:10.44

iso0.3.6.1.2.1.1.4.0 = ""

iso.3.6.1.2.1.1.5.0 = ""

iso.3.6.1.2.1.1.6.0 = ""

i50.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables Teft in this MIB View (It is past the end of the MIB tree)

C DT, Room Bar Pro7 /N4 AL THERE NESNMPVIRENEEL TVWBD C EANEREE N
x99,

12D T > RiIRA4 > N TSNMPv2cESNMPVIO A ZRBBEFICT 2
FATICTED
FW, TEET, L. SNMPOERERIC. SNMPV2ciREZ A TE D LDICTSICEFK. O

IZTARERETAIHRENHYVET, COTAMTIE., BIOHIDORoom Bar ProzfEAL £,
T > RERA > MDControl Hub All Configurationst 2> 3> OBEDRERX IO ES VY T,



Select configurations

Select one or more configurations to apply to the selected device.

NP
CommunityName Supported device lypes Configuration valua Default & Unda
Gisco Room Bar Pro [ " (*1 ) Factory @
Ernply
Mode Supported dovice lypes Configuration value Defaun & Undo
Cisco Room Bar Pro ReadWrite I \_ Factory @

Off
Control HbTO I > RRA > RSNMPDE&E

OdZAZFTA4BNFETRABEVCEISEELTLSEEY, 5|AFRE2HY), X1 ”"5718BIZED
XFEHTHBDEZRLET, NetworkServices SNMP CommunityName % ZE 0 X E 5l (") IZ R E
FTBHZEICKY, SNMPHR—KNEN—3 U3 FICHIBETEET, COXNFEH%E
testbothSNMPV2 V3R ENDIZI 1T A BILBERZIDMBEN HVWET,

Select configurations

Select one of more configurations to apply 1o the selected device,

Metwork Services
CommunityMame Supf 1 device types Caonfiguration value Default ) Undo
Clsen Boom Bar Pro g o)
Cisco Room Bar Pro testbothSNMPYE V3 % () Factory @
Empiy
Mode Supported device types Configuration value Default @ Undo
Cisco Room Bar Pro ReadWrite v () Factery @
o

Control HubT > RRA4 > M DEREEE TOSNMPv2cO IZ 1 =5 1 EDIEM

SNMPv3A"Room Bar ProCEIEL TWA C LR T TICHERENTVE T, A1 -7 1 FERE
L7=#%. SNMPV2cH'BEEL TVWB A ESHZTARNT B EH ICsnmpwalk N ERAENET,

snmpwalk -c testbothSNMPv2_v3 -v 2c 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vU"

1s0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112696957) 13 days, 1:02:49.57

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)



SNMP % f£ /A L TControl HUbIZH TEHDO I RKA > N &SR
E A 8E

&\, Control HubTlx, BEOTFNA AZ—EBICRETEET, COEETR. "BHOF/NT
ADREI IV AV TFIEZE>TEITITHHEICODVTHBALET,

EEBFMIER

- BEOMBOAZEFEATEET, FHATEAMBOKIE, I RRANEERFTITZDIVD
ZTIVITF—LORFICL>THRENET, MBEHRL THEABRERETZI LR
TEEtEA,

« SNMPV2cR IS 1=F A48 (JZ1FA ANV T EEREND ) #EALTRIL &
IH. SNMPV3GEI—HEBE/NAD—RZFEALTFEAL ., BSILERHLET., TANE
ICE, BRELAZOMINLICRUTEL VEEREAR ( snmpwalkE 2 &5l —LINMS Z {#
A)ZEALTVWAEZHERELET,

« SNMPV3Tld, RBEEE T FAN—HFEICHAVICHE2>TVET, TV RERAV BN
authPrivEF¥ 1) F 1 LRI OIKEYR—NL, 754N —7"0K)LIEEIZAdvanced
Encryption Standard(AES) T3,

« SNMPv3I&. User-Based Security Model(USM)ZA 7> 3> ThdHR—RhEnET, TLS%E
NMUZSMNPVIEHR—RENTVELR A,

« SNMPEREERAICI—HYZRBRETHLEHICEAETNBIUSMI—HIN > RiF, SNMPv2clZ (&
FELEEA,

« I RKRA2 NTOSNMP CommunityName®DEZE(E. SNMPV3DEREICIEHFELFTH A,

« SNMP CommunityName Tld AXF & NXFHFXBIEhET,

« NetworkServices SNMP CommunityNameZZ D X FHI(")ICERET D &l &), SNMPH
R—RNEVIETICHRTEET,

« SNMPVIEHR—REhTWEHA,

« SNMPV2cESNMPV3IDEAICDOWT, TV RARA 2V NEEU AT 0 MEBIF(OID) % 2
BMLET,

« SNMPV3DHE, BREEZ7ORINIEFESHA27 ZIVICELTVRHENHYET (MDE
SHAAMEHR—RENATVELEA ), TS5 THVEES., SNMPERFRIIICEKL. BF
EhEtA,

« T7TAN—=NAD—RE, O—HTZA4XENE/\Y S 2EAES-128)& L TF/N 1L RICR
BFENET, 7TAN—NAT—RIFICONTA—ZTHRHICREETNTLVEVES.
RAINAT—RERUICHEDRSICERECIAFTT (FRAETORNIILNTXA—XTEREENE
Ny 1BB&FER ).

e NAD—RINRA7L—XEI—HEE, BEOREOEBRAIZWE>TVRIHRENHYF
T, L&A, USMIA—H—REFHRAI2NXFT, RE/NAD— RIF8XFI L2255 F LT
THIVENHYNET, ChSOEBEHNFFHLEEATVEVIEE, Network SNMP USM User
AddON Y RTOI—HDOERNKRBL, TF7—HFRENET,

T2 RARANTOSNMPOREEZBIRT D EOHICTACICELKT
%


https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

I RERAY NOSNMPERENTET LA, BEAREL LBEE. TACILEEL TADIFRE
HETHIBENHYNET,

« Control Hub T#B#%ID(Organization ID)2 AL, ¥EZZTH2I RRANDIUTILE
B(SN)EAHLET,

s EEMLTVWAIFUFICOVWTHBELTSEZL,

« MELEKSELTVWBSNMPON—2 3 #BELET,

s RRENEIT—AYE—TZABLET,

s FNAADEREICEBEN HBEERF. RETOCANELLEATY 7ZHBICHAL, R
)= avhaERHLET, IZ5—ZRIAV74F21L -3 INVRERBLE
£

s IVRARaA NOTZREL, T—AICT7Y7O—RLET,

- SNMPREDT A MZEAT Butiity\NMSE = EZ0MOY —LERELET, 1—F 1 1
TAEFEALTIY RRAMOSNMPI—2 I MCRUTTANT R 58 . FATS
TEBRINRZABDLET,

BYIE 5 ¥

IL—LOSXAPIRF I X - SNMPEEENY Y R

K=K, FRY, BEEN—LT)=XFN{ ADFNA ARE



https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
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https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
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https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



