|SE_C"0)OAUth/\‘_X®SMTPwunIE® QE&J\Z}‘
NS7INoa—F4>20

2E

BUHIC

BItR %

2H
FHYZIVR—F b

=

o]
Sy hO— s
Jv74FalL—v3>

i

hS7La—h

BEOBEORNS TN 1 —F142T

FL®IC

O RF 21X NTIE, Microsoft Exchange Online Mail(SMTP)YH—/NNZ N L EEBEFX—I)LEE %
ATEEIC T BISETDOAUth 2.0NREIC DV THBALET,

Bl R SR
B #

Cisco Identity Services Engine(ISE), > > 7’ )L X—)LEE 7O N JJL(SMTP)H—/\#EE, B KTV
OAUthFRREICEAT 2 EARMN B HEBA BB CENHEREINET,

FERITZD I AR—F K
ISEN—2235P1 (3.2/8y F8, 3.3/NY F8, 3.4/VY F4& T OMEEEHR—K )
Microsoft EntralD# & U*Microsoft 3658 Bt X— DT IVt A

CORFIXNOBERIF. BEOSARELHZTNAARICETVWTEREhEDTT,
DRFIXRNTHEAITZINTOTFNA ARG, JUTR(T7#ILDN ) RETEEZRHBL T
WET. F2EEFORY NT—UTR, FONVV RICK>TRID AN HIREZ + 5 R
LTLSEEL,

I —

axX &

CntEUa> TR, ROBWNTHERAENZDIEFA—I)LBEHZHR—NT S DOMicrosoft



Entra I DE KR TISEDREIC OV THBALE T,

s EX=MUNAT VI VIEZATLATZ—LEEHDEZAMILIRET, IXTORIBE
BI1—HICEX—ATZ—LBHZEELET., EEEOEFAXA—INTRLAZRETSIC
(&. Administration > System > Settings > Alarm Settings > Alarm Notification D JE(C 2 ') ¥
2 L. Microsoft 365 admin centerTEREESNTVWREFAXA—IT RLAZADLZET

« ARVY—E, OTJAVERBRENAT—ROVEY NFIRZEBLEEFX—ILBAZ
FANIEFBLET, TARMSRTARH—T70O0—-TR., EEEOEFX—)LIEFWork
Centers > Guest Access > Settings > Guest email settings > Default 'From' email addressT
. Microsoft 365 admin centerCEXEE N7 RL AIZEREENET

s FARDNERBICBERLUILER, TANTHV NOBMBREFYINDEIICEITITRIT I3
ZHEALT, OJAVERBRET AR BBNICZETERNDLSICLET,

s NAD—ROBVEHRNINBEIC, ISECKREENLCISEERI—H/ABRY ND—01
—HFIZUR A A X)) EZEFLET,

BEF AL ZEFEITBISE/—R

B X-IJ)IOBAMN EFA-INZEFETH/—R

TART O AOEMEBR 724 VRIS—EE/— R(PAN)
TOTATEZRIVIBRTNT TN 21—
T 127 /— R(PMnT)

RS —H—E R — RPSN)

7S5—L4
FANBKBARYY—HK—KLH S DAKY
Y—8 LTS A NEH

ISR — ROERHR 754 JPAN

Y RNI—=UK

ISETCOAUthZERT2ICIE. KNDIDDFIEZRITITIHENf HVYET,

1.1ISEF7 7°\) 5 —< 3 > %&Microsoft Entra IDIC & T %

2. =02 —=N—(DP)ASTIOEAN =V ZWMETS
TIOEAN—=DUVZFERALT, SMTPH—N—\DOEHFGEREFALET,




SMTP with OAuth Flow

Client App SMTP Server Authorization Server {IdP)
| | |
| | |
[ Request Access Token (QAuth 2.0) o
| | il |
| | |

Tok

b oo e e e eeee oo AccessToken = | _ __ ______._ 4
I I I
| Connect (SMTP STARTTLS) . |
[ =1 |
| | |
T T——. ol gL J |
| | |
| EHLO client.example.com N :

f i
| | |
e SSO-AUTHXCAUTHZ .. J |
| | |
| AUTH XOAUTH2 [Base64 Encoded Access Token] | :

I = |
| | |
| | Validate Access Token _ |
| | =
I L Token Validiowaid__ |
| | 1
alt .\ [Token Valid) I I
| | |
| seali | |

235 Authentication successful.
e i - |
| | |
| MAIL FROM: <user@client. example.com: | |
I I I
| | |
250 OK
A b L L e e T T . |
| | |
I RCPT TO:<recipient @example.com= - |
[ - |
| [ |
250 0K

e ke 4 |
| | |
| DATA | |
[ Gl |
I-E: 354 Start mail input; end wilh <CRLF><CRLF> _} :
| | |
I [Email Content] 2| |
[ =1 |
| | |
| | |
| | |
| 250 OK queued message | |
e e e 1 |
| | |
I auiT | |
| “ |
- mm s s m e s o n I
PRSPPI |
| [Takan Inwalid] | |
| | |
I 535 Authentication failed. l |
= ======SsssSsss s S emsn=== . !
| | |
[ QuIT | |
| “ |
I 221 Bye | !
e e il al |
|
|
|
I



https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal

abc@abc-M-506L ~ % sh
sh-3.2% brew update
sh-3.2% brew upgrade powershell

PS fUsers/| > brew install powershell
Auto-updating Homebrew...
Adjust how often this is run with “$HOMEBREW_AUTO_UPDATE_SECS™ or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with "SHOMEBREW_NO_ENV_HINTS=1" (see “man brew’).
Downloading https://ghcr.io/v2/homebrew/core/portable-ruby/blobs/sha256:1c98fak9eacc935648a6T8e18a2bT33f14cfc276884b
71ddb&58eatSha99dlsT

Lh b R e R R R EE R EEEEEEEEEEE LR d g s St S b b i e LS
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

Powershell® 4 > A k=)L

Il. New-ServicePrincipal AY > RL v NZFEH T % (k. ExchangeOnlineManagementZ 1 > A
R=ILL, AZRY MZREATVWBR LD IZTF U NIERLET,

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnline -Organization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory

PS /Users/) ssy> Connect-ExchangeOnline 11088d3¢ "9be7é

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXOx prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent
ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO0, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https://aka.ms/exov3-module

Starting with EXO V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,
as it will not be loaded by default

Exchange Online7T 7> M\ D #E#%

ll. Exchange T ®Microsoft Entra7 7’ U —23a >4 —ER7 U2 N)LOEE, ApplDE
ObjectID [OBJECT_IDI&, 77U —>3a> B8OOIV E—T A X777V r—>3> /—R
(Azure Portal) D [EBIR—ZOAFA TP IO KNDTY, chlk, "77UT—23a &8, /—R
D "BE, R=DICHDATPIVNDTRBHYELA, BoEATIIORNDEFEATRE,
FREA KRB L £ T


mailto:poongarg@POONGARG-M-506L

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXx6a953e -ObjectId blOaxxxX-XXXX-

PS /fUsers/ 1> New-ServicePrincipal efcd713: ! 5a953e blBaa@d’ L 2189bb )

ExchangelZEntra7 77U —2 3> B —ERTV I NI EBETS

IV. Get-ServicePrincipal AX > RL Y hZFAL T, BREFHAOF—ERATUINIILERF %
BELET

PS/Users/abc> Get-ServicePrincipal | fl

ervicePrincipal | f1

efc@713: ] =5a953e
bl@aaéd: 2189bb
$-1-5-21-12508255160-1655375293-4198951263-24398743
{}
False
bl@aabd’ . 2189bb
bl@aa@d; = 189bb
True
: 1.1 (15.8.9.8)
bl8aadd’ - e18%bb
: CN=b1@aa@d’ 218%9bb, OU= .onmicrosoft.com, OU=Micro
soft Exchange Hosted Organizations,DC= 985, DC=PROD, DC=0UTLOOK , DC=COM
[ ¥2@5. PROD.OUTLOOK.COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}
16/12/2025 12:53:16 PM
16/12/2025 12:53:06 PM
16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeesf: - a32cle
ik @b .onmicrosoft.com
¥@5.PROD.OUTLOOK.COM/Microsoft Exchange Hosted
Organizations/ . .onmicrosoft.com — W =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 T .onmicrosoft.com/Configuration
FbhoaS5 T2 B4l Nl o b iy 3210
==5DCAR4 . Bl =2A@05 . PROD.OUTLOOK.COM
Changed

BRERT—ERAT U NILIDOHERE

VT RNEBERK, 77V T5—>3ashT7oAZHAT3HBEOA=INRY VR ETF N
ICEBIMTEBDRSICHEYELE, COERIE. Add-MailboxPermission Y RL Y RZFEAL T
TVWET,

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aa0dx-Xxxx-XXXx

PS /Users/m mei> Add-MailboxPermission No=1 .0 o om bl8aaed
el8%bb FullAccess

964d0d41-a43f-4257-.. 5-1-5-21-1250255160.. {FullAccess}



https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

Microsoft Entra7 7’ )4 —< 3>k, OAuth2.09 247> NERBROZFT 7O0—%FEHAL T,
SMTP, POP, E£EEFIMAPZORNIJILBHTHATNEX=IRY DAIZTIEATEDLSIC
Y EL I,

AT Y 7°3:MS Exchange Online OAuth#2H TISE SMTP1—H R ZHREL £,

Simple Mail Transfer Protocol(SMTP)H —/NZRE T B ICld. XZ 1 —7 4 2 (=Administration
> System > Settings > SMTP ServerQJEIZEIRLET., 71— )L REFRELET,

« SMTP Server Settingsf8E T, XDEEZTVET,
- SMTPH —/\:smtp.office365.com
- SMTP7R— ~:587
- BHRAA LT M60R
« Authentication SettingsfBIE T, N L AA ¥ F% £ L TUse Authentication Settings7 7’
>IAVEFMILET,

MS Exchange Online OAuthZ IR L £ 9., XD{EZ AN L T, Microsoft Exchange Online
OAuthZgZEL &7,

« Username” 4 —)JL RIZ, Exchange Online I—H'ENZEBEFX—IT RLAZALL
£¥9,

« D54 F>RND74—=)LRIZ, Azure Entra D7 77U —>3a> 0054 TF > NMDEASL
£9,

e TFRND714—=)LRIZ, Azure Entra D77’V —>3> 057+ NDEAALET,

 Client Secret7 1 =)L RIZ, Azure Entra D7 U —23a>0054F >R —OL Y K
ZEAHLET,

« ExpiryDate7 1 —J)LRIZ, 94T h—OL Y NOBXMHRZADLET,

94T RI—OL Y NERYNTZ—ALK., COREICEIVTRNIH—EhET,
« OAuth Token Endpoint APl 8 & T'Scope7 7 A )LICIE, ENFBEBMNICADENET,

BRI, BERTAMNRENIr EZECETLERCOKARETEET,



i+ Identity Services Engine

Administration / System

J!  Bookmarks Deployment Licansing Cartificates Logging Maintanance Upgrade & Rollback Health Checks Backup & Restora Admin Access

=
= Dushboard Clignt Prenviilaning

S Mode SMTP Server Settings

Configure a Simple Mall Transfer Protacol(SMTP) server 1o send email notifications for alarms, to enabile
sponsors 10 send emall notification to guests with their login credentials and password reset Instructions,
and enable guests to avtomatically recelve thelr login credentials after they successfully register

1] Context Visibility
Security Settings

A, Operations

Alaim Settings

General MDM / UEM Sentings

1 Palicy themsetves and with actions to take before their guEst accounts expire,
Posture SMTP Server
4. Administration
SMTR Server*
Prafiiag
Al Work Centers smip.office 365.com
Protocols
SMTP Port”
SE7

Endpolnt Scripis
7} Interactive Help

Comnietion Timeaut
&0 seconds

Proxy
' SMTP Server

SME Ganeway . .
Encryption settings
System Time
Enable TLS/S5L connection encryption to require ISE to establish an encrypted connection
o the SMTP mall server before sending a=mall.

AP Settings
Data Connect
Use TLS/SSL Encryption (1)

Metwork Success Disgrostics

Authentication Settings

W use Muhencatior

DHCP & DNS Sérvices

Max Sesslons

Email Address

no-reply@sssssssmesss  onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID

efc07138 =

o o o KT

Client Secret

Fededed vk kR kR ke SHOW

OAuth Token Endpoint API
https://login.microsoftonline.com/f1108d36-ea07:

1108438 nw e 7 6

Expiry Date

() ©

Mar 15, 2026

Scope
https://outlook.office.com/.default

@ Successfully connected to smtp.office365.com.

Test Connection ‘

SMTPH—NAOTFTANERICKIILEL &=,

<{froot>

Not e:

To protect sensitive customer data,

these configurations are excluded from Backup and Restore operatio

BEITDICRK, TANEFX—IIOEREZEHAL £T., Work Centers > Guest Access > Guest
Email SettingsIC#B & L ¥ 9. Enable email notifications to guests ZiBIR L, BREELRTFOARATY
T1TRELVEERETHINOT 720 TEET) EFAXA—ILTRLAEZERELET,



Al |dentity Services Engine Work Centers / Guest Access

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

=
g Dashboard Guest Account Purge Policy 2 -

Guest Email Settings
','_l Context Visibility Custom Fields

Guest Email Settings
Eadi i SMTP server:smip.office365.com

. Operations Guest Locations and SSIDs

' Policy Guest Username Policy Configure SMTP server at::Work Centers » Guest Access > Administration > SMTP Server
Guest Password Policy H Enable email notifications te guests

4, Administration DHCP & DNS Services

A Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor’s email address (If sponsored)

T Interactive Help

() Always send notifications from the default email address

-

Reset W Save

FANDBFA—LBREOEE

Work Centers > Guest Access > Portal & Components > Guest Portals > Self-Registered Guest
Portal (default) > Portal Page Customization > Notifications > Email® JEICBEL T, TARNEF
X—=)LZEFELET,

ARIOTLE1I—RA>T, Settings >Send TestEmailDJEICZ VY I L, EFX—)LID%
AddL T, SendzZV Uy U L&ET,

= iy Wentity Services Engine Waork Conters / Guest Access

Pl Boskmans Gvervie w Kentitees identity Groups (e M Portais & Manage Accounts Palicy [lements Policy Sats Reparts Custom Portal Fises Settings
Bashaaar o=
at Typan Gl o0 Proview  Seqtisgs
1 Vit —
A opsraian @
Approwsl Message for Sed-Registration Guests
U Pescy "
B, Admisigteation [ —
4 Werk Comtars
¥ " 3
. &
Interative Haip o

Appeovnl Message Tor Socisl Login Guests

—
|

o Aiteni ApSrieed

HEERR—FILASOTAREFX—I

Outlookkd, BBOFIB1THREL LEEELOTATIY R SEBFXA—LESETILENSY
£F, A9U—>239 NOHUTILEFA—).



Your Guest Account Credentials

- no-reply@?”
To: Poonam Garg

® .onmicrosoft.com <no-reply@?# L

.onmicrosoft.com>

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Walid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

Reason for visit:

D N & 2

=

Today at 8:54 AM

Outlook TEELEEFX—ILDOH2 T I

<ttroot>

Guest.log at debug Tevel:
2026-02-02 05:17:34,608 INFO

sendMai | Message: Submitting Mai

2026-02-02 05:17:34,608 INFO

snt p. of fi ce365. com

2026-02-02 05:17:
2026-02-02 05:17:34,609 INFO
2026-02-02 05:17:34,609 INFO
2026-02-02 05:17:39,365 INFO
2026-02-02 05:17:39,365 INFO

34,609 INFO

sendMai | Message

Future. get status:

[admin-http-poo1139][[]]

Job

[admin-http-poo1139][[]]

[admin-http-poo1139][[]]
[admin-http-poo1139][[]]
[GUEST_ACCESS_SMTP_RETRY_
[GUEST_ACCESS_SMTP_RETRY_
[admin-http-poo1139][[]]

Success

cpm.guestaccess.

cpm.guestaccess.

cpm.guestaccess.
cpm.guestaccess.

THREAD][[]] cpm

THREAD][[]1] cpm.

cpm.guestaccess

Time taken for Future.get method call is 4756 Milliseconds.

apiservices.

apiservices.

apiservices.
apiservices.
.guestaccess.
guestaccess.
.apiservices.

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh
apiservices.util.Sm
apiservices.util.Sm
util.SmtpMsgRetryTh

R, ARVY—EBENTANI—HVCI—-HFILTUOIVYIIEBEFETRHZET, ARVY

—R—=BILASTANLET,



CISCO Sponsor Portal

Welcome sponsoruser

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)
Create, manage, and approve guest accounts.
Edit Resend Extend Suspend Delete Reset Password Refresh €
O Username State First Name Last Name Email Address Mobile Num__ Expiration  Time Left
. 2026-0503 T2D13H
001 Created testuser Qs 10:25 1M
Help
AR —R=ZLASOTAK
CJ Resend i
E

Deliver notification using:

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ lssssssmenm . onmicrosoft.com

Cancel

TFARI—HAOILTFTU v OEE

FARI—HHNFEZELEEFX—ILOYTI



Your Guest Account Credentials

2 no-reply@m e
To: (2 Poonam Garg i

; Ce:

51 Name:

e onmicrosoft.com <no-reply@mm

no-reply@

Hello testuser,

our g ACCo
sermame: 1001

U

Password: 6299

First Name: testuser
J

o onmicrosoft.coms

.onmicroseft.com

Mebile Number:

Valid From: 2026-02-02 10:25:00

Valid To: 2026-05-03 10:25:00

Duration: 90 days

Person being visited:

Reason for visit:

If unused, this account will expire on: 05/03/2026 10:25

@ « &« ~

Today at 10:44 AM

TFARI—HFAOEFX—ILEH

NZ7)L>31—hb

DSAT O RN—OLY NOBMERICE T2 7S —LDHERNSHEHET., SMTP OAuth
Client SecretlCBHETHFH L VT T —ANISEICEMEhEL =,

= b dantity Services Engine

Lt

§|  Bookmarks Deplayment Lizensing

5% Dashboard -

 Gontext Vislbiiity
scurity Semisgs

%, Operations [ Alarm Seitings

General MOM | UEM Settings
0 Folicy General MOM | UEM Setting

Pasture
4. Administration

Prefing
Work Centers
Protocals

Endpednt Serlpts
Intaractiva Help

Fray

Certificates

Administration / System

Lagging Maintenance Upgrade & Rellback Health Checks

Alarm Settings

Alarm Gonliguraion Alaem Motification

Alarm Hame

smip

SMTP Quuth Ellent Sacrat about 1o be expired Admintstrath and Oparaional Audit

SMTP DAL Cllean Seeret Bas expires Agmiristrithit and Opsratonsl Audi

Backup & Restore

Admin Access

Sattings

Sewerity Statun

User Dufined Condix

ESIENTTIND1—TFT4202EDBICF. NZTNZ1—FT42TITHBEAILCKHLUT,

PAN, PSN, 7ZzEFEPMnT./—

- AF I IVR—FT b
- AU 7 74)L : guestlog

BEHRBEOT AN

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:

58:
58:
58:
58:
58:
58:

21,501
21,501
21,501
21,513
21,513
21,513

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

RTFNv IO 2BMILET,

: guest-access-admin, guestaccess

[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]

cpm
cpm
cpm
cpm
cpm
cpm

.guestaccess

.guestaccess.
.guestaccess.
.guestaccess.
.guestaccess.
.guestaccess.

.apiservices.
apiservices.
apiservices.
apiservices.
apiservices.
apiservices.

util.
util.
util.
util.
util.
util.



2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

REFRE

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:
05:

05:
05:
05:
05:
05:
05:
05:
05:

59:
59:
59:
59:
59:
59:
59:

54:

54

54:
54:

54

54:
54:

54

14,872
14,872
15,630
15,630
15,630
20,146
20,146

07,337
107,337
07,339
07,339
107,339
07,339
07,339
107,357

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]

[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

BEHEOBEORNZ N2 —FT427

1.GUIZTZ—:

Email Address
no-reply@

Client ID
efc071

Client Secret

admin.guestaccess.action.SmtpServerSettingsA
admin.guestaccess.action.SmtpServerSettingsA
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA

admin.
admin.
admin.
admin.
admin.
admin.
admin.
admin.

smtp.office365.con\N D#EFEFIC KB L EL 1=,

guestaccess.
guestaccess.
.action.
action.

guestaccess

guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.

action.

action

action

action

SmtpServerSettingsA

.SmtpServerSettingsA

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA

.onmicrosoft.com

Exchange Online mailbox

Tenant ID

i6a953e f1108d )e9989be76

Expiry Date

Ak hkEERERE XAk kA k kT hdhhhrhhhdadhhdd SHOW

OAuth Token Endpaoint AP

https:/flogin.microsoftonline.com/f1108d36-ea07

Scope

(Ej connect timed out

, 20286

(] @

https://outlook.office.com/.default

BEAZALTINUELE

<tfroot>

2026-02-09 03:24:58,658 ERROR [admin-http-pool1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -:

nested exception is:
java.net.SocketTimeoutException: connect timed out

. al



https://login.microsoftonline.com/f1108d36-ea07

@ Invalid email address

Guest.loglZconnect timed out& B E h 3, COREZFRITZICEF,. 7OFRELZMBETS
BENFHYVET,
2.GUIZTZ—: OQAuthTY RARA UV RNELEFETFT NDAEMTY -FHHAZSBL TS EEL,
TTNDZHRBITBIHLEN HYVET,
W IVTZAT RN —OULYBN-EAU., 9472 h—UL Y NMaZTFZTHIHLENHV)
i )
Emall Address
no-reply@ .onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efcO7 1! m = ®5a953e f1108m= - 199be76
Client Secret Expiry Date
t e R s s e e R e R s S S 2 Mar 15, 2026 :—| :_;
Cauth Token Endpoint ARI Scope
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default
@ Invalid client secret
BN OTZAT RN —DOLY RIT—
4. BWBEFX—IIT RLA-H—EAMEBOBRAEL VW ZBIEL TEZ L,
Email Address
no-reply@ we- s onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efc071 = = EEE = muad953e f1108dum mm B mam999be76
Client Secret Expiry Date
E s s s e R e s e P e R R e R R s s s s s 2 2 ] 15’ 2026 '-—| '-’.-’.
OAuth Token Endpoint API scope

https://outlook.office.com/.default

BNBEEFA—ILTRLAOIZ—



5 BRENLEZ—TY NMOBUMBIHAABNANROAVELRA : T NJIDFIAEF T — it
BAE ( pcaplZ it 2 TMicrosoft Azure RSA TLSH{TRICAS & U'DigiCert)L— RCAK E ) HISED{E
HEMMIAEANTICEREL., TISERLVOIVTAT U RNG—NBE (AT ZANZIFY

) CORREDEREI O—LICHULTEEENTVB L ZBAELTEE L,

pcapZHBL T, EntralDA SEFE N INTOAHEEZHERLE T,

no-reply@ =.COm

. 2027

https://legin.microsoftonline.com/905582f8-e148 https:/foutlook.office.com/.default

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Usage

Certificate Status Validation

Trusted For: .\ff\

]
A

Trust for authentication within ISE and Client-Server communication
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



