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NTPshow 3= >~ F

NTPRIEQREZHNZHC, ROINY ROFEAFEEHDCOVWTERL THIBENFHYET,

« show ntp association

« show ntp association detail

e show ntp status

E ORIV IAVTHERAETATVAIONY ROFMEFHNSIZIE, Command Lookup Tool ( BEI—HERH ) #FEALTLKEE
Wo PAOAOBRI—HOHENANBY —ILELRPBERIZCTIVELATEXT,

EICTIRTYRAR=TVEY—)LIF, FEOshowAX > REHR—KNLTVET, show AN ROEIOSHERRTS
(Z1&. Output Interpreter Tool ZFEALET. AOAOBRRI—HOHNARBY —ILELCBERICTIOELATEET,

show ntp association

NTPF7YZI—232k, E7 PYSI—232 (1 20VATLAZBOYATLAERBTS, REBERDOZATLZTDIA
TLACEBEES ) TR Y—NTIYII-232 (1 20ATLERNOATLERBETS. TOFEEFRT ) OLWFTHAICT
EXRT,

B & show ntp association AN > ROHBHFITY,



CLA_PASA#sh ntp association

address ref clock st when poll reach delay offset disp
~10.127.7.1 10.127.7.1 9 50 64 377 0.0 0.00 0.0
~10.50.44.69 10.50.36.106 5 21231 1024 O 3.8 -4.26 16000.
+~10.50.44.101 10.50.38.114 5 57 64 1 3.6 -4.30 15875.
+~10.50.44.37 10.50.36.50 5 1 256 377 0.8 1.24 0.2
~10.50.44.133 10.50.38.170 5 12142 1024 O 3.2 1.24 16000.
+~10.50.44.165 10.50.38.178 5 35 256 357 2.5 -4.09 0.2
+~10.50.38.42 10.79.127.250 4 7 256 377 0.8 -0.29 0.2
*~10.50.36.42 10.79.127.250 4 188 256 377 0.7 -0.17 0.3
+~10.50.38.50 10.79.127.250 4 42 256 377 0.9 1.02 0.4
+~10.50.36.50 10.79.127.250 4 20 256 377 0.7 0.87 0.5
* primary (synced), # primary (unsynced), + selected, - candidate, ~ configured
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poll

R—UDJBEREDBENTHRELE T, BREIEE. BP0 64ROR—U BB THAEhET, CORFCI, 24
ORI ERPEEZEHICE, 1 PBIC1IEBRYZVOUNTP NS OY O3V EFRETCHDEERLET, V54T
NEeH—NOETNTPARETD E, R—U DT ERIGARA S1024WETOEVARTY STEMNTZD N HY, B
BETOEOEHATRELET, LAL., COEBRIZATUIRET—NOBORY NT—O0ORE, BRTF NTPNT Y
ROBRICESTVTENICELET, LES<KOBY—NICEETERVES, KYKNT—TJ0F—/N\—AY REHS
T, R—UJERE 1024 BETHLF>EMLET,

EI—UVARTAY I PLOAVALIZE > THIBIREE DD, LI—RTNTPR—UVIERERAETRZ LB TE
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ET7ORETREMEIE S EBETRENZEY NXEHTT, cOT71—JLRIE, CiscolOS®BR Y7 RNTJITF7ONTP7O%
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1Y FDHETREL, NTP7OELRAILK 2> TEEBLTLEEh, FLAVELTZHFANSHBHBENHYET,

EETREMRE. FALTIRNOR-VITBREEALT. NTY MFZEERELESHEHBILET, R—UVIH
BlE. NTY RARDII-EHITRETICNTPAGEIZRETT. ETHFELZER-VUIRBEERZBEND
IS, NTYRNRONETETREANNHIIRBEECT L ICEBD ARSI B ET,

ZOBITE, 4 DORETREMDEN BV ET,

o 377(8HEH) =11111111 (2EE ) o NTP7OEANBREOSHEONTY h2ZELIEZEEZRLET,

+ 0(8i#% ) =00000000, NTPZ7OEANNT Y N2ZELAEN > EEERLET,

« 1(8H#¥ ) =00000001, NTP7OLANZEBEONTY NO&EZFELLEZEEZRLET,

+ 3B7(8HEH) =11101111, BRED 4 BONT Y RAKDINDEONTY NERLET,
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https://www.translatorscafe.com/unit-converter/numbers/octal-to-binary/

offset

F7tY hNE, ETHE, LEBTZFAIVEIZATORNEOIOY VRBOETY, COERK. 7547~ o0OY Y
ZEAMIZLHOICEAENDWEETT, EQERT—NI7O0YI0RSHFEVCEZRLTVET., BOERKIZAT
hOOYIORSIABVCEZRLTVET,

disp

BE. O—AL 2OY 7Y -—NIOYILOBTAEENEIOY VOBRABEETYT (WEATHREETNET
)o COHITIF, ¥ —/V10.50.36.42 DH&EIF 03T, O—AL IOV o&H—NoOY 7 EOEOO-ALTREE
hBRABEEF 03HWTY,

70Y VFRNICEAMEATVWREER., BMENRTRELET. LAL, ThENOELEZELDBABTIEDHES, U7
AT7RONTP7OEARK, ¥—/NASONTPXY E—J%ZFANEE A, ZRRGHEF16000TT. COPITR, ¥
—/¥10.50.44.69£10.50.44. 133D F T H B 1cth, O—HANITAT Y NEChSOY—NHSOBEEEZFANEEA

o

FEGEATEOT, 2BIFELCEVEE, IF4TVREZOH—NDSOXY E—D2ZFANBVAREENHY &
T Blo 27EISEE LTS EZ L,

address ref clock st when poll reach delay offset disp
~10.50.44.69 10.50.36.106 5 21231 1024 0 3.8 -4.26 16000.

F7EY NE 426 TTHN, 27BN EEICE (BETSKBEOARYIMER ), FETEMEFEAOTT, LENF 2T
EDITATU NGO —NhSsBREZTANEE A,

show ntp association detail

AR & show ntp association detail AN > ROHEAHITY,

Router#sho ntp assoc detail

10.4.2.254 configured, our_primary, sane, valid, stratum 1

ref ID .GPS., time D36968AA.CC528FE7 (02:10:50.798 UTC Fri May 25 2012)

our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.44, reach 377, sync dist 207.565

delay 2.99 msec, offset 268.3044 msec, dispersion 205.54

precision 2**19, version 3

org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)

rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)

xmt time D36968B7.A21D3780 (02:11:03.633 UTC Fri May 25 2012)

filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04




10.3.2.254 configured, selected, sane, valid, stratum 1
ref ID .GPS., time D36968BB.B16C4A21 (02:11:07.693 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64

root delay 0.00 msec, root disp 3.34

, reach 377, sync dist 192.169

deTay 0.84 msec, offset 280.3251 msec, dispersion 188.42

precision 2**19, version 3

org time D36968BD.E69085E4 (02:11:09
rcv time D36968BD.9EE9048B (02:11:09
xmt time D36968BD.9EA943EF (02:11:09

filtdelay = 0.84 0.75 663.68
filtoffset = 280.33 178.13 -286.52
filterror = 0.02 0.99 1.97

.900 UTC Fri May 25 2012)
.620 UTC Fri May 25 2012)
.619 UTC Fri May 25 2012)

0.67 0.72 968.05 714.07
42.88 41.41 -444.37 -320.25 3
1.98 1.98 2.00 2.03

10.1.2.254 configured, insane, invalid, stratum 1

ref ID .GPS., time D3696D3D.BBB4FF24 (02:30:21.733 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 4.15, reach 1, sync dist 15879.654

deTay 0.98 msec, offset 11.9876 msec, dispersion 15875.02

precision 2**19, version 3

org time D3696D3D.E4C253FE (02:30:21.893 UTC Fri May 25 2012)

rcv time D3696D3D.E1DOCIB9 (02:30:21.882 UTC Fri May 25 2012)

xmt time D3696D3D.E18A748D (02:30:21.881 UTC Fri May 25 2012)

filtdelay = 0.98 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 11.99 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 0.02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 160

BERTOXRREIZIVTITICERENATVSIAFER. CCTRHREVELEEA,
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5.15
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0.00
00.0
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FTANS ~8ENALEBE. NTYRMAYE—RGENTT, ET7ZRPAICBIRTEZI N ESHEHRTIED
CE, BHBAYA—Z2ECNTYNOXKEFERTEET,

insane BEMFIVIOFRBLELYD, H—/\DSOBHEZTANShELA, H—NEEHEhELA,

valid ET7 I —NBAFENTT. COETHT7SAIVICEDE, O—ANITATNECOBEEZZTANETT,

Fi:3)] ET7H—NEAFBENTT, BREZTAND ENTEEEA,

ref ID FETH—=NICUTZZLAID(ZRIL) HFEIYHTShET,

S Bk, E7IH—NHISZELERFORALAZRT T,

ourmode/ ([Zhikx, O—AHIL 94T NETOIRETT,

peer mode

our poll chlF, DRAOAOR=VUINASZOETAD, £ERFETASO—HIL I AOR—)ITERTT,

intvl/ peer

poll intvl

rootdelay |[JL—RNEBEENTPEY RTYTDIL—NIRITZIBETT (SUREBEMN), ARTZA1OVOY I, NTPE
YRTYTIREFTDIL—RTHBIERBENET, COBITE, SEOH—NIXTE, ANTFRLA1THDIH,
IL—=KNICBEYET,

root I—Ra&EE., O—AHL 20v2Ll—K 20Yv VOB TAEENEIOY VOBRABEETT, FMAICOVTRE

dispersion [ show up association® T M dispy OHAZSBL T LEE L,

syncdist.  |[2hik, ARTRLOY—ADEBEIVSATUNIE>THAEETNEBEHENDREAENHEMETT, COERK, X

RZRLY—ANBREBRICEBRICHRAMSNTHYSEL LTIV RNUYTRBE, SATLARE, §LT70O0Y I K
D7 hNOEZTHEEENET,




BEOARNZRLIZY—NIDZAT U R EEODRREBNTPEY RT7Y T (A E—Y NADARNTZATIZ
NTPH—N\AHVY) ., RAZBRBDARNTRALAICY—RAETEDH—/V) Tk, NTPREHMNROP ZHERL TREDE
EE2ERIIMSENHYETY, BHARARIL—TOERIFTENELA, TOMII, ANTRLAOFTESRICEE
ERICEETEBRVRSAALA T—HNEEFATVT, ChICE>TEMNORERENELDWREMNI HDIEVWS L
ELBILBEKMBENHWET, NTPTHEATHZBRTZIIAVAALTR, 77430 H—NEI—NZIFTD2HPE
BANZ VT V) —%ZFETREDHIC, RV TF—RGEIIN—FT 42T FILIAVXLONIT MY EREL
£, PLOVAATHERAENZEEXNY Y IR, ANSRALACEAHEREZZL-EOTERES N, FHER#D
 OBICHESEENE D ERELEEOTERENET, LEN 2T, ABENARELCIL—MOY—NORNE
MYET, BREEERKIZ—ICEIVTHERENET,

EIE hnF, EPAOTOUR NUYTIBETT,
precision chiFx, E7 20V I0OBEETY (Hz BN ),
version Chik, E7HFERATE NTPN—2300ES T,
org time hlk, NTPATY ROEGBTNDRALARARTTT, DFEY, NTPATY NEERLEFIA S, O—HILIS
ATRNINTY NERETDHETHD, EFODRALAZVTTT,
rcv time chF, O—HAN IZATU AV E—2D2ZELERIORA L AZ VT TT, orgtime & revtime D ZE (&,
COETOAT7EY RTT, COHITE., 7543110422541 R OBEFHYIET,
org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)
rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)
=3 268.3044 ZUHOAT Y RTT,
xmt time hiEk, O—ANL I9TAT RN COETIH—=NNIZEETE NTPNT Y NOREEZAL RAZT T,
filtdelay chik, BHTINOSTTUR NIV TBETYT (SUBEREN),
filtoffset

filterror

chlE, FHOTIN0OOOY Y FT7EYRNTY (SUBEN),
chid, EH2TINOBELTORETT,

BTN ZELEKZEBONTPATY RTY, COBITRE., 75147 V1042254DERFROEHY T,




filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04

CNSO8EOH T, O—NIL IFATMHBED 8D NTPNT Y hEZFELIEAESHZERT reach
74— ROELCHELTVET,

show ntp status

LR & show ntp status AX > RO HHITT,

USSP-B33S-SW01#sho ntp status

Clock is synchronized, stratum 2, reference is 10.4.2.254

nominal freq is 250.0000 Hz, actual freq is 250.5630 Hz, precision is 2%%18
reference time is D36968F7.7E3019A9 (02:12:07.492 UTC Fri May 25 2012)
clock offset is 417.2868 msec, root delay 1is 2.85 msec

root dispersion is 673.42 msec, peer dispersion is 261.80 msec

show up associationtz 272 3 > & 7= ld show ntp association detail 272 3 TIT TICERES N TV S ARBRKBRYVIELEB A,

AR

precision

BERATFNICHBIEN, 20EFELTHEENET, COBITIEE, 218 1L 28(-18), LK 38 XA VOV EE
KLET,




NTPET7 R, BT ZAIVEISAT NEAORBIADNBIRERBEEREXRTT . NTPRE, ROFETEHAHNF
PARICEZAEMEN HANI 2V ENEBZEELET,

LNTPR., ZOXIVHAGHFERELEATVAVWIS D EDRBREEZEITLER A

LEBEBORD VP SHBETNLERAEERL ., OV DV ERLFIRESELRBINI DV ER, TOARNSRLY
FESTERMLELE A,

FNy SEFHULENTPO S TS a—Fa 24

NTP TH4 ¥ 2 MEORE RO ZERRAOESY TT,

o NTPNNT Y RAZEETNEL,
o NTPAT Y NEZEENETH, Ciscol OSONTPZOEATIRMEEZhEE A,
o NTPNNT Y NEREBZEZIZAH, IZ—EBXZFTLEENTY N F—2NRETRABEF cHDNI B,

 ntp clock-period A FEITEHRESE iz,

CNSNEENRREZRBHIDICRUDUTORSBEERERTF/NY YT ANV RFBYET,



» debug ip packets <acl>

» debug ntp packets

» debug ntp vaidity

» debug ntp sync

« debug ntp events

ADEV23a2 TR, ChoD—RNEBEZBRIDLEDICTNY T Z2ERATRIFAECOVTHALET,

E OBV AVTERAENATVR IOV ROFMEFANSIZIE. Command Lookup Tool ( BRI—HEHMA ) ZFEAL T
Wo PAOAOBRI—FOHANANEBY —LERPERICTIVELATEET,

i debug AN REFEATDHEIC., Tdebug AN ROEELEHRL Z2SBLTKEE L,

NTP 7 v P BZEEHhEZ L

debugip packet AN RZEFEAL T, NTPNNT Y RAEZEEATVIHAESHZERRLET, TNV THONBREICES AHEH
ez, POAIAMAO-)L YAKN (ACL) Z2FAL T, FNYITHNZHIRTEERT, NTPIE, User Datagram
Protocol ( UDP ) R— K~ 123 ZFEAL £,

1.ACL 101 Z#ERLF,

access-1list 101 permit udp any any eq 123
access-1list 101 permit udp any eq 123 any

NTPNT Y MCRBE, 123 DEERERENR— M BB, ROIXY RIRIEET,



permit udp any eq 123 any eq 123

2.0R® ACL ZfEBAL T, debugippacket AN RASOHIEHRLET,

debug ip packet 101

JARENRENETICHZBE. ThOoOETIC ACLI01 NDERERKVIAHET, ETH 172.16.1.1 THBHEE. ACL 101
BROKIDIZEELET,

access-1list 101 permit udp host 172.16.1.1 any eq 123
access-1list 101 permit udp any eq 123 host 172.16.1.1

ROEHBIE, NTY MFEBFEATVBEVCEZRLTVET,

241925: Apr 23 2012 15:46:26.101 ETE: IP: s=10.50.38.70 (Tunnel99), d=10.50.44.101, Ten 76, input featu
241926: Apr 23 2012 15:46:26.101 ETE: UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
sendself FALSE, mtu O

241927: Apr 23 2012 15:46:26.101 ETE: IP: s=10.50.38.70 (Tunnel99), d=10.50.44.101, Ten 76, 1input featu
241928: Apr 23 2012 15:46:26.101 ETE: UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,
sendself FALSE, mtu O

NTPNT Y RA'REEATVWEBEVWC EZRFEL IS, ROFIEZRTIBIHBENHYET,

o NTPAELLKRREENTVWRHLZEIBLET,

o ACLANTPNT Y RZTOYILTVWRAESHEERLET,

s EERTLRBEEIPANOII—T A IBEF BVAERBLET,



NTP X4 v F HIBEh % v

debug ip packet & debug ntp packetsDEA N AN REA Z—TINILT DL, ZEBRVUREBFEENENT Y NEBRTEET, £
. NTPAZNSONT Y NTEETDEEMIRTEET, (debugippacket TRRENDKSIC ) ZELENTPAT Y R EIC,
debug ntp packetsTHERE NN TEI I NUFH YW ET,

LT, BELENTY RTNTPZ7OEANMEL TVRHEEOTFNYITHITT,

Apr 20 00:16:34.143 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Tlen 76, sending

.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:34.143 UTC: NTP: xmit packet to 10.1.2.254:

.Apr 20 00:16:34.143 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0021 (0.504), rtdsp 1105E7 (17023.056), refid OA0102FE (10.1.2.254)
.Apr 20 00:16:34.143 UTC: ref D33B2922.24FEBDC7 (00:15:30.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: IP: s=10.1.2.254 (Vlan2), d=10.3.2.31, len 76, rcvd 2

.Apr 20 00:16:34.143 UTC: NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

.Apr 20 00:16:34.143 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0000 (0.000), rtdsp 009D (2.396), refid 47505300 (10.80.83.0)

.Apr 20 00:16:34.143 UTC: ref D33B2952.4CC11CCF (00:16:18.299 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: rec D33B2962.49D3724D (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.49D997D0 (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: 1inp D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending

.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:36.283 UTC: NTP: xmit packet to 10.8.2.254:

.Apr 20 00:16:36.283 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:36.283 UTC: rtdel 002F (0.717), rtdsp 11058F (17021.713), refid OA0102FE (10.1.2.254)
.Apr 20 00:16:36.283 UTC: ref D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:36.283 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:36.283 UTC: xmt D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: IP: s=10.8.2.254 (Vlan2), d=10.3.2.31, len 76, rcvd 2

.Apr 20 00:16:36.283 UTC: NTP: rcv packet from 10.8.2.254 to 10.3.2.31 on Vlan2:

.Apr 20 00:16:36.283 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.Apr 20 00:16:36.283 UTC: rtdel 0000 (0.000), rtdsp 0017 (0.351), refid 47505300 (10.80.83.0)

.Apr 20 00:16:36.283 UTC: ref D33B295B.8AF7FE33 (00:16:27.542 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: org D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: rec D33B2964.4A6AD269 (00:16:36.290 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: xmt D33B2964.4A7C00D0 (00:16:36.290 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: 1inp D33B2964.498A755D (00:16:36.287 UTC Fri Apr 20 2012)

DT, EELENTY NTNTPA#EL TVWEWEEOBIZRLTWET, NTP/NT Y NEZFEEET ( debugip packets I
KO2TRENET ). NTPTOEZAFETNSONT Y NTHELTRBA, EEENLZNTPANTY NTRE. NTPZ7ORANSNT



YNEERTBIHBENHB -, NiST S debugntp packets DH AN FELET. CORBERK., ZELENTPNT Y MFQLEE
TWEVWBAICRELET,

071564: Apr 23 2012
071565: Apr 23 2012
071566: Apr 23 2012
(10.50.38.106)
071567: Apr 23 2012
071568: Apr 23 2012
071569: Apr 23 2012
071570: Apr 23 2012
PCY_PAS1#

071571: Apr 23 2012
071572: Apr 23 2012
sendself FALSE, mtu
071573: Apr 23 2012
071574: Apr 23 2012
sendself FALSE, mtu
071575: Apr 23 2012
10.50.44.69
071576: Apr
PCY_PAS1#
071577: Apr
071578: Apr
071579: Apr 23 2012
071580: Apr 23 2012
for forus packet
071581: Apr 23 2012
PCY_PAS1#

071582: Apr 23 2012
071583: Apr 23 2012
071584: Apr 23 2012
(10.50.38.106)
071585: Apr 23 2012
071586: Apr 23 2012
071587: Apr 23 2012
071588: Apr 23 2012
PCY_PAS1#

071589: Apr 23 2012
071590: Apr 23 2012
sendself FALSE, mtu
071591: Apr 23 2012
071592: Apr 23 2012
sendself FALSE, mtu
071593: Apr 23 2012
10.50.44.69
071594: Apr
PCY_PAS1#
071595: Apr
071596: Apr
071597: Apr 23 2012
071598: Apr 23 2012
for forus packet
071599: Apr 23 2012
PCY_PAS1#

23 2012

23 2012
23 2012

23 2012

23 2012
23 2012

15:
15:
15:

15:
15:
15:
15:

15:
15:

15:
15:

15:

15:

15:
15:
15:
15:

15:

16:
16:
16:

16:
16:
16:
16:

16:
16:

16:
16:

16:
16:
16:
16:
16:
16:

16:

46:
46:
46:

46:
46:
46:
46:

47:

47

47:

47

47:

47:

47:

47:
47:

47

47:

03:
03:
03:

03:
03:
03:
03:

04:
04:

04:
04:

04:
04:
04:
04:
04:
04:

04:

26.
26.
26.

26.
26.
26.
26.

31.
:31.

31.
:31.

31.

31.

31.
31.
31.
:31.

31.

30.
30.
30.

30.
30.
30.
30.

35.
35.

35.
35.

35.
35.
35.
35.
35.
35.

35.

100
100
100

100
100
100
100

497
497

497
497

497

497

497
497
497
497

497

105
105
105

105
105
105
105

502
506

506
506

506
506
506
506
506
506

506

ETE:
ETE:
ETE:

ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

ETE:

ETE:

ETE:
ETE:
ETE:
ETE:

ETE:

ETE:
ETE:
ETE:

ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

ETE:
ETE:
ETE:
ETE:
ETE:
ETE:

ETE:

NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024
rtdel 07B5 (30.106), rtdsp 0855 (32.547), refid 0A32266A

ref D33FDB05.1A084831 (15:43:33.101 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDBB2.19D3457C (15:46:26.100 ETE Mon Apr 23 2012)
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d

FIBfwd-proc: base:10.50.44.69/32 receive entry

FIBipv4-packet-proc: packet routing failed

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76,
UDP src=123, dst=123

$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

rcvd 2
IP:
UDP src=123, dst=123

NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024
rtdel 0759 (28.702), rtdsp 087D (33.157), refid 0A32266A

ref D33FDF05.1B2CC3D4 (16:00:37.106 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDFB2.1B1D5E7E (16:03:30.105 ETE Mon Apr 23 2012)
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d

FIBfwd-proc: base:10.50.44.69/32 receive entry

FIBipv4-packet-proc: packet routing failed

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76,
UDP src=123, dst=123

$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

rcvd 2
IP:

UDP src=123, dst=123



EH kDN B

Y—NOSBPEBEQENFELCESBZD L, BN KDIDIARMI B ET, GWMER., JOYIDI—hZEELLT, ¥
—NETRSIZATRNINTY NFEETDQOICEBAANY TEREEZRLET, TOLD, O—AL I NT
YRFZCICHETRIRTICAD 2 BEEZHBTERVLD, NTY NIFETIRLNOBEZERIDENTEREA,

NTPEEREICEEL THODEEZI > THY, BRTEZVIOFNAREBHLEY, EHETEZLSICHELLY TR LR
TEXEA,

BAREOU D IONBY), NV TF7IVINERFTRETEIES, NTYRKINTPISATUNIEETIRICEENRELF
T TOED, BHEDONTPNTY NMIEEFNDRZANLAZVTHRELEBZEENHYEIHN, O—HIL 94T MNEED
EZEREZRRICIFARTEEEA,

NTP Tl&. SNTP ( Simple Network Time Protocol ) 22 FEZRE., ChSONTY NORKRIAZFATICTBFREH Y EE
ho SNTPRYTZRIITTLEKYR—KRENTVEVESD, ChIZRDBIFERELTRETIhEEZLSHYFEEA,

BHEAFARDNZEERE. VDI ERBIIBEN HYET,

s UZOAFRBAMLTLWEVD,

e TJARIVUT XY KNIT—=T (WAN) UITASAOROY THARKELTLVEVD,

s BEARITLAETH,

show ntp associations detail 1N > RO recchfBZE_X VI LET, &RAER 377 TT. COENOATOHBE. NTP/NT Y M
WIRICZEEh, O—AINIZA T NFY—NERBLAELSBEYET,

debug ntp validity

debug ntpvalidity N> RiE, NTPNNT Y RAFREMF I Y IR ZERTF IV IILCKRRLEAESAZERL., TORKROERIZD
WTHSAICLET, Y —NDSZELENTPNTY RETANTZEHICHERAE IS RFCL305 TEEEE BT ANES
ODEIZEBLET, 8 DOT AR ERENTVET,






F2bh 222 B}

1 ox01 |[EENTY hEZELELE

2 0x02 ||[fBENTY hEZELELE

3 x04 ||Z7ORJLAEHEATVEEA

4 0x08 (|ET7 MEE/SBTERF IV IICKBMLUEL L

5 0x10 ||ET7RRREICKBMLUEL =

6 0x20 (|7 20Y 9FRBENTVELA (ERHBH—/NICHL THE)

7 0x40 (|EEADET ARNTRL

8 0x80 ([L—KNOEBE/SFBTERFIVIICKBRLELLE

BAT & debug ntp validity XY > ROEHHITT,

PCY_PAS1#debug ntp validity
NTP peer validity debugging is on

009585: Mar 1 2012 09:14:32.670 HIVER: NTP: packet from 192.168.113.57 failed validity tests 52
009586: Mar 1 2012 09:14:32.670 HIVER: Authentication failed

009587: Mar 1 2012 09:14:32.670 HIVER: Peer/Server Stratum out of bound

PCY_PAS1#

009588: Mar 1 2012 09:14:38.210 HIVER: NTP: packet from 192.168.56.1 failed validity tests 14
009589: Mar 1 2012 09:14:38.210 HIVER: Authentication failed

PCY_PAS1#

009590: Mar 1 2012 09:14:43.606 HIVER: NTP: packet from 10.110.103.27 failed validity tests 14
009591: Mar 1 2012 09:14:43.606 HIVER: Authentication failed



PCY_PAS1#

009592: Mar
009593: Mar
009594: Mar
PCY_PAS1#

009596: Mar
009597: Mar
PCY_PAS1#

009598: Mar
009599: Mar
PCY_PAS1#

009600: Mar
009601: Mar
PCY_PAS1#

009602: Mar
009603: Mar
009604: Mar
PCY_PAS1#

009605: Mar
009606: Mar
PCY_PAS1#

009607: Mar
009608: Mar
009609: Mar
PCY_PAS1#

009610: Mar
009611: Mar
009612: Mar
009613: Mar

debug ntp packets

=

=

el

2012
2012
2012

2012
2012

2012
2012

2012
2012

2012
2012
2012

2012
2012

2012
2012
2012

2012
2012
2012
2012

09:
09:
09:

09:
09:

09:
09:

09:
09:

09:
09:
09:

09:
09:

09:
09:
09:

09:
09:
09:
09:

14:
14:
14:

14:
14:

14:
14:

14:
14:

15:
15:
15:

15:
15:

15:
15:

15

15:
15:
15:
15:

48.
48.
48.

54

54.

54.
54.

59.
59.

04.
04.
04.

10.
10.

15.
15.
:15.

20.
20.
20.
20.

686
686
686

.222

222

886
886

606
606

622
622
622

238
238

338
338
338

402
402
402
402

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:
HIVER:
HIVER:

NTP: packet from 192.168.113.57failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 10.110.103.35 failed validity tests 14
Authentication failed

NTP: synced to new peer 10.50.38.106
NTP: 10.50.38.106 synced to new peer

NTP: packet from 10.110.103.27 failed validity tests 14
Authentication failed

NTP: packet from 192.168.113.137 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14
Authentication failed

NTP: packet from 10.83.23.140 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.113.92 failed validity tests 74
Authentication failed

Peer/Server Clock unsynchronized

Peer/Server Stratum out of bound

debugntppackets AX Y RZFEAL T, BELENTY NOETH—NIZL>TRENDFZE2EATEET, BZICEITHO—
HAILIDVE, FENTY RTEOO—AL XD UHFREBL VIR EET/H—NICEELET,



74— rev X7 v b xmit /N7 v b
LR
org BEETODRAL ARV T s ChiEFH—N|[VFAT 2 MNTY R ERELERBROREET (94T N)DRA A
DEHZTY, ARBT s (9TZAT MY —=NINTY NEREELET, )
rec DSATRINTY N2ZELERR (V5147 NORERZ,
DITATORNDRA L AR VT,

COEBBITR, H—NDSBELENTYROEAL ARV TEROH—NICREBENBINTY NORA L ARV THFELT
Jo chld, 947 MNTPARHEATWAZEZTRLET,

USSP-B33S-SW01#debug ntp packets

NTP packets debugging is on

USSP-B33S-SW01#

May 25 02:21:48.182 UTC: NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

May 25 02:21:48.182 UTC: Tleap 0, mode 4, version 3, stratum 1, ppoll 64

May 25 02:21:48.182 UTC: rtdel 0000 (0.000), rtdsp 00F2 (3.693), refid 47505300 (10.80.83.0)
May 25 02:21:48.182 UTC: ref D3696B38.B722C417 (02:21:44.715 UTC Fri May 25 2012)

May 25 02:21:48.182 UTC: org D3696B3C.2EA179BA (02:21:48.182 UTC Fri May 25 2012)

May 25 02:21:48.182 UTC: rec D3696B3D.E58DEI1BE (02:21:49.896 UTC Fri May 25 2012)

May 25 02:21:48.182 UTC: xmt D3696B3D.E594E7AF (02:21:49.896 UTC Fri May 25 2012)

May 25 02:21:48.182 UTC: 1inp D3696B3C.2EDFC333 (02:21:48.183 UTC Fri May 25 2012)

May 25 02:22:46.051 UTC: NTP: xmit packet to 10.4.2.254:

May 25 02:22:46.051 UTC: 1leap 0, mode 3, version 3, stratum 2, ppoll 64

May 25 02:22:46.051 UTC: rtdel 00CO (2.930), rtdsp 1C6FA (1777.252), refid OAO402FE (10.4.2.254)
May 25 02:22:46.051 UTC: ref D3696B36.33D43F44 (02:21:42.202 UTC Fri May 25 2012)

May 25 02:22:46.051 UTC: org D3696B37.E72C75AE (02:21:43.903 UTC Fri May 25 2012)

May 25 02:22:46.051 UTC: rec D3696B36.33D43F44 (02:21:42.202 UTC Fri May 25 2012)

May 25 02:22:46.051 UTC: xmt D3696B76.0D43AE7D (02:22:46.051 UTC Fri May 25 2012)

LTREoOv IR ERTVEVBEOHIBTT., xmit/ N7y RErev N7 Y FEOEBEZICEELTLKEETV, E7ODE
EERAMEN16000ICERETE, ETOEEMREMIFOICKRETEET,

USSP-B33S-SwWO1#

.May 25 02:05:59.011 UTC: NTP: xmit packet to 10.4.2.254:

.May 25 02:05:59.011 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.May 25 02:05:59.011 UTC: rtdel OOA3 (2.487), rtdsp 1104D0 (17018.799), refid OA0402FE (10.4.2.254)
.May 25 02:05:59.011 UTC: ref D3696747.03D8661A (02:04:55.015 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: xmt D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:

.May 25 02:05:59.011 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.May 25 02:05:59.011 UTC: rtdel 0000 (0.000), rtdsp 0014 (0.305), refid 47505300 (10.80.83.0)
.May 25 02:05:59.011 UTC: ref D3696782.C96FD778 (02:05:54.786 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: rec D3696787.281A963F (02:05:59.156 UTC Fri May 25 2012)



.May 25 02:05:59.011 UTC: xmt D3696787.282832C4 (02:05:59.156 UTC Fri May 25 2012)
.May 25 02:05:59.011 UTC: 1inp D3696787.03C63542 (02:05:59.014 UTC Fri May 25 2012)

debug ntp sync and debug ntp events

debugntpsync AR RIZK 2T, VOV IAEBAENTVWEA, FLEREABFrZEEhTVR LA ZRT 1 TOHANrEREIE
I OOV RIFEE debug ntp events TEMICA Y £9,

debugntpevents Y > RICEK 2T, BEFTDINTONTPARY M RENET, chlZkVY, NTPTOEEICK>ToOY I
REBENBEL< B2 LA EOBBIRELENESHZHBTAIDOICKRIERT (D2FVY ., BYUICABHEATWAEIOY VHFRAR
HEehB<B 2B, BEFLEGINIA—EZAXNTLKEEY ),

UFEEEOFNYIOHFITY, RAIZ, 9547 000 VREABAENTWEL I, debugntpevents IX > RTIE, NTP
E7 ANSRLAODEEHFREL, 7OV IFRABENEL B2 LI EN RENRTVET,

USSP-B33S-SW01#debug ntp sync

NTP clock synchronization debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

USSP-B33S-SW01#debug ntp events

NTP events debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

May 25 02:25:57.620 UTC: NTP: xmit packet to 10.4.2.254:

May 25 02:25:57.620 UTC: Teap 0, mode 3, version 3, stratum 2, ppoll 64

May 25 02:25:57.620 UTC: rtdel 00D4 (3.235), rtdsp 26B26 (2418.549), refid 0A0O402FE (10.4.2.254)
May 25 02:25:57.620 UTC: ref D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: org D3696BF7.E5F91077 (02:24:55.898 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: rec D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: xmt D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:
May 25 02:25:57.620 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

May 25 02:25:57.620 UTC: rtdel 0000 (0.000), rtdsp O0OE (0.214), refid 47505300 (10.80.83.0)
May 25 02:25:57.620 UTC: ref D3696C37.D528800E (02:25:59.832 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: org D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: rec D3696C37.E5C7AB3D (02:25:59.897 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: xmt D3696C37.E5D1F273 (02:25:59.897 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: inp D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)
May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:25:59.830 UTC: NTP: clock reset

May 25 02:25:59.830 UTC: NTP: sync change

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:26:05.817 UTC: NTP: xmit packet to 10.1.2.254:

May 25 02:26:05.817 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

May 25 02:26:05.817 UTC: rtdel 00C2 (2.960), rtdsp 38E9C (3557.068), refid 0A0402FE (10.4.2.254)
May 25 02:26:05.817 UTC: ref D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)
May 25 02:26:05.817 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
May 25 02:26:05.817 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)



May 25 02:26:05.817 UTC: xmt D3696C3D.D12D0565 (02:26:05.817 UTC Fri May 25 2012)

FE) TERE & ht- ntp clock-period

Cisco.com D Web B« R Tlk, UTHABEEhTVET,

Tntp clock-period 1~ > Ri&. copy running-configuration startup-configuration 1< > K& A1 L TEREZNVRAMICRTF T 5 & ik
WICEEThHBERBREZRRL T, BBMICERENET, nipclock-period XY Rik, FETHEALAVTSEE W, OV 7
AFIL—232T7 74N EHmOFNAARICIAE—TIRIE,. BFOOINY RTA U ZHIBRLTLSEEV,

clock-period Bl /N— RV I F7ICHBFELTVDR S, FNAAZEICEBYET,

NTP ZB#IZ T2 & ntpclock-period AN RAA 74 F1L—2aVICBEBNICRRERET, COOINVRE, V7D I
OOV ERARIZLOICEHAEhET., "FARE, F4IUPOTAYIBEREMBELET, TOLD, HEARETS L,
BROKDYIC1IBARYET,

TFNAADT AT LAY VN KEZERS EAEEATVIRE (L—BOR—ALRILASOFRBHEIBBICEDHEENH
WET ), FNAARZATALAVOY VOEHMEZHIZE TR ZHIC. COEZAEBNICATLAYVOY JICEMLET,

ECOONV R, I—YHFEETRELRBTEREA,

IL—20F7 # )L~ ntp clock-period l& 17179869 T, NTP 7O AZHMKR T2 . EEXNIZZOEANAERAEINET,

Z#R(E 17179869 * 24(-32) = 0.00399999995715916156768798828125, Hizlk#M4 UM TT,

EZE, Cisco2611 )L—& (Cisco2600 V=X IL—E D12 ) DI ATFA VOY VBT hEREASEFTFhTVWSEC
ENFHBALERE, COOXY R2FALTCBRBTRCENTEERT,

ntp clock-period 17208078

Zhid, 17208078 * 2A(-32) = 0.0040065678767859935760498046875 ICZEL <, 4 SUHB L DL RSBV ET,
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