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! ASA L2TP/IPsec
' ! VPN client

2B NRIEE
Adaptive Security Device Manager(ASDM)% £ L 7=ASADO & E
ROATY TZRITLET,

ATY Z71:ASDMICOY 14 > L, [Wizards] > [VPN Wizards] > [Ipsec (IKEv1) Remote Access VPN
Wizard] ICBBILET,

[} Cisco ASDM 7.2 for ASA - 10.106.44.216

File View Tools Wi.zards—| Window Help

@ Home {}E% Confi Startup Wizard... Back f’ Forward | @ Help |
— I VPN Wizards 4 | Site-to-site VPN Wizard...
High Availability and Scalability Wizard... AnyConnect VPN Wizard...

& Add Delete

ﬁ Unified Cormmunication Wizard... Clientless S5L VPN Wizard... _
Find: -
- Packet Capture Wizard... | IPsec (KEv1) Remote Access VPN Wizard.. |_
| -3 10.105.130.63 e .

AT Y 7°2:[Remote Access VPN setup]V 1 > RIUANRRENET, ROVIFHAIVDARND S,
VPNR RN ZRIHTDA 2 EZ—TIA AZBRLET., COHITE. A E2—T 14 ARG
WANICEHZEhTVWR LS, O/ Z—TIAATVPNR XL ZHKIwLET, [Enable
inbound IPSec sessions to bypass interface access lists]/RY VAZFVODERRICLET, JIL—
TRV =AY ZLOFITFIRZAVANE, FIVIEhENT 74V IICERETh, 7
SATRMFABIV—AILTIECATEDRRSICABA 2V RXR—TIAATHLVWTIEAUR
NERETADHERFHYELA, Next] ZOVYILET,
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VPN Wizard =

r VPN Wizard IPsec IKEvl Remote Access Wizard (Step 1of..)

IUse this wizard to configure new new IPsec (IKEV 1) remote access VPN tunnels. A tunnel established
by calls from remote users such as telecommuters is called remote access tunnel.
This wizard creates basic tunnel configurations that you can edit later using the ASDM.,

VPN Remole Access

Logal

Remote Access

VPN Tunnel Interface:

Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the trathc.

< Back Finish [ Cancel ] [ Help ]

ATYT3: CORICRTESIC, PAPRREFIT7TREL, ORISR 1 7' (ELOCALRREE T —
BR—ATHR—KREhTWEWES, PAPEPAPE L TL2TP over IPSec, MS-CHAP-V1. MS-
CHAP-CHAP-V2 [Next] 22Uy 2L £,




- -
T VPN Wizard X

VPN Wizard Remote Access Client (Step 2 of ...)

Remote access users of various types can open VPN tunnels to this ASA. Select the type of VPN
dient for this tunnel,

WPM Client Type:

() Cisco WPN Client, Release 3.x or higher,or other Easy VPN Remote product

@ Microsoft Windows dient using LZTP aver IPsec

Spedfy the PPP authentication protocol. If a protocol is not spedfied on the

remote dient, do not spedify it.

Spedfy if the dient will send tunnel group name as -
username @tunnelgroup.

[ Client will send tunnel group name as username @tunnelgroup.

If pre-shared authentication is used with this option then DefaultRAGroup's
pre-shared key and ppp authentication are also modified.

[ « Back ” Mext = ] Finish ’ Cancel ] ’ Help ]

ATY 74 FBELHFR & L TPre-shared-keyZBIRL T, V547V NUTERBLUTHIBEN S
BDEMHEF—FEANL, KORICRIT LS ICNextZ2OVUYHILET,



FEy VPN Wizard o
| VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ...)

The ASA allows you to group remote access tunnel users based on common connection
parameters and dient attributes configured in the subseguent screens. Configure authentication
method and tunnel group for this remote connection. Use the same tunnel group name for the
device and the remote dient.

Authentication Method

i@ Pre-shared key

Pre-Shared Key: | (Clscl@123

() Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame:

(7 Challenge fresponse authentication (CRACK)

Tunnel Group

For WPN dients using LZTP over IPsec with pre-shared key authentication, DefaultR AGroup
tunnel group must be used.

Tunnel Group Mame: DefaultRAGroup

‘ [ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

AT Y 75:.L2TP over IPseciZ# 2T 92 1 —H 2RI T B AL ZEELET. AIPAAAFREEY
—NFELEREBREOO—AILT—ER—AZFEATEET, ASAOO—HIL: F—EKR—=ALHL
TOZAT > NERIAT B854k, [Authenticate using the local user database]Z &R L .
[Next]Z2 Y L&Y,
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.
VPN Wizard [

| VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
You can create user accounts in the next step.

To use external AAA servers instead, select the second option. You can select an existing
AAM server group or create a new one using the Mew button below.

To manage all other AAA settings, go to Configuration = Device Management = Users/AAA in
the main ASDM window,

(71 Authenticate using an AAA server group

AAA Server Group Mame: Mew. ..

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]

ATY76: A—YRARCO—ANTF—ER—AIHFLVI-FZEMTS LK., I—FHEN
AD—RZAHDL, [ADD]27 VY OLET, TNUADBERE. T—ERXR—ANOBREHFOI—
WTPHIOONEHERATERT (RORZZR ). next] 207 VY ILET,
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(5 VPN Wizard am it

i VPN Wizard User Accounts (Step 5 of 11)

Add new users into the user authentication database. To edit existing entries in the database

aor to remove them from the database, go to Configuration > Device Management =
UsersfAAA = User Accounts in the main ASDM windaow.

Username:

—

Password (optional):

Delete
(11 1]
]
Confirm Passwaord {optional):
L1 1] -|
L]

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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ATYVTT7: RAVYTHIVVARND S, 9FAT 2 MOIPTRLAQEVETICERATZT R
LAT7—LZBRLET, MLLWTFRLAT-ILZERTBICE, RORICTT &S IC[New]Z T
DY ILERT,
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[Ey VPN Wizard 28|

| VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients,

Tunnel Group Name : DefaultRAGroup

Puul ame: _ I
| |

Pool Settings

Range Start Address:
Range End Address:

Subnet Mask:

[ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

AT Y 78[Add IPv4 Pool|X A FOATRY VAN RRENET,

1.HILWIPZPRLA 7—ILOEBIZEANLET,
2. BREBEDIPTFRLAZAALET,
3. HTZXYRNIARIZANL, OK



VPN Wizard | =

¥ VPN Wizard Address Pool [Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients.

"7 Add IPv4 Pool

MName: Address-poal

Starting IP Address: |192.168.1.1

Ending IF Address: |192.165.1.254

Subnet Mask: 55.255.255.0

ok || cancel

| [ « Back ” Mext = ] Finish [ Cancel ] [ Help ]

ATV 79 T—I)LEREEEEL. [NextiZ2)YILET,



" [E VPN Wizard X

i VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote WPM
dients.

Tunnel Group Mame : DefaultRAGroup

Pool Mame: Address-poal -

Pool Settings

Range Start Address: 192.168.1.1

Range End Address: 192.163.1.254

Subnet Mask: 255.255.255.0

[ + Back Finish [ Cancel ] [ Help ]
[

ATYTI0: 94T RCTYI1I2EHERETDH, ZOERXRICLTNext]Z2V UV D
LET,
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[E VPN Wizard — | 25|

¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure below are pushed to the VPN dient when the dient connects to the
ASA, If you do not want an attribute pushed to the dient, leave the corresponding field blank.

I
Tunnel Group: DefaultR AGroup
Prirmary DMNS Server: 3.8.8.8
Secondary DNS Server: 4.4.4.7

Primary WIMS Server:

Secondary WINS Server;

Default Domain Mame: cisco.com

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]

[ — — — — 4

ATV 1 —8BOIZAFTUM T75YRNTA—LTCOBEFYR—BPEhTVEVESD,
[Enable Perfect Forwarding Secrecy (PFS)|/RY VAN A 72> TWA L ZBIRBLET, A7
Dy NRZRVTZBMICTRHE, VE—RNI—YHFERTEBLEVY —-ALERICESL
FOEATE, 4 283—Y NRY DAANDBESHKEATVWEWTIOLARFTITY, Chid.
DFAT RIS DINTDORNTTAVI (AVER—RYRNRNT T4V OREL )N
ASAICEFEENE T, next] BV UY I LET,



VPN Wizard =

IPsec Settings (Optional) (Step 8 of 11)

Metwork Address Translation (MAT) is used to hide the internal network from outside users. You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by VPN,

To expose the entire network behind the most secure interface to remote VPN users without NAT,
leave the Exempt Metworks field blank.

Interface: :uutsjde -

Exempt Metworks: E]

[ Enable split tunneling to let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access to the internet.

[] Enable Perfect Forwarding Secrecy (PFS)

Diffie-Hellman Group: 1

[ < Back ” Mext = ] Einish [ Cancel ] [ Help ]

ATY 712 YV —5RE®IEL. 7122V YILET,
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[Ey VPN Wizard — 25|

” VPN Wizard Summary_(Step 9 of 11)
You have created a Remote Access WPN tunnel with the following attributes:

VPM Tunnel Interface: outside

PPP authentication: MS-CHAP-V1 MS-CHAP-VZ

IPsec authentication uses pre-shared key: ClscO0@123

Transform-sets: ESP-AES-128-5HA ESP-AES-192-5HA ESP-AES-256-5HA ESP-3DES-SHA ESP-DES-SHA

ESP-AES-128-5HA-TRAMS ESP-AES-192-5HA-TRANS ESP-AES-256-SHA-TRAMS ESP-3DES-SHA-TRAN

5 ESP-DES-SHA-TRAMS

Tunnel Group Mame; DefaultRAGroup

Default Group Policy: DefaultRAGroup

IUser authentication using local user database I

Mew users created in the local database: test

Pool of IP addresses for VPN dients: Address-pool
(192.168.1.1 - 192. 168. 1.254)

Primary DM5: 8.8.8.8

Secondary DNS: 4.4.4.2

Default Domain Mame: cisco.com |

Internal network elements exposed to remote VPN users without MAT: any

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

Mext = [ Finish ] i cancel | [ Help ]

CLIZEA L EASAORE
AFYTUKE7 T—X1RVS—NSXA—REZRELET,

CORVD—F, ETEHOHEBRZ 74V V2 RBEIDLEHICHEAENET (2K, BriHE
F—& 71202 I—-23 =z RELET)

ci scoasa(config)#crypto i kevl policy 10

ci scoasa(config-i kevl-policy)#authentication pre-share
ci scoasa(config-i kevl-policy)#encryption 3des

ci scoasa(config-i kevl-policy)#hash sha

ci scoasa(config-i kevl-policy)#group 2

ci scoasa(config-ikevl-policy)#lifetime 86400

ci scoasa(config-i kevl-policy)#exit

AFYT2: NGUARTA—LtY NERELET,

F—RBRNTTAV I RETDEDICEATNBIKET I —AR2RUS—NSX—EZHFEENATV
£ 9., Windows L2TP/IPsec7 5 A 7> MN&IPsechRS > AR—NE—REFERATD -, E—R
ZtransportlICBRELE T, T7FINERNRILE—RTT

ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hmac
ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA npode transport
AFVT3: HAFEIVIIVTERELET,

Windows V7 Z 4 7> NHFISPE IO —AIDHCPH —/N ( EFLKBE ) ORICAAFTIY IIPT



RLAZEBIDE, ASARETDIP7 RLAZFEBLBEWES, ASABIORZT 4 Y IET®
REICEENFrELUET, TOLD, FAFIVIIVTRNRELT7O-FI2XENHYVET
o VZATVRASDIPSecRAI—2a20HBRELT, INTONTX—EZNFBFLEE
g2EhT, ELTLVBANTX—RHFERTHNICEFFEINET,

ci scoasa(config)#crypto dynam c-nmap outside_dyn_map 10 set ikevl transform set TRANS- ESP- 3DES-
SHA
ATYVT4 : FAFZIVIIVTRARTAY VBEIVTENAV KL, BEYY7TZEALT, ABIVE—T I/ ATIKEVIZBHCLET

AAFTIZVIBEIVITRAVER—TIAAICEBRATELBRVWED, AZTAYIRBEIYTICN
A1 RLULET, ASAHRIDICHOBEI Y TEFMTEDLSIC, FA4FIVIBEEY ME,
BEXY7TEY NATREBVELZIEVNOBEESIYY THIXENHYVET (2FY, RESFV
T UABENYBETT ). O (AZTAYI VIV TIVRNUF—FHLBEWVBEICDHK,
RAFZEVIOOVTRIYVTEY RIFBREENET,

ci scoasa(config)#crypto map outside_map 65535 i psec-i saknp dynam ¢ outsi de_dyn_map
ci scoasa(config)#crypto map outside_map interface outside

ci scoasa(config)#crypto ikevl enabl e outside
AT Y 75IPF RLAT—ILOER

IP7 RLAAVE—RNVPNIZA T NCEBHNICEIVYETSNDTRLAOGT =L EZERLET
o ASATBIED 7 —I)LZHATRICR. COFIEZEELET,

ci scoasa(config)#i p |ocal pool Address-pool 192.168.1.1-192.168.1.254 nask 255.255.255.0
ATYVT6: TIN—TRUI—DRRE

TIN—=TRI—2RMWELTRBILET, 2FY, BEAO—DILT—ER—ANSEBEh
£

ci scoasa(confi g) #group-policy L2TP-VPN i nternal

¥ : L2TP/PseciEEid. 7 4L kO )L—7K 1S —(DftGrpPolicy) & = ld 1—H E&E D
TGIN—=TRI—TRETEET, £EE55N0FAE, L2TP/IPsech > XU J 77O
EEATDIEDICITIIN—TRIS—ERETIVENHYET, F7FILNOTIL—TFR
>—@OVPNZ'ORNJILBEMHEIC2tp-ipsecZFRELET. DI IL—TRUZ—&, vpn-
protocol BEANREET N TV EVWEE, I—YEZOIIN—TRII—ICHEEIhETT,

vpn tunnel protocol(vpn tunnel protocol) ( < MBI T (& I2tp-ipsec ) . RX A&, DNSE KTV
WINSH—/NDIP7 RLA, BLOCFHLWI—FTFTHI N EOEREEZRELET

ci scoasa(confi g) #group-policy L2TP-VPN attri butes

ci scoasa(config-group-policy)#dns-server value 8.8.8.8 4.4.4.2
ci scoasa(config-group-policy)#vpn-tunnel -protocol |2tp-ipsec
ci scoasa(config-group-policy)#default-domain val ue cisco.com

AAAQBERIZIMA T, FNAADI—HRENAD—REZRELFT, 1—HHMicrosoft
CHAPN—2 3 NM&EEEIN—2 3 2Z2FRATBL2TPOSA T RTHY), ASAFO—HILF—
BAR—RAICH U TRIATIELSICERETNTVWSFEE., mschapF—T—REEHIDHENHY)
£9, & ZF, username <username> password <password> mschap.

ci scoasa(config-group-policy)# usernane test password test nschap



AT Y 77:tunnel-group D & E

tunnel-group N> REFERAL TR RN TN —TZEHR L., IPTRLAZIZAT > MNIEIYY
THEHICERATZO-—ALTRLAT—IILEZEBELET, RAAFRXNBHHEF—DEHS.
N> ZIIT I —7AEDefaultRAGroup TH BB EBNH YW ET, chlE. V94T RNIRNIFIL
TJIN—T%2EBETEZATaoNEL, F7AILMNORNZLITN—TOHCEETDILEHTT
o default-group-policy AY > RZFERAL T, JIN—TRI—Z RN ZLTIL—TICN1V RL
ESC]

ci scoasa(config)#t unnel - group Defaul t RAG oup general -attri butes
ci scoasa(config-tunnel -general ) #addr ess- pool Address-pool

ci scoasa(config-tunnel -general ) #def aul t - group-pol i cy L2TP- VPN
ci scoasa(config-tunnel -general ) #exit

F BUHAEFARX-AOFANRTEAIBERE. T7AIILOEETOT774) (b
ZILNTIN—7") . DefaultRAGroupZRET D LENf HVET., IAER—ADRIZELT

TaE. AREOBAFLESVTI—YERERTO7 7 LEBRTEET

tunnel-group ipsec-attributes 1V > RZFEAL T, EFHREF—%ERET S - (Cipsec-
attribute 1> 7 41 F1L—>32F—RICAYET,

ci scoasa(config)# tunnel -group Defaul t RAG oup ipsec-attributes
ci scoasa(config-tunnel -ipsec)# ikevl pre-shared-key C sc0@z23
ci scoasa(config-tunnel -i psec) #exi t

tunnel group ppp-attributesE— K A* Sauthentication type ¥ > RZFERA L T, PPPRREEZ'O KN
LEBRELET, AAAY—NFO—HDILF—ER—AELTEEENTVSIHES, CHAPEHYR
—hEnBWESH, FT7FILNTEMCE D> TVAHCHAPZEMIZLET,

ci scoasa(config)#t unnel - group Def aul t RAG oup ppp-attributes
ci scoasa(config-ppp) #no aut hentication chap
ci scoasa(confi g- ppp) #aut henti cati on ns-chap-v2

ci scoasa(confi g- ppp) #exi t
AT Y T8NATRERORE

VAT RABBA 2 Z—TIAAERENEEABIY AT I EATEDLSIC,
NATRERZREL RS ( cDPITIRE, REBVY—ABRABA > EZ—T I/ ALCEREATVET
) o

ci scoasa(confi g)#obj ect network L2TP- Pool

ci scoasa(confi g- net wor k- obj ect) #subnet 192.168. 1.0 255. 255. 255.0

ci scoasa(confi g- net wor k- obj ect) #exi t

ci scoasa(config)# nat (inside,outside) source static any any destination static L2TP-Pool L2TP-

Pool no-proxy-arp route-| ookup
TERREH

crypto i kevl policy 10
aut henticati on pre-share
encryption 3des

hash sha

group 2

lifetime 86400

exit



crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hmac
crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA node transport

crypto dynamni c-map outside_dyn_nmap 10 set ikevl transform set TRANS- ESP- 3DES- SHA

crypto map outside_map 65535 ipsec-isaknmp dynam c out si de_dyn_nap
crypto map outside_map interface outside
crypto i kevl enabl e outside

ip |local pool Address-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0

group-policy L2TP-VPN i nternal
group-policy L2TP-VPN attri butes
vpn-tunnel - protocol |2tp-ipsec

def aul t - domai n val ue ci sco. com
usernane test password test nschap
exit

tunnel - group Defaul t RAG oup general -attributes
addr ess- pool Address- pool

def aul t - gr oup-policy L2TP- VPN

exit

tunnel - group Def aul t RAG oup ipsec-attributes
i kevl pre-shared-key Clsc0@z23
exit

tunnel - group Def aul t RAG oup ppp-attributes
no aut hentication chap

aut henti cati on ms-chap-v2

exit

obj ect network L2TP-Poo

subnet 192.168. 1.0 255.255.255.0

exit

nat (i nsi de, outsi de) source static any any destination static L2TP-Pool L2TP-Pool no-proxy-arp
rout e- | ookup

Windows 8 L2TP/IPsec7 Z 4 7 22 M ORLE

1. MO-IUNRIILZRE, [RY ND—DEHBE Z—]Z2ERLET,
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{5l Programs and Features

3 Remotelpp and Desktop Connections
2 Storage Spaces

Taskbar

m Yiware Tools

‘ Windows Firewall

B8 Add features to Windows 8
O Color Management
Default Programs

Display

File History

Fonts

7 Internet Opticns

Location Settings

D B2 & &M &

Motification Area lcons
Phone and Modem

ﬁ Recovery
# Sound

@ Sync Center
Troubleshooting

E Windows 7 File Recovery
% Windows Update

v Search Contral Panel

Wiew by:  Small icons *

3 Administrative Tools
Credential Manager
ﬂ Device Manager

@ Ease of Access Center
Flash Player (32-bit)
* HomeGroup

Z2 Keyboard

F Mouse

B Performance Information and Tools
3 Power Options

@ Region

% Speech Recognition
1B System

82, User Accounts

i Windows Defender

2.FLVEREFLEXY NT—ODORE|ATa>ERBRLET,



Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

@ - 1 _;E <« All Control Panel lterns » MNetwork and Sharing Center v & Search Control Panel Do

View your basic network information and set up connections

View your active networks

Network 2 Access type: Mo Internet access
Public network Connections: [ E -

& Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,

3. "TO—OT7LAACER, AT73>&BRL., "R, Z2UUYILET,



Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.,

= Set up a new network
=agg Set up a new router or access point.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

4. [Use my Internet connection (VPN)|A 7> a>&#O2UY O LET,




How do you want to connect?

=< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

A [P

5. ASAOWANA R — 7 I A AXEIFFADNOIP7 RLAE, O—HWILTEMBEVPNTE T 20
ENZEZEAANL, [Create]2 V' VY UV LET,



Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 172.16.1.2

Destination name: L2TP ]"'rle

[ |Use a smart card
Femember my credentials

@ [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

| Create || Cancel |

6.[RY RD—DEHBEVE—|T, JAVRIDERA VBB FATEARENEE|AT> 3
UEEBRLED,

B X
@ - 4 ﬁ <« All Control Panel lterns » MNetwork and Sharing Center v O Search Control Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks
I Change adapter settings I

Change advanced sharing Network 2 Access type: Mo Internet access
settings Public network Connections: [H] Ethernet

Change your networking settings
Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair nebwork problems, or get troubleshooting information.

7. L2TP VPNRICBRIEER L ETEA 722K )Y UL, [Properties]ZiZBIRLET,



@ - 4t l_-@« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 2

Organize = Start this connection Rename this connection Delete this connection » ﬂi - m @

— II Ethernet "'L' L2TP VPN
: MNetwork 2 Disconnected
vimxnetd Ethernet Adapter W, C t / Di &
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties I

8. [Security] 2 7 IZBE L. [Type of VPN]T[Layer 2 Tunneling Protocol with IPsec
(L2TP/IPsec)|%&IR L T. [Advanced settings]Z 2 )Y I L& T,



General I Options ity | Metworking | Shan'ngl

Type of VPN:

| Layer 2 Tunneling Protocol with 1Psec (LZTP/IPsec) W

Advanced settings

Data encryption:
Require encryption (disconnect if server declines)

Authertication
() Use Extensible Authentication Protocol (EAP)

W
Properties

() Allow these protocols

|| Unencrypted password (PAP)
|| Challenge Handshake Authertication Protocol (CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

[ | Automatically use my Windows logon name and
password (and domain, if ary)

9. tunnel-group DefaultRAGroupTiEEL BB HEF—ZALL, [OKZVVUYDILET, <D
BTk, BIHRAEF—E L TClscO@123EAENTVET,



(®) Use preshared key for authentication

Key: | ClscO@123

[ Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

10. [Allow these protocols] TFRFEA N Z1#IR L . [Microsoft CHAP Version 2 (MS-CHAP v2)]F x
VYORYDAEFHAVCBE>TVWAHCEEZBEBL, OKZ2IUY I ULET,



General | Options | Securty | Networking | Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) W
Advanced settings
Data encryption:
Require encryption (disconnect if server declines) W
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

(@) Allow these protocols

[ ] Unencrypted password (PAP)

[ ] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if ary)

OK Cancel

11. [Network Connections] T, [L2TP VPN adapter]Z& %2 1) ¥ 7 L. [Connect/Disconnect] % i#iR
LET,



! Network Connections - b

:(-:' - 1 E' <« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 0
Organize = Start this connection Rename this connection Delete this connection Eed ﬁ; hd |j ii
— Ethernet —~ LZTP VPN
.-T!ﬁ MNetwork 2 L"'.J. Disconnected
W= wvmxnet3 Ethernet Adapter @z W Connect / Discon
Status

Set as Default Connection
Create Copy

Create Shortcut
'E‘i' Delete
'E‘i' Rename

'E‘i' Properties

12. [Networks] 7 4 A Ry 7F v 7L, [L2TP VPN connection|€2 )Y VL&Y,

R Network Connections Netwo r|(5

(—:l - 1t .‘;' <« MNetwork and Internet » Metwork Connections v

Organize = Start this connection Rename this connection Delete this connection k Connecuons

Ethernet [ L2TP VPN Network 2 Limited L?:I_.'I

Network 2 - '-'.'- Disconnected
i~ wmxnet3 Ethernet Adapter &2 WAN Miniport (L2TP)

L2TP VPN ox2

nnect

13.1—H—0OERAAZADL, "OKL ZI9VUYILET,



(€ Networks

Connecting to 172.16.1.2

Network Authentication

lJSEr name

Password

Domain:

BEBNTA—ZHFMHRT—HTDE, L2TP/IPsecER A BIENET,



Networks

Connections

L2TP VPN Connected ﬂ*g-’

Network Limited

Split-tunnel §&E

ATVYRRNIZRUTEG, BELTIREN DV TRY NELERKRANORNS 714V I0%E
BIDLOICFERATEDMETT, ChiClE, COMBICEENTShETVEAI NO-)L
JANACL)DRENEENET, COACLTERENEHTRY NELERKRANDORNT 71495
k. 947 RIVRASORVRIILENLTEELEN, ChsOHTZXY RDIL—RH
PCL—=—TFT AT T—T WAV ARN=IENET, ASAR IS AT NI S ODHCPINFORM X
VE—TJERTZEL, YTRXRYRIRT., RASVEZ, VTFALAARZRTFAY UIL—KNTHE
LEY,

ASATOERE

ci scoasa(config)# access-list SPLIT standard permt 10.1.1.0 255.255.255.0

ci scoasa(config)# group-policy DefaultRAG oup attributes

ci scoasa(config-group-policy)# split-tunnel-policy tunnel specified
ci scoasa(config-group-policy)# split-tunnel-network-list value SPLIT
ci scoasa(config-group-policy)# intercept-dhcp 255.255. 255. 255 enabl e

L2TP/IPsec7 54 F > NDERTE

1.L2TPVPNT7EZ 72 &KUY UL, [Properties]ZiZBIRLET,



@ - 4 l_-@« Metwork and Internet » Metwork Connections »

Organize = Start this connection

I Ethernet
Metwork 2
vimxnetd Ethernet Adapter

2. [Networking] 2 7 \CE B L. [Internet Protocol Version 4 (TCP/IPv4)]% &R L T [Properties] % ¥

Dy OLET,

Rename this connection

Disconnected

!"' | L2TP VPN
w Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties

Search Metwork Connections

Delete this connection




General | Options | Security Sharing

This connection uses the following tems:

. |ntemet Protocol ‘u"ersjnn [

[v] ﬂ_f_ Client for Microsoft Netwarks

C— &) Uninstal

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

T, #7232 & OVYILET,



izeneral

You can get |P settings assigned automatically if your network
supports this capability. Ctherwise, you need to ask your networlk
administrator for the appropriate IP settings.

(@) Obtain an P address automatically
() Use the following IP address:

IF addrezz:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Freferred DS zerver;

Altermate DS zerver:

4. [Use default gateway on remote network]Z 7> 3a>0OF T v V%54 L. [OKZVUYILET

o



IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. When checked, data
that cannot be sent on the local netwarl is forwarded to the dial-up
networ.

|:| Use default gateway on remote netwark

[ ] Disable class based route addition

Automatic metric

Interface metric:

CoTR, BEFERCHELTVIAES HERBLET,

F:T7IORTYNADER=TVRY—) (BRI-YER) &, BED show IV R%
HR—KLTVET, show IX ROB IO ZERRTSIZIE, Output Interpreter Tool
ZFEALET,

« show crypto ikev1 sa . ET‘:&-SH'%’;E‘T:EGNKE SAE 3-’\_(13_%7]_‘[/353-0

ci scoasa# show crypto ikevl sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)



Total IKE SA: 1

1 | KE Peer:
10.1.1.2
Type . ouser
Rekey : no

Rol e : responder

State : MM ACTIVE

« show crypto ipsecsa : REETFICHD TN T IPsec SA ZERRLET,

ci scoasa# show crypto ipsec sa
interface: outside

Crypto map tag:

outside_dyn map

, seq num 10, local addr: 172.16.1.2

| ocal ident (addr/mask/prot/port): (172.16.1.2/255.255.255. 255/

17/1701

renote ident (addr/mask/prot/port): (10.1.1.2/255.255.255. 255/

17/1701

current_peer: 10.1.1.2, username: test

dynamic allocated peer ip: 192.168.1.1

dynami c al |l ocated peer ip(ipv6): 0.0.0.0

#ipkts encaps: 29,

#ipkts encrypt: 29, j#ipkts digest: 29

#ipkts decaps: 118, #pkts decrypt: 118, #pkts verify: 118

#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 29, #pkts conp failed: O, #pkts deconp failed: O
#post-frag successes: 0, #post-frag failures: 0, #fragnents created: O

#PMIUs sent:

0, #PMIUs rcvd: 0O, #decapsul ated frgs needi ng reassenbly: 0



#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: O, #lnvalid ICVMP Errors rcvd: O
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.1.2/0, renote crypto endpt.: 10.1.1.2/0
path mu 1500, ipsec overhead 58(36), nedia nmtu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

| CMP error validation: disabled, TFC packets: disabled

current outbound spi: EBAF927A

current inbound spi : 71F346AB

i nbound esp sas:
spi: Ox71F346AB (1911768747)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000003
out bound esp sas:
spi: OxE8AF927A (3903820410)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

+ show vpn-sessiondb detail ra-ikev1-ipsec filter protocol I2tpOverlpSec - L2TP over IPseciEi O S iltEHZRRL X T,

ci scoasa# show vpn-sessiondb detail ra-ikevl-ipsec filter protocol |2tpQOverlpSec

Session Type: |KEvl | Psec Detail ed

Username ¢ test
I ndex 1
Assigned IP : 192.168.1.1 Public IP s 10.1.1.2
Pr ot ocol : I KEvl | Psec L2TPOver| Psec
Li cense : OGther VPN
Encryption : IKEvl: (1)3DES |Psec: (1)3DES L2TPOverlPsec: (1)none
Hashi ng © IKEvl: (1)SHA1 |Psec: (1)SHAl1 L2TPOverl Psec: (1)none
Bytes Tx : 1574 Byt es Rx : 12752
Pkts Tx : 29 Pkts Rx : 118
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : L2TP-VPN Tunnel Group : DefaultRAGroup

Login Tinme : 23:32:48 UTC Sat May 16 2015



Dur ati on

Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEvl Tunnel s:
| Psec Tunnel s:

Oh: 04m 05s
Oh: 00m 00s
N A

none

1
1

L2TPOver | Psec Tunnels: 1

IKEvl:

Tunnel ID
UDP Src Port

| KE Neg Mode :
Encryption
Rekey Int (T):
D'H G oup
Filter Name

IPsec:

Tunnel D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Rekey Int (D):
Idle Tine Qut:
Bytes Tx

Pkts Tx

L2TPOverIPsec:

Tunnel ID

Username

Assigned IP

Public IP :

Encryption

1.1

500

Mai n

3DES

28800 Seconds
2

1.2

VLAN
0a6a2577000010005557d3a0

UDP Dst Port
Aut h Mode
Hashi ng :
Rekey Left(T):

172.16. 1. 2/ 255. 255. 255, 255/ 17/ 1701
10. 1. 1. 2/ 255. 255. 255. 255/ 17/ 1701

3DES

Transport

3600 Seconds
250000 K-Bytes
30 M nutes
1574

29

1.3

: test

s 192.168.1.1

10.1.1.2

none

Hashi ng

Rekey Left(T):
Rekey Left(D):
Idle TO Left
Bytes Rx

Pkts Rx

Hashi ng

none

500

pr eShar edKeys
SHA1

28555 Seconds

SHA1

3576 Seconds
250000 K-Bytes
29 M nutes
12752

118

none



Auth Mode : msCHAPV2

Idle Tine Qut: 30 M nutes Idle TO Left : 27 M nutes
Client OS : Mcrosoft

Client OS Ver: 6.2

Bytes Tx 1 475 Bytes Rx : 9093

Pkts Tx ;18 Pkts Rx ;105

ASDMT, [Monltorlng] > [VPN] > [VPN Statistics] > [Sessmns](D'FL.\ VPNEY >3 ICETS
—RIEBARRENET, L2TP over IPsectz ¥ 3 &, IPsec (IKEv1) Remote Access >
Protocol > L2TP Over IPsecC7 1 LRV JTEET,

File View Tools Wizards Window Help [rype topic to seard G

' '
@} Hame 2, Configuration ‘DM mg“ Jswre QU retresh| Q asck () rorvas| D | j cisco
Device List Monitoring > VPN > VPH Statistics > Sessions o
& Add [ Delet= ﬁc nnnnn t
Find: Go Type Active Cumulative Peak Concurrent Inactive
& 10.105.130.63 B KEv1 Psec/L2TP Psec 1 15 1
&l 10,105, 130.92
8 10.105.130.98
8 10.105.130.102
& 10.105.130.153
B 10.105.130.211
&l 10.105.130.214
8 10.105.130.225 S e
2 Fiter By: Psec(iKE v1) Remote Access | [Protoco - \Powrpec + I
PN & 8
eElwnsatsic ||| | ysername G up Policy Protocal Lugmme Chen((?eer)T‘/vE Bytes Tx NACR \« eiake
sess et Praie Pl )IPAdd Enx :Tth uuuuuuuuuuu Bytes Rx
192.168.1.1 [KEv 1 Psec 2{05:45: 13 UTC Sat May 9 2015 = Logout
J64.103.236.170 e (3Dke Peee (1 fonoam 250 e
Prg

NS7)L>a—p
CCTlR, REDKNS TN 2—TFT 40 ICERATEZRHRERLET,

X debug XV RZFEAHIDHIC, 'TNYT ARV ROEERER, 22RBLTLE
=V,

AEXE  ASATR, EERTEBTNYT LRILERETEET, T7FILBTRE, LRI 1
NERAEhET, TNYT LRILZEETRE, TNYTOARMIEBEDEENHY)
TT. BIEEBEBRETE, FELTEELTSEZL,

VPNRYZLICBT2MBE RS 7L 13— M FBICR, RDdebugd Y REZEL THEAL
TLEEW

- debug crypto ikev1:IIKEICB8 T 27 /Ny JEHERRLET
- debug crypto ipsec:IPSeclC B8 T2 F/VY JIEHmERRLET
IEE 7 L2TP over IPSeciEHR O T/NY TH A ZRIZRLET,

May 18 04:17:18 [1 KEv1] | KE Receiver: Packet received on 172.16.1.2:500 from 10.1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, | KE_DECODE RECElI VED Message (nsgid=0) with payl oads : HDR
+ SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + VENDOR (13) + NONE (0) total length : 408

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing SA payl oad

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Recv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Recv'd: Unknown Cfg'd: Goup 2


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, Cakley proposal is acceptable
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, Received NAT-Traversal RFC VID
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received NAT-Traversal ver 02 VID
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received Fragnentation VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | KE SA payl oad

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1. 2,

IKE SA Proposal # 1, Transform # 5 acceptable Matches global IKE entry # 2

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing | SAKMP SA payl oad
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Traversal VID ver RFC payl oad
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing Fragnentation VID + extended

capabilities payl oad

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 124

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) wi th payl oads : HDR
+ KE (4) + NONCE (10) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 260

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | SA KE payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing nonce payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing nonce payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing C sco Unity VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing xauth V6 VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send IOS VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Constructing ASA spoofing | GS Vendor |ID payl oad
(version: 1.0.0, capabilities: 20000001)

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send Altiga/Ci sco VPN3000/Ci sco ASA GW VI D
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEV1]IP = 10.1.1. 2,

Connection landed on tunnel_group DefaultRAGroup

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Generating keys for
Responder. . .

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, | KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D
(20) + NONE (0) total length : 304

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) w th payl oads : HDR



+ ID (5 + HASH (8) + NONE (0) total

May 18 04:17:18
May 18 04:17:18
10.1.1.2

May 18 04:17:18
May 18 04:17:18
May 18 04:17:18

Automatic NAT Detection Status:

length : 64

[ KEvl DEBUG G oup = Def aul t RAG oup,

[ KEvl DECODE] Gr oup

= Def aul t RAG oup,

[ KEvl DEBUG G oup = Def aul t RAG oup,
[ KEvl DEBUG G oup = Def aul t RAG oup,

[1 KEv1l] Group = Def aul t RAG oup,

behind a NAT device

1P =

Remote end is NOT behind a NAT device

IP =10.1.1.2,
IP =10.1.1.2,

IP =10.1.1.2,
IP =10.1.1.2,
10.1.1. 2,

processing | D payl oad
I D I PVA_ADDR I D received

processi ng hash payl oad

Conputing hash for | SAKMP

This end is NOT

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Connection |anded on tunnel _group Defaul t RAG oup

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing |ID payl oad

May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, constructing hash payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Conputing hash for | SAKMP
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing dpd vid payl oad
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length : 84

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

PHASE 1 COMPLETED

May 18 04:17:18 [IKEV1]IP = 10.1.1.2, Keep-alive type for this connection: None

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Keep-alives configured on but peer does not support keep-
alives (type = None)

May 18 04:17:18 [I KEvl DEBUQG G oup

21600 seconds.

May 18 04:17:18
May 18 04:17:18
May 18 04:17:18
+ HASH
May 18
May 18
May 18
May 18 04:
May 18 04:
10.1.1.2

May 18 04:

04
04
04

17:
17:
17:
17:
17:

18
18
18
18
18

17:18

Received remote

May 18 04:17:18
May 18 04:17:18
172.16.1.2

May 18 04:17:18

Received local Proxy Host data in ID Payload:

May 18 04:17:18

[1 KEv1] | KE Recei ver:

[ KEvl DECODE] I P =

[IKEv1]IP = 10.1.1.
(8) + SA (1) + NONCE (10) +
DEBUG G oup
DEBUG G oup
DEBUG G oup
DEBUG G oup
DECODE] G oup = Def aul t RAG oup,

[ 1 KEv1
[ 1 KEv1
[ 1 KEv1
[ 1 KEv1
[ 1 KEv1

[1 KEvl] Group = Def aul t RAG oup,

Proxy Host data in ID Payload:

= Def aul t RAG oup,

Packet
10.1.1. 2,
2,

IP =10.1.1.2,

ID (5) + 1D (5) + NONE (0) total

= Def aul t RAG oup,
Def aul t RAGr oup,
Def aul t RAGr oup,
= Def aul t RAG oup,

P =

[ KEvl DEBUG G oup = Def aul t RAG oup,

[ KEvl DECODE] Gr oup

[ KEv1l] Group =

[ KEv1l] Group =

L2TP/IPSec session detected.

May 18 04:17:18
addr
May 18 04:17:18

[ KEv1l] Group =

[ KEv1l] Group =

Def aul t RAGr oup,

= Def aul t RAG oup,

1P =

Def aul t RAGroup, IP =
Def aul t RAGroup, IP =
Def aul t RAGroup, IP =

IP =10.1.1.2,
IP =10.1.1.2,
IP =10.1.1.2,
IP =10.1.1.2,
IP =10.1.1.2,
10.1.1. 2,

Address 10.1.1.2, Protocol 17,

IP =10.1.1.2,
IP =10.1.1.2,
10.1.1. 2,

Address 172.16.1.2, Protocol 17,

10.1.1. 2,

Starting Pl rekey tiner:

received on 172.16.1.2:500 from 10. 1. 1. 2: 500
| KE Responder starting QW nsg id = 00000001
| KE_DECODE RECEI VED Message (mnsgi d=1) with payl oads :

HDR
length : 300
processi ng hash payl oad
processi ng SA payl oad
processi ng nonce payl oad
processing | D payl oad

I D I PVA_ADDR I D received

Port 1701

processing | D payl oad

I D I PVA_ADDR I D received

Port 1701

10.1.1.2, QM IsRekeyed old sa not found by

10.1.1. 2,



Static Crypto Map check, map outside_dyn map, seq = 10 is a successful match
May 18 04:17:18 [IKEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2, |IKE Renpte Peer configured for
crypto map: outside_dyn_map
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, processing |PSec SA payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, |
PSec SA Proposal # 2, Transform # 1 acceptable
Mat ches gl obal 1PSec SA entry # 10
May 18 04:17:18 [IKEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2, I KE requesting SPI
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI 0x7AD72EOD
Session | D: 0x00001000
VPI F num 0x00000002
Tunnel type: ra
Pr ot ocol esp
Lifetime 240 seconds
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, IKE got SPI from key engi ne
SPI = 0Ox7ad72e0d
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, oakley constucting quick
node
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, constructing bl ank hash
payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing |PSec SA
payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, |IP = 10.1.1.2, constructing |PSec nonce
payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing proxy |D
May 18 04:17:18 [I KEvl DEBUQG G oup = Defaul t RAG oup, IP = 10.1.1. 2,
Transmitting Proxy Id:
Remote host: 10.1.1.2 Protocol 17 Port 1701
Local host: 172.16.1.2 Protocol 17 Port 1701
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing gm hash payl oad
May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, |KE Responder sending 2nd
QM pkt: msg id = 00000001
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=1) with payl oads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 160
May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgid=1) with payl oads : HDR
+ HASH (8) + NONE (0) total length : 52
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing hash payl oad
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, loading all |PSEC SAs
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating Quick Mde Key!
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, NP encrypt rule | ook up for
crypto map outside_dyn_map 10 matchi ng ACL Unknown: returned cs_i d=e148a8b0;

encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000



May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating Quick Mde Key!
| PSEC. New enbryoni c SA created @ 0x00007fffelc75c00,
SCB: OxE13ABD20
Direction: outbound
SPI : 0x8C14FD70
Session | D: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetinme : 240 seconds
| PSEC. Conpl et ed host OBSA update, SPI 0x8Cl4FD70
| PSEC. Creating outbound VPN context, SPI 0x8Cl4FD70
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI : 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00000000
SCB : Ox0AC609F9
Channel : 0x00007fffed817200
| PSEC. Conpl et ed out bound VPN context, SPI 0x8Cl4FD70
VPN handl e: 0x00000000000028d4
| PSEC. New out bound encrypt rule, SPI 0x8Cl4FD70
Src addr: 172.16.1.2
Src mask: 255. 255, 255. 255
Dst addr: 10.1.1.2
Dst mask: 255.255. 255. 255

Src ports

Upper: 1701

Lower: 1701
(04] : equal

Dst ports

Upper: 1701

Lower: 1701

(04] : equal



Protocol: 17

Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl et ed out bound encrypt rule, SPI 0x8Cl4FD70
Rul e I D: 0x00007fffelc763d0
| PSEC. New out bound permit rule, SPI 0x8Cl4FD70
Src addr: 172.16.1.2
Src mask: 255.255. 255, 255
Dst addr: 10.1.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol : 50
Use protocol: true
SPI: 0x8C14FD70
Use SPI: true
| PSEC. Conpl et ed outbound permit rule, SPI 0x8Cl4FD70
Rul e I D: 0x00007fffelc76a00
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, NP encrypt rule | ook up for
crypto map outside_dyn_map 10 mat chi ng ACL Unknown: returned cs_i d=e148a8b0;
encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000
May 18 04:17:18 [I KEvl] G oup = Defaul tRAG oup, IP = 10.1.1.2, Security negotiation conplete for
User () Responder, Inbound SPI = 0x7ad72e0d, Qutbound SPI = 0x8cl14fd70
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, IKE got a KEY_ADD nsg for
SA: SPI = 0x8c14fd70
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI : Ox7AD72EOD
Session | D: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetime : 240 seconds
| PSEC. Conpl et ed host | BSA update, SPI 0x7AD72EOD
| PSEC. Creating inbound VPN context, SPI 0x7AD72EOD
Fl ags: 0x00000206
SA . 0x00007fffel3ab260
SPI  : O0x7AD72EOD
MIU : O bytes
VCI D : 0x00000000
Peer : 0x000028D4
SCB : OxOAC5BD5B
Channel : 0x00007f f f ed817200
| PSEC. Conpl et ed i nbound VPN context, SPI 0x7AD72EOD
VPN handl e: 0x0000000000004174
| PSEC. Updating out bound VPN cont ext 0x000028D4, SPI 0x8Cl4FD70
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI . 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00004174



SCB : O0Ox0AC609F9
Channel : 0x00007fffed817200

| PSEC. Conpl et ed out bound VPN context, SPI 0x8Cl4FD70
VPN handl e: 0x00000000000028d4

| PSEC. Conpl et ed out bound inner rule, SPI 0x8Cl4FD70
Rul e I D. 0x00007fffelc763d0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x8Cl4FD70
Rul e I D. 0x00007fffelc76a00

| PSEC. New i nbound tunnel flow rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: 1701
Lower: 1701
(04] : equal

Dst ports
Upper: 1701
Lower: 1701
(04] : equal

Protocol : 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl eted i nbound tunnel flow rule, SPlI 0x7AD72EOD
Rul e 1 D. 0x00007fffel3aba90
| PSEC. New i nbound decrypt rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Prot ocol : 50
Use protocol: true
SPI: O0x7AD72E0D
Use SPI: true
| PSEC. Conpl eted i nbound decrypt rule, SPI 0x7AD72EOD
Rul e 1 D: 0x00007fffelc77420
| PSEC. New i nbound pernit rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255, 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255. 255, 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol : 50
Use protocol: true
SPI: 0x7AD72EOD
Use SPI: true
| PSEC. Conpl eted i nbound pernit rule, SPI Ox7AD72EOD



Rul e I D: 0x00007f f f el3abb80
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Pitcher: received

KEY_UPDATE, spi Ox7ad72e0d
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Starting P2 rekey tiner:

3420 seconds.
May 18 04:17:18 [I KEvl] G- oup = DefaultRAG oup, IP = 10.1.1.2,

PHASE 2 COMPLETED

(msgi d=00000001)
May 18 04:17:18 [I KEv1] | KEQM Active() Add L2TP classification rules: ip <10.1.1.2> mask
<OXFFFFFFFF> port <1701>
May 18 04:17:21 [I KEv1l] Group = Defaul t RAG oup,

Username = test, IP = 10.1.1.2, Adding static route for client address: 192.168.1.1

Windows 7 Z A4 7> N T—HRAICRETDHVPNEENDIZ—ND—HZ2XORICRLET

7 35 hBHERE

691 AALEI—HYRBENAD—RHFAELVCEZERELET

789,835 VAT MY VICBREENTVAENHREF—HNFASALFAUTHBD 2B LET

800 1. VPNZ A 7°H'[Layer 2 Tunneling Protocol (L2TP)[ICEREE hTWB & 2B LET
2EHEF—NELKREETIATVD L ZHEELET

809 UDP/R— K500, 4500 ( 7547 REELEH—=NOVWTIDAFNATF/NA ADBERICH D 5HF

BEE1T

. Cisco ASA 5500 2 U —XEBEBEFI VT4 PTS5AF A
BB 2L BELFVE—RNTFTIO1EAIPsecVPN O RSTIINA—FATHELDWVT
TOZHhIL HR—BME RF 21 XM -Cisco Systems
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