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B ASA BRE

nterface Ethernet0/0

nanei f outside
security-level 0

ip address 201.1.1.2 255.255.255.0

|
crypto i psec ikev2 ipsec-proposal ESP-AES- SHA
protocol esp encryption aes

protocol esp integrity sha-1
crypto i psec security-association pntu-aging infinite
crypto dynanmic-map dmap 1 set ikev2 ipsec-proposal ESP-AES- SHA
crypto map vpn 1 ipsec-i saknp dynam ¢ dmap
crypto map vpn interface outside

crypto ca trustpool policy

crypto i kev2 policy 1

encryption 3des

integrity sha

group 5 2

prf sha

lifetine seconds 86400

crypto i kev2 enabl e outside

group-policy Site-to-Site interna

group-policy Site-to-Site attributes
vpn-tunnel - protocol ikev2

tunnel -group S2S-1KEv2 type ipsec-1 2l

tunnel -group S2S-1KEv2 general -attributes
default-group-policy Site-to-Site

tunnel -group S2S-1KEv2 ipsec-attributes

i kev2 renote-authentication pre-shared-key cisco321
i kev2 | ocal -aut hentication pre-shared-key ciscol23
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ip access-list extended vpn
permt ip host 10.10.10.1 host 201.1.1.2

crypto i kev2 proposal L2L-Prop
encryption 3des

integrity shal

group 2 5

|

crypto i kev2 policy L2L-Pol
proposal L2L-Prop

|

crypto i kev2 keyring L2L-Keyring
peer vpn

address 201.1.1.2
pre-shared-key | ocal cisco321
pre-shared-key renpte ciscol23
|

crypto i kev2 profile L2L-Prof
match identity renpte address 201.1.1.2 255. 255. 255. 255
identity local key-id S2S-1KEv2
aut hentication renote pre-share
aut hentication |local pre-share
keyring local L2L-Keyring

crypto i psec transformset ESP-AES- SHA esp-aes esp-sha-hnac
node tunne

|

crypto map vpn 10 ipsec-isaknmp

set peer 201.1.1.2

set transformset ESP-AES- SHA

set ikev2-profile L2L-Prof

mat ch address vpn

|

interface G gabitEthernet0/0

i p address 192.168. 1.2 255.255.255.0
dupl ex auto

speed auto

crypto map vpn
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Cl1941(confi g)#do show run | sec crypto map

crypto map vpn 10 ipsec-isaknmp
set peer <FQDN> dynami c

EVN: HLFEV O X—D—RBEAT723>>TY, -setpeer AV RIC&KBDUE—H
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MTEET, XM FTIVY F—T—RHIRITENBEVEES, FAMNBREAE chdERIC
BRENET, ZDKSIZ, CiscolOSYTRIITEIP 7 RLAEEZBRHTERWVL
ROTEDIPT7RLAICEGTDEAMABIICHERLEL I,

FYND—UK

VPN Tunnel

HQ ASA
(Dynamic IP)

Branch Router

192.168.1.0/24

201.1.1.1
Dynamic IF address

HALFZv O ASARE

ASA DERERYEBEAR—TIAADIP 7 RLARKEIANICERENBZVWZ LD 1 DOHIALE
[T ZBR<ENE ASAEREERILUTT,

=2 DE

crypto i kev2 keyring L2L-Keyring
peer vpn
host nane asa5510.t est.com
pre-shared-key | ocal cisco321
pre-shared-key renpte ciscol23
|
crypto i kev2 profile L2L-Prof
match identity renpte fqdn donmmin test.com
identity local key-id S2S-1KEv2
aut hentication renote pre-share
aut hentication | ocal pre-share
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keyring | ocal L2L-Keyring

crypto ipsec transform set ESP-AES- SHA esp-aes esp-sha-hnac
node tunnel

crypto map vpn 10 ipsec-isaknmp

set peer asab510.test.com dynam c
set transformset ESP-AES- SHA
set ikev2-profile L2L-Prof

mat ch address vpn

COtEU>a>TR, RENFEBICHELTVWS L Z#FELET.
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. RREES IKEv2sadet X ROFBRIFCCICHY ET:

| KEv2 SAs:
Session-id: 23, Status:UP-ACTIVE, |KE count:1, CH LD count:1

Tunnel -id Local Renot e St at us Rol e
120434199 201. 1. 1. 2/ 4500 201.1.1.1/4500 READY RESPONDER
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK

Lifel/ Active Tine: 86400/ 915 sec
Session-id: 23
Status Description: Negotiation done
Local spi: 97272A4B4DED4AASC Renmot e spi: 67E01CB8ES8619AF1
Local id: 201.1.1.2
Rermote id: S2S-1KEv2

Local req ness id: 43 Renmote req mess id: 2
Local next mess id: 43 Renmot e next ness id: 2
Local req queued: 43 Renmot e req queued: 2
Local wi ndow 1 Renmot e wi ndow. 5

DPD configured for 10 seconds, retry 2
NAT-T is detected outside
Child sa: local selector 201.1.1.2/0 - 201.1.1.2/65535

renmote selector 10.10.10.1/0 - 10.10.10. 1/65535
ESP spi in/out: 0x853c02/0x4laa84f4
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 128, esp_hnmac: SHA96
ah_hmac: None, conp: | PCOVWP_NONE, node tunnel

. showcryptoipsecsa AN ROBRE ZZICHV ET:

| KEv2 SAs:
Session-id: 23, Status:UP-ACTIVE, |KE count:1, CH LD count: 1

Tunnel -id Local Renot e St at us Rol e
120434199 201.1.1.2/4500 201.1.1.1/4500 READY RESPONDER



Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify:

Lifel/ Active Tine: 86400/915 sec
Session-id: 23
Status Description: Negotiation done
Local spi: 97272A4BADEDAASC Renpote spi: 67E01CBS8E8619AF1
Local id: 201.1.1.2
Rermote id: S2S-1KEv2

Local req ness id: 43 Renote req mess id: 2
Local next mess id: 43 Renot e next mess id: 2
Local req queued: 43 Renote req queued: 2
Local wi ndow 1 Renot e wi ndow. 5

DPD configured for 10 seconds, retry 2
NAT-T is detected outside

Child sa: local selector 201.1.1.2/0 - 201.1.1.2/65535

renmote selector 10.10.10.1/0 - 10.10. 10. 1/ 65535
ESP spi in/out: 0x853c02/0x4laa84f4

AH spi in/out: 0x0/0x0

CPl in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp_hmac: SHA96
ah_hmac: None, conp: | PCOVW_NONE, node tunnel
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. RREEE IKEv2 sadetail AV ROBERIEZCICHY FT:

|Pv4 Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf

1

192.168. 1. 2/ 4500 201.1.1.2/ 4500 none/ none

Encr: 3DES, Hash: SHA96, DH G p:2, Auth sign: PSK, Auth verify:

Li fe/ Active Tine: 86400/1013 sec

CE id: 1023, Session-id: 23

Status Description: Negotiation done

Local spi: 67EO01CBSE8619AF1 Renot e spi: 97272A4BADEDAASC
Local id: S2S-1KEv2

Renmote id: 201.1.1.2

Local req nmsg id: 2 Renote req nmsg id: 48
Local next msg id: 2 Renot e next nsg id: 48
Local req queued: 2 Renot e req queued: 48
Local wi ndow: 5 Renot e wi ndow: 1

DPD configured for 0 seconds, retry O
Fragment ati on not configured.

Ext ended Aut hentication not confi gured.
NAT-T is detected inside

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

I Pv6 Crypto | KEv2 SA

. showcryptoipsecsa AN ROBREFE ZZICHVWET:

| Pv4 Crypto | KEv2 SA

Tunnel -id Local Renot e fvrflivrf

1

192. 168. 1. 2/ 4500 201.1.1.2/4500 none/ none

Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify:

Life/ Active Tinme: 86400/1013 sec

PSK

PSK

PSK

St at us
READY

St at us
READY



CE id: 1023, Session-id: 23

Status Description: Negotiation done

Local spi: 67E01CBBE8619AF1 Renote spi: 97272A4BADEDAASC
Local id: S2S-1KEv2

Renmote id: 201.1.1.2

Local req nsg id: 2 Renote req nmsg id: 48
Local next msg id: 2 Renpote next nmsg id: 48
Local req queued: 2 Renote req queued: 48
Local wi ndow: 5 Renot e wi ndow: 1

DPD configured for 0 seconds, retry O
Fragment ati on not confi gured.

Ext ended Aut hentication not configured.
NAT-T is detected inside

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

I Pv6 Crypto I KEv2 SA
FAFIVIONL—BZ (VE—NFLFIYDIASAL)

. RREEE IKEv2 sadetail AV ROBRIEZCICHY FT:

Cl941#show cry i kev2 sa detail ed
| Pv4 Crypto | KEv2 SA

Tunnel -id Local Rernot e fvrf/ivrf St at us
1 192. 168. 1. 2/ 4500 201.1.1.2/4500 none/ none READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tine: 86400/ 1516 sec
CE id: 1034, Session-id: 24
Status Description: Negotiation done
Local spi: 98322AED6163EE83 Renot e spi: 092A1E5620F6AA9C
Local id: S2S-1KEv2
Rermote id: asa5510.test.com

Local req nmsg id: 2 Renmote req msg id: 73
Local next msg id: 2 Renote next nsg id: 73
Local req queued: 2 Renot e req queued: 73
Local wi ndow: 5 Renot e wi ndow: 1

DPD configured for 0 seconds, retry O
Fragment ati on not configured.

Ext ended Aut hentication not confi gured.
NAT-T is detected inside

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

I Pv6 Crypto | KEv2 SA
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BED show ANV RATIORTYRN AVE=TIVER YY) (BRI—YEA ) THR—K&Eh
TWET, show ANV RHEIODMERRTDICEF. TORNTY N A2R2=TURY—)%ZE
AULET,

#:debug AN REFEATSHEIC, "debug AV ROEEZBERHR. 28RBL KTV

o

Cisco IOS JL—& T, AL TTFE LN

deb crypto ikev2 error
deb crypto ikev2 packet
deb crypto ikev2 internal

ASA T, AL TT &L\

deb crypto i kev2 protocol
deb crypto i kev2 platform
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