IS-ISBEIZBEFZORBEEDOD NS TN —F 1424

2
BUdic

=

FRIB IV R—F b
[S-IS DA T
ISISEEEEBEOR T (MTUOT—FICBEEL &L )
[S-IS AN TRE

IS-ISBHERBNTEE (S ALTSVT)

FL®IC

CORFIXRNTIE, CiscolOS®XEZ'TY K7 #—ADISIS7ORNINZERNZ TN 1—F
1T FBAEELCODVTHBLET,

B SR AT
B

ROEBERICETDHBNIHDENEREIET,
* Intermediate System to Intermediate System(IS-IS)
» Cisco I0S XE

CNSOREY VDM, ROBEZSRBRLTSEEV,

e IPL—F 147 1SISOV74Fa1L—>3a HAR
o IS-ISEEEBRET VT RATDHRE

FERTBAVR—ZF K
CORFIXNOE#RHKIEFE, CiscolOSXEV T RIITICEIKENTT,

CORFIXVNORHRE, REDFARRELCLHAZITNARACETVWTERENELE, DR
FAXKATEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRBKLTLE
T BHEEBPORY ND—OTR., FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EZW,


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0

IS-ISBEEZRI R DA >

COtEI2aTVTR, ISISEIVO—RNBEEAENY V1—-3 VI 2VWTBBALET, flel
T, RORY ND=ORATISLEEALET,

x>

DeviceA DeviceB

net 49.0001.0000.0000.000a.00 net 49.0001.0000.0000.000b.00
R—=ATA R ROD
IS-ISHFTINA AAETFNA ABOB TRV LTVET,
<#root>
DeviceA#
show i si s nei ghbors det ai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA#
<#root>
DeviceB#
show i si s nei ghbors det ai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA L1L2 Twel/0/9 192.0.2.1 DOWN 28 05

Area Address(es): 49.0001

SNPA: a84f.blc3.9484

State Changed: never

Format: Phase V

Remote TID: O

Local TID: O

Interface name: TwentyFiveGigE1l/0/9
Neighbor Circuit Id: 5

Adj sync: Full



R & OO DM

1. FNA ABDERZRILEL T,

<#root>
DeviceA#

ping 192.0.2.2 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceA#

<tfroot>

DeviceB#

ping 192.0.2.1 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceB#

2. MAIOREZHEL KT,

<#root>
DeviceA#
show runni ng-config | sec router isis

ip router isis

router isis

net 49.0001.0000.0000.000a.00
DeviceA#

<#root>
DeviceB#
show runni ng-config | sec router isis

ip router isis



router isis
net 49.0001.0000.0000.000b.00
DeviceB#

3. BB RA ORIV AL ARXRY ND—UH—EZ(CLNS) T/NA ALLEHKEE N TVWD RS
N—DOBEANRFENET,

<#root>
DeviceA#

show cl ns nei ghbors detail

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000B Te0/0/4

6c31. Oedb. 3b5f

Up

257 IS ES-IS
Area Address(es): 49.0001

Uptime: 02:02:11

Interface name: TenGigabitEthernet0/0/4
DeviceA#

<#root>
DeviceB#

show cl ns nei ghbors detai

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000A Twel/0/9

a84f . blc3. 9484

Down

20 L1L2 IS-IS
Area Address(es): 49.0001
IP Address(es): 192.0.2.1%

Uptime: 02:02: 09

NSF capable
Interface name: TwentyFiveGigE1l/0/9
DeviceB#



BCLNSZRAN—ICUARENTVWBIMACT RLAK, O—HAILFNAREETUTTDVE
—NFNAADMACT RLATY,

<#root>
DeviceA#
show i nterface TenG gabitEthernet0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Hardware is 8xSFP+, address is

a84f . blc3.9484 (bia aB84f.blc3.9484) < nac address appeared on SNPA Devi ceB

Internet address 1is 192.0.2.1/30
MTU 1500 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

<#root>
DeviceB#
show i nterface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 is up, line protocol is up (connected)
Hardware is Twenty Five Gigabit Ethernet, address is

6c31. Oedb. 3b5f (bia 6c31. Oedb. 3b5f) < nmac address appeared on SNPA Devi ceA

Internet address is 192.0.2.2/30

MTU 9216 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

ANTAXA—=FPETE—HTIHNESHERIATDICIE. showdnsinterface
ANV REEFTLET,

ROEE—HBLTVD I EZMAELTSEZL,

« BAEREIZY R (MTU)
s BERAT

TN AA

<#root>
DeviceA#

show clns interface TenG gabi t Et hernet 0/ 0/ 4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,




MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 19 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, local circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 908 milliseconds

if state DOMN

7 /N1 AB

<#root>
DeviceB#

show cl ns interface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 1is up, Tine protocol 1is up
Attached to: isis
Checksums enabled,

MIU 9213

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 8 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0x5

Neighbor System-ID: 0000.0000.000A

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds




if state INIT

COFIATE., BEIMTUDOFR—HICEELTWET, VE—RETIETIVEATELZVES

é‘ N r debug isis adj-packets

1 EZEATRE, ERETNTVAMIUEZRRTEET,

X Sk, N> Rshowdnsinterface' if state INIT.

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 18 23:24:16.598: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:16.599: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,



I ength 1496 < MIU sent to the nei ghbor >

*Jul 18 23:24:25.189: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:25.189: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:34.057: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:34.057: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:42.866: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:42.866: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:51.646: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:51.646: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:59.606: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:59.606: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

<#root>
DeviceB#

debug isis adj-packets twentyFiveG gE 1/0/9

*Jul 18 23:53:22.420: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:INIT,

length 9212 < MIU sent to the nei ghbor >

*Jul 18 23:53:22.591: ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigEl/0/9)
*Jul 18 23:53:22.591: ISIS-Adj: cir type L1L2, cir 1id 05,

I ength 1496 < MIU received from nei ghbor >

*Jul 18 23:53:22.592: ISIS-Adj: rcvd state DOWN, old state INIT, new state INIT, nbr usable TRUE
*Jul 18 23:53:22.592: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5
*Jul 18 23:53:22.592: ISIS-Adj: Nghbr Ckt ID changed: FALSE

*Jul 18 23:53:22.592: ISIS-Adj: newstate:1, state_changed:0, going_up:0, going_down:0

*Jul 18 23:53:22.592: ISIS-Adj: Action = ACCEPT

*Jul 18 23:53:22.592: ISIS-Adj: ACTION_ACCEPT:

ISISE§ZBEEDI T (MTUDT—BUZBSEL &LV )

IS-ISAHT L, 4128 —=—TIAATMTUN —HL TW3,

<#root>
DeviceA#

show cl ns nei ghbors

System Id Interface SNPA State Holdtime Type Protocol
DeviceA#

length
length
length
length

length



<#root>
DeviceB#

show cl ns nei ghbors

System Id Interface SNPA State Holdtime Type Protocol
DeviceB#

1. ET7E—HRITHIREERIELET,

2HMBAVE—TIAANEEICBELLERE (I —PELARIILOBENF 2V ) THRIL®E
WELET,

L ETHOEZGEZHIELET (pingT ANTMTUY A/ X&diEY K&ZEM )

4. EPEOCINSRAN—ZRIALE T,

5. MImOMTUE B RA 7N, REBERICFAUTHR L ZBRELET,

TINA AA

<#root>
DeviceA#

show clns interface TenG gabitEthernet 0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,

MIuU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 41 seconds

Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds

if state DOMW

7 /N1 AB




<#root>
DeviceB#

show clns interface twentyFiveG gE 1/0/9

TwentyFiveGigE1l/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 42 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0xO

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 5 seconds

if state DOMW

6. debugisis adj-packet
BEMICL, EZEChBINTY NERIAELET,

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 13:32:52.788: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:32:52.788: ISIS-Adj:

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: DOAN, | ength 1496

*Jul 19 13:33:00.708: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:33:00.709: ISIS-Adj:

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: DOAN, | ength 1496

*Jul 19 13:33:09.726: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:09.726: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength

*Jul 19 13:33:18.376: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:18.376: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength



*Jul 19 13:33:26.132: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:33:26.132: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength
DeviceA#

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 14:01:32.125: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:32.125: ISIS-Adj:

Sendi ng serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:40.005: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:40.005: ISIS-Adj:

Sendi ng serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:49.602: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:49.602: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496
*Jul 19 14:01:58.284: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:58.284: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496

BEDTINA AN EFELTVERTH ., KA/N—DSHelloNTY hE2ZFELTLWELRA,
T.NTY R BRAN—CEBENDCEEZRATAI DI, FYTFYEFMILET, F+
TFAARTLES, 7—R759v221FEB7TY>1allTYAR—BMU papfie, TFTPH—
N7y 70—-RUTHEHBZEELET,

<#root>
DeviceA#

show nonitor cap cap paraneter

noni tor capture cap interface TenG gabitEthernet0/0/4 BOTH < Interface fromwhere send and receive the |
nmonitor capture cap control-plane IN < Packets to be process and generated by the CPU >

nmonitor capture cap access-list TAC < ACL for capture only the 1S IS packets >

monitor capture cap buffer size 10
monitor capture cap Timit pps 1000

DeviceA#
show access-|ist TAC

Extended MAC access Tist TAC
permit host

a84f . blc3. 9484

host



0900. 2b00. 0005 < Local MAC address towards the IS-1S Hello >

permit host

6c31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the I1S-1S Hello >

<{froot>
DeviceB#

show nonitor capture cap paraneter

nmonitor capture cap interface TwentyFiveG gE1/0/9 BOTH < Interface from where send and receive the Hel

nmonitor capture cap control -pl ane BOTH < Packets to be process and generated by the CPU >

monitor capture

cap match any < match all the packets on the switch >

monitor capture cap buffer size 10



7E:Catalyst Cisco IOS XEA A Y FOEPCIE. AHXNT Y RTREA&L, FKEIS-IS hello? &
ZEXEYTFYLET, BIOFEELT, SPANFYTFrZHRELET,

ROEKIZ, Hello/NTY RMADSBERLET,

[# B (Name)] 3EkEMacT KL A
INXNTOLIEE 0180.c200.0014
INTOL2E 0180.c200.0015
INXNTOIS 0900.2b00.0005
IANTOHES 0900.2b00.0004

8. TVAR—RNENLF ¥ TFvZHIEL. helo/NTY RAFKAN—RBTRIEND C & R
LEY,



DeviceAlk, AT AID ( FVEA ) ZEML Thello/NTy REZEELET. Zhik, ATFA
DEEFEDRAN—DENTY N ZZETRIEREENET, COF ¥ F v Tk, DeviceBA
hsONTY NeETICEELBEVWCENF DIV ET,

| | eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination | seq

3 2023-87-19 08:32:05.236987 Cisco_c3:94:84 DEC-MAP-(or-0517)-. P2P HELLO, System-ID: 0000.02000.000a

» Frame 3: 1513 hytes on wire (12184 bits), 1513 bytes captured (12184 bits)
~ IEEE 802.3 Ethernet Hello packet
Destination: DEC-MAP-(or-0SI?)-Intermediate-System-Hello? (09:00:2b:80:00:05) Source from local interface(MAC)
ource: Cisco_c3:94:84 (aB:4f:bl:c3:94:84) Destination MAC 1S-I5 Point to Point
Length: 1499 ]
> Logical-Link Control
-~ IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 2@
Version/Protocol ID Extension: 1
ID Length: @
@8@. .... = Reserved: Bx@
..1 @001 = PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
~ ISIS HELLO
R b | Circuit type Level 1 and 2 (@x3)

System 1D sent to the neighbor

PDU length 1496
Local circuit ID: 5
> Restart Signaling (t=211, 1=3)
*> Point-to-point Adjacency State (t=2408, 1=5)
> Protocols Supported (t=129, 1=1)
> Area address(es) (t=1, 1=4)
*» IP Interface address(es) (t=132, 1=4)
> Padding (t=B, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=B, 1=162)

DeviceA ISISOEA I F v I F v

DeviceBF ¥ 7F v (&, hello/NT Y RAFRA/N— (FVEA ) ICEBEEThLEEZRLTVET
o EEL, BBRODFYTF v ERAKIC, XA/N—DSHello/NTY NZEZELEHE A,



| M | eth.dst == 09:00:2b:00:00:05
Ne¢| Time | Seurce | Destination | seq
1 2023-07-19 09:80:28.028914 Cisco_db:3b:5f DEC-MAP-(or-05I7)-. P2P HELLO, System-ID: 0@80.0080.0200b

> Frame 1: 1513 bytes on wire (12184 bits), 1513 bytes captured (121084 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
b IEEE 802.3 Ethernet
> Destination: DEC-MAP-(or-0SI7)-Intermediate-System-Hello? (09:008:2b:00:00:05) Hello packet
> Source: Cisco_db:3b:5f (6c:31:8e:db:3b:5T) Sowrce MAC address (local intsrtace)
Destination MAC 15-1S Point to Point
Length: 1499
» Logica"—Link Contro
~ ISD 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 20
Version/Protocol ID Extension: 1

ID Length: @
808. .... = Reserved: @x@
...1 @001 = PDU Type: P2P HELLO (17)

Version: 1

Reserved: @

Maximum Area Addresses: @

-~ ISIS HELLO
Circuit type: Level 1 and 2 (8x3)
= Reserved: 0x8@
= r System ID sent to the neighbor

olding timer:

PDU length: 1496

Lecal circuit ID: 11
> Restart Signaling (t=211, 1=3)
> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)
»> Area address(es) (t=1, 1=4)
» IP Interface address{es) (t=132, 1=4)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
» Padding (t=8, 1=255)
» Padding (t=8, 1=255)
» Padding (t=8, 1=162)

DeviceB ISISOA I £ v I F v

COTFIAOREER, hello/NTY MDEFEZFALBEVWHEET/NA A RETY . BERORKRR
ARSN, ESICRTTINDA—TFT AV INBERIFER. CiscoTACT—REF—TVLET

o

|IS-ISBHEBE RN TZE

COEIZIVTRE, ISISTZYTO—MRNBBENY ) 1—>3 I 2VWTHALTLVET,
18 O =2 Ui

IS-ISE T /N A1 AAL T INA ABOBTAFLET T,

<tfroot>



DeviceA#

show | oggi ng

Jul 19 15:05:03.623:

YCLNS- 5- ADJCHANGE

Jul
Jul
Jul
Jul
Jul

19 15
19 15
19 15
19 15
19 15

<{froot>

DeviceB#

show | ogg

:05:15.075:
:07:04.575:
:07:15.759:
:09:04.983:
:09:14.835:

ng

Jul 19 15:05:02.316:

YCLNS- 5- ADJ CHANGE:

Jul
Jul
Jul
Jul
Jul

19 15
19 15
19 15
19 15
19 15

:05:18.191:
:07:09.280:
:07:18.876:
:09:06.080:
:09:17.948:

%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:
%CLNS-5-ADJCHANGE:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

I SIS: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/ 4) Down,

DeviceB
DeviceB
DeviceB
DeviceB
DeviceB

I SI'S: Adjacency to DeviceA (TwentyFi veG gE1/ 0/ 9) Down,

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

hold tine expired

(TenGigabitEthernet0/0/4) Up, new ad
(TenGigabitEthernet0/0/4) Down, hold
(TenGigabitEthernet0/0/4) Up, new ad
(TenGigabitEthernet0/0/4) Down, hold
(TenGigabitEthernet0/0/4) Up, new ad

(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)
(TwentyFiveGigE1l/0/9)

1.ET7TEOERZEZETSD (MTUT A XBRTIFEY MAREE hizpingT AN ),

hold tine expired

Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace

2. MBAVR—TIAAFEEICBLERE (I —HRLARILOBEBEN BN ) THEIEZHE
A ULET,

3. show cInstraffic interface

ONY REFEAL T, CINSRAN—HNRZ 71V UV ZMEICIEAETD I ZRABLET,

<tfroot>

DeviceA#

show clns traffic interface TenG gabit Ethernet0/0/ 4

CLNS:

CLNS & ESIS Output:
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: 0O

Time since last clear: 00:01:57
3, Input: 21



Interface TenG gabit Et her net 0/ 0/ 4:

IS-IS: Time since last clear: 00:01:57
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0
1S-1S: PTP Hellos (sent/rcvd): 15/11
IS-1S: Level-1 LSPs fl ooded (sent/rcvd):
I1S-1S: Level-2 LSPs fl ooded (sent/rcvd):
IS-IS: Level-1 CSNPs (sent/rcvd): 1/1
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1
IS-IS: Level-1 DR Elections: 0O

IS-IS: Level-2 DR Elections: 0

<#root>

DeviceB#

< Devi ceA sends hell o packets and receives less than its sends

2/2
2/ 2

show clns traffic interface TwentyFi ved@ gE1/ 0/ 9

CLNS:

Time since last clear: 00:00:27

CLNS queue depth: 0/100, drops: 0, highest: 2
CLNS & ESIS Output: 1, Input: 14
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Interface TwentyFiveGigE1l/0/9:

IS-1IS:
IS-1IS:
IS-1IS:

I1S1S:

1S-1S:
1S-1S:

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Time since last clear: 00:00:27
Level-1 Hellos (sent/rcvd): 0/0
Level-2 Hellos (sent/rcvd): 0/0

PTP Hel | os (sent/rcvd): 4/5

Level -1 LSPs fl ooded (sent/rcvd):
Level -2 LSPs fl ooded (sent/rcvd):

Level-1 CSNPs (sent/rcvd): 1/1
Level-2 CSNPs (sent/rcvd): 1/1
Level-1 PSNPs (sent/rcvd): 1/1
Level-2 PSNPs (sent/rcvd): 1/1
Level-1 DR Elections: 0O
Level-2 DR Elections: 0O

< Devi ceB,

2/2
2/2

sends and receives a couple of hellos in conparison v



E> N X2 Ranstraffickt . ISSISLARILE RPIS-ISERY RD—0 24 TICEDVTIS-IS
HelloZ&RL £ T,

4. FAN—RBTEDONTY RARBEND D EHEFR T S ICIE, debug SIS adj-packets
EERMCLET,

<#root>
DeviceA#

show i sis adj-packets TenG gabitEthernet0/0/4

< Hellos sent to the DeviceB with no response >



Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

< |1S-1S declares the

Jul 19 18:59:01.879:

19
19
19
19
19
19
19
19

Down,

18:
18:
18:
18:
18:
18:
18:
18:

58:
58:
58:
58:
58:
58:
58:
58:

34.
34.
42.
42.
50.
50.
58.
58.

779:
779:
719:
719:
430:
430:
356:
356:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

pr ot ocol

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
down >

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

hold tine expired

< 1S 1S sends hellos to the neighbor and receives a response from Devi ceB >

Jul 19 18:59:01.879: ISIS-Adj: L2 adj count O
Jul 19 18:59:07.724: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

Jul 19 18:59:07.724: ISIS-Adj:

Sendi ng seria

Jul
Jul
Jul

Rec

Jul
Jul

RCV:

Jul
Jul
Jul
Jul
Jul

< Devi ceA

I1H on TenG gabit Et hernet 0/ 0/ 4, 3way state: DOMW, |ength 1496

19 18:59:15.894: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
19 18:59:15.894: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1

19 18:59:15.896: ISIS-Adj:

seria

I1H from 6c31. Oedb. 3b5f (TenG gabi t Et her net 0/ 0/ 4)

19 18:59:15.896: ISIS-Adj: cir type L2, cir id OB, Tength 1496

19 18:59:15.896: ISIS-Adj:

19 18:
19 18:
19 18:
19 18:
19 18:

3way Adj .

59:15.896:
59:15.896:
59:15.896:
59:15.896:
59:15.896:

Local

Ckt

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

I D: OxB Nghbr Ckt |ID:0x5 Length: 15

Nghbr Ckt ID changed: TRUE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) O0x5
newstate:1, state_changed:1, going_up:0, going_down:0
Action = GOING UP, new type = L2

declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:15.896: ISIS-Adj: New serial adjacency

Jul 19 18:59:15.896: ISIS-Adj:

rcvd state INIT, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:15.898: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Jul 19 18:59:15.898: ISIS-Adj:

Sendi ng seria

Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:

rcvd state UP, old state INT,

Jul 19 18:59:15.900: ISIS-Adj:

I1H on TenG gabitEthernet0/0/4, 3way state:INIT, length 1496

Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)
cir type L2, cir id 0B, length 1496

new state UP, nbr usable TRUE

RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

Tength 149
Tength 149
Tength 149

Tength 149



Jul 19 18:59:15.900: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5

Jul 19 18:59:15.900: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:15.900: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:15.900: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

Up, new adj acency

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

< Hello sent to the DeviceA with no response >

Jul 19 18:58:44.105: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:44.105: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:51.814: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:51.814: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:59.768: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:59.768: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

< IS IS declares the protocol down >

Jul 19 18:59:07.886: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9)

Down, hold tine expired

< IS 1S sends hellos to the nei ghbor and receives a response from Devi ceA >

Jul 19 18:59:07.887: ISIS-Adj: L2 adj count O
Jul 19 18:59:08.422: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:08.422: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

Jul 19 18:59:16.144: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:16.144: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:DOWN, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

Rec serial IlIH from a84f. blc3.9484 (TwentyFi veG gE1/0/9)

Jul 19 18:59:19.001: ISIS-Adj: cir type L2, cir id 05, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

RCV: 3way Adj. Local Ckt |D:0x5 Nghbr Ckt |D: 0x49000184 Length:5

Jul 19 18:59:19.001: ISIS-Adj: Nghbr Ckt ID changed: TRUE
Jul 19 18:59:19.001: ISIS-Adj: newstate:1, state_changed:1l, going_up:0, going_down:0
Jul 19 18:59:19.001: ISIS-Adj: Action = GOING UP, new type = L2

< DeviceB declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:19.001: ISIS-Adj: New serial adjacency



Jul 19 18:59:19.001: ISIS-Adj:
rcvd state DOMWN, old state DOMN, new state INIT, nbr usable TRUE

Jul 19 18:59:19.002: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:59:19.002: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state:INT, |ength 1496

Jul 19 18:59:19.004: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)
Jul 19 18:59:19.004: ISIS-Adj: cir type L2, cir id 05, Tength 1496
Jul 19 18:59:19.004: ISIS-Adj:

rcvd state INIT, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:19.004: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 19 18:59:19.004: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:19.004: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB

Jul 19 18:59:19.004: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:19.004: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:19.004: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9)

Up, new adj acency

5N Y MABRAN—ICEEBENBZEEZRIATDEDIC, FYTIFrE2BHICLET, ¥+
TFANTTLES, FYTFV¥ZE peapfieb LTT—RT7TY22ICTUVAR—KNL, TFTPH—
NICT7Y 70— RUTEHMAZERLET,

DeviceAlk., ZO/NT Y MDD Z{E%(ZDeviceB(19:15.05)0 5N Y NEZEL E T, DeviceAlk
T AR TEIOD (FVEA ) DR—IL RXASALANFRBIBITEDIET, KA/N—DPSOREZR
TFICHIET Dhello/NT Y NEFEEFELET,

CORRT, COL—ZRIHEBZRROAVEEELET, COHBNZBITS L. DeviceBlk
helloZIAfE L., DeviceAlCK 2> TEFENET, ChsONT Y NEBEGSRBENET (&
BONAK ).



N |eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination

5 19:15:05.147987 Cisco_db:3b:5f DEC-MAP-(or-0SI?)}-. P2P HELLO, System-ID: ©00@.0000.000b

> Frame 5: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
» IEEE 882.3 Ethernet

> Logical-Link Comtrol

> ISD 18589 ISIS InTRA Domain Reouteing Information Exchange Protocol

> ISIS HELLO

ISISRRET/NA AA

DeviceBASDF ¥ 7F vk, EFHASOERICUTVWET, T/NA AN ZA/N—H Shello/N
YREZELBEV, ZRBEONTY MME, 30 DKR—IL REAN—ITETBDET, DeviceALr 5D
IB& L TDeviceBASIEEENET, CORMNYFRT7IOry 2 I—EENFfTILTVSD L
BRLET, COBEENDHE., A4A Y FlEDeviceAr ShelozEZEL, JTAN—v 7 %BBLE
CP



N |eth.dst == 09:00:2b:00:00:05
Ne| Time | Source | Destination

21:11:52,513295 Cisco_c2:94:84 DEC-MAP-(or-0SI7)-.. P2P HELLO, System-ID: 00@0.00080.0800a

ISISTZET /N1 AB

SnT. NSYRAR—NCEBEFRELEZENRRTER L, N7y NI RDREEBHER
RIDBENFBYET.

IS-ISBHEB RN TZE (T RXLTFVT)

IS-ISET/INA RAAE T NA ABOBETARETT, 7ARNINTZUELBTZYTHRET S,

<#root>
DeviceA#
show | oggi ng

Jul 21 10:03:38.633: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:05:10.272: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 10:33:41.528: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:35:07.979: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 11:03:42.442: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 11:05:08.469: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad



<tfroot>

DeviceB#

show | oggi ng

Jul
Jul
Jul
Jul
Jul
Jul

21
21
21
21
21
21

10:03:
10:05:
10:33:
10:35:
11:03:
11:05:

44.535:
13.281:
38.408:
10.989:
39.291:
11.479:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

Adjacency
Adjacency
Adjacency
Adjacency
Adjacency
Adjacency

BESRELLES, ROBEZRITLTSEZ L,

1. RENETE—HBIDELEZRIALET,
2MBAVE—TIA AN EBICEBLUIERE (I —PRLARILOBENS BV ) THBIILE

BELET,
J.ETHMEREHIELET (MTUY 4 XedfEY RAREE NipingT AN ) o

to
to
to
to
to
to

DeviceA
DeviceA
DeviceA
DeviceA
DeviceA
DeviceA

(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)
(TwentyFiveGigE1/0/9)

Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace



EN:SURLBRTSYTORENFRET, COLSBEABBONS /I 1—F1>
TJEIS>CERBETEDYEEA, COWRRICTLTRICEK, ROV NEFHALT
PEROARX > RZZTL, NSNS 1—F 100 %5T3dcezRFLTLSEETV

o

4 NZTN22A—=—FT 4TI 2VTLY EHBNICHBTZIEHIC, TVEAVANEZFERLETE
TRFNTFYOREICERETT,

5.0F > 7020V —=)L&ZEWICL., debugisisadj-packets

EEMICLET,

<#root>

DeviceA(config)#

no | oggi ng consol e



DeviceA(config)#exit
DeviceA#

debug isis adj-packets TenG gabitEthernet0/0/4

6. BETNTYRFYTFrvZEEMIL, BHCLET,

<#root>
DeviceA#

show noni tor capture cap paraneter

monitor capture cap interface TenGigabitEthernet0/0/4 BOTH
monitor capture cap control-plane IN
monitor capture cap

access-list TAC > match only the packets allowed on the ACL
monitor capture cap buffer size 100
circular > when the capture reaches the size of 100 MB this overwite the previous information

monitor capture cap Timit pps 1000

DeviceA#

show access-lists TAC

Extended MAC access 1list TAC
permit

host a84f. blc3.9484 host 0900. 2b00. 0005 < Local MAC address towards the I1S-IS Hello >
permit

host 6c¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the IS 1S Hello >

Devi ceA#noni tor capture cap start

7. Cisco7/\ 1 A TEmbedded Event Manager(EEM)Z8&EL £, C DREREIC &K 2 Tsyslog/\ X
—UNFNUAH—EnBE, OJNFEREh, 79921107 7AILELTREENET, #Fifll
C2WTEE, TFTPH—=NANDOT7 Y 7O—RICEATSEELY,

<#root>
DeviceA#
show runni ng-config | sec event

event nanager applet 1SIS Flap authorization bypass



event syslog pattern "%CLNS-5- ADJCHANGE: . *hol d tine expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"

action 1.1 cli command "enable"

action 1.2 cli command "show clIns interface ten0/0/4 | append bootflash:ISIS_DeviceA.txt"
action 1.3 cli command "show cIns traffic interface tenGigabitEthernet 0/0/4 |

append bootflash:1SI'S_DeviceA txt"

action 2.0 cli command "show Togging | append bootflash:debug_DeviceA.txt"
action 2.1 cli command "undebug all"

action 2.2 cli command "monitor capture cap stop"

action 3.0 cli command "end"

For switches to append the logs it is neccesary to use the

append fl ash:

, as example:

event manager applet ISIS_Flap authorization bypass

event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"
action 1.1 cli command "enable"

action 1.2 cli command "show clns interface ten0/0/4 | append

flash:1SI'S_DeviceB.txt"

action 3.0 c1i command "end"

8. BENNIH—EhES, 7—RN75Y21FERE7SY221TFYTFYOIIAR—BIC
HEH, 7 7AINBIUSMICELLKREENTVSRCEZEELET,

<#root>
DeviceA#

noni tor capture cap export bootflash: SIS DeviceA pcap



Exported Successfully
DeviceA#
dir bootflash:*.txt
Directory of bootflash:/*.txt
Directory of bootflash:/
19 -rw- 6048 Jul 22 2023 13:33:40 +00:00
I SI'S Devi ceA txt
20 -rw- 103153 Jul 22 2023 13:33:40 +00:00
debug_Devi ceA. t xt
26975526912 bytes total (20527607808 bytes free)

DeviceB#

noni tor capture cap export location flash:1SIS DeviceB. pcap

Exported Successfully

DeviceB#

dir bootflash:*.txt

Directory of bootflash:/*.txt

Directory of bootflash:/

356939 -rw- 660 Jul 22 2023 13:33:42 +00:00
I SIS Devi ceB. t xt

356943 -rw- 103283 Jul 22 2023 13:33:42 +00:00

debug_Devi ceB. t xt

9. FNAABTOJZLBRTBLHIC, 77ANETFTPH—NICT7Y7O—-RLET,

<#root>

DeviceA#

copy bootflash:1SIS DeviceA txt tftp
Address or name of remote host []?
< TFTP I P address >

Destination filename [

I SI'S Devi ceA txt

17



I
18144 bytes copied in 0.095 secs (190989 bytes/sec)

10. NTY RATHEDIL—ZHASEZREEATVRIAESHERIATHILOIC, FY¥T7FreO
TBLET,

1IS-ISOT D47 :

s MADISISA UV RA—TIA AN, AURY ND—=DRATL1-L2TREENhTVET,

s AUR—T I A ADRE (READOWNDIFE ) F. MADA > Z—T I 4 AN hello/NT
YRZEZELTVWEVWZEZRLTVET,

* IS-IS:PTP HelloMEZE/NT Y NMCF—BHN H V) £, DeviceAld205/N7 Y K ZEEL,
ET7 A 51992 ZELET A, DeviceBlr202/N 7Y RDS55202/XT7 Y NERFLTVET
o cE, RTUVAR—KNFERETELRVEZTRLET,

<#root>
Devi ceA

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 30 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 574 milliseconds

if state DOMN

CLNS: Time since last clear: 00:29:37

CLNS & ESIS Output: 33, Input: 241

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O



Interface TenGigabitEthernet0/0/4:

IS-IS: Time since last clear: 00:29:37
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S 1S PTP Hell os (sent/rcvd): 205/199
IS-1S: Level-1 LSPs flooded (sent/rcvd): 2/2
IS-1S: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 0/0
IS-IS: Level-2 CSNPs (sent/rcvd): 0/0
IS-IS: Level-1 PSNPs (sent/rcvd): 2/2
IS-IS: Level-2 PSNPs (sent/rcvd): 2/2
IS-IS: Level-1 DR Elections: 0
IS-IS: Level-2 DR Elections: 0

Devi ceB

TwentyFiveGigE1/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 20 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB
Neighbor Extended Local Circuit ID: 0x0
P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID:

Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID:

Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 0
Next IS-IS Hello in 7 seconds

if state DOMW

CLNS: Time since Tast clear: 00:29:34

CLNS queue depth: 0/100, drops: 0, highest: 1
CLNS & ESIS Output: 34, Input: 243

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

DeviceB.0OB

DeviceB.0OB



Interface TwentyFiveGigE1l/0/9:

IS-IS: Time since last clear:
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S-1S: PTP Hel l
I1S-1S: Level-1
IS-1S: Level -2

IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2

0s

CSNPs
CSNPs
PSNPs
PSNPs

DR Elections:
DR Elections:

00:29:34

(sent/rcvd): 202/202
LSPs fl ooded (sent/rcvd): 2/2
LSPs fl ooded (sent/rcvd): 2/2

(sent/rcvd): 0/0
(sent/rcvd): 0/0
(sent/rcvd): 2/2
(sent/rcvd): 2/2

0
0

RDATY T, FNVTEXRYTFYZHRTBETT,

<{froot>

Devi ceA

Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:

Jul 22 19:
Jul 22 19:

Devi ceB

Jul 22 19:

Jul 22 19:

17:
17:
17:

17

17:
17:
17:
17:
17:

17

17:
17:

17:
17:
17:
17:

17:
17:
18:
18:

18:

18:
18:

17:

17:

24.
24.
31.

:31.
31.
31.
31.
31.
31.
:31.
31.
31.

33.
33.
42.
42.

52.
52.
01.
01.

01.

01.
01.

25.

25.

929:
929:
685:

685:
685:
685:
685:
685:
685:
685:
685:
685:

626:
627:
671:
672:

008:
008:
475:
475:

685:

685:
685:

693:

693:

ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

ISl S Adj :
ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

YCLNS- 5- ADJCHANGE

ISIS-Adj:
ISIS-Adj:

ISl S Adj :

ISl S Adj :

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,
Rec serial IlH from 6c31. 0Oedb. 3b5f (TenG gabit Et her net 0/ 0/ 4)

cir type L1L2, cir id OB, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) 0x5
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

| ength 149¢

| ength 149¢

| ength 149¢

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

L1 adj count 0O
L2 adj count 0O

SND: 3way Adj. Local Ckt |ID:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI'S: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/ 4) Down, hold

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: UP, length 1496



Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul
Jul
Jul
Jul

Jul

Jul
Jul

22

22
22
22
22
22
22
22
22
22

22

22

22

22
22
22
22
22
22
22
22
22

22

22

22
22
22
22

22

22
22

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:
19:
19:
19:

19:

19:
19:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

17:

17:
17:
17:
17:

17

17:
17:

17

17:

17:

17:

17

17:
18:
18:

18:

18:
18:

27.

27.

27

27.
27.

27

27.
27.

27

27.

34.

34.

36.

36.
36.
36.
36.
:36.
36.
36.
:36.
36.

43.

43.

:51.
51.
00.
00.

06.

06.
06.

882:

882:
.882:
882:
882:
.882:
882:
882:
.882:
882:

637:

637:

579:

579:
579:
579:
579:
579:
579:
579:
579:
579:

270:

271:

658:
658:
248:
248:

579:

579:
579:

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496

UCLNS- 5- ADJCHANGE: |SI'S: Adjacency to DeviceA (TwentyFi veG gE1/0/9) Down, hold tin

ISIS-Adj: L1 adj count O
ISIS-Adj: L2 adj count O

IS-IST*/INY T O D547 -

TINA AA

+ DeviceAl&hello/NT Y N&EFEL (7H2219:17:24 ) , DeviceBlEZ /N7 Y MIBEL
(7H2219:17:25 ) , DeviceAR CDRBSEEZELET (7H2219:17:31) ,



Jul 22 19:17:24.929: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:24.929: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149
Jul 22 19:17:31.685: ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

7/N1 AB

Jul 22 19:17:25.693: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:25.693: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 22 19:17:27.882: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)

« DeviceAlE Bl Dhello/N7 Y K &EFEL (7H22819:17:33 ) . DeviceBldZ Dhello/N7 ¥ ~
ZiFfEL (7TH22B19:117:34) . 2BRICETASNTY N EZELET,

TINA AA

Jul 22 19:17:33.626: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:33.627: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149

7/N1 AB

Jul 22 19:17:34.637: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:34.637: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 22 19:17:36.579: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)

« DeviceAN DeviceBIC &k 2 TEFENAENTY M EZELAVE., 7O JLE30MEICA
JEBESELET,

TINA AA

Jul 22 19:17:42.671: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 22 19:17:42.672: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149

Jul 22 19:18:01.475: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, Tength 149
Jul 22 19:18:01.685: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold

* DeviceBAETASNTY REZELERA. T7FINDR—ILREA LBEFZBTS
E,. COZ7ORINBREIVZESLERT,



7 /N1 AB

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

<snip>

Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Down, hold tim

¥ TF VO

DeviceAlEDeviceBA S/NT Y RZZELETH. COIL—ZNETHSZEITIHREDNTY K
E913:17.31TF, RIZ. FINA AAFHello/NTY REEELET

E7ASODRENBIERA

M | eth.dst == 09:00:2b:00:00:05

N¢| Time | Source | Destination

2023-87-22 13:17:31.684962 Cisco_db:3b:5f DEC-MAP-(or-05I7)-.. P2P HELLO, System-ID: 0000.0000.000b

> Frame 679: 1513 bytes on wire (12104 bits), 1513 bytes captured (12184 bits)
> IEEE 8@82.3 Ethernet

> Logical-Link Control
> IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
> ISIS HELLO




ISISHZT A L7575V 7 : DeviceA

DeviceBOF ¥ 7'F ¥ TEFHRODREN REh, A4 YFRETHSHEEDhello/NT Y N&EF{E
LE 934, DeviceBIZIEZ& L Thello/N7TY NDXEEZBHKBLET,

N | eth.dst == 09:00:2b:00:00:05

Ne¢| Time | Source Destination

2023-07-22 19:14:20.125427 Cisco_c3:94:84 DEC-MAP-{or-0SI7)-. P2P HELLO, System-ID: 00808.0000.000a

» Frame 1971: 1513 bytes on wire (12184 bits), 1513 bytes captured (12104 bits) on interface \Device\NPF_{D6BBEB60-9886-4A6C-BDOD5-8E2837C66FBA}, id @
+« IEEE 862.3 Ethernet

» Des n: DEC-MAP-{or-05I7)-Intermediate-System-Hello? (@9:808:2b:008:00:05)
» Source: i :c3:94:84)
Length: 1499
» Logical-Link Control
» IS0 1589 ISIS InTRA Domain Routeing Information Exchange Protocol
» ISIS HELLO

ISISTLET /N1 AB

TOAR—RENLEFYTF v TlE, hello/NTY NEETETEEEhELA. COBBRINS
VAR—KNICBEELTVWAREEDIET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



