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interface GigabitEthernetl

ip address 10.106.60.20 255.255.255.0
standby 1 ip 10.106.60.22

standby 1 priority 105

standby 1 preempt

standby 1 name VPN-HSRP
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interface GigabitEthernetl

ip address 10.106.60.21 255.255.255.0
standby 1 ip 10.106.60.22

standby 1 preempt

standby 1 name VPN-HSRP
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crypto ikev2 proposal prop-1
encryption aes-cbc-256
integrity sha256
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crypto ikev2 policy IKEv2_POL
proposal prop-1
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crypto ikev2 keyring keys
peer 10.106.70.10
address 10.106.70.10
pre-shared-key Tocal C!scol23
pre-shared-key remote C!scol23
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crypto ikev2 profile IKEv2_PROF

match identity remote address 10.106.70.10 255.255.255.255
identity local address 10.106.60.22

authentication remote pre-share

authentication local pre-share

keyring local keys
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crypto ipsec transform-set ipsec-prop esp-aes 256 esp-sha256-hmac
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crypto ipsec profile IPsec_PROF
set transform-set ipsec-prop
set ikev2-profile IKEv2_PROF
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interface TunnelO

ip address 10.10.10.10 255.255.255.0
tunnel source 10.106.60.22

tunnel mode ipsec ipv4

tunnel destination 10.106.70.10

tunnel protection ipsec profile IPsec_PROF
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router eigrp 10
network 10.10.10.0 0.0.0.255
network 10.106.60.0 0.0.0.255

ip route 192.168.30.0 255.255.255.0 TunnelO
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crypto ikev2 proposal prop-1
encryption aes-cbc-256
integrity sha256



group 14

crypto ikev2 policy IKEv2_POL
proposal prop-1
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crypto ikev2 keyring keys
peer 10.106.60.22
address 10.106.60.22
pre-shared-key Tocal C!scol23
pre-shared-key remote C!scol23
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crypto ikev2 profile IKEv2_PROF

match identity remote address 10.106.60.22 255.255.255.255
identity local address 10.106.70.10

authentication remote pre-share

authentication local pre-share

keyring local keys
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crypto ipsec transform-set ipsec-prop esp-aes 256 esp-sha256-hmac
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crypto ipsec profile IPsec_PROF
set transform-set ipsec-prop
set ikev2-profile IKEv2_PROF
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interface TunnelO

ip address 10.10.10.11 255.255.255.0
tunnel source GigabitEthernetl

tunnel mode 1ipsec ipv4

tunnel destination 10.106.60.22

tunnel protection ipsec profile IPsec_PROF

RAFZVIN—FTATEREZTAVYIIN—TFT14 2T DERE

OITY RRAVNERKIC, RAFIVION—TFTA2VT7ORINEIEEGARAEZTAY VI —b
ZHEALT, BEBIIL—FZRELET,

router eigrp 10
network 10.10.10.0 0.0.0.255
network 10.106.70.0 0.0.0.255

ip route 192.168.10.0 255.255.255.0 TunnelO
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<{froot>

pri-router#show standby
GigabitEthernetl - Group 1

State is Active

7 state changes, Tast state change 00:00:21
Virtual IP address 1is 10.106.60.22
Active virtual MAC address is 0000.0c07.ac01 (MAC In Use)



Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 0.864 secs

Preemption enabled

Active router is |oca

Standby router is 10.106.60.21, priority 100 (expires in 9.872 sec)

Priority 105 (configured 105)
Group name is "VPN-HSRP" (cfgd)
FLAGS: 1/1

sec-router#show standby
GigabitEthernetl - Group 1

State is Standby

11 state changes, Tlast state change 00:00:49

Virtual IP address 1is 10.106.60.22

Active virtual MAC address is 0000.0c07.ac01 (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 1.888 secs

Preemption enabled

Active router is 10.106.60.20, priority 105 (expires in 8.768 sec)

Standby router is |oca

Priority 100 (default 100)
Group name 1is "VPN-HSRP" (cfgd)
FLAGS: 0/1
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pri-router#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.106.60.22/500 10.106.70.10/500 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/444 sec

IPv6 Crypto IKEv2 SA

pri-router#show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, Tocal addr 10.106.60.22



protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.106.70.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 36357, #pkts encrypt: 36357, #pkts digest: 36357
#pkts decaps: 36354, #pkts decrypt: 36354, #pkts verify: 36354
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0O

local crypto endpt.: 10.106.60.22, remote crypto endpt.: 10.106.70.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x4967630D(1231512333)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: OxBA711B5E(3127974750)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn id: 2216, flow_id: CSR:216, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607986/3022)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(CACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0x4967630D(1231512333)

transform: esp-256-aes esp-sha256-hmac |,

in use settings ={Tunnel, }

conn id: 2215, flow_id: CSR:215, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607992/3022)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
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<#root>

sec-router#show standby
GigabitEthernetl - Group 1



State is Active

12 state changes, Tast state change 00:00:37

Virtual IP address is 10.106.60.22

Active virtual MAC address is 0000.0c07.ac01 (MAC In Use)
Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 0.208 secs

Preemption enabled

Active router is |oca

Standby router 1is unknown
Priority 100 (default 100)
Group name is "VPN-HSRP" (cfgd)
FLAGS: 1/1

TSI, COHRMFRETDE, AOOJTEHETERT. chsoOJi, EAVFVIL—4
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*Jul 18 10:28:21.881: %HSRP-5-STATECHANGE: GigabitEthernetl Grp 1 state Standby -> Active
*Jul 18 10:28:44.647: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to

J7I—AMEe71-R20tF1VT4TIII—2322RRAITHICE., RIZRT RS ITshow
crypto ikev2 sa& show crypto ipsec a’x Egﬁﬁﬁ L 353-0

sec-router#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.106.60.22/500 10.106.70.10/500 none/none  READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/480 sec

IPv6 Crypto IKEv2 SA
sec-router# show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, Tocal addr 10.106.60.22

protected vrf: (none)

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.106.70.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 112, #pkts encrypt: 112, #pkts digest: 112
#pkts decaps: 112, #pkts decrypt: 112, #pkts verify: 112
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O



#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 10.106.60.22, remote crypto endpt.: 10.106.70.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxFC4207BF(4232185791)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox5F6EE796(1601103766)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn id: 2170, flow_id: CSR:170, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607988/3107)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(CACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxFC4207BF(4232185791)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn 1id: 2169, flow_id: CSR:169, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607993/3107)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVECACTIVE)

outbound ah sas:

outbound pcp sas:
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*Jul 18 11:47:46.590: %HSRP-5-STATECHANGE: GigabitEthernetl Grp 1 state Listen -> Active
*Jul 18 11:48:07.945: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to
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*Jul 18 11:47:46.370: %HSRP-5-STATECHANGE: GigabitEthernetl Grp 1 state Active -> Speak
*Jul 18 11:47:52.219: %LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel0O, changed state to
*Jul 18 11:47:57.806: %HSRP-5-STATECHANGE: GigabitEthernetl Grp 1 state Speak -> Standby

JI—AM1ET7I-R20EF1VTFATIII—2IaNDAT—RAZHERTSICIE, showarypto
ikev2 sa& show cryptoipsecsaZ FEFAL TRIL C & ZRERRL £ 95
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session remote X.X.X. X1~ > R &show crypto ipsec sa peer X X XXX RZFEAL T
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ROTINY TR, IKEV2ZRRILORNS TN 1 —FT 42T OEHICAENMCTEERT,

debug crypto ikev2

debug crypto ikev2 error
debug crypto ikev2 internal
debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message

ERRLEIDEGRNZ TN 2—FT 12 TF2HBE ( FNA AN ERBROBES
)RR, ROOXV REZFERALTRUFRETNY T ZBMICTILEN BV ET. debug

crypto condition peer ipv4 X.X.X.X.
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