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Server

A FZ—7IICL & TBGPZRET B ICIF. Devices > Device management > Edit Device >

Routing > BGP > IPv4 D JEIZ#IRL £ 9,

A Secure Firewall 4215 Threat Defenss
u
Device  Interfaces  Infine Sets Routing  DHCP  VTEP
Overvie w o
Enable iPvd: [ AS Mumber 177
ul Manage Virtual Routers .
Analysis ————m—m General Neighbor Add Aggregate Address. Filtering Networks Redistribution Route Injection
Global —
o
Virtual Router Properties + Add
Policies
ECMP
= BFD Address Remote A5 Number Address Family Femote Private AS Number Description
Devices o
QSPF 10187.200.72 188 Enabled
O5PFV3
- 10197.200.227 166 Enabled
Objects EIGRP
R
3> Policy Based Routing
Integration
~ BGP
Pva
PvE
Static Route
w Multicast Routing
IGMP
P
Ea—]
BGP®M&xE

LINA%A' 5 DBGPEXE :

router bgp 177
bgp Tog-neighbor-changes
bgp router-id 1.1.x.x
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 10.197.200.72 remote-as 188
neighbor 10.197.200.72 transport path-mtu-discovery disable
neighbor 10.197.200.72 activate
neighbor 10.197.200.227 remote-as 188
neighbor 10.197.200.227 transport path-mtu-discovery disable
neighbor 10.197.200.227 activate
no auto-summary



no synchronization

exit-address-family
!

BLUASH S D2DDBGPRA/N—:

ftdl# show bgp summary

BGP router identifier 1.1.x.x, local AS number 177

BGP table version is 9, main routing table version 9

2 network entries using 400 bytes of memory

4 path entries using 320 bytes of memory

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 40 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 968 total bytes of memory

BGP activity 4/2 prefixes, 10/6 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent TbT1Ver InQ OutQ Up/Down State/PfxRcd
10.197.200.72 4 188 67 66 9 0 0 01:10:15 1
10.197.200.227 4 188 60 60 9 0 0 01:00:56 1

BURERY RT—JICRUTERLE2DDEMBRIL—MABRAN—AS512F2HD&(C
ABELTLSEZ WL,

ftdl# show bgp 192.168.10.0 255.255.255.0
BGP routing table entry for 192.168.10.0/24, version 9
Paths: (2 available, best #2, table default)
Advertised to update-groups: 3
188 200
10.197.200.227 from 10.197.200.227 (3.3.x.%)
Origin incomplete, Tocalpref 100, valid, external
188 200
10.197.200.72 from 10.197.200.72 (2.2.Xx.X)
Origin incomplete, Tocalpref 100, valid, external, best

N—TF AT F—TILTEBRENTA VAN —ILENERARNNAR., Z4/Y—10.197.200.72H
SZFELENATHDENDHYET,

ftdl# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF



Gateway of last resort is not set

B 192.168.10.0 255.255.255.0 [20/0] via 10.197.200.72, 00:01:55

BGPNX L F/NAKE

Devices > Device management > Edit Device > Routing > BGP > |IPv4 > Edit Forward Packets
Over Multiple Paths D JEIZ:#IRL T, BGPYILFNAZFRELE T,

ERE Cisco Secure Firewall 4215 Threat Defense
LH
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:::?Ml Boundary (Use filtering to Emit the number of prefises that are redistributed)
Forward Packets Over Multiple Paths &
Generst Settings L
. Number of Paths 1
IBGP number of paths. 1
o
FMCT®OBGPYILF/NA

Edit Forward packets Over Multiple Paths @

Nuriber af Paths

[N
IBGP Number of Paths
1

FMCT®MOBGPYIILF/NA

ZEZREFLTERALEY,
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NILFNRAEBMIZL EEZOLINAS S DBGPERE :

<ffroot>

ftdl# sh run router

router bgp 177

bgp Tog-neighbor-changes

bgp router-id 1.1.x.x

bgp router-id vrf auto-assign

address-family ipv4 unicast

neighbor 10.197.200.72 remote-as 188

neighbor 10.197.200.72 transport path-mtu-discovery disable
neighbor 10.197.200.72 activate

neighbor 10.197.200.227 remote-as 188

neighbor 10.197.200.227 transport path-mtu-discovery disable
neighbor 10.197.200.227 activate

maxi mum pat hs 2

no auto-summary
no synchronization
exit-address-family

L=KhD12DRIICHEImIE, YILFNAZRLTVWET

<ttroot>

ftdl# show bgp

BGP table version is 11, local router ID is 1.1.x.Xx

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*m 192. 168. 10. 0 10. 197. 200. 227 0 188 200 ?

*> 10.197.200.72 0 188 200 ?

ftdl# show bgp 192.168.10.0 255.255.255.0

BGP routing table entry for 192.168.10.0/24, version 11
Paths: (2 available, best #2, table default)

Multipath: eBGP

Advertised to update-groups: 3

188 200

10.197.200.227 from 10.197.200.227 (3.3.x.X)

Origin incomplete, localpref 100, valid, external,

mul ti path



188 200
10.197.200.72 from 10.197.200.72 (2.2.x.x%)
Origin incomplete, localpref 100, valid, external,

mul ti path

, best

BGPYIILFNAZBMICLEE, BUREAND2DDIL—KFIN—FT12FF—TIICA AN
—LEhTVWBZEITEELTLSEEL,

<ffroot>

ftdl# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF

Gateway of Tast resort is not set

B 192.168.10. 0 255.255.255.0 [20/0] via 10.197.200.227, 00:01:17

[20/0] via 10.197.200.72, 00:01:17

NZ7IL2a1—hk

show bgp N> REFEAL TBGPT—7IILEZFIVvIL, BERONANIILFNAELTI—F
oIENTVBR L ZBRRLET,

Number of Paths ¥ Y ILF/NAZEFATA LS ICHREETNTVWBAR L EERELE T,
2. /\Zﬁﬁwﬁﬁwu:

NILFNAZHEZZLVBGP7 M E 21— (weight, local preference. AS Path Length’s &
YANRICHBDEEZBBELET,

B.O—RZITUYT DOIREL :

showroute N> REFEHAL T, NADNXO—RIITFVTILEASNATVD L ERRELET
o BAKE, AEUREICRTZERONANRRENDET T,

Q&A



1. 0— R T7V) T HADFlex ConfigffHDFTDTIE. 1Y > Rbgp bestpath as-path multipath-
relaxA" P R—KREhTVERTH,

WWA ., FTD/ASATChZEHR—NT B 128 OBEEILRA T TICITHNTVWE T, Cisco Bug ID
CSCvw16654
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https://tools.cisco.com/bugsearch/bug/CSCvw16654
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
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