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#conf t

OIDERADO—IL DES :

#role name

#rule 1 permit read feature snmp
#rule 2 deny {read/ read-write} oid
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#exit

SNMPOZ2Z=Z54/1—HICREZERALEI,.
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#snmp-server community

group

SNMPV3MIE4 :

#snmp-server user

auth {sha/md5}

priv {aes/des}

A2 74F1L—>3>
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OIDDIifTypeZBRATZO—IILDES :

switch#
switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# role name deny_oid
switch(config-role)# rule 1 permit read feature snmp
switch(config-role)# rule 2 deny read oid 1.3.6.1.2.1.2.2.1.3
switch(config-role)# exit
switch(config)# exit
switch# sh role name deny_oid
Role: deny_oid
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)



2 deny read oid 1.3.6.1.2.1.2.2.1.3
1 permit read feature snmp
switch#

deny_oida)&%u%-:%jSNMPV2:|E 151 ZERLET,

switch(config)# snmp-server community snmpv2user group deny_oid
switch(config)# exit
switch# sh snmp community

Community Group / Access context acl_filter
snmpv2user deny_oid
switch#

deny_oidd— )L &3 DSNMPV31—H&ZER L E£T,

switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# snmp-server user snmpv3user deny_oid auth sha password!123 priv ?
WORD Privacy password for user (Max Size 134)
switch(config)# snmp-server user snmpv3user deny_oid auth sha password!123 priv password!123
switch(config)# do sh snmp user

SNMP USERS
User Auth Priv(enforce) Groups acl_filter
admin md5 aes-128(no) network-admin
snmpv3user sha aes-128(no) deny_oid

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

switch(config)#

AL
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[root@user ~]# snmpwalk -v2c -c trial a.b.c.d 1.3.6.1.2.1.2.2.1.3
IF-MIB::ifType.83886080 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436207616 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436208128 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436208640 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436209152 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436209664 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436210176 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436210688 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436211200 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436211712 = INTEGER: ethernetCsmacd(6)
AC

B E h1-0ID% D SNMPv2 ) SNMPwalk:



[root@user ~]# snmpwalk -v2c -c snmpv2user a.b.c.d 1.3.6.1.2.1.2.2.1.3
IF-MIB::ifType = No Such Object available on this agent at this 0ID

FAODZEBRALBWAR—D T ZRTEOHIC, HILVWI— Ttrialv3ys AEREhEL -
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OIDZ KL 7= L\SNMPwalk:

[root@user ~]# snmpwalk -v3 -u trialv3 -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123' a.
IF-MIB::ifType.83886080 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436207616 INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436208128 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436208640 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436209152 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436209664 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436210176 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436210688 = INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436211200 = INTEGER: ethernetCsmacd(6)



IF-MIB::ifType.436211712 INTEGER: ethernetCsmacd(6)
IF-MIB::ifType.436212224 = INTEGER: ethernetCsmacd(6)
AC

[root@user ~]#

BRI E N-0ID% D SNMPv31—H MO SNMPwalk:

[root@user ~]# snmpwalk -v3 -u snmpv3user -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123'
IF-MIB::ifType = No Such Object available on this agent at this 0ID
[root@user ~]#
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