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Methods of Communication

The Cisco Productis configured to use Smart Licensing atinstall/provisioning time . Directcloud access is the default option.

o Direct cloud access (default)
Cisco product sends usage information directly over the internet. No
additional components are needed.

e Access through an HTTP proxy
Cisco Products send usage information over the internet via a Proxy
Server. Any off-the-shelf Proxy will work.

Access Through On-Premise License Management

Cisco products send usage information to a locally installed sateliite.
Periodically, exchange information with Cisco to keep satelite sync. This
synchronization can occur automatically in connected environments or
manually in disconnected environments.
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Smart Licensing User Workflow
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Smart License Product States

« Registered state
Product has been associated with a valid Smart Account

« Authorized state (In Compliance)

Product is using an entitlement, and the Virtual Account
does not have a negative balance

Failed

« Out of Compliance state

Product is using an entitlement, but the Virtual Account
has a negative balance

Remains in state
while Smart
Account is 00OC

Remains in state until
Product communicates
with Cisco

« Authorization expired state

Product has not communicated with
Cisco within a maximum of 90 days
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Smart License Product States - Registered

« Initial registration

1. A Registration Message is sent when Product is registered
via CLI with a valid ID Token.

2. Cisco will reply with a Cryptograph ID certificate that,
by default, is valid for one year.

Failed

Register
- If there is a failure sending the message the retry, Broduct

interval will be as follows:
. Registered
« Every 15 minutes for 4 hours. State

* Then every hour until successful, or
Smart License is disabled via CLI

TAEA

Smart License Product States - Licenses

« One a product has been successfully registered, it can be configured
to use an licenses via CLI

* A Entitlement Message is sent when Product is

configured to use licenses via CLI Failed

* The Entitlement Response message will
1. Indicate if the Virtual Account is in or out of compliance

2. Provide the length of time the request is valid, and
the renewal interval.

Consume

« By default the Licenses usage is valid for 90 days, License
and renewed every 30 days *
Authorized

State
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Entitlement Authorization Request or Renewal

« If there is a communications failure sending the
renewal, the retry interval will be as follows:

« |f the agent is in the authorized state
> Retry every 23 hours

+ If agent is in the Out of Compliance (OOC) state
»Retry every 15 minutes for two hours
»Then once every 4 hours.

= |f agent is in the authorization expired state
»Retry once every hour.

Failed

« If there is NO communications within 90 days,
License usage is released and available
for use by other products

EZ3 i

Registration ID Certificate Renewal

» By default the Cryptograph ID certificate

« Valid duration (one Year) and renewal period is sent
in with the Registration Response message .

- The Cryptograph ID certificate
* Renewal will be sent every six months

-) Failed

« If there is a communications failure sending the
message, the retry interval will be as follows:

* One per hour until success
* Oruntil Cryptograph ID certificate expires.

» If there is NO communications within 1 year
* Device become “unregistered”
= Device must be re-registered
* Use any remaining evaluation time

Authorization
Expired
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switch# show run callhome

!Command: show running-config callhome

IRunning configuration Tlast done at: Wed Jun 22 16:14:37 2022

Time: Wed

Jun 22 16:16:28 2022

version 9.3(4) Bios:version 07.67

callhome

email-contact sch-smart-Ticensing@cisco.com



destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http https://tools.cisco.com/its/service/oddce/services/DDCESe
transport http use-vrf management

enable

Switch# license smart register idtoken XXXX (force)

Initiated device registration with backend. run show license status, for registration status

switch# show 1license status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ldap_user_test
Virtual Account: Default
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jun 22 16:15:41 2022 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Dec 19 16:15:41 2022 UTC

Registration Expires: Jun 22 16:13:53 2023 UTC

License Authorization:

Status: AUTHORIZED on Jun 22 16:15:44 2022 UTC

Last Communication Attempt: SUCCEEDED on Jun 22 16:15:44 2022 UTC
Next Communication Attempt: Jul 22 16:15:43 2022 UTC

Communication Deadline: Sep 20 16:12:55 2022 UTC

Smart License Conversion:
Automatic Conversion Enabled: False

Status: Not started



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/quide/b Cisco NX-
OS Licensing Guide/m-smart-licensing-for-cisco-nexus-3000-and-9000-series-switches.html

FR2 (HTTPZOFBHDOT VR )

switch# show run callhome

version 9.3(4) Bios:version 07.67

call home

email-contact sch-smart-1icensing@cisco.com

destination-profile CiscoTAC-1 transport-method http destination-profile CiscoTAC-1 index 1 http

FEI(AVTLIAR-FA2Z42)

switch# show run callhome

version 9.3(4) Bios:version 07.67
callhome
email-contact sch-smart-1icensing@cisco.com
destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http https://10.106.41.xx/Transportgateway/services/DeviceRequ
transport http use-vrf management

enable

Switch# Ticense smart register idtoken XXXX (force)

Initiated device registration with backend. run show license status, for registration status


https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/m-smart-licensing-for-cisco-nexus-3000-and-9000-series-switches.html
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/m-smart-licensing-for-cisco-nexus-3000-and-9000-series-switches.html
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Manual sync (for when there's no internet connection)
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Smart Software Manager On-Prem
o Good
Your maching is working well
. . i Synchronization
Access Security User hile
Managemant ———— .
. 9 @ e @ ueo i
Name satellite Name th" " wmn::.m: on  perts Actions
ASOLNRS Settings synchroenization ue
abs b4 2020-jun-03 18:46:30  2020-Jul-03 18:46:30  Synchronization Successhu L
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2020-jun- 28
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. @ 5 - howing Page 1 of 27 Racord > Full Synchronization Now..
Metwork  [Synchronization p-
Standard Synchronization I Manwal Synchronization.. [
& | Full Synchrenization B




Manual Synchronization

1. Download the satellite synchronization data file to your PC
Download File...

2. Upload the file to Smart Software Manager, and receive a synchronization

resRP(S§ ¥ Smart Software Manager, and navigate to the Satelites page
» Use the File Sync... action listed for this satellite to upload this synchronization
file

» Save the synchronization response file generated by Smart Software Manager

3. Upload synchronization response file to the sateliite
Browse... No file selected. Jpload

This will download a sync request .yml file like this one:
| license-sync-request-Sat_20200605~-1.yml

Go to CSSM (software.cisco.com)

Cisco Sofwire Camral » Smart Software Licensing W Cisco Deme Customir Sman Account

Smart Software Licensing Feedzack Supsart Help

Mets | Inwemlory  Comveriio Smasilicensing Repods  Preferences Achlty

On-Prem Accounts Vi | e e
Mrer On Prem... » e
Name Procuctinslancis  Last Sme Up kom On- Last Sync Downto Oo- Synchronizaiion Due Versan Hets
Frem Frem
lans 1 2000-Jun-0218:45238 2020-Jun-03 12:46:13 2020007 12:45% 120000

z
i
i 1



Synchronize On-Prem

Upload the synchronization file generated by the Smart Software Manager On-Prem and click
generate response file.

+« Synchronization File: Browse... |No file selected

upload the locense sync request file that we downloaded from on prem

Cancel

| then, download the sync response file

Go back to the on prem GUI to upload the sync response file

Manual Synchronization

1. Download the satellite synchronization data file to your PC

Downlcad Fie

2. Upload the file to Smart Scftware Manager, and receive a synchronization
"'ERF["E-S% Emart Scfiware Manager. and navigate to the Satellites page
* Use the Fle Sync... action listed for this satelite to upload this synchronization
file
¢ Save the synchronization response file generated by Smart Software Manager

3. Upload synchronization response He to the satellite

Browse No file selected, upload to on prem the sync response file that
you got from CSSM
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Configure or Verify [ Enter Token using
Call-home profile - "license smart register
for Smart Licensing Lidtoken <token=" on device
k4 4 l
¥ Device goes Device goes
Device fails to register REGISTERED and REGISTERED and QUT OF
Configure or Veerify Layer 3 AUTHORIZED COMPLIANCE (0OGC)
and DNS connectivity to
tools.cisco.com
Y l
Possible causes of failure and suggested remedies: Passible reasons why for 0OC State:
» Check connectivity with a ping to tools.cisco.com. If « |DToken was generated from wrong Smart Account
the ping fails, check layer 3 and DNS configuration or Virtual Account. Need to confirm correct Account
+ Check call-home profile is fully configured. Not was used.
h 4 missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Meed to
« Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Mavigate to CSSM or with ‘license smart renew auth' « Wrong license is being used on device. Need to
On-premise Server and = Still seeing issues? - See "Common Failure confirm license is set correctly.
generate |DToken Scenarios” Section Below « License subscription has expired and needs to be
renewed.
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[+] Call Home D& E

Switch# show running-config callhome

version 9.3(5) Bios:version 07.68

callhome

email-contact abc@example.com

phone-contact +919XXXXXXXXX

streetaddress ST3, RD 4, Bangalore
destination-profile CiscoTAC-1 transport-method http

destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddce/services/DDCEServi
transport http use-vrf management

[+] tools.cisco.com\ D EE A gE M & FERE,


http://tools.cisco.com/its/servic

DC-DMZ(config)# ping tools.cisco.com vrf management

PING tools.cisco.com (72.163.4.38): 56 data bytes

64 bytes from 72.163.4.38: icmp_seq=0 tt1=232 time=237.581 ms
64 bytes from 72.163.4.38: icmp_seqg=1 tt1=232 time=237.859 ms
64 bytes from 72.163.4.38: icmp_seq=2 tt1=232 time=237.562 ms
64 bytes from 72.163.4.38: icmp_seq=3 tt1=232 time=237.413 ms
64 bytes from 72.163.4.38: icmp_seq=4 tt1=232 time=237.995 ms
DC-DMZ(config)# telnet tools.cisco.com 443 vrf management
Trying 2001:420:1101:5::a...

Trying 72.163.4.38...

Connected to tools.cisco.com.

Escape character is 'A]'.

ACConnection closed by foreign host.

+ HTTPEE T4 > 2 —7 I A Alkinterface vlan 27IZ58EE ., mgmtOICEEEhEL 1=,
2I5—-SCHY—N\HNSDIEET—XEMMTEERLA
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<tfroot>

Previ ous config

destination-profile CiscoTAC-1 transport-method http

destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddce/services/DDCEServi
transport http use-vrf management
enable

<ffroot>

New confi g added

(config)#callhome

(config-callhome)#enable

(config-callhome)# destination-profile CiscoTAC-1 transport-method http

(config-callhome no destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddc
(config-callhome destination-profile CiscoTAC-1 http https://tools.cisco.com/its/service/oddce/services

3.I5— —CallHome HTTPX Y £— MEE IR BT B (call-home & DIPCEH D FEIM I KK T
% — Quo Vadis)L— ~CA)


http://tools.cisco.com/its/service/oddce/services/DDCEService
http://tools.cisco.com/its/service/oddce/services/DDCEService
https://tools.cisco.com/its/service/oddce/services/DDCEService

https://www.cisco.com/c/en/us/support/docs/field-notices/721/fn72115.html
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Cisco Bug ID CSCvv67469
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