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CORFIXNTIE, CiscoASAECiscOIOSXEY 7 NI T #ETI3)I—XBOCLIZER
LTHA MNEIKEVIN > R ZRET S HZEICOVWTHBELET,

Bl SR AT
B

ROEBICEIZHARNI BB N HRBEIET,

* Cisco IOS XE

» Cisco Adaptive Security Appliance ( ASA )
- —f&H 7% IPSec DHELE

ERATRIVR—FT b
CORFIXYRNOBERF, ROVYTRIITEN—RIITON—Z3VICETLTVET,

« CiscoV 7RI IT7/N—2329.20(2)2% 3297 L TL % Cisco ASAv
« CiscolOSXEY 7 RN ITTF7/)N\—>3217.03.03% 32179 % Cisco CSRv

CORFIXVNOERE, REOFARELHAZTNARACETVWTERENELEZ, DR
FIAXVRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBAPORY RD—UTR, BANVV RICKDTRCDAEMNHIEEE TIHIEL T
<EZEW,

A —

AxX &

cOEV>3>TRE., ASAB LU Cisco IOS XEJL—RDCLIFREZT T IHHEICODVWTHAL
£9,

XY RNI—=UK

CORFIXYNOFERIF, ROZRY ND—UREZFEALET,

10.20.10.2/24

10.10.10.1/24 1/2.16.1.2/24 1/2.17.1.2/24 10.20.10.1/24

ASA DERE



ASAA 2 R2—T7 T4 ADKE

ASAA UV BR—T IAANFRBRETNATVERVEGE, PBLSEEIPTRLA, /12— I4A4A,
BLRTEFIUTFTALARIILEZERELTLSEETL,

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address 172.16.1.1 255.255.255.0
!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

N RERY D= EAERY ND— S OE S EETEB S ERBEL T EED, &
0. HA4 RBVPNR Y L EBU T B0 ICEAE D) E— NETFICEETE L5/
LT EE, BEANBEEERATSICE. ping EEETEET,

IKEV1 RS —ZREL, ABBA 2V RX—TIAAD IKEVI ZBICTS

IPSec Internet Key Exchange Version 1(IKEv1)##t A @ Internet Security Association and Key
Management Protocol(ISAKMP)7R ) > —Z & E T B ICI&. cryptoikevi policy
AR RZAHALET,

<#root>

crypto i kevl policy 10

authentication pre-share
encryption aes-256

hash sha

group 14

Tifetime 86400

N KBRS —O—BABETBOR. 200ETHSOEAOARY S —ICEURE.
H“’?ﬂf,\ Ny 1, &KRUDiffie-Hellman(DH)/NZ X —REFEENTVBIFEETT, IKEVI
Tk, VE—NETORIV—THEETATWVWEISATRALY., BBRAHLSEEENE
RI—DTATRALUTTHBDICEEMETT, FA4ATRALDNELLLBREVIFE, ASA
FEWEOSA 724 LZ2ERALET,



N FEORUSNSA—ROEEEELEVESR. P74 NEFEAENET.,

VPN RO R EKIFET DAV E—TIAATR, IKEV1 ZAZX—TI)LICTRDRXENHYET, B
BREAB(2FN, NTUY I )MV R—TIAATT, IKEVIZAMICTSICE., O/
A7 4F 1L —232F— R Toyptoikevl enable

AN RZAHALET,

<ttroot>

crypto i kevl enabl e outside

NI J)L—7 (LAN-to-LAN E#HZ7O7 7 1) ) OFRE

LAN-to-LANRN > RIIOEHETOT 7 AL R4 T Eipeci2 TT o IKEVIBERIREF—ZRETSIC
(. tunnel-groupipsec-attributes 1> 7 A F 1L —2 3 2 F—RICAVW F T,

tunnel-group 172.17.1.1 type ipsec-121
tunnel-group 172.17.1.1 ipsec-attributes
ikevl pre-shared-key ciscol23

RO VPN RS 749900 ACL DFRE

ASAE, 7OEAOAYMO—ILUANACL)ZFEAL T, IPSeclESILTRETIHEN BB T
T4V OERBEVEBELBVRNTZ 71V UZXBILET, chidk. FFA Application Control
Engine (ACE ) IC—B 32 RE/NTY NZ2REL., FTACE IC—HTBERFE/NT Y MHRREIC
REENDELSICLET,

<#root>
object-group network

| ocal - net wor k

network-object 10.10.10.0 255.255.255.0
object-group network

r enot e- net wor k



network-object 10.20.10.0 255.255.255.0

access-1ist asa-router-vpn extended permit ip object-group

| ocal - net wor k

object-group

r enot e- net wor k

N VPNRS T4 Y IDACLIE. Y RT—5F KL AZHNAT) D& I3RS T & 5D
PP RLAZEALET.

N VPNRS T4 Y IDACLE. TEOVPNETFTIS— US4 HBBH S ET.

N BERSTAVILHLVGTRY NERNTALEN HBBEE. HT Y NKR
REZTNhEFhOAT7SIORNTII—-TIZEML, UE—RNVPNET TEIS—NEEEZTTT
YT,

NAT &R BRI D RE

N cobsI L TEETARER AT TS,

BE. VPNRZ 74 Y JICHUTINATZRITLBEVWTLEEV, TORNT T 1Y I ZRATSIC
. PFAFTATANAT - ZERTBIBENBYNERT, TATFT 14714 NAT L—ILIE
. BBITRLAZEUT7 RLACEBRIBZETTY,

<#root>
nat (inside,outside) source static
| ocal - networ k | ocal - net wor k

destination static

renot e- net wor k r enot e- net wor k

no-proxy-arp route-Tookup

IKEVI RS 2AT7#—4L €Y MORE



IKEvl1 RS RAT7#—AL Y hElE, ASADTF—2REFEZZEEL X1 UFT4 7OK]
LNETILAVAXLDBEAEDEDOETT, EFR, IPsectF1UFTa PYTI—23a>
(SA)DEXRIAI—>3a> I, AODETTRA—THBINFVAT7x—4AL Y hEELEZO
R—HIERBANTEIHREN HVYET, RICASARFZIO—HBLTWBRNTAT7F—ALA Y NE
FRE7OR—4ILEZBERALTSAZERL, COSAILK>THEEIVSICRITZTIEA VAR
ROF—R 70— REETNhFET,

IKEVIRS A7 #—LtY NERETDICIE. oypoipscikevitransorm-set 1N > REA DL E T,

<tfroot>

crypto ipsec ikevl transformset ESP-AES256- SHA esp-aes-256 esp-sha- hmac

EENY 7TOREEAEZ—TIA4AANDER
ES5NY 7 IPSec SA TR I—REhB IPSec RV —%Z2E&HEL, UTZEXRET,

« IPSec EHGNHFABLCREITAINT Y NEBRTHDLEHOTIOEA VAN
- EF7ID

« IPSec NZ74vY200—AH) 7RLA

e IKEVI NS AT7A—ALA Y N

s EEEEMZT (A7)

ZURLT—EZOBRFROEHVTY,

crypto map outside_map 10 match address asa-router-vpn
crypto map outside_map 10 set peer 172.17.1.1
crypto map outside_map 10 set ikevl transform-set ESP-AES256-SHA

CCT, AVE—TIAAICEENY T2 BATEET,

<tfroot>

crypto map outside_nmap interface outside



ASA D BIERTE

ASAD ZHMMEHREZRICRLET,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0

!
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

!
object-group network Tocal-network

network-object 10.10.10.0 255.255.255.0
object-group network remote-network

network-object 10.20.10.0 255.255.255.0

|
access-1list asa-router-vpn extended permit ip object-group Tocal-network
object-group remote-network

!

nat (inside,outside) source static local-network local-network destination
static remote-network remote-network no-proxy-arp route-Tookup
!

crypto ikevl policy 10

authentication pre-share

encryption aes-256

hash sha

group 14

Tifetime 86400

!

crypto ikevl enable outside

!

crypto ipsec ikevl transform-set ESP-AES256-SHA esp-aes-256 esp-sha-hmac
!

crypto map outside_map 10 match address asa-router-vpn

crypto map outside_map 10 set peer 172.17.1.1

crypto map outside_map 10 set ikevl transform-set ESP-AES256-SHA
crypto map outside_map interface outside

!

tunnel-group 172.17.1.1 type ipsec-121

tunnel-group 172.17.1.1 ipsec-attributes

ikevl pre-shared-key ciscol23
!

Cisco I0S XE)JL—Z DCLIFEE

E

Xa

122—=T7ILAD



Cisco IOS XEL—B A2 B—T T A AN XEREENTLWEWES, DB EELANB KT
WANA > B—T7 I AZRETIHBENHBVET. VXL T—ROPRROES)TY,

interface GigabitEthernet0/0
ip address 172.17.1.1 255.255.255.0

no shutdown
!
interface GigabitEthernet0/1

ip address 10.20.10.1 255.255.255.0
no shutdown

RERY RD—DEARRY ND—VOMABICERTED L EZBELET, HIZ, Y1 NE
VPNR RN ZRIA TR EHICEAEThDIUE—RNETICERTED L EZRAELET, EERN
BEGZRFETDICE, ping ZERATEET,

ISAKMP ( IKEv1 ) RIS —DRE

IKEV1 LA DISAKMPR ) 2 —Z2RETSICE, JO0-NLd>74F1L—232F—RT
crypto isakmp policy
ANV RZABDLET, UL TF—ROHIRFRXODEHY TT,

<#root>

crypto i saknp policy 10
encryption aes 256
hash sha

authentication pre-share
group 14

N IPSecltBMT BB T ICEMDIKER S — 5B ETEEF, KEXIST—3>
FEBENDE,. UE—N EPCEEENERBTSAAUFAOEUS—HSIBIC.
BOETILREE NERBOR) S —DREFRTENET,

S ISAKMP ¥—NERE

ERREFRAF—ZRETAICIE, JO-NILA>714F1L—> 32 F— R Toypoiskmpkey 1~
Y REAHDLET,

<tfroot>



crypto i saknp key ciscol23 address 172.16.1.1

RO VPN RS T74v 290 ACL 5B/E

EFILICR > TRETIHVENBBDNT TV IZEETDICE. LRTIVEAVAMNELRER
BNETORAVANEZHEALET, ZVHLAT—ROBRRRODESYTT,

access-1list 110 remark Interesting traffic access-1ist
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

N VPNRS T4 Y SDACLIZ. NATORICEETESEDIPT KL AZERLET.
N VPNRS T4 Y SDACLE. EOVPNETFTIS— US4 HBBR S ET.
NAT ERBRA DT

N cobsyaLTERTARERATIILTT,

BE. VPNRZ 714 Y JICRUTINATZRITLEBVTLSEEZ VW, NATA—N—O—RZFEHATS
B, NROVPNRZ 7 1Y D ZBBPSHEATRI DI, -V TZ2HEATIZENH V)
£F2Y, I—MNYTTEAENDZTIEAVARTRE, XROVPNRZ 71V VZEBTILE
FHB ZEERLTLSEEL,

access-1ist 111 remark NAT exemption access-list
access-1ist 111 deny 1ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1ist 111 permit ip 10.20.10.0 0.0.0.255 any

route-map nonat permit 10
match ip address 111

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload

NZVAT7#—L Y NORE



IPSechS VA7 #—AvY N (EF2VFT47AORINETILIVXLOHFARTRESBAXRED
H)ZEETSICE, JO0-NILAT714F1L—232F— RTaypoipsctransform-set 1N > R %
AjJ l/gij-o 3)&13\ %_g @ﬁu‘*;ﬂo)tﬁu_@jo

<#root>

crypto i psec transform set ESP- AES256- SHA esp-aes 256 esp-sha-hnmac

mode tunnel

EENYTDREEANVEZ—T I ANDER

EENY 7 IVRNUEERELREEL, BEYY 7 O 74F1L—>3> E—REZHEKT
B2, cryptomap JO—NIREINY RZADLET, BEXYT IVRNUZRTIRICE
 RERERIDIVENHBIROIS BV D2AQOEENFHYET,

s REETNLENT T4V IZEIETS IPSecETEZERTDHLENHYET., chslk, SA
ZWIUTEBDETTY, BSNYTIVRNUIZIPSecET ZIBETBICIE, stper AN R%Z
ABLET,

s RETNLENSTAVIOTEANFrZHFANShBI NIV AT —LA Y NEERTILHE
FHVET BEXYTIVRNIVICFEAAREBRNS AT —LEY NEEETHICE., =
transform-st 1N > RZA DL ET,

- RETIUENHDBIRNTTAVIEERTIXENfNHYVET, BEIVYTIY NI OIRT
JHAVARNZEBETSICIE, machades AN RZAHDLET,

UL T—ROBIERODESVTT,

<#root>
crypto map outside_map 10 ipsec-isaknmp
set peer 172.16.1.1

set transform-set ESP-AES256-SHA
match address 110

REOFIEEF, GICAVEA—TIAAICKLTERZLERBNY 72 EHATSETY, %
BRATSICIE, apomapd VX —T I/ AKEINREZAHALET,



<tfroot>

interface GigabitEthernet0/0

crypto map outside_map

Cisco IOS XED RIRBE

Cisco IOS XEJL—Z D HZ I BECLIFREZ XICRLULET,

crypto isakmp policy 10

encryption aes 256

authentication pre-share

group 14

crypto isakmp key ciscol23 address 172.16.1.1

|

crypto ipsec transform-set ESP-AES256-SHA esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto map outside_map 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set ESP-AES256-SHA

match address 110

|

interface GigabitEthernet0/0

ip address 172.17.1.1 255.255.255.0

ip nat outside

ip virtual-reassembly in

dupTex auto

speed auto

crypto map outside_map

|

interface GigabitEthernet0/1

ip address 10.20.10.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

dupTex auto

speed auto

|

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload
|

route-map nonat permit 10

match ip address 111

|
access-1ist 110 remark Interesting traffic access-1ist
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 remark NAT exemption access-1ist
access-1list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 permit ip 10.20.10.0 0.0.0.255 any



i

RORIWHFTYTRETRS 74V VZBBEETVRNESHZHIEITRHIC. RROKNZ T
1Y OHNFASAFE1ZECisco IOS XEL—RICAITFTTEFENTWVWSR I EZRIBELET,

oy
51

) E ASATE. IRORNZ 714 Y IIC—BIBDNTYRSNL—HY—-)IZFERAL T,
IPSec s > &) % B4 T & F T (packet-tracer input inside tcp 10.10.10.10 12345 10.20.10.10 80 detailed’k &) o

7I—X10OHE:E

IKEV17 T—X1AASATT Y 7L TVWB A ESH ZFAXNDBICIE. show crypto isakmp sa_ 1Y > R
ZABDLET, EEBEHAEF. mv_aAcTIVE

<#root>
ciscoasa#

show crypto isaknp sa

IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : responder
Rekey I no State : MM_ACTIVE

There are no IKEv2 SAs
ciscoasa#

IKEv17 T—AX14°Cisco IOSXETT Y7L TWB A ESIH ZRAXBICIE, showarypoisskmpsa 1< >/
READLET, EEREIE. Acnive:

<tfroot>
Router#

show crypto isaknp sa

IPv4 Crypto ISAKMP SA



dst src state conn-1id status
172.16.1.1 172.17.1.1 QV_IDLE 2003 ACTIVE

IPv6 Crypto ISAKMP SA

Router#

7I—X2 DR

IKEV17 T —AR2HASATT Y7L TVBALESIH ZFRAXRDIZIE, sowerypoipsecsa 1IN RZEA DL
F£9, EEBHEIEGE, BEBRUOREOEFIVT 1 NIXA—=XR A2 FY I RX(SPI) FERRE
NET, RZT71V IR FINZBIBTBEEE. encaps/decapsH I XN BINT B HEH
HV)ET,

% A BACLIRUICHULT, AROBE/RESANERENET T, TOMER. showayptoipse
S ANV ROHAN RS BEDAEMENBYNET (VT NACLOACEI MU OBIZE 2T
BRYERT ),

UL T—ROBIERDESYTT,

<#root>
ciscoasa#

show crypto ipsec sa peer 172.17.1.1

peer address: 172.17.1.1
Crypto map tag: outside_map, seq num: 10, local addr: 172.16.1.1

access-1list asa-router-vpn extended permit ip 10.10.10.0 255.255.255.0
10.20.10.0 255.255.255.0
Tocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current_peer: 172.17.1.1

#pkts encaps: 989, #pkts encrypt: 989, #pkts digest: 989

#pkts decaps: 989, #pkts decrypt: 989, #pkts verify: 989

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 989, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.17.1.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 5397114D



current inbound spi : 9B592959

inbound esp sas:

spi: 0x9B592959 (2606311769)

SA State: active

transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }

slot: 0, conn_id: 2, crypto-map: outside_map

sa timing: remaining key lifetime (kB/sec): (4373903/3357)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

OxFFFFFFFF OxFFFFD7FF

outbound esp sas:

spi: 0x5397114D (1402409293)

SA State: active

transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }

slot: 0, conn_id: 2, crypto-map: outside_map

sa timing: remaining key lifetime (kB/sec): (4373903/3357)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

ciscoasa#

IKEv17 T —RX2#Cisco IOSXETT Y 7L TWVWBAESHZFAXDIZIE, showayptoipsecsa 1Y > R
BEADLET, EEBHIGE, BEBLUTRED SPINRRENET, RFT1VYINFRXIL
ZBIB T35Sk, encaps/decapsH I AN EIMTIHEN HYET,

UL T—ROBIERDEHTT,

<tfroot>
Router#

show crypto ipsec sa peer 172.16.1.1

interface: GigabitEthernet0/0
Crypto map tag: outside_map, local addr 172.17.1.1

protected vrf: (none)

local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 989, #pkts encrypt: 989, #pkts digest: 989

#pkts decaps: 989, #pkts decrypt: 989, #pkts verify: 989

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0



#send errors 0, #recv errors 0

local crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet3
current outbound spi: 0x9B592959(2606311769)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x5397114D(1402409293)

transform: esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2003, flow_id: CSR:3, sibling_flags FFFFFFFF80004048, crypto map: outside_map
sa timing: remaining key lifetime (k/sec): (4607857/3385)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x9B592959(2606311769)

transform: esp-256-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2004, flow_id: CSR:4, sibling_flags FFFFFFFF80004048, crypto map: outside_map
sa timing: remaining key lifetime (k/sec): (4607901/3385)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

Router#

TJTI—X185KV 2 OFESE

CNEUIIAVTIR, 7I—XK1ET7I—-R20MAENEM%ZEHEL T 2 =HICASAF = IECisco
IOSXETHEATED AN RIZCDVWTEHBELET,

ASATHEER T B (CIE. showvpnsessondb AN RZABDLET,

<#root>
ciscoasa#

show vpn-sessiondb detail 12l filter ipaddress 172.17.1.1

Session Type: LAN-to-LAN Detailed



Connection 1 172.17.1.1
Index 12 IP Addr 1 172.17.1.1
Protocol : IKEvl IPsec
Encryption : IKEvl: (1)AES256 IPsec: (1)AES256
Hashing : IKEvl: (1)SHA1 1IPsec: (1)SHAl1
Bytes Tx : 98900 Bytes Rx : 134504
Login Time : 06:15:52 UTC Fri Sep 6 2024
Duration : Oh:15m:07s
IKEvl Tunnels: 1
IPsec Tunnels: 1
IKEvV1:
Tunnel ID 2.1
UDP Src Port : 500 UDP Dst Port : 500
IKE Neg Mode : Main Auth Mode : preSharedKeys
Encryption : AES256 Hashing : SHAlL
Rekey Int (T): 86400 Seconds Rekey Left(T): 84093 Seconds
D/H Group : 14
Filter Name
IPsec:
Tunnel ID 1 2.2
Local Addr : 10.10.10.0/255.255.255.0/0/0
Remote Addr : 10.20.10.0/255.255.255.0/0/0
Encryption : AES256 Hashing : SHAlL
Encapsulation: Tunnel
Rekey Int (T): 3600 Seconds Rekey Left(T): 3293 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4607901 K-Bytes
Idle Time Out: 30 Minutes Idle TO Left : 26 Minutes
Bytes Tx : 98900 Bytes Rx : 134504
Pkts Tx 1 989 Pkts Rx 1 989
NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (M) : 0 Seconds EoU Age(T) : 309 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

ciscoasa#

Cisco |IOS XETHEFR T B IC k. showcryptosesson AN RZEA DL ET,

<#root>

Router#

show crypto session renote 172.16.1.1 detai

Crypto session

current status

Code: C - IKE Configuration mode, D - Dead Peer Detection

K - Keepalives,

N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/0



Uptime: 00:03:36
Session status: UP-ACTIVE
Peer: 172.16.1.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.1.1
Desc: (none)
IKE SA: local 172.17.1.1/500 remote 172.16.1.1/500 Active
Capabilities: (none) connid:1005 1lifetime:23:56:23
IPSEC FLOW: permit ip 10.20.10.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 989 drop 0 1ife (KB/Sec) 4449870/3383
Outbound: #pkts enc'ed 989 drop 0 Tife (KB/Sec) 4449868/3383

Router#

NZ7IL>a1—hk
COEIIAVTR, REODMNS TN 1—F 14T ICRIADBEREZERHLET,
) 7 debug AN REEATZHIC, Tdebug XV ROBELER. S KU TIP Security®

RS2 —F 424 —debug X ROEMEEFEHL DCiscoRFIXNESBLT
<L,

IPSec LAN-to-LAN FT v Hh— Y —)L

ASA & Cisco I0S XED E D IPSec LAN-to-LANFREN BMA ESH Z BEIWICTER T B ICIE.
|IPSec LAN-to-LANChecker —)LZERATEE T, < DY —)LIE, ASAZE 1zl&Cisco IOS XEJL—
R B S D show techE = I show rumning-config AN > REZITAND KD ICREFTET A TVERT, REZAN
. BENY 7TR—ADLAN-to-LAN IPSec h R HFBEE N TVRI L ESHZRELELDSELE
To CchZERETDE, REOVNILFRANFIVvOZFTV, XOdPI—MEhEMRILD
BREIZ—XREZ/NATANLET,

ASA OFN\NY T

ASAT7 7AT 04 —)LTDIPSec IKEVIR R XA I—>3a> & NSNS 1—F42007
B2, KDdeoug AN REFHTEE T,

<#froot>

debug crypto ipsec 127
debug crypto isaknp 127
debug i ke-comon 10

N ASALOVPNR YR OBAEZC SNBSS, PNy TEEDCTBEIC. BEOET


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/ja_jp/support/web/tsd-most-requested-tools.html

% @&E?B&55‘/\‘y7Hjb&%ﬂﬁﬂ?%ty)\ debug crypto condition peer A.B.C.D_ N -/ h’&ﬁﬁﬁj
PUBNBHYVET,

Cisco IOS XEL—Z DTNy I

Cisco IOS XEJL—R TIPSec IKEVI R > XN ZOAS I —>3 &2 RSN 21—F14293F3I(1C
&, RDdebug ANV REFEHTEET,

<#froot>
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