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ZHRFIANTIE, Cisco ASAECisco I0SPY 7RI I 72 EFTBIIL—KBOCLIZEAL
T. B4 NE(LAN-to-LAN)KEVI RV RILZBETHHEICOVTHALE T,

BIRRAF
B

ROEBICEIZHARMNI BB N HREIET,

- Cisco 10S
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. — k875 IPSec DELE

FEAITBIIR-F2 B
CORFIXYNOBERIE. KOYTZRTITEN—RIITON—DIAVIZETVTVET,
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CORFIXNDEHRIE, BEOSRAREICHDTFNAAICESIVTHEREhELE, COR
FAIXRNTERATIIXNTOTNARGE, FIA(F72)D ) REORELSEBLTVERT
o ABETNORY ND—U T, FEOXVRICE>TRCDUHEMNI HIFEE+2EEL TL
EEL,

RUE
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ASA L2 B—T7 T4 ADRE

ASAAVB—T IAANFRBREETNATVWEWVWEERE, PBLSEEIPTRLA, 4122 —T7 I (4 AE
BRPEFIVTALARILZREL TS EZ L,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0

1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

¥ ABRYRD—OEARBZRY RT—VOMBICERTED L EERLET, CPH_\
4 RNEVPNR RN ZBALTEEHICFERAETChDVE—METICERTED L ZEREL
T, EXANBEGEEIETSICE, ping ZFEATEET,

IKEV1 RS —%BEL, ABA > EX—T T4 AD IKEVI 2FRICTS

IPSec Internet Key Exchange Version 1(IKEv1)##t (%t L Tlnternet Security Association and Key
Management Protocol(ISAKMP)7R 1) > —ZEXE T B I, cryptoikevt policy AN RICK V),
WLC CLI THHFEICREhET,

crypto ikevl policy 10
authentication pre-share
encryption aes
hash sha
group 2
lifetime 86400

¥ IKEVIRUS—O—8E, 220ETASOmMAEDOR) S —IZEUREE. Bk, /\Y
21, B KUDiffie-Hellman/N\ZX—REHFEFENTVBIBEICHKELET, IKEVI TlE,
DE—NETORIS—THEEENATWVWESA T7RA4LY, BRAINSEEENERID
—DTATEALUTTHDICEEMBETT, T4 7M1 LDNELLBEVEES, ASA KE
WEDSA 724 LEFERALET,

EREORV—NFXA—20EZEELZEVERRE. 7 NMENBEREZNET,

VPN R RN ERIFTDA 2 EZ—TIAATR, IKEVI Z4ZX—TIIICTRDHEN HYET, B
BEIEAZ (DFEY, NTVY o YAV B—TIAATY, IKEVIZBRICTBICIE, crypto ikevt
enable JO—N)INA74F2L—2320F—RTAROON > REZEEFTLET,

crypto ikevl enable outside



2RI JI—7 (LAN-to-LAN #7007 7 1) ) DERE

LAN-to-LANN > RIILDBE, BEHETOT7AINEZA T & pseci21 IKEVIEBRIREFXF—ERETS
(I,  tunnel- -group ipsec-attributes |p mspect AN R Eﬁﬁﬁ L <. —iED:

tunnel-group 172.17.1.1 type ipsec-121
tunnel-group 172.17.1.1 ipsec-attributes
ikevl pre-shared-key ciscol23

NROVPN NFT7 1Y D ACL DFLE

ASAlZ., Z7U7EARAI>MAO—=ILUJANACL)ZEAL T, IPSeclESLTHREITDIHEN HD NS
714V o%, REEVEBELBEVRNS 74V O ERXBILET, hild, FFA Application Control
Engine (ACE ) IL—HI2RENTY hZREL., FAACE L—HITBEE/NTY MHREIC
REENDELSICLET,

object-group network local-network
network-object 10.10.10.0 255.255.255.0
object-group network remote-network
network-object 10.20.10.0 255.255.255.0

access-list asa-router-vpn extended permit ip object-group local-network
object-group remote-network

X :VPNRS 719 UDACLIE, %Y RD—2F RLAZTHBNAT)RICEETEREDIPT
RLAZFEALET,

X VPNRZ 74 Y JDACLIE, IADVPNET TSV 2T TR2RENHYVET,

X RBENERNS 74V IEHLUVSTRY NZEMTZIBEN H2BEEE. ThThOD
AT ORNITIN=TCHTZRY NIRANEZEML, JE—RNWPNETTIS—DEEZ
ETTREFTT,

NAT E R RN DR TE

X 20wV aTHREITIZIRERFAS>ITT,

BE. VPNRZ 74V ICRHUTETENBINATR S ERA. TORT T4V IZRATSIC
. PAF2TATANAT L= ZERTBIBENBYNEXT, TATFT14T714 NAT L—ILIE
. BBTRLAZEUT7 RLAICERTIBZETTY,

nat (inside,outside) source static local-network local-network destination static
remote-network remote-network no-proxy-arp route-lookup



IKEVl RS2 A7 #—A Y FORE

IKEvi RS VRT7#A—A Y N, ASADTF—RREFZEEZEXZLEAEF21UFT 4 77O
LNETILOAVAXLDEXEDEDETT, ET W, IPsectF¥1UFTa4 PYTI—>3>
(SA)DXI>I—2a>vdlc, AFOETTRA—THBDNFVAT74—AL Y MNELRZO
R—HIEBANTEILENHYET, RICASAFZIO—HLTWVWBERNRT AT —ALA Y NE
FRE7O0R—%I)ILZ2BALTSAZERL, COSAICEK>THEEIVIICHTETIEAUA
NOF—R 70N REENET,

IKEVIRS A7 A—LtY NZERETDICIE.  oryptoipsec ikevl transform-set 11X > RIZ&K V),
WLC CLI THRFEIZTRENE T,

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac

BEIYTOREBEAMIVAR—T T4 ANDEA
BEXY I IPSecSA TR I —R&Ehd IPSec RS —%ZEFE&HL., UTZEHET,

. IPSec N FABRVOREITD/NTY N Z2BANTHDEOOT7IOEA VAR
-E7ID
-IPSec N 74y o00O0—HI PRLA
- IKEVI RS2 ART7A—4L Y K
LFRA—HTd,

crypto map outside_map 10 match address asa-router-vpn
crypto map outside_map 10 set peer 172.17.1.1
crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA

CCT. AVE—TIAAICEEYY T2 BATEET,

crypto map outside_map interface outside

ASA O RIRERTE

ASAD RN BEREZRIZCRLET,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside



security-level 100

ip address 10.10.10.1 255.255.255.0

!
object-group network local-network

network-object 10.10.10.0 255.255.255.0
object-group network remote-network

network-object 10.20.10.0 255.255.255.0

!
access-list asa-router-vpn extended permit ip object-group local-network
object-group remote-network

1
nat (inside,outside) source static local-network local-network destination
static remote-network remote-network no-proxy-arp route-lookup

1

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac

1

crypto map outside_map 10 match address asa-router-vpn

crypto map outside_map 10 set peer 172.17.1.1

crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA

crypto map outside_map interface outside

Cisco I0S/IL—&2 DO CLIRE
A123—T T4 ADEE

Cisco IOSIL—BR AV B—T IA AN KEREENTVEVWERR, DB EELANE KT
WANA >V B—T I A AZRETDILENBYNET, UTH-HITT,

interface GigabitEthernet0/0
ip address 172.17.1.1 255.255.255.0

no shutdown
!
interface GigabitEthernet0/1
ip address 10.20.10.1 255.255.255.0
no shutdown

REBRY RD—DVEABRY RD—VOREAICERTED L EZBRELET. I, YA NE
VPNR RN ZHBIAUTHDEHICERAEThDIVE—RNETICERTES L ZERELET, EXRN
BEGRZRZETSICE, ping ZERATEEXRT,

ISAKMP ( IKEV1 ) RU S —DEE

IKEV1ZHEDISAKMPR S —ZERET DI, cryptoisakmppolicy AN RZEFEHLET., UT
»F—HlTI,

crypto isakmp policy 10
encr aes
authentication pre-share
group 2

3 IPSeclc T3 EETICEBDIKER) S —%RETEET, IKEXRISI—>3a>
NFREBEhDE, VE—NETFICEEETNEES 24 A )T14ORI)—ASEIC, @



FOETFICHREENLEHBORY S —OREANFBITEIAET,

5 ISAKMP ¥—0OFE

ERHAFLEF—ZREITDICIE. crypoisakmpkey JO—NIL A 74 F21L—232F—RTK
OINY REERITLET,

crypto isakmp key ciscol23 address 172.16.1.1

HWROVPN NFT7 1Y U0 ACL B&FE

SR> TREITIBENHBDIRNT TV I EREEITDICE., HRTIVEAVANTIZGES
IJ'H?—E JEAVANEZEALET, UATH—BITT,

access-1list 110 remark Interesting traffic access-list
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

F:VPNRS 714 Y ODACLIE,. NATORICEETEREDIPF RLAZFERALET,

E:VPNRZ 74V JDOACLIE, IADVPNET TSV 2T TRIHBENHYNET,

NAT & A BRI D &

¥ 20tV aAVTHPITIRERFE AT T,

JE:%\ VPNRZ 74 Y IR U TERITENBINATED Y EBA. NATHA—N—O—RZFEATS
BE. IROVPNRZ 74V D REBRASBRATEILEHIC, L—NIVTE2FERTISLEN HY)
T3, LMY TTHEAETNDTILAVARNTE., IROVPNRS 71V UV RIERTIHLE
AHBDEICFEFELTLSEETL,

access-1list 111 remark NAT exemption access-1list
access-list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-list 111 permit ip 10.20.10.0 0.0.0.255 any

route-map nonat permit 10
match ip address 111

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload

RZ2AR7#*—A Y NORE

IPSechZ VA7 #—LtYy M (EF2UTAZ7ORINETILIVXLOHFRTEERELED



¢ ) EE%?%LZW\ crypto ipsec transform-set % I\Eﬁﬁﬁ LET, J«X'F/J‘"—ﬁﬂ‘é‘?o

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel

BEIYY7OREBEAA—T7 T4 AANDEA

BENY 7 TNV ZERELREEL, BSYY 7 A0 74F1L—>32 T—RZHBT
BICIE, cryptomap JO—NIBREIN RZADLET, BSYYT I NUZETITBICE
. BRERERTIVENHIDARDLSBVL DA OBEEN HYET,

-REENENT T4V IREETS IPSecET7ZERTIVLENHYET, sk, SA
BB TEBDET T, BENYTIVN)TIPSecE 7 Z218ETDICIE. setpeer AN R
FRRENBVEEEHYET,

REBENERNS T4V IOTHERANFNrZHANShB NS VAT —AL Y NEERTIHLEN
HYVET, BEIYYTIVRNITHERATEDIRNRS VAT =LY NEIBETDICIE,  set
transform-set _1 < >/ I\/J‘?E/'.I_?é n7ix U%%E& V) x£7,

- REITIMBENHDDINTTAVIEERTDVLENHBYET, BEXYTIN)OHERT
DHEAVARNEIBETSDICIE. machaddress AN RARRENBVWBEEHYET,

UTA—BITT,

crypto map outside_map 10 ipsec-isakmp
set peer 172.16.1.1

set transform-set ESP-AES-SHA

match address 110

BEOFIEEF, GICAVEA—T I ALK LTERZLERBENY 2 EHATSETY, %
BRITSICIE. oyptomap 1V F—T IAAREIN R

interface GigabitEthernet0/0
crypto map outside_map

Cisco IOS D iR R TE

Bi&M 75 Cisco IOSIL—Z DCLIFREZIRIZRLE T,

crypto isakmp policy 10

encr aes

authentication pre-share

group 2
crypto isakmp key ciscol23 address 172.16.1.1
1

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac



mode tunnel

!
crypto map outside_map 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set ESP-AES-SHA

match address 110

!

interface GigabitEthernet0/0

ip address 172.17.1.1 255.255.255.0

ip nat outside

ip virtual-reassembly in

duplex auto

speed auto

crypto map outside_map

1

interface GigabitEthernet0/1

ip address 10.20.10.1 255.255.255.0

ip nat inside

ip virtual-reassembly in

duplex auto

speed auto

!

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload
1

route-map nonat permit 10

match ip address 111

!

access-list 110 remark Interesting traffic access-list
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 remark NAT exemption access-1list
access-list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-list 111 permit ip 10.20.10.0 0.0.0.255 any

TR

RORILHFTYTRETRT 714V VZBRBEETVRLNESHZHIEITRHIIC, RROKZT
1Y ONFASAFEZ[ECisco IOSIL—ZDVTNAICATTEBENTVR L 2T IDIHLEND
WERT,

X ASATR, WRORZ 74V IIC—HTBAENTYMNL—BY—)LZERAL T,
IPSech RN ZMBTEER T (J& A,  packet-tracer input inside tcp 10.10.10.10 12345 10.20.10.10 80
detailed {5l 2 (&)

7I—X10DOHER

IKEV17 T—X1AASATT Y 7L TVB A ESH &R T S ICIE. show crypto isakmp sa1VY >
REABDLET, FEREhDHENIE., MM_ACTIVE state:

ciscoasa# show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)



Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs
ciscoasa#

IKEV17 T —AX14°Cisco IOSTT7 Y 7L TVBHAESH R TSIZIE.  showcrypto isakmpsa 1<
VRARRENBVWEESEHYET, FREEhDHAE, AcTive state:

Router#show crypto isakmp sa

IPv4d Crypto ISAKMP SA

dst src state conn-id status
172.16.1.1 172.17.1.1 QM_IDLE 1005 ACTIVE

IPv6 Crypto ISAKMP SA

Router#

7I—X2 DR

IKEV17 T —A2HASATT Y 7L TVBHLEDIH ZRERTBIZIE. showceryptoipsecsa 1X 7/ RA
RRENBVEEEHYET, EEBHIRE, BEHRLVOCREOEXFIVT 1 NIX—Z (2F
YIOAX(SPI)NRRENET, NTFTAYINF RN FILEBBITSHEE. encaps/decapsi™
VEANEMLTWAS L ZBRITIBEN HVYET,

X :HACLIMNUIZRLT, BRIOANDY RITIORNNDY RSANEREh, #ERE
LTRLSB2AEMN HY) T showeryptoipsecsa AN~ R ( V)7 NACLROACEL >
NUBRICHTE ) o

BLTRA—fITY,

ciscoasa# show crypto ipsec sa peer 172.17.1.1
peer address: 172.17.1.1
Crypto map tag: outside_map, seq num: 10, local addr: 172.16.1.1

access-1list asa-router-vpn extended permit ip 10.10.10.0 255.255.255.0
10.20.10.0 255.255.255.0
local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current_peer: 172.17.1.1

#pkts encaps: 1005, #pkts encrypt: 1005, #pkts digest: 1005
#pkts decaps: 1014, #pkts decrypt: 1014, #pkts verify: 1014
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 1005, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0



#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.17.1.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 8A9FE619

current inbound spi : D8639BDO

inbound esp sas:
spi: 0xD8639BDO0 (3630406608)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3914900/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: 0x8A9FE619 (2325734937)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3914901/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ciscoasa#

CiscoO IOSTIKEVI 7 T —X2H T Y7L TVWB A ESH ZHEFL T B IZIE. showcryptoipsecsa 1N -~/
RARRENBEWVWEEEHYET, EEBEIE, BEBRUORED SPINRREINET, KT
TAVINRNIZRINEBBTDHEE. encaps/decapsh IV AN BIMLTWA L 2HERTS
RBEFHVVET,

LA —BITY,

Router#show crypto ipsec sa peer 172.16.1.1

interface: GigabitEthernet0/0
Crypto map tag: outside_map, local addr 172.17.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 2024, #pkts encrypt: 2024, #pkts digest: 2024
#pkts decaps: 2015, #pkts decrypt: 2015, #pkts verify: 2015
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 26, #recv errors O

local crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0
current outbound spi: 0xD8639BDO0 (3630406608)



PFS (Y/N): N, DH group: none
inbound esp sas:
spi: 0x8A9FE619(2325734937)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2003, flow_id: Onboard VPN:3,

outside_map

sibling_flags 80000046,
crypto map:

sa timing: remaining key lifetime (k/sec): (4449870/3455)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: 0xD8639BD0(3630406608)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2004, flow_id: Onboard VPN:4,

outside_map

sibling_flags 80000046,
crypto map:

sa timing: remaining key lifetime (k/sec): (4449868/3455)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:

outbound pcp sas:
Router#

7I—X18LT 2 OWHER

COEYIAVTR, 7I—K1E20MB DFMERER TS - ICASAFE =X Cisco IOSTHEHA
TEDIANRICDVTEBALET,

KEADUET, showvpn-sessiondb FEZAD = DASATNHIN > R :

ciscoasa# show vpn-sessiondb detail 121 filter ipaddress 172.17.1.1

Session Type:

LAN-to-LAN Detailed

Connection 172.17.1.1

Index 2 IP Addr 172.17.1.1
Protocol IKEvl IPsec

Encryption IKEvl: (1)AES128 1IPsec: (1)AES128

Hashing IKEvl: (1)SHA1l IPsec: (1)SHAL

Bytes Tx 100500 Bytes Rx 101400
Login Time 18:06:02 UTC Wed Jul 22 2015

Duration 0h:05m:07s

IKEvl Tunnels: 1

IPsec Tunnels: 1

IKEv1:

Tunnel ID 2.1

UDP Src Port 500 UDP Dst Port 500



IKE Neg Mode
Encryption

Rekey Int (T):

D/H Group

Main

AES128

86400 Seconds
2

Auth Mode
Hashing

Rekey Left (T):

preSharedKeys
SHA1
86093 Seconds

Filter Name

IPsec:

Tunnel ID 2.2
Local Addr 10.10.10.0/255.255.255.0/0/0

Remote Addr 10.20.10.0/255.255.255.0/0/0

Encryption AES128 Hashing : SHA1
Encapsulation: Tunnel

Rekey Int (T): 3600 Seconds
Rekey Int (D): 4608000 K-Bytes
Idle Time Out: 30 Minutes

3293 Seconds
4607901 K-Bytes
26 Minutes

Rekey Left(T):
Rekey Left (D) :
Idle TO Left

Bytes Tx 100500 Bytes Rx 101400
Pkts Tx : 1005 Pkts Rx : 1014
NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) 309 Seconds

Hold Left (T): 0 Seconds
Redirect URL

Posture Token:

ciscoasa#

REANDLET, show crypto session BEEDHNDCisco IOSTOAN Y RIFXDES V)T,

Router#show crypto session remote 172.16.1.1 detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/0
Uptime: 00:03:36
Session status: UP-ACTIVE
Peer: 172.16.1.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.1.1
Desc: (none)
IKE SA: local 172.17.1.1/500 remote 172.16.1.1/500 Active
Capabilities: (none) connid:1005 lifetime:23:56:23
IPSEC FLOW: permit ip 10.20.10.0/255.255.255.0 10.10.10.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2015 drop 0 life (KB/Sec) 4449870/3383
Outbound: #pkts enc'ed 2024 drop 26 life (KB/Sec) 4449868/3383

Router#

NZ7)L>a1—hk
COEIYIVTH, BEORNSTLY1—F 1 VI CRUBRERELFT,

X HEATAHIC, SATORFIXY N FdebugdYY ROEBRBERS SV FIP
Security® b S 7N 21 —FT 4> —debugdX > ROBREFRAL ZSRL TS EEV



http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml

debug % I\E%‘ﬁ'biﬁ'o

IPSec LAN-to-LAN FI v H— Y —)L
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