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BREETNLERETHEVAT DI VICHUTEBENRTENET, chsiF, 30HOEETRRE NDsyslogX Y £— T
E

ZETRVHEENERAEThDE, ROOTES (LRIARERES ) FRRENET,

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #g¢'<feature-name> " ERAE A TVBR A, BEEINTVET, O
BREEtEF1UT A TREENATVWEVZENDD DTVERT, COBBEDERAZRLETIEZRFLTSEETL,
<HREE>

HREENDO, insecureA 7> 3a>OROYICAZFERATZIHNTY,
FTPOEEEHI :

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #$8& TFTP, A"MERAET N TV B AREETNTVD, CO#EEE L
FINFATREENATVRBVIENFDA>TVET, COREDFERERILETEZEEZRFTLTLSEE VY, SFTPOE
AEHBELET,

FRAENTVDBEEFLEFRECNATVREEICEBELTLKEEY, Tutilizeds FRITIV REHL. configured. Ik
BEIONRZELETD,

insecurer 7’ 2 (L RILBFE f= (kinformationa) A BBk e hBd &, BEX Y E—IHNRRENBDBENHYUET, 6 :

RP/0/RP0O/CPUO:Oct 22 06:43:43.967 UTC: tacacsd[1155]: %INFRA-WARN_INSECURE-6-INSECURE_CONFIG_REMOVED : & Tix VB
BE T TACACS+ over TCP with shared secret (default mode) s SRENHIBREhEL £,

B LRTCEVWF T3 DY 2 b
Zhix, CiscolOSXRU—ANEBELETJI—XTEBEEZNIH—T3, Z2TEVAFTZa2ODVARNTT,

DARNZR, R2ETRVAT 23> BREFLERFRTIONUR, BEXYE—D, BRTBEETRIYangETFIIIKRTE
nFE9J,

IPY — X)L —7F 4 27 (RFCT9N)

CLIZESBE .

<#root>
RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#



i pve ?

source-route Process packets with source routing header options (This is deprecated since

PY—=RAI—"bk
ipv6Y —AJ—k
ipvdY — A —hk
warning

RP/0/RPO/CPU0:Oct 17 19:01:48.806 UTC:ipv4_ma[254]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #gE "IPV4
SOURCEROUTE, #"ERAKRLRRETNTVERT., COBBREEFIVT A TRETNTVWEV LS DA>TVET,
COBBEDERAZRLETDCEEZRFALTILKEZY, EF21UTAVRINFSHD 12D, IPUY—RAN—T 12 TREHIC
LBEVWTSEZL,

RP/0/RPO/CPU0:Oct 17 19:01:48.806 UTC:ipv6_io[310]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #&E "IPV6 SOURCE
ROUTE, M"EAFLERFRECATVET, COBEREFIVT A TRECATLVEBEVZEF DL >TVERT., COH
BEOEAZHLETRCEEZRFTLTIKEEZV, EF1VTAVRINHBB1SH, IPBY—AL—T 12 TJREMCLEV
TLEEW,

Yang® ¥ WV

Cisco-10S-XR-ipv4-ma-cfg

Cisco-10S-XR-ipv6-io-cfg

Cisco-10S-XR-um-ipv4-cfg

Cisco-10S-XR-um-ipv6-cfg

#AEEIR

insecureA 7> 3 ZHIBRL £ T,

TEBREREHVERA, BERTRLACEIVTIRY ND—JZBBID T 71V VZHBLZVERR. R
Vo —R=ZAN—=FT 42 TPBRIERF. =T AT DOREZIY RI—FICEEBVTEREN HHT I ZOMOE
BRILN—FTAVIXN_ALEZFERAL T, ChEFTSCENTEERT,

SSH v1

CLI:2{E>154 .

<#root>

RP/0/RP0O/CPUO:Router(config)#



ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed

RP/0/RP0O/CPUO:Router(config)#

ssh server ?

vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.

ssh7 AT > ki

sshty—/\v1

warning

RP/0/RPO/CPU0:11 A 19 B 15:20:42.814 UTC:ssh_conf_proxy[1210]: %SECURITY-SSHD_CONF_PRX-4-WARNING_GENERAL : /NY O 7F
Y 7 H—/\, netconfpot A7 4 F1L—>32, sshvl, sshiR—NEZDTTY R T A —LBLKTI ) —ATREHYR—
REhTHs5T., BRCAYFEEA

Yang € 7 WV

Cisco-10S-XR-um-ssh-cfg

HESE

SSHWZFEALET,

BRESSHV2:EF 17T )IDOERE

EwfBE*— (424 77) 2ERT 3TACACS+H & URADIUS

CLIZESBE .

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#

key ?
clear Config deprecated from 7.4.1. Use 'O' instead.
encrypted Config deprecated from 7.4.1. Use '7' instead.

RP/0/RP0O/CPUO:Router(config)#

tacacs-server key ?

in |
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clear Config deprecated from 7.4.1. Use '0' instead.
encrypted Config deprecated from 7.4.1. Use '7' instead.

tacacst—/NF—7 135445410615102B28252B203E270A
tacacs-server host 10.1.1.178— K 49
F—7 1513090F007B7977
radius-server host 10.0.0.1 auth-port 9999 acct-port 8888
#F—7 1513090F007B7977
aaa’}—/\radius dynamic-author
924TF > K~10.10.102vfF7 AL b
1 —/N#—7 05080F1C2243
RADIUSH —/N#—7 130415110F
aaa?' )L — 7" % —/\radius RAD
server-private 10.2.4.5 auth-port 12344 acct-port 12345

¥ —7 1304464058

warning

RP/0/RPO/CPUO:Oct 18 18:00:42.505 UTC:tacacsd[1155]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #&E "TACACS+t
BB (RATTI—FT420 ) ) FERFLEREENET, COMEFEFIVTATREShTLBEVIZEN
DAP2>TVET, COMBEOHERAERIETICEEZRFTLTKEETY, KDV IZType6 (AESR—R ) BES{LEFERAL E
E

RP/0/RP0/CPUO0:Oct 18 18:00:42.505 UTC:tacacsd[1155]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #&E "TACACS+
over TCP with shared secret (default mode) s A" EAFRZEREENTWVWD, COMERFEF IV T TREThTLW ARV L
FHOE2>TVET.,. COBENFERZPLETDEEZRFTLTLSEEZ Y, X1 VT 1 ZE(LTBICIE, TACACS+over
TLS(Secure TACACS+)ZfERA L £,

RP/0/RPO/CPUO:Oct 18 18:18:19.460 UTC:radiusd[1149]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #&E "RADIUSH A&
MB(RATTIA—=F14207 ) s FMERFEREREENATVET, COBEFEFIVT 1 THREShTLVERVZ L
FHOHA2TVET, COBENDFERAEPILETIEEZRFLTLIEET VY, KDV I(CType6 (AESR—R ) EELZEFERAL
£9,

RP/0/RPO/CPUO:Oct 18 18:18:19.460 UTC:radiusd[1149]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #4E "B
(F7#FIBME—R) ZFEAL ZRADIUSover UDPy AMEARZEREETNTVET, COMERFEF 1) T+ TRES
NTWEWCENDAIDTVET, COBRENDFERZFRIETDEEZRFLTIKEEY, EF1VFT 1 ZRILTDICE
. RADIUS over TLS(RadSec) & 7= (& DTLSZFEA L £,



Yang € 7 WV

HEZE

TACACS+& 1= (FRADIUS over TLS 1.3F 12 EDTLSZEAL £ T VLTI v ILICRRAT6ZEALET,

TACACS+& /= (3RADIUS over TLS 1.3& 2 IEDTLS DR E:AAAT—E A D

TLS 1.011.1. BBLWEES EBELE

CLIZESBS :

<ttroot>

RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?

S

ax ke

t1s1.0 Force TLSv1.0 to be used for HTTPS requests, TLSv1l.0 is deprecated from
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.l is deprecated from

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane m n-version ?

t1s1.0 Set TLSv1.0 to be used as min version
t1sl.1 Set TLSvl.1l to be used as min version

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane nax-version ?

t1s1.0 Set TLSv1.0 to be used as max version
t1sl.1 Set TLSvl.1l to be used as max version

logging tls-server server server-name <> max-version tls1.0|tls1.1

warning

Yang ® 7 IV

Cisco-10S-XR-um-logging-cfg

Cisco-I0S-XR-um-http-client-cfg.yang ( B I1—HEHA )

for
for

for
for

syslog, TLSv1l.0
syslog, TLSvl1l.1l

syslog, TLSv1.0
syslog, TLSvl.1

is deprecated
is deprecated

is deprecated
is deprecated

from 25.3.1
from 25.3.1

from 25.3.1
from 25.3.1



HEZE

TL12F R TLS13ZEALE T,

REOEF1T7OFXF>Y 270X

VI DRE

Telnet (¥ —NNB LU 2547 1F)

CLLEESIBS :

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

tel net ?

ipv4d IPv4 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
vrf  VRF name for telnet server. (Telnet is deprecated since 25.4.1. SSH 1is recommended inst
RP/0/RP0O/CPUO:Router(config)#
tel net ipvd ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net ipve ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net vrf default ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router(config)#
telnet vrf test ?
ipv4d 1IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router#
tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is reco
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X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet 1is deprecated since 25.4.1. SSH 1is re
vrf vrf table for the route lookup. (Telnet is deprecated since 25.4.1. SSH is r

telnet
telnet ipv4
telnet ipv6

Telnet VRF

warning

RP/0/RPO/CPUO:Jun 27 10:59:52.226 UTC: cinetd[145]: %IP-CINETD-4-TELNET_WARNING:Telnet® 7R — N &, 25.4 1A TEFEILEE
NTVWET, KDV ICSSHEFERAL TS EE L,

Yang € 7 WV
Cisco-10S-XR-ipv4-telnet-cfg
Cisco-10S-XR-ipv4-telnet-mgmt-cfg
Cisco-10S-XR-um-telnet-cfg
HREIE

SSHV2Z AL £7.

BRESSHV2:EF 17T )DEE

TFIP (¥ —NBLU 253472 })

CLI2E>5154 :

<#root>
RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)

TFTP

IP TFTP


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
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TFIPOZ2A4 T b~

warning

RP/0/RPO/CPUO0:Oct 17 19:03:29.475 UTC:tftp_fs[414]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 85 "TFTPO S 4 T
VR FERFLERBRETATVET, COBEBREFIVT A TRETATVEVIEN DL >TVET., COHEE

DEAZRLETEEEZRFLTLSEEZV, KDYIZSFTPEFERALE T,

Yang ® ¥ WV

HEER

SFTPE = FHTTPSZEAL £ 7,

RESFTP X 17> T )ORE

TCP/UDP 2 € — LY —

CLIZES>1BE .

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

service ?
ipvéd Ipv4 small servers (This is deprecated)
ipv6 Ipv6o small servers (This 1is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

H—E Ripv4
B —E Ripv6

warning

Yang € 7
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Cisco-10S-XR-ip-tep-cfg

Cisco-10S-XR-ip-udp-cfg

#AEEIR
TCPIDPRAE—IL Y —NEZEMICLET,
FTP

CLIZES>1BE :

<#root>
RP/0/RP0O/CPUO:Router(config)#

ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

RP/0/RP0O/CPUO:Router(config)#

ip ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

IP FTP

FTP

warning

RP/0/RPO/CPUO:Oct 16 21:42:42.897 UTC:ftp_fs[1190]: %INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : #gE "FTPO S A4 7
PRI HAERFLERREEATVET, COBBEREFIVT A TREEATLVEBEVZEADA>TVET, COHEEE
DEAZPLETZZEEZRFLTLSEETV, KDVYICSFTPEEALET,

Yang € 7 WV

Cisco-10S-XR-um-ftp-tftp-cfg

RS

SFTPE Iz FHTTPSZHEAL £9,

BESFTP L2172 T)LOEE

SNMP v1/2¢
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CLI2E>5154 :

<#root>
RP/0/RP0O/CPUO:Router(config)#

snnmp- server ?
chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp- server ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnmp- server host 10.0.0.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)
3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snmp-server group test ?

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This is deprecated since 25.4.1)
v3 group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?
community Enable SNMP; set community string and access privileges. (This is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snmp- server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2cC user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#



snnp-server user userl groupl v3 auth nmd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnmp ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snmp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth ?
md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth md5 test priv ?
3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?



community-map Community Mapping as per RFC-2576.

SNMPH—NOZ1Z5 4

snmp-server user <> <>v1 | v2c

snmp-server user <> <> v3 auth md5 | sha

snmp-server user <> <> v3 auth md5|sha <> priv 3des|des56
snmp-server host <> version 1|v2c

snmp-server group <> v1|v2c
SNMPH—NJZ1ZF4XIV 7

shmp X125 4

snmp L —H'—<> <> v1|v2c

snmp1—H'—<> <> v3 auth md5|sha
snmp_L— 1 —<> <> v3 auth md5/sha <> priv 3des|des56
snmp host <> version 1|v2¢

snmpZ' JL—7"<> viv2c

SNMPOZ1Z5F4X Y7

warning

Yang ® ¥ WV

Cisco-10S-XR-um-snmp-server-cfg

WEEE

SNMPv3 & FRRES LV BE St (authPriv)ZERA L £,

(This is deprecated since 25.4.1)

RAES &L TauthPrivE A L ZSNMPV3NREBZRY ND—VEEBTORNJILDOERE

NTP/S—2 3 » 2% & U3 & MD5RZEE

CLI%ES>1BE .



https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html

<#root>
RP/0/RPO/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp server adm n-plane version ?

<1-4> NTP version number. Values 1-3 are DEPRECATED from 25.4.1 onwards; use 4 1instead.

RP/0/RPO/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 multicast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp authentication-key 1 nd5 clear 1234

ntptr—/\<>/X\—>3 223

ntp peer <> version 2/3
ntpH—NEBTL—2/N—2321/2/3

ntpf V2 —7IAA<>TO—RFYARNN—=32213
ntpf 2 RX—=T7 I A AS>NLFFYARNN—=T3223

ntp authentication-key <> md5 <> <>

warning

RP/0/RPO/CPUO0:11 A25H16:09:15.422 UTC: ntpd[159]: %IP-IP_NTP-5-
CONFIG_NOT_RECOMMENDED:NTPV2& K O'NTPV3Id, 254 1 B TRFELEEIATVET,
NTPvAZERAL TS EZ L,



RP/0/RPO/CPUO0:11 H25H 16:09:15.422 UTC:ntpd[159]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #g¢ "8287%& L ONTP, 'EARLRBRETNTVEY, D
BEREFIVTATRETNATVEVIENDA2TVERT, CORBOERZFILETD L

ZREILTLSEZ,

Yang® ¥ WV

Cisco-I0S-XR-um-ntp-cfg.yang ( #7°> 3> )
#AEEIR

NTPN—2 3 2 4F - EMDS A DR ZEALET,

NTP®DE%E : Network Time Protocol D E% &

GRPC

CLI2ES1BE :

<#root>
RP/0/RPO/CPUO:Router(config)#

grpc ?

aaa
address-family
apply-group
certificate

certificate-authentication

certificate-id
default-server-disable
dscp

exclude-group

gnmi

gnpsi

gnsi

gribi

keepalive
Tisten-addresses
local-connection
max-concurrent-streams
max-request-per-user
max-request-total
max-streams
max-streams-per-user
memory
min-keepalive-interval
name

no-tls

part

port

remote-connection
segment-routing

AAA authorization and authentication for gRPC

DEPRECATED. Removing in 26.3.1: Address family identifier type

Apply configuration from a group

DEPRECATED. Removing in 26.3.1: gRPC server certificate

DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication
DEPRECATED. Removing in 26.3.1: Active Certificate

Configuration to disable the default gRPC server

DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
Exclude apply-group configuration from a group

gNMI service configuration

gnpsi configuration

gNSI

gRIBI service configuration

DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout
DEPRECATED. Removing in 26.3.1: gRPC server Tlistening addresses
DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket

gRPC server maximum concurrent streams per connection

Maximum concurrent requests per user

Maximum concurrent requests in total

Maximum number of streaming gRPCs (Default: 32)

Maximum number of streaming gRPCs per user (Default: 32)

EMSd-Go soft memory 1limit in MB

DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval
DEPRECATED. Removing in 26.3.1: gRPC server name

DEPRECATED. Removing in 26.3.1: No TLS

p4 runtime configuration

DEPRECATED. Removing in 26.3.1: Server listening port

DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th
gRPC segment-routing configuration


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

server gRPC server configuration

service-Tlayer grpc service layer configuration

t1s-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint
tlsVl-disable Disable support for TLS version 1.0

tlsvl-disable CLI 1is deprecated.
Use tls-min-version CLI to set minimum TLS version.

ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc3ktls

grpc tls-max|&/ - /N\—> 3 2,1.011.1
grpc tls-ciper defaultjenable|disable ( TLS 1.2Tlk, 3DNREZFTAL R TEETHVETA
A —RFERENIEEE. RETREHYEEA)

warning

RP/0/RPO/CPUO0:11 A29H 19:38:30.833 UTC:emsd[1122]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #8E "gRPC insecure configurationy A"ERAFELFEREESNT
WET, COBERZETREVZEN DD >TVDEHEHETT, TRV —ATREIRE
h3FETT, server=DEFAULT ( TLSN— 3212k EL, 2 THRVESASA—RNY
BMEETIhTVWET)

Yang® 7 WV

Cisco-lI0S-XR-um-grpc-cfg.yang ( &1 —HEH )
Cisco-I0S-XR-man-ems-oper.yang ( B2&1—HER )
Cisco-10S-XR-man-ems-grpc-tls-credentials-rotate-act.yang
Cisco-I0S-XR-man-ems-cfg.yang ( & 1—YEHH )

HRER

BMAOBESZEFEAL T, TLS1.200E (TLS13FEELWV ) ZEALET,

REgRPCZOM N ZEZFEALTTF—REFIORY ND—VBREZEETS

ZR2TEVWRfTa< kY 2t

Copya <> F

CLIZESBE :


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

<ffroot>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)

copy <src as tftp/ftp> <dst as tftp/fip>
copy running-config 21 EVWS I T —XvYy -4

warning

RP/0/RPO/CPU0:11 826 A 15:05:57.666 UTC:filesys_cli[66940]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #§&¢ Tcopy ftpy AEAENEABZEET A TVET, COMEE
BETHBRVWCENHBLTVDLEOEILEENAET, FRKOV) —ATHIRENDFETT, D
VYICSFTPE=ESCPZEFERAL TS EE L,

RP/0/RPO/CPUO0:11 A 26 H15:09:06.181 UTC:filesys_cli[67445]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #§&¢ Tcopy tfitpy A ERENEA, REEATVET, DK
BEFZE TRV ENYBHLTVSEOELEEAET, ROV —ATHIBRENDFETT,
KHV)ICSFTPEIFSCPEFHL T HEEL,

Yang € 7 IV

HEEIR

sFTPE-IESCPZFEAL £,

BE EFIAT7IIINDOEE

{YZbF=a<>r Kk

CLIZESBE .

install source

install add source

install replace


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

warning

Yang ® 7 IV
Cisco-10S-XR-sysadmin-instmgr-oper.yang
#IEEIE

sFTPE - IESCPZFEAL £,

RE EFITINDOER

A-F4VF4aA<TFR

CLIZESBE :

utility mv source

Yang ® 7 WV

YagETINDEERIN ZTED LD, ThESZINT-EICRTTERE A

chilE, VY—RI—F 12T OHEIBRIZ BT B Yang modelCisco-I0S-XR-jpv4-ma-cfg.yanger® I X > N DHIT T,

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

leaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

ik, FTIPE KT TFTPZ HIBR 9 B 7= & M Yang modelCisco-I0S-XR-um-fip-tftp-cfg.yang® A X > N DI T T,

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {
status deprecated;
description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";
container client {
status deprecated;
description
"FTP client configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4d {
status "deprecated";
description
"Ipv4 (This is deprecated since 25.4.1)";

container ipv6e {
status "deprecated";
description
"Ipve (This is deprecated since 25.4.1)";

container tftp-fs {
status deprecated;
description
"Global TFTP configuration commands (This 1is deprecated since 25.4.1)";
container client {
status deprecated;
description
"TFTP client configuration commands (This 1is deprecated since 25.4.1)";
container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";

10S XR3&{E# 1 F

COHAR TCiscolOSXRYTZ NI T Fi@bHA Ry (&, JYRND—VBFBEHEEEF I T 4HYEN, CiscolOS XRR—
ADIN—RZ2RELTRY N0 BEFIVTARAF Y Z2HLEE2DICKRIAUEET,

CORFIAVNE, RYRNDT—=IFNA ADHEZDETZ3O0OTL—22hBIIBRENTVET,

L—2D3>0OEETL—> i, EBETL—, OV MO-LTL—2, B8ROV F—RTL—2TT, ThTIhELED
HEZRHEITD LD, REIILENF HUET,

s B L —  BEITL—2ICE, CiscolOSXRFNAABLVUZRY ND—on7ODa - d, X0FF2A


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide

BRTEZRV D TBEZY RN TR INTORZ T4V VORMBIIN—THEENET, COTIL—TD
NZ7 49 UICI&. Secure Shell(SSH)., Secure Copy Protocol(SCP), Simple Network Management
Protocol(SNMP), Syslog. TACACS+. RADIUS. DNS, NetFlow. & & T¥Cisco Discovery Protocol " & ENE T, B
BYL—2RZ74YEFEICO—AILNDOCisco 0OSXRFT/NA AT T,

e ayta—ATL—=2:O2MO-LTL=2ICR, RYRNRD—DEZXDAVR—T T4 ADREEERE LT
WEIDEOIERAEID, IXTON—TFT142T, 2T0FI)20, VOAT—h, 8LZOMOIO NO
—)LZ7ORINOBEBII—THEENET, ZhiZlk, Border Gateway Protocol(BGP), Open Shortest Path
First(OSPF), Label Distribution Protocol(LDP). Intermediate System to Intermediate System(IS-IS), Network
Time Protocol(NTP), Address Resolution Protocol(ARP), 8 XL A V2F¥x—T TS A THAEENET, IV
O=)L7L—>rZ74Y2@F&EICO—HICiscolOS XRT /N4 AR TICEFENET,

s T—ATL—r F=BTL—UICE, FAN, 94T, =N, BLETFVT—232VICK>TER
TN TEERL OTTVT—230 RS T4VIORBIIN—THFEENTVET, NRTTAVYIDEERS
RVFEEEF, FY RT—ITHR—REATVWRHORKOFT/NAATT, F—R 7L —#EEICEK., PY—R
W=F142U, PAALYIRNTO—RFYRAN, ICMPUR AL I N, ICMPEETEE, Z7OFARPAEN B ET
o T—RTL—URF 74V IORELCLEENATEREEN, O—HILDCisco0OSXRF/NAABTICKDZERD
WEEA,

Config Resilient Infrastructure7 A X —

IL—BDOREZTANL, BETHINESIHEHERTEE T, cOY—)LIE, 10S XR:Cisco
Config Resilient Infrastructure Tester’E ENEBHD AR L —T 4 VT AT LATHEEL £,

B & B

1. XY RZ2ERELI2BE. FLBEAUINY RZBERELZHE. BEUsyslogBEXY &
—IONBERTENETH,

A:VWWZR,

227NEBZDHEICHTZ200HREINY RAELVUIIY RTRITENBD E, 2D DsyslogE
HEHARELETD,

A Lj:kl\o
Bl

RP/0/RPO/CPUO0:Oct 17 19:01:48.806 UTC:ipv6_io[310]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #8¢ "IPV6 SOURCE ROUTE, AR XA REREETNTVET
o COMEFEFIVT A TRETATVAEVCEN DA 2TVET, COMEDFERZHLT
BEERFELTLKEEV, EF21UFAVRIN®HDED, IPV6Y—AIL—FT 12T RFEMIC
LEVWTLEEL,

RP/0/RPO/CPUO0:Oct 17 19:01:48.806 UTC:ipv4_ma[254]: %INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : #8 "IPV4 SOURCE ROUTE, A"EAEXLRFREETNTVET
o COMBEREFIUTATREEATVWAVIENDA>TVET, COMEOERZFLT
BEEBRFELTILKEEY, EFI1UTAVRIN BB, IPVAY—RIN—T 12 TREEMIC
LBEVWTSEEL,


https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

BHLLVIIY RTHULLKRETRVREIN RZRITIDE, HLLEBEENFRRENEITH

A lEV,

4. BETIHRVHEBENRED) SHIBRE NI ZE, syslogBEHEHYETH,
A EW

Bi:

RP/0/RPO/CPUQ:Oct 18 08:16:24.410 UTC: ssh_conf_proxy[1210]: %INFRA-WARN_INSECURE-
6-INSECURE_CONFIG_REMOVED : &4 T L\ AE TSSH host-key DSA algorithm @ 53E A"
HIREhEL I,

RP/0/RPO/CPUO:Oct 22 06:37:21.960 UTC:tacacsd[1155]: %INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED : ££ T/ \\i#8% "TACACS+HERS (R4 77T I—F 4
>7) 1 OFREZHIER,

RP/0/RPO/CPUO0:Oct 22 06:42:21.805 UTC:tacacsd[1155]: %INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED : Z& Tl VWA "HERMR (F7FI)IME—R) ZFEALE
TCPLEMDTACACS+, DIRE = HIBR.

5, L—Z2 L TTenetHEHATED CENRREShER A

A:A723>2DTelnet RPMZO— RUIZHBEIC D ATelnetZFEHA TE B10S XR7/LNTZRTY
BLENTEXRT,

6. XR7/ILNTTlE, <Y > R Tinstall sources XU TsFTPELEEKSCPH T a> @R REnELE
Ao

A BEEA T, XR7/LNTIE Tinstall sources AN RICK U TsFTPE = @SCPEHR—KNL T
WEtE A,

7. ZF([FIOS XR eXREIOS XR7/LNTICE LK BRENhFETAH,
A Lj:kl\o
8. L—AZNI0S XR eXREIFIOS XR XR7/ILNTZREITL TVWB A ESH ZHRT D HE

A: "show versiony ZfEAL T "LNT, ZL £ T, 8000/L—RE WV DA DNCS540/N) 7>
NTlk. I0S XR7/LNTABEBL TWET,

i -

<{froot>

RP/0/RPO/CPUO:Router#



show ver si on

Cisco IOS XR Software, Version 25.2.2

LNT



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



