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ENALIPTFO /A —ORSTILND1—FT AT 2 T5B0ERBSBEE, EILT—a2R
—TJIAARAEERZY ND—0D RO—F(RNC)DOEOESNIBEHFTHBDETT, Mobility
Access Gateway(MAG) & Local Mobility Anchor(LMA)E D K> XL ZHITBHICERATHIPT
RLAK, 12—y NY—EXA7ONAMA—(ISP)h SEHEENET,
MAGA'LMANDPMIPV6 k> &)L ZFEILL 5L,

OtV aI>TRE, MAGTOTunnel0ERICEE T2 — MO BREBEOHERRZHBLET, HlL
LT, ROZRY ND—=D BATITSLNFERENATVET,

e Q)
i S

CORTIE, MAGILMAICEIA S Tunnel0Z I TEEH A,

o

MAG#show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status Protocol
Cellular0/1/0 203.0.113.1 YES NVRAM up up
Ethernet0/1 198.51.100.254 YES NVRAM up up
BRG]

1. Mobile Access Gateway(MAG)DEREZL E1—L, ISPA SR hEBRNAELWVWC L
ZRIALLET,

« APN=t)/LZ—8ERAOO—ANIPATNTY RRY ND—DOEDTF—3EKZERLET
« NAI = MAG#H SISPADERY NJ—71ID
« LMAQIP7 RLA=O—AIISPAL SRHENZIPF7 RL A

COBERRE. ELZ—AVE—TIAALHY)ET,

<ffroot>

Router#sh cellular 0/1/0 all
Hardware Information

Modem Firmware Version = <version>

Modem Firmware built = 2015/03/04 21:30:23
Hardware Version = 1.0

Device Model ID: xxxx

Package Identifier ID: Cisco ID

I nternational Mbile Subscriber Identity (IMSI) = 310410901877700



International Mbile Equi prment ldentity (IMEI) = XXXXXXXXXXXXXXX

Integrated Circuit Card ID (ICCID) = < ICCID Number >
Mobile Subscriber Integrated Services

Digital Network-Number (MSISDN) = < MSISDN ID >

Modem Status = Online

Current Modem Temperature = 33 deg C

PRI SKU ID = <SKU ID>, PRI version = 005.026, Carrier = ISP
OEM PRI version = <version>

IL—2DREH.

BREF—T71—I)R

<ttroot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- addr ess

nai | MSI @G\PN

Tma LMA_SVC

i pv6 nmobil e pm pv6-mag

domai n LMA- DOVAI N

role 3GPP

apn




address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE Tabel MAG replay-protection timestamp window
no generate grekey

ignore grekey

i nterface LoopbackO < Logi cal Mbile Node Interface >

Tma LMA_SVC LMA-DOMAIN

i pv4- addr ess

encap gre-ipvé

| ogical-m | MSI @

nmobil e network Ethernet0/1 < Interface to be advertised over the Tunnel 0>

hone interface LoopbackO < Logical Mbile Node Interface >

AR EH

<f#froot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- address 203.0.113. 10

nai 310410901877700@.3511. nts

Tma LMA_SVC
ipv6 mobile pmipv6-mag MAG819 domain LMA-DOMAIN
role 3GPP

apn 13511. nts

address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE label MAG replay-protection timestamp window
no generate grekey

ignore grekey




interface Loopback0
Tma LMA_SVC LMA-DOMAIN

i pv4- address 203.0.113. 10

encap gre-ipvé

| ogi cal -m 310410901877700@L3511. nts

nobi |l e network EthernetO/1

hone interface LoopbackO

2. MAGOAT—R2A%ZMIET S, INTIREEX, MAGHLMANDERZHAD ZEZRLET,

<ttroot>

a) non-wor ki ng exanpl e

MAG#
show i pv6 nobile pnmi pv6 mag binding

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

State: INT

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: 0.0.0.0, Att: 4, |lid: 310410901877700@35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: O

[Binding] [MN]: Yes

[Binding] [MN] [MobiTle Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_INIT
Refresh time: 0(sec), Refresh time Remaining: 0(sec)

b) worki ng exanpl e

MAGHshow i pv6 nobile pmi pv6 mag bindi ng



Total number of bindings: 1
[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511l.mcs
[Binding] [MN]:

State: ACTIVE

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: x.Xx.Xx.x, Att: 4, |lid: 310410901877700@.35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: 3600

[Binding] [MN]: Yes

[Binding] [MN][Mobile Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_ACTIVE
Tunnel: TunnelO
Refresh time: 300(sec), Refresh time Remaining: 299(sec)
[Binding] [MN] [PATH] [GREKEY]: Upstream: 0, Downstream: O

JIN—BZDOMAGRT—RAZHRLET, WROXY E—JFPBUEPBAT, ChiEMAGH S
LMANDNA > T AT DERERBETT,

<#root>

MAG#show ipv6 mobile pmipve mag stats

[MAG819]: Total Bindings 1
[ MAGB19]: PBU Sent 6
[ MAGB19]: PBA Rcvd 0

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd 0
[MAG819]: No Of handoff 0

Detailed Statistics Information

<snip >

4. ENT—AVR—TIAANISPERN L TREBESEHFE > TVWIAESHZRKRAL XTI,



F LS —ORNZTNDA—TFTATRIORFIXY NOEEATT,

5. 759 N7 A—LALTFNYITEEMIZLT. MAGELMABIOX Y £—S XM RIILET,

<#froot>

MAG#debug i pv6 mobil e mag events

*Apr 14 20:53:30.772: PMIPv6 RIB_RWATCH: Debugging is ON

*Apr 14 20:53:30.773: [PMIPV6_LMN_EVENT]: Attach Timer expired

*Apr 14 20:53:30.773: [PMIPV6_LMN_EVENT]: Event received Attach timer expiry in state: LMN_READY, new s
*Apr 14 20:53:30.773: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*Apr 14 20:53:30.773: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*Apr 14 20:53:30.773: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*Apr 14 20:53:30.773: [PMIPV6_MAG_EVENT]: Trigger attach request received

*Apr 14 20:53:30.773: [PMIPV6_MAG_EVENT]: Event received 01ld MN intf attached for Nai: 310410901877700@
*Apr 14 20:53:30.773: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs



*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received ReTx timer exhausted for Nai: 310410901877700@
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received Last path Down for Nai: 310410901877700@13511.
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state machine, path: Cel

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 14 20:53:33.398: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140
*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@.3511. nts

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]:

Event received PBU Retx tinmer expired for Nai: 310410901877700@3511.nts in path state nachine, path: C

*Apr 14 20:53:34.423: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13

EREINEZEEROY
A) MAGHLMAE DEHEEBIAT S,

*Apr 14 20:53:33.397:[PMIPV6_MAG_EVENT] : 1R "A"ZEFELFXL ENaillEHREs izl W
MNA >~ AR >R :310410901877700@13511.mcs® /N AR #machine, /N A : Cellular0/1/0. IR
B8 : PATH_NULL, $TU VVREE : PATH_INIT

BN RIN0ZHILT B I-HICLMAIZIEEENBPBUX Y £—2

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: PBUX Y —2 A'NaillixEE ik L 12
: 310410901877700@13511.mcs

C)MAGH'LMAA S R BE(PBA)EZEL AV, MAGK N RILEHEILT S oI BIOPBUE %
ELESELET,

*Apr 14 20:53:34.423:[PMIPV6_MAG_EVENT] : 4 X2 M Z{EPBU Retx timer expired for
Nai:310410901877700@13511.mcs in path state machine, path: Cellular0/1/0. state:
PATH_INIT, new state: PATH_INIT

6. Embedded Packet Capture(EPC)Z3R4TL T, LMAA'PBANT Y RZZEFL TV RV EZR
SEL £9 . Embedded Packet Capture Configuration Guides ZZBL T &L\,

<tfroot>

MAG#

nonitor capture cap control -plane both access-list tac buffer size 10


mailto:310410901877700@13511.mcs
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html

MAG#

moni tor capture cap start

< wait at least 3 minutes >

MAG#

show nonitor capture cap buffer brief

S LVWooNOOUUVIDD WN RO
H
[(e)
~

=

.000000
.024000
.075008
.109994
.178991
.246041
.757016
.780010
.828011
.861014
.931003

source
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113

N NDNDNNMNNNNNDNDN

destination dscp protocol
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP
203.0.113.10 0 BE UDP

NTYRF¥TF vk, IP7RLAR203.0.113.2 (ISPIC& 2 TEYHTESNETRLA) D
PBU/N Y RZLMA IP7 RL A203.0.113.10ICXELTVWB ZEERLTVE T,

SEHH(C DL\ T, monitor capture cap export bootflash:<name>.pcap AN > RZFEHAL T, ¥+
TF¥%ET N7V AICITOAR—RKL, pcapZ7 7L &L TftpH—/NICFY 7O—RT

XY,

TIOAR—RENF ¥ 7T F+ Tk, MAGAHLMAIZ
hNeEFELEREA

RISEZERLEITA. LMARKPBANT ¥



| Time

2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14

WO~ oW w

=
=

I
(=Y
-

17:45:29,814945

0.000000

| Source

203.0.113.2

| Destination

203.0.113.10

17:45:30.838945 1.024000 203.6.113.2 203.0.113.10
17:45:32.889953 2.851008 203.0.113.2 203.0.113.10
17:45:36.924939 4.034986 203.0.113.2 203.9.113.10
17:45:44,993936 8.068997 203.0.113.2 203.0.113.10
17:46:01. 060986 16.067050 203.0.113.2 203.0.113.10
17:46:35.571961 34.510975 203.8.113.2 203.0.113.10
17:46:36.594955 1.822994 203.8.113.2 203.0.113.10
17:46:38.642956 2.048001 203.0.113.2 203.0.113.10
17:46:42.675959 4.933003 203.0.113.2 203.90.113.10
17:46:50.745948 8.069989 203.8.113.2 203.0.113.10

> Frame 1: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)

> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: @Q:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 203.0.113.2, Dst: 203.08.113.10

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436

Mobile IPv6

Payload protocol: No Next Header for IPv6 (59)
Header length: 18 (152 bytes)
Mobility Header Type: Binding Update (5)

Reserved: 0x00

Checksum: @x0001

Binding Update
Sequence number: 98

e e e e
Lifetime: 900 (3600
> Mobility Options

7. COBERISPA ST BTN TVET, #IFOISPICREAVEE T, PMIPOHY—E AN EMIC

W muwnn

wnnnn

Acknowledge (A) flag: Binding Acknowledgement requested

Home Registration (H) flag: Home Registration

Link-Local Compatibility (L) flag: Mo Link-Local Address Compatibility

Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
MAP Registration Compatibility (M) flag: No MAP Registration Compatibility
Mobile Router (R) flag: No Mobile Router Compatibility

Proxy Registration (P) flag: Proxy Registration

Forcing UDP encapsulation (F) flag: No Forcing UDP encapsulation

TLV-header format (T) flag: No TLV-header format

Bulk-Binding-Update flag (B): Disable bulk binding update support

seconds)

BO2TWBHLESHZHFELET,

|seq

Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding

Update
Update
Update
Update
Update
Update
Update
Update
Update
Update

MAGA'LMANDOPMIPVE N > )L ZHEL L & (PBUEPBANT Y R3XH ) o

B R D B2

1. Mobile Access Gateway(MAG)DEREZ L £7,

2. MAGELMADBIEM Z 1R T S,

<tfroot>

MAG

#sh i pv6 nobile pm pv6é nag binding

MAG#

3. PBUXY =P HLUPBAX Y E—T ZHREILE T,

<{froot>

MAG#



show i pv6 nobile pmipv6 nmag stats

[MAG819]: Total Bindings : 0

[ MAGB19] : PBU Sent
[ MAGB19] : PBA Rcvd

[MAG819]: PBRI Sent
[MAG819]: PBRI Rcvd
[MAG819]: PBRA Sent
[MAG819]: PBRA Rcvd

[MAG819]: No Of handoff

<snip>

Trigger Sent Stats

Response to DHCP DISCOVER
Response to ARP REQUEST
Response to GARP

ATTACH QUERY Sent

Response to DHCP REQUEST : 0

Response to Rtr Solicitation : O

O O OO

CLEANUP | NDI CATI ON Sent : 37

Resp to MCSA CREATE REQ T 62

Resp to MCSA UPD REQ
Resp to MCSA DEL REQ

o

A) Resp to MCSA CREATE REQlt. MAGHLMAN QEHEEERLTWVWAZEERLTVET,
LMAA'PBU%IEE T % &. MAGIZCLEANUP INDICATIONX ¥ £—S TREL £,

4. debug ipv6 mobile mag eventsZ BMICL T, MAGICRRENBD IS —1— RERIELET,

<tfroot>

*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.
*Apr 17 18:13:22.

885:
885:
885:
885:
885:
885:
885:

[PMIPV6_LMN_EVENT]: Attach Timer expired

[PMIPV6_LMN_EVENT]: Event received Attach timer expiry in state: LMN_READY, new s
[PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
[PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)
[PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
[PMIPV6_MAG_EVENT]: Trigger attach request received

[PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state nachine, path: Cel

*Apr 17 18:13:22
*Apr 17 18:13:22
*Apr 17 18:13:22

PBU nessage sent

*Apr 17 18:13:22
*Apr 17 18:13:22

nessage received

.885:
.885:
.885:

for

.885:
.886:

[PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
[PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148
[PMIPV6_MAG_EVENT]:

Nai : 310410901877700@.3511. nts

[PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
[PMIPV6_MAG_EVENT]:

PBA



*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

PBU rejected by LMA, NAI:310410901877700@3511. nts, status: 130

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

PBA: nai (310410901877700@L3511. nts),nai len: 26, |li (310410901877700@35), Il len: 21, att:4, lifetine:

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

Event received PBA reject for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

<snip>
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: S

endi ng cleanup ind reason Last path Down, orig_event PBA reject
*Apr 17 18:13:22.886: [PMIPV6_LMN_EVENT]:

Event received C eanup request fromMAG in state: LMN READY, new state: LM\ READY

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@3511. nts, Sending |IPv4 address cleanup indication for address (0.0.0.0)

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Binding Removed

ZRINEEERZOY :

A) MAGHLMAN D5 % BT 5.

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT] : 1 XY RASELEL &
Nai:310410901877700@13511.mcsIC & N H L WMNA VAR Y A& NART— RIS VT
. /XA : Cellular0/1/0, $R%E : PATH_NULL, ¥ L WVIREE : PATH_INIT

B) MAGA S LMAIZ [ (F TS & h 3 PBU,

*Apr 17 18:13:22.885:[PMIPV6_MAG_EVENT]:PBUX ¥ £—2 & Naill %15
: 310410901877700@13511.mcs

C) LMAD 5 215 L 1zPBA.
*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT] : X v t£—> : PBA
D)J— R130IC &K WLMAIC K 2 THEBENEPBUX Y £—2

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]: PBU rejected by LMA,
NAI:310410901877700@13511.mcs , JRAEE : 130

E)d— R130ICK VMAGIC & 2 THEBENEPBAX Y £—2,

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]:PBA:nai(310410901877700@13511.mcs),nai
len:26, 11i(310410901877700@135), Il len:21, att:4, lifetime:0, status:130



F) PBUB KU'PBANT Y RHFEBE ©D 1z, MAGIRENULLREEIZ 7 #—IL/INY JL&E T,

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT] : /1 X2 NA
Nai:310410901877700@13511.mcs in path state machinePBA rejectz ZfELEL 1=, /YA
: Cellular0/1/0, JREE : PATH_INIT, # L LVIREE : PATH_NULL

G)VI—XvE—TE, LIMACLEB TN RN ZBRITIVEN HBDEZ2RLTVET,

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Sending cleanup ind reason Last path Down,
orig_event PBA reject

*Apr 17 18:13:22.886:[PMIPV6_LMN_EVENT] : 4/ X2 M, 1REE : LMN_READY, #1L \ViR#E
: LMN_READYDOMAGA 50 —2T Y TERZEZE

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:Nai:310410901877700@13511.mcs. Sending
IPv4 address cleanup indication for address (0.0.0.0)



EXR FNYVTOAT—RAG, RRILOEUZZTANDIHNERTZZOHIC
LMAIC K D TEFBENE T, chsOI—RIE, PBAFMAGICK > TEFEENLEELC

RRENET
PBA:nai(310410901877700@13511.mcs). nai len:26,

1i(310410901877700@135). Illen:21, att:4, lifetime:0, status:130

Ed—RZSBLTSEZ L,

SHI:I

EJ—R B

0 NAZV ROBEFMAZFANSHhEL L

1 BHAhSHEN, TL7 10 AREANIBE




128 FHETHOER

129 EEERIE

130 )Y —AFE

131 BEEREHR—REhTLEEA
132 R—LHYTZRY NTREBYEEA

133 CcOENAN/—ROKR—LI—JIRTRDYEEA
134 EET7RLAKRBICKKBLELE

135 DAY RIADT =T AER

136 HIRYINKR—LF U AATY IR
137 HRINTTATF o AOA 2 FTY IR
138 HRYIN > A

139 BREIATOEBERFHFITENTVEREA

5)L—2TO> R O-L7TL—2F ¥ 7F v 2T, BRISENTY ROENAIIPVBA Y X
—ZRBRIALET,

FYTF ¥ DOLEE
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14 2023-85-88 11:33:10.893654 203.0.113.10 203.0.113.2 Binding Acknowledgement

marmm e mEmE e F o Ee marmar m WoAm s SramEs A f  EeR WA RS AIrE e R m e w mer ) Erir R EmArar s e w e m o

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436
- Mobile IPvG
Payload protocol: No Next Header for IPv6 (59)
Header length: 16 (136 bytes)
Mobility Header Type: Binding Acknowledgement (6)
Reserved: @x0@
Checksum: @x@eae
+ Binding Acknowledgement
Status: Insufficient resources (138)
@... .... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
.@.. .... = Mobile Router (R) flag: No Mobile Router Compatibility
..1. .... = Proxy Registration (P) flag: Proxy Registration
coal oac TLV-header format (T) flag: No TLV-header format
«sss Bu.. = Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 149
Lifetime: @ (@ seconds)
~ Mobility Options
> MIPv6 Option — PadN
> MIPv6 Option — Mobile Node Identifier: 318410981877788@13511.mcs
MIPvé Option — Padl
MIPvé Option — Handoff Indicator: Handoff state unknown
MIPvEé Option — Access Technology Type Option: IEEE 882.11a/b/g
MIPvEé Option PadN
MIPvEé Option Timestamp: May &, 2823 17:33:10.175094604 UTC
MIPvEé Option PadN
MIPvé Option Mobile Mode Link-layer Identifier
MIPvEe Option Padl
MIPv6 Option — IPv4 Home Address Reply: Virtual : 9.0.9.9 LMA did not reply with a success address
MIPv6 Option GRE Key to establish the tunnel
MIPvE& Option PadN
MIPvé Option Vendor Specific: 3GPP Protocol Configuration Options
MIPvE6 Option Padl
MIPv6 Option — Padl
MIPvEé Option Padl
MIPvE& Option Padl
MIPvé Option Padl
MIPv6 Option Padl

Code 130 insufficient information

ANYR—ICIZ—HIHYELA



17 2023-05-08 11:33:15.953328 203.0.113.1@ 203.0.113.2 Binding Acknowledgement

neEauen LENYLIl: 40 L4JL UYyLED)
Mobility Header Type: Binding Acknowledgement (&)
Reserved: @x@@
Checksum: @x@e@e
" Bmdl,"g ACK”.Wl.Edgeme'ft Accepted Binding Code 0
Status:
= Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
= Mobile Router (R) flag: No Mobile Router Compatibility
= Proxy Registration (P) flag: Proxy Registration
TLV-header format (T) flag: Mo TLV-header format
Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 15@
Lifetime: 90@ (3608 seconds)
v Mobility Options
> MIPvE Option — PadN
> MIPve Option Mobile Node Identifier: 3104109818777006@1351l1l.mcs
> MIPvE Option Handoff Indicator: Handoff state unknown
> MIPv6 Option Access Technology Type Option: IEEE 882.1la/b/g
> MIPvE6 Option PadN
> MIPvE Option Timestamp: May 8, 2023 17:33:15.187896728 UTC
> MIPvE Option PadN
Option Mobile MNode Link-layer Identifier

LMA replied with an IP address
for establish the reverse Tunnel

Option

Option

Option Vendor Specific: 3GPP Protocol Configuration Options

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Delegated Mobile Network Prefix: 192.168.1.8/24

d O

6. O—ANIISPICHERLET. COBHE. LMAISEICIE., R RINEZBIUTDIEODR—LT
RLAGEENETEA.

PMIPV6 A" LMAIZ[E] (3 TIND 2 AT S

*May 8 23:09:33.631: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:09:33.632: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:15:39.067: %PMIPV6-5-TUNNELDELETE: Deleting the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:17:16.655: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:17:16.656: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO

B OZ U
1. POTTOESHFRENESH ERIELRT,



F LS —ORNZTNDA—TFTATRIORFIXY NOEEATT,

2.debug ipv6 mobile® 7 77 1 7t L., T/INA4 AAPBUNT Y NELMAIZIEETBHAESH &R
ELET.

<#froot>

*May

9 20:28:26.784:

Attach Tinmer expired

*May

Event

*May
*May
*May
*May
*May

9 20:28:26.784:

[PMIPV6_LMN_EVENT]:

[PMIPV6_LMN_EVENT]:

received Attach timer expiry in state: LM\ _READY, new state: LM\ _READY

9 20:28:26.784:
9 20:28:26.784:
9 20:28:26.784:
9 20:28:26.784:
9 20:28:26.784:

[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:

Logical MN (310410901877700@13511.mcs) sending Attach trigger
Starting Logical MN attach timer, period (5000)

Trigger request received (Session create trigger) from (31041
Trigger attach request received



Event received dd MN intf attached for Nai: 310410901877700@3511.nts in path state machine, path: Ce
*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received First path created for Nai: 310410901877700@3511.ncts in state: INIT, new state: INIT

At this point the MAG waits for a reply from the LMA to establish the tunnel. Since the timer expires,

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:
Event received Last path Down for Nai: 310410901877700@3511.nts in state: INIT, new state: NULL

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]: Trigger Reply sent in Bul Null state entry for Nai: 310410901
*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]: Event received Trigger Attach Failure in state: LMN_READY, ne
< snip >

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

sendi ng cl eanup ind reason Last path Down, orig_event ReTx tiner exhausted

*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]:

Event received O eanup request from MAG in state: LMN_READY, new state: LM\_READY

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@3511. nts, Sending | Pv4 address cleanup indication for address (0.0.0.0)
*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@3511. nts, Bindi ng Renoved

< Snip >

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Event received New MN intf attached for Nai: 310410901877700@
*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)

*May 9 20:28:41.955: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:41.956: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:42.979: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770



*May 9 20:28:45.027: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

nessage received: PBA

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: P

BA: nai (310410901877700@3511.nts),nai len: 26, Ili (310410901877700@35), Il len: 21, att:4, lifetine::
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

Event received PBA accept for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: Starting Refresh timer, period (300000)
*May 9 20:28:45.229: PMIPV6_LMN_EVENT]: Received event (20)
*May 9 20:28:45.229: [PMIPV6_LMN_EVENT]:

Addr ess change event received for Tunnel 0

*May 9 20:28:45.229: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Tunnel 0, changed state to up

*May 9 20:28:45.230: %PMIPV6-5-TUNNELUP:

Bringing up the Proxy Mbile IPv6 tunnel Tunnel O

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Adding V4 Tunnel, Handle (Tunnel0), mode: (GRE_IN_IPV4)

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Stopping Retx timer for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Event received First path UP for Nai: 310410901877700@13511.m
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Updating binding succeeded
EREINEZEEROY

A) MAGIELMAE QE#HEZBRTINICL, BEEZESET.

*5 H9H20:28:26.784:[PMIPV6_LMN_EVENT] : 7R Y F 24 X—H BRI N
*5 9 H20:28:26.784:[PMIPV6_LMN_EVENT] : 4 R N Z{ERESR 1 X — O HR I nIREE
- LMN_READY, %L ULREE : LMN_READY

*5 A9 H20:28:26.784:[PMIPV6_MAG_EVENT] : /1 R MA"ZEL I
Nai:310410901877700@13511.mcsDEHWVWMNA > B —T T4 AN NAART— KNI VIZTRY F
EhTW3, /VA : Cellular0/1/0, 1REE : PATH_INIT, 71U WIREE : PATH_INIT

*5H9H20:28:26.784:[PMIPV6_MAG_EVENT]:Event received
Nai:310410901877700@13511.mcs in state: INIT, new state: INIT

BYRIDONA > T4 T ZHIBRLUTHLUVWRN ORIV ERU TR EOHIC, JUTRXAY E—IHFEEE
nEXY,

*5 A9H20:28:39.523:[PMIPV6_MAG_EVENT]:Event received Last path Down for Nai:
310410901877700@13511.mcs in state: INIT, new state: NULL



*5 A9H20:28:39.523:[PMIPV6_MAG_EVENT]:Sending cleanup ind reason Last path Down,
orig_event ReTx timer exhausted

*5 A9 H20:28:39.523:[PMIPV6_LMN_EVENT] : 1 X2 A, IREE : LMN_READY, #7L LViREE

: LMN_READYDOMAGH S V=T Y TERZZEFELELLE

*5 A9H20:28:39.523:[PMIPV6_MAG_EVENT]:Nai:310410901877700@13511.mcs, Sending
IPv4 address cleanup indication for address (0.0.0.0)

*5 A9 H20:28:39.523:[PMIPV6_MAG_EVENT]:Nai:310410901877700@13511.mcs , /N1 >/ R
Hll BR

C)#iL WTunnel 0ZFEL TB=HIZ, PBUX Y E—I A LMAILIEEENE T, MAGHZETR &
. PBAR R RILZHELKXT .

*5A9H20:28:41.955:[PMIPV6_MAG_EVENT]:PBUX Y 2— A Naill il fEE hE L &
: 310410901877700@13511.mcs

D) PBAAMAGELMAIC &2 TEEEh, BHAhS B,

*5H9H20:28:45.228:[PMIPV6_MAG_EVENT] : 2XY+t—2 : PBA

*5 A9H20:28:45.228:[PMIPV6_MAG_EVENT]:PBA:nai(310410901877700@13511.mcs),nai
len:26, 11i(310410901877700@135), Il len:21, att:4, lifetime:3600, status:0

*5H9H20:28:45.228:[PMIPV6_MAG_EVENT] : 4 X2 N A"PBA accept for
Nai:310410901877700@13511.mcs in path state machine, /\A : Cellular0/1/0, IR&EE
: PATH_INIT, #L LVIREE : PATH_ACTIVE

E)R>RILOFBIENET,

*5 A9 H20:28:45.229:[PMIPV6_LMN_EVENT]:Tunnel0D 7 RL AZEAAR N EZELELE

*5 A9H20:28:45.229: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed
state to up

*5 A9H20:28:45.230:%PMIPV6-5-TUNNELUP: Turning up the Proxy Mobile IPv6 tunnel
TunnelO

3IN—2TOMNO-LTL—0F ¥ 7Fyv&2EHITL. NTY NMAMAGELMAORBITHEZ 1
TVWBAHQESHERIAELET,

| Time | Source

| Destination | seq

2023-85-88 17:39:27.111994
2023-05-88 17:39:30.184528
2023-05-08 17:39:42.285758
2023-05-08 17:39:58.357894
2023-05-08 17:39:58.368576
2023-05-88 17:44:59,532368
2023-05-08 17:45:13.679442
2023-05-88 17:45:44.998085
2023-05-88 17:45:48.062489
2023-05-08 17:45:48.083544

203.8.113.2
203.8.113.2
203.0.113.2
203.0.113.2
203.0.113.10
203.0.113.2
203.08.113.2
203.0.113.2
203.0.113.2
203.8.113.10

203.0.113.10
203.0.113.10
203.9.113.10
203.9.113.10
203.0.113.2

203.9.113.10
203.0.113.10
203.08.113.10
203.0.113.10
203.0.113.2

Binding Update
Binding Update
Binding Update
Binding Update
Binding Acknowledgement
Binding Update
Binding Update
Binding Update
Binding Update
Binding Acknowledgement

TOARAR—RENEFYTF ¥ Tk, MAGHLMAICHERBSZEZERLET, LMAKZOX Y £—

STHELETH.
EEEhabITESYEL A,

RZVAR—RARETDE, FURILBERELET,

RSZVAR—KNIEENF $21-0, ChSOXYE—JRBFMAGIZL > TEID

4. CNS2DDTFNAABDORZ VAR HFRELTVR L ESH ZO—NILISPICHEBLET


mailto:310410901877700@13511.mcs

1B 1S R

PMIP(&,

ISPAST7AILRNIL—REZELBVCENEEENET, BEHEZMEBLTAN ORI

ZWIUTBICE. LMADIPZRA N FBRARNIL—NERSE, ELT—A2VE—TI(A%X

DARNKYTELTEMTDBENHYET,

Bl -

ip route 203.0.113.10 255.255.255.255 cellular0/1/0

R =¥ AR
International Mobile Subscriber
Identity ( IMSI ; EBRENAILIMAET TSIMA—=RICEYY HTsh165H 01— RES
174)
ERRE/NA LT T 17 1 (IMEI) ENAILEBFICE) HTShB150]1—R

EREREHN— RFE B F(ICCID)

N—=RIITTFSIMA—RIZ
%19 ~ 20O O—R

BHEICEVITSh

Mobile Station International Subscriber
Directory Number(MSISDN)

ISPICKR 2 THEIWHTSNEENALTINAA
FBS, ChiCEk, EO—REFITSIEHE
SHFBENET,

XY RD—HT 2 ABAT(NA)

XY ND—=OFT VEARIAFICY
KO THEFENLZI—HID

7> KIS

T I tARA > ~ME(APN)

ENALZRY RD—9F—RIEHETDENA
LFENAAOER (O—I>F701R)

ENAI /=K (MN)

IPEEUT 1 BEEDOPMIPICSINT D=6 IC44

BBIPRAMNEEZERIL—Z

Mobile Access Gateway ( MAG )

ISPEDEGEEEIZDTIEATFNAA

Local Mobility Anchor ( LMA )

ZOF3F/NAILIPVE R X A > (PMIP)R O E/X
AN —ROK—LI—J IV N

B =E{EFT(HoA)

LMAZ —J)LIC& 2 TEI YT ENEZTAFTIY
JIP7RLA

Proxy Binding Update ( PBU ; Z’O0F < /N1 >
TAITER)

LMABIDO N> R ZTEILTDZHDODMAGH S
NDER, COEXRIZIE., Mobile Node Identifier
OptionA"EFEFNTVET,

Proxy Binding Acknowledgment(PBA)

LMAA*SMAGAD XY £—2, HOARY N —
D7LT74vORE8H. RAEMNYZILOWHE
MERN)A—-—LET,
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TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



